View metadata, citation and similar papers at core.ac.uk brought to you by fCORE

provided by Xiamen University Institutional Repository

16 2 Vol.16 No.2
2009 4 Journal of Putian University Apr. 2009
:1672-4143(2009)02-0068-03 :TP391 A
1 2 1
9 9
1. 351100 2. 361005
K-Means N

An Intrusion Detection Method Based on

Clustering and Association Correction
HUANG Bin' SHI Liang® CHEN De-li
( 1. Electronic & Information Engineering Department, Putian University, Putian Fujian 351100, China;
2. Software School, Xiamen University, Xiamen Fujian 361005, China )

Abstract This paper analyses the existing problems of the current intrusion detection techniques base on
K-Means Algorithm: failing to analyse the attribute composed by character, higher false-detection rate, etc, and
brings forward some improvement: We wuse Association Rule into clustering analysis to reduce the
false-detection rate in our algorithm. In this paper, we introduce the improved method concretely, and shows

the feasibility and effect through an experiment.
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K-Means 85.03 3.01
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.dst_host count, dst_host srv_count,

same_srv_rate, dst_host same srv_rate, count, dst

host_same_src_port_rate, srv_count, K-Means
o 4

Apriori .protocol_type,

service, flag, state 1 R
1
/% /%

http /A REJ => normal 100.00 8.32
smtp /ASF =>normal 100.00 8.07
ftp /A SF =>normal 100.00 4.15
domain_u /A SF => normal 100.00 1.62
finger /\ SF =>normal 100.00 0.72
other /A SF => normal 100.00 0.50
tep /A SF => normal 100.00 72.03
telnet /\ SF => normal 100.00 0.40
private /\SO => neptune 100.00 0.55
http /\ SF => normal 100.00 56.93
ecr_i /\ SF=>smurf 67.67 1.14
private /\ SF => normal 37.56 0.15
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