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Abstract

Abstract

This thesis analyzes the advantages and disadvantages of static-password
authentication. There are two fatal flaws about password-authentication: the passwords
can be wiretapped through the internet by illegal users; and this thesis is incapable to
protect it from areplay attack. This thesis proposes a universal identity-authentication
scheme, and furthermore, design and realize a secure identity-authentication system
based on virtual Token.

Our scheme of identity-authentication is dynamic and based on the Challenge/
Response mode, and it is effective and efficient for preventing the flaws of
password-authentication. In our scheme, the system utilizes time for the Challenge
number, while the users utilize their virtual Tokens for the Response numbers before
using them to log on the system. As the Challenge number, time is one-off and each
time dlice is a different Challenge number, so it can prevent from a replay attack. And
the Response numbers transformed on the internet are encrypted, which is far more
secure than transformed as plaintext.

Our system adapts all kinds of identity authentications in B/S mode. Considering
the technology of developing an application under .NET environment is very common,
This thesis put on our emphases on analyses of identity-authentication mode and
authorization access of .NET framework. This thesis improves the widely-used form
authentication mode, and realize identity authentication by using virtual Token.

This thesis develop a standard extensible application in three-layer B/S mode by
using the technologies of ASPNET and SQL, and redlize a universal information

issuance system, and standardize interfaces of Websites with CSS.

Keywords:. identity authentication; Challenge/Response; virtual Token; information

issuance.
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