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Abstract

With the development and popularization, Internet conveniences people’'s
work and life and presents a new approach for all kinds of network crime.
Because of anarchy and concealment for network crime, Internet is crime-ridden.
It's very important to found a metropolitan-area network information Real-time
monitoring system to restrain network crime and make network information
criterion.

Unlike the generic network security system, the network information
monitoring system does not detect the hacker’s intrusion, but provide an assistant
for detecting some kinds of network crime by observing and recording some
characteristic parameters of the normal network communications. It is necessary
for the network information monitoring system to array in the city range. These
monitoring nodes may be isomerous, and lie in protection area by the firewall. It
is difficult to integrate the information among these distributed monitoring
nodes.

The main content of this paper is to provide the pivotal technologies
research on monitoring metropolitan-area network information. Firstly, the paper
discusses how to do a deeply protocol analysis from protocol data unite
transferring through Internet. The task analyzes not only interface control
informetion in link layer, internet layer and transport layer, but also al kinds of
different structure datagram unit in application layer, such as HTTP, SMTP.
Secondly, in order to resolve the problems of dropping data packet when network
data stream is rushing, it brings forward the methods to attemper workflow
among monitor groupware and to analyze protocol through the network dense
data stream based on MPI. Finally the paper illuminates the design idea and

achievement method to set up a distributed network information monitoring
system, which elucidates how to communicate in the transparency way between
the control center and the monitoring nodes by the technologies of XML and



SOAP based on web services in J2EE platform. The research production of this
thesis can proposes the solution to set up an effective and applied

metropolitan-area network information monitoring system.

Key Words: Protocol Anaysis, MPI; Web Service.
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