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Abstract

There is neither the complicated problem of certificate management of traditional
certificate-based public key cryptology, nor the problem of inherent key escrow of
identity-based public key cryptology.

EPC (electronic product code) network is an advanced comprehensive system, of
which the purpose is to set up a global open system for every single product in the
world. The aim of EPCglobal is to promote and develop EPC network in all the
industries in the world, to raise the transparency and the visibility of the information
of trade unit in the supply chain by developing and managing the standard of the EPC
network.

EPCglobal architecture has three security domains in practice, security domain
consisting of tag and reader, security domain consisting of ONS query process and
security domain consisting of DNS query process. Therefore, it is of big significance
for promoting the construction of the EPC network in the whole world to take the
advantage of the certificateless public key cryptology to enhance the security of
EPCglobal system. This thesis researches the aspect of the security of the EPCglobal
system, and the purpose is to enhance the security of the system. The main contents of
this thesis are as follows:

1. Takes the advantage of the certificateless public key cryptology,and proposes
a key agreement protocol based on the certificateless, and then proves its validity and
security.

2. Analyses the present tag-reader secure communication protocol, and proposes
a tag-reader secure communication protocol conforming the EPC C1G2(Class-1
Generation-2 UHF) standard.

3. Analyses the potential security risks in the ONS (Object Naming Service) of
the EPCglobal architecture, and proposes a Tor (The Second Generation Onion
Router) protocol based on certificateless.

4. Analyses the security risks in the DNS query part of the EPCglobal
architecture, and proposes a kind of DNSSEC (Domain Name System Security

Extensions) protocol based on certificateless.
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