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Abstract

Abstract

Biological immune system is a complex system of self adaptive, self-learning,
self-organization, parallel processing and distributed coordination. The research purpose of
Artificial Immune System is to extract special information processing mechanisms contained
in biological immune system, and then to study and design the corresponding models and
algorithms that could be used to solve many kinds of complex problems. In recent years,
immune-based intrusion detection has become a key research area in intrusion detection
system, exploring natural immunological theories, mechanisms and principles for detecting
and reacting to intrusions.

The basic function of biological immune system is to recognize self and non-self, and
then to classify and eliminate non-self. Biological immune system has the characteristics of
immune recognition, immune memory, immune regulation, immune tolerance, immune
surveillance etc. By deeply researching into various information processing mechanisms
contained in biological immune system, many effective models of intrusion detection and
algorithms can be established and designed, and it is of great significance to the
establishment of new theory and new method of intrusion detection based on biological
immune system, also to the change of the current situation of network security.

The purpose of this paper is to explore and research into the learning and detecting
mechanisms containied in biological immune system, and then to use the technology of
artificial immune, to design efficient models and algorithms for intrusion detection system.
The main research work of this paper can be summarized as follows:

Firstly, on the basis of discussing the creation and updating of the detector the paper
makes some improvement on existing artificial immune algorithms. The modification
includes co-simulation, mutation of detector, redundancy avoided and evolution of detector,
making the artificial immune model reasonable.

Secondly, the paper introduces inheritance mechanism and reselection mechanism into
clonal selection algorithm, comes up with an improved clonal selection algorithm used for
evolving detector, creates memory detector with higher efficiency of detection, and then the

experimentation proves the advantage of the algorithm.



Abstract

Afterwards, the paper introduces mutation mechanism and redundancy avoided
mechanism into dynamic clonal selection algorithm, comes up with an improved dynamic
clonal selection algorithm used for detecting intrusion, and then the experimentation proves
the efficiency of the algorithm.

Finally, the two algorithms discussed above the paper come up with a distributed

network intrusion detection system with higher efficiency of detection.

Key words: Biological immune; Intrusion detection; Distributed
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BRI ) A Ji s BRI R T AR B D AR BEAE TN LR A S SR
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DI B ARRB LR S LA SR A T a2 WL, AEAHE Bl AL B
A AN IAT, AT ) ER AR B SO a3 (0 e 36 R ST R o Al
MIEK. AT ORI G ARG 24, NATEAE R AbBEAIAE f R 8-S A il
T s AR o AR ALK AL — P 2 AR AN SR 1), AT K8 b2
AR AL — RN 2 a5 b, AT LU B ORS5 EATR SE 10 2 42
flegit L, NATTET X AR I 28— IBCR I B K A 0 e A X o TE B 2k, (B2 BEAE Mook
(K e, Mook TR TR HE R A2 AE, Halifif) B K b S CCvA I A0 2240
FERUBHET T 2L, X W28 (1 ORGP R IR IR IR 2RI TBe. SRR, W4
2% A AR A KRR 2%, SR BRI BT RGUHh T AL 2% 2R B (1) AR AN
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KA R e nT LI R G TR ANAR AT RIS R S, DI 4% i
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RGP DR

1.2 ANZHEMAIHES

1980 4 James Anderson F4E#H T ARKAIMES, i A2zl (Intrusion
Attempt) BUEP (Threat) & X A TE A TR ARSIZA T (5 B4R (S B BUE
RGEATIESCIEE A, Al o DB R ) BT B2 1 -

NZ (Intrusion) FEIHEKEBIATHENLLREME e8Pk AT BT R
— RIS NG WREARFBH P K BB, A, BRSSO I
HISAT o NZATII R 2 X VSO0 W0 28 FTH SHL R Ge IR OGB4 s IR A5 AT WL B A0 i,
I IE TR G 3 R A M ) A R AR BRBGE  %, JRBA R R A E B (Site
Security Officer) .
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1.3 ANRHEMpg4H2
Al RUMATIN LA L K3 5 S X NAZ R T 42
1.3.1 EFENEARSZE

AR TR Y IR I BARAN R, ARSI — 573 0y 5 Kl (Anomaly Detection)
FIE A (Misuse Detection).
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DR (Misuse Detection): M AARKLIE MR & U T I BEAT A
P e A o AR 5 A TR AR VL B SO VE S, 447 DU G A AR R AR, R ENAS
M5 CRIRIAN AT A Z I8 UL RCRERE o SRn] DUE ST AN TR 32 AT 4, AR
FifEns 5 2 VI RIAT 0 02 5 4R o WO AR IE R B AR BOAT AL ST AT DRI RS L 72
2RI BCR G T O PR RS SR ARV RE I, AR GE A X R AT e AR o IX R
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1.3.2 EFEMNHRSSE

MRS 2 B2l s ANARAGTIN e 3 g T LWL AARAG I L - R 28 X A AR Ao U
AR A (R N AR A -

TN (Host-Based): RGE I AT RFENFIEH A N ATRE
PRI Has . REURA . B L AT 2 s vl sk . BRI AR SR 10—
FEPTEN EHLRSE

ML (Network-Based): FRGLHTIMIEE LM% LIRS R4 R AZ A
ARG GE R A W BAIAE S5, FE T W 45 BN AR R0 28 4 oy 3l 7 ) 4% 1) A i
(sensor) AL, fEERIE— SR LUK B TRAB T ENL, IR p 4 i1
Hyato.
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2.1 HMRERGELR

FuE (Immunology) EWFFTHIIK I RGN NG A A FE I RERORI A . ol
FEWLANT “ B3k (Self)” F1 “JEF (Nonself)” [MIIHMIIFHERR “HEFR”, BIHLAILRIA
FEBRDUAAE 4048 DAL REL A 1 A P AR [ T e

)% RGP RE SN AR FCHEIRY PR TR AN, kY
“HIR” PSR S 52, A “HRE” B A HE R AR R AR BT AR, X R
PO SRR T2 e M SE K . PR (Antigen, Ag) ZFRAEIE TR RGIKE
TN, I RE S H AR I DA S 20 M 7 A4 N AR SN R AR AR S S S TR ) o HLAK
NI e R —MRAATLL R R

1. %Pt (Immunological Defence): MWULAAGIE RGN “ HIK” PUREK
SROPEY 52, HPL “HEFR” BUR AR, FEBRE A0 S i S Al 4, DAORAP LR A2
SR IR

2. AR (Immunological Homeostasis): ANWHEBRIEZIET AN, RFF
PRAITFAC T, DAORAE LA IR A B4

3. SIS (Immunological Surveillance): AR T B G (0 44 I AL B 5
PRISAZ (Rl B, 937 13 1 A

22 QRIBERZAM

ARG (Immune System) JEHATHRIZINAEMIVI TN, RILERG Ak as
B B AN R G g o3 A R
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