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ABSTRACT

ABSTRACT

Recent years, Internet based on IPv4 protocol has been flourishing, whether the
scope of the network coverage and network capacity or the number of Internet users and
business types is in the rapid growth. So the amount of available IP address is less and
less under IPv4.Some of solutions to IP address crisis begin to be widely used. NAT
technology is a short term solution, and it is the most common and effective solution to
the shortage of address.

The thesis firstly analysises of the computer network reference model of TCP/IP,
and studys on the principles and process of Network Address Translation.

Software consists of two parts: The core part of the work in the operating system
kernel layer (Layer 0), to complete the interception of network data, analysis, tracking,
filtering, conversion. Control part of the work at the application layer is responsible for
the kernel of communication and control. Part of the kernel can intercepted all incoming
and outgoing data. Layer 2-7 data and control can be achieved by increasing the packet
processing module of layers, there are a lot of room for expansion. On the basis of the
development of PC firewall, network sniffer software. Such as antivirus software
Kaspersky, network sniffer sniffer and so on based on NDIS. and implementates the
function of joining dynamic Network Address Translation with Network Address Port
Translation. Run the test at the same time, given the real machine and VMWare virtual
machine test environment, test results illustrate the effectiveness of the proposed
solutions.

Key Words: Network Address Translation; NAT; NDIS; Intermediate Driver;
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