View metadata, citation and similar papers at core.ac.uk brought to you by fCORE

provided by Xiamen University Institutional Repository

2R giE: 10384 NRE K
2 . 23020071151271 UDnC

B r3
m = % o’ X
P2P W4k ETF TiEH M B EE

Certificateless-Based Distributed Key Management
In P2P Networks

N A=A
2 R

RBEHIPRLE: REL  HRK
+ b % AR HEMEAGREH
WXR/XAH: 2010 F 5 A
X AFFRTE: 2010 £ 6 A
FAEZTEH: 2010 F A

EWMEBEREER
2 BN



https://core.ac.uk/display/41427526?utm_source=pdf&utm_medium=banner&utm_campaign=pdf-decoration-v1




JB TR EEZEAL I ST Bl P

AN AW AN SCRANAE F IR T T, BT 58 A 5T
Ko RN LGS HAMAD NsEEAR T2 AR ITIUICR,
AE S PG = 5 SAIRAAR T, IR SR E A (B4R ot AR 5
AREsE GRAT)).

A IR A ( DU (A1)
RIWTIE R, RS ( ) W (D) AR e E
welh, £ ( ) SER e GRAELL BT WIS R
A BRGNS g S A4 PR, AT BRI N 1Y, Al UMy
VUi Pp)

PN (44D
¥ H H






JE I TR S AL S VR AUE A B

AN TTREAARYE (Ao N RN 2 (67 2% )8 47 58 Jti /3
) S IUE DR B A F] e s 3G, JF 1R 58 AR T T el FR e HLAIA AL
AL CRFRARURANT R T/, SRV AALIRSCREANEZ TR K15
T LA PR B AT o A IR T TR SR 22 1 SO 4= [
f ey At A e SO A A PEREA TR &R, R SR 18 ST B LA
FHELC R, KA BN e Bl el Foe 7 s B A 6 18 3

AR T

( ) L ETTRARE & D2 W BEZE M IR A AL 18 3,
¥ ¥ H  HE, WEREN EIERP

( ) 2. ARE, EH] EIRHAL

G fE L AN AR5 NET “ v 7 BIH BRI 2 IR A A1 3
ME Q2 TR RE R A o e 22 018 30, R TR IR
TE B AL SCRI AT A R S0 R IR AS /Y, BROA

.
NATFEEAI R, BIEH R AL

hsi

Kb

| |
Ak






S

i E

FIRT, P2P RZR (KN Ak 32, P2P HoR T HIB M P A4 TR ZII 5%
Mo {H P2P WL HAT -k . FIAPERNZN A TE SRR AT, I SO RUH7 SR 1) 22 4 ] i
M S P2P MRt R, [RIE P2P 45 (1) 224 o] i 52 3] ok bk %2
(R R . AL A BRSO (PKD 75 2 HE 5Kk 40 € S A HH, iXif3 PKI
MUEPBE R 2y, BRETR R AP Sl S5 DURIRY, XL ) i
PG T PKI {E P2P W2 P st fr) e 2k e o B T 5 0 I A R A4 (ID-PKC)
HARPEFE TUESS, AH i T HC AT (B R o, AR b (PKG) H)
RELHIE T U4, BOE A1 SN (5 2, Pk ID-PK.C 1R HER P2P 45 42
et A TIER P2P & IHE R, A SO R TG UE A 2 B A h A
(CL-PKC) W9 BT SukAT TAIST, 246 1 LR LR AR

(1) $#-H T P& P2P WLRRE s T UE I 2 il 5 O 3 H A 7
%, I Tz Rtk AT 29I T TIBREIR, RIS P2P 4%
WL AR BEA irh by (KGC, Key Generate Center), RIfF& VR4 P2P
P48 RIRF R, SCRE AT ARl G S T A5 Do AE R TR P R AR DA R 32 B it e 6 1

5 o

(2) $-H T PRk (A2 B A B s I P R P8, JFAE M SR
JTTHL, SEUAT LR D O R PSCGREAT T UL ASSCHR H IR BB SR VR AN [l 2
IS RS B AR, BAT A RE

(3) WP R P e By AT BAR B 5 SO, B ey S i IEwi e,
JEMUE TR R o AR SCH) R GER ALK 12 PO AU BRI nUs P PR AS &
R, M T NSRBI IO A IR PIAE BA, DAfif uk P2P I 2% 22 4x 1) i)
AT T 2l E R R

KGR PP L EAEBAGIHIIRL B, S






Abstract

Abstract

Nowadays, the application of P2P networks becomes more and more extensive.
P2P technology has already had a profound impact on the Internet. However, P2P
networks have characteristics of decentralization, autonomy and dynamicity. The
security problems caused by these characteristics have seriously affected further
development of P2P networks. Therefore, the security problem of P2P networks
attracts more and more attention. Traditional Public Key Infrastructure (PKI) needs a
certificate to bind an identity and its public key, and certificate management in PKI is
very complicated, including certificate distribution, certificate storage, certificate
verification, certificate update, and certificate revocation. These problems prevent
implementing PKI in the P2P network efficiently. Although Identity-Based Public Key
Cryptography (ID-PKC) abandons certificates, because of its inherent nature of key
escrow, Private Key Generator (PKG) can not only forge the signature of any entity,
but also decrypt any encrypted message. So, ID-PKC can not supply efficient security
for P2P networks. In order to fit the characteristics of P2P networks, we do research
on Certificateless-based (CL-PKC) key management schemes. The specific tasks
consist of the following:

(1) We proposed a certificateless-based key distribution scheme with multiple
trusted centers that fits the characteristics of P2P networks, and analysed its security.
The proposed scheme introduced the threshold technology, and uses super nodes in
hybrid P2P network as Key Generation Center (KGC). So it does not only fit the
characteristics of P2P networks, but also avoids risks of single-point failure and
master key leaking in one trusted center model.

(2) We proposed an improved interactive key agreement protocol across
multiple domains, and then compared it with some existing key agreement protocol
from aspects of security and computational efficiency. The proposed scheme allows
different generators in common parameters of different domains.

(3) We implemented the proposed key management schemes, then verified their
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Abstract

correctness and tested their computational efficiency. Combined master key share
management and key managenment of nodes, this system constructed a complete
certificateless-based key management model, which is an exploration to solve security

problems in P2P networks.

Keywords: P2P Networks; CL-PKC; Key Management; Session Key
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