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ABSTRACT

Network application goes deeply into every corner of society life step by step
currently. With the development of the application of e-business and e-government,
the network security becomes the focus that people take care of more and more. We
must admit that network is filled with many security troubles. Hobbyhorse program,
computer virus, backdoor hole, and the events of inbreak, al of these resirict the
applications of network badly. So the programming technology on network security
arouses people’s attention. The packet capture, as the base of network security
programming, has some important meanings to us. In books and network people talk
much about the packet capture based on Linux and Unix, but the realization in
Windows, a widely used operating system, is very few. This article mainly reearches
the packet capture in Windows environment.

The realization of packet capture in windows environment has many ways. Such
as TDI, NDIS Intermidate Driver (IMD), because these ways come down to the
programming of driver program, they are very difficulty. Otherwise the best version
of Winsock 2 offers a new programming interface — SPI, we can use this technology
to insert an owner layer of process in the application layer. This will make the
network packet capture easily. The appearance of the system independent capture
library makes packet capture easier than ever. Because there are both versions of
Windows (WinPcap) and Linux (Libcap) and they are compatible to each other, we
can use the library easily to program network application program for different OS.

This article mainly discusse the following contents:

In chapter 1, the related concepts are introduced, such as Computer Security,
Network Security and packet capture.

In chapter 2, the protocol frames of Windows network structure are described.

In chapter 3, the theory and the realization way about network packet capture in
the Windows environment are expounds in some detail.

In chapter 4, a sample about how to capture packet is given and anayzed. The



sample uses the theory and the way that are dicussed in the preceding chapters.
In chapter 5, some important edification about the research of network packet
captureis  summaried.
This thesis has the following contributions:
® The article, relating from the technology research to the network specialty
building of our institute, brings forward that the technology research have
very important effects for the specialty building and the course exploiture of
specialty .
® The article anayses the redization ways and the key point on many
technologies of network packet capture. It also discusses the advantage,
disadvantages and application occasions about every kind of technology.
They can be referenced for the programming of the network packet capture
and filter.
® The article establishes a demo program to capture network packet. The
program gives the entire process to capture data packet by using the

technology of packet capture.

Keywords: Network packet capture; Transfer driver; Network Driver Interface

Specification;  Service Provide Interface; WinPcap
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