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Abstract

The “scattered, semi-trusted and dynamic” characteristics of P2P networks make
the certificate management difficulties of the traditional public key infrastructure (PKI)
and the key escrow issue of identity-based public key cryptography (ID-PKC) more
prominent, so the security issue about P2P networks has become a recognized hard
problem. In the Asia-CryPt-2003 conference, Al-Riyami and Perterson proposed a
new public key cryptography - certificateless public key cryptography (CL-PKC).
CL-PKC does not have the certificate management problem or the key escrow issue.
Morever, CL-PKC is not only more efficient than PKI, but also more secure than
ID-PKC, which is so suited for P2P networks. Based on this, we carried out the
research about applying the CL-PKC in the P2P networks. Throuh researching on the
distributed key generation sechme and key agreement protocol with across-domain,
breaking the bottlenecks of making use of CL-PKC in the P2P networks.

The main contributions of the thesis are summarized as below:

(1) According to the characteristics of P2P networks, a verifiable certificateless
distributed key generation scheme was proposed. We aslo gave the analysis of the
dynamic nature and security. By introducing the threshold secret sharing scheme,
our scheme could assign the different super-nodes with the rational rights and
identify a malicious service node that was key generation center (Key Generateor
Center, KGC). If a new KGC join the system, some KGC defect or quit, the
system based on our scheme can provide a safe and efficient update mechanism
to ensure the system security and reliability.

(2) After taking research on the proposed two-party key agreement protocols and find
the deficiencies of them in P2P networks, a new certificateless authenticated key
agreement protocol was proposed, which could be used at the different domains.
We also analyzed the security of the scheme and computing performance. Our

protocol met the across-domain, authentication, and all the security attributes,
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which was more suited for the hybrid P2P networks.

(3) The proposed key generation scheme and the key agreement protocol were both
implemented. Some other mainstream protocols were also implemented in the
system. We verified the correctness of our schemes, tested and analyzed the
efficiency of all the schemes which had been implemented.

In this thesis, in order to solve the security issues in P2P networks, by introducing
the certificateless public key cryptography, we not only carried out a positive

exploration, but also enriched and developed the theory and applications of CL-PKC.

Key Words: P2P; CL-PKC; Key Generation; Key Agreement; Across-Domain
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