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Abstract

Digital signature, one of the important applications of public key
cryptosystem, can be used to protect data integrity and authenticate the identity
of the sender of a message. It plays an important role in the eectronic
transactions. Public Key Cryptography (PKC)is gaining a considerable attention
because it can assure the security requirements of many applications. To
guarantee the authenticity of public key, there is a need to provide an assurance
to the user about the relationship between a public key and the authority of the
holder of the corresponding private key. In traditional Public Key
Cryptography,this assurance is delivered in the form of certificate,essentially a
signature by a Certification Authority(CA)on a public key. However, the
management of infrastructure ( supporting certificates) is the main complaint
against traditiona PKC. While Identity-Based PKC can €iminate this
troublesome infrastructure, the key escrow of user’s private key is inherent in
identity-based PKC. Recently, a hew PKC paradigm called the certificateless
PKC was introduced, it eliminates the need of certificates and retains the
desirable properties of identity-based PKC without key escrow problem.

In this paper, we propose a certificatel ess ring signature scheme, based on the
bilinear pairings, which provides unconditional anonymity ,and we analyze this
scheme which is existentially unforgeable under adaptive chose-message attacks,
in the random oracle model, assuming that the Generalized computational
Diffie-Hellman problem is hard to solve. We propose an |D-based broadcasting
multisignature scheme from multilinear forms and its security bases on the

hardness of the computational Diffie-Hellman problem.

Key words: Ring Signature Public Key Cryptography Multisignature.
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