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Abstract

Rapid development of network applications, particularly P2P technology brings
difficulties to network management. Network flow identification and classification
is very important for network security and management, which attracts many
researchers all over the world in recent years, the researchers in this field have
yielded fruitful achievements, but most of them focused on describing the trend of
the aggregate volume from a macro perspective, with seldom attentions to the
dynamic interactive features, and most of these achievements are offline
classification, which play limited role in network management.

In order to compensate for deficiencies, the authors adopted the concept of
dynamic network flow model, which describes the dynamic interactive features of
network flow from a micro perspective, and also provides a new data source and
perspective for network traffic analysis.

Based on two-way dynamic network flow model, the paper researches on the
relationship between the sequence characteristics of network flow and network
applications by analysing packet-level attributes from a fine-grained perspective.
This research focuses on two aspects: the first is the classification of common
application protocols, the second is real-time identification and classification of
P2P traffic. Through the analysis of sequence characteristics, and combined it
with visual computing, the binary frequency distribution constructed by packet-
level sequence characteristics showed great differences, the paper achieved the
classification of common application protocols by calculating a difference score.
Key packets sequence characteristics is very important for the identification of
P2P applications, the paper employed dynamic programming to identify the key
packets from network flows. Experiments show that the classification algorithms
are correct and effective. Based on the above algorithms, the paper designed and

implemented traffic safety management system based on fine-grained features,



mainly to achieve the real-time identification of P2P applications.
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