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Abstract

Abstract

Intrusion detection is one of the main research directions in network security.
However, most of the practical intrusion detection systems usually identify attacks
by matching known attacks database with collected network data. These pattern
match-based methods are highly effective in detecting known attacks, but they don't
work well in detecting unknown attacks or the variations of some known attacks.

This dissertation describes the intrusion detection and data mining related
technologies and focuses on analyzing the Snort module structure and work
processes, which provides a theoretical foundation for a new Snort NIDS; Secondly,
it analyzes Apriori algorithm and proposes its improvements in terms of the
algorithm defects and the data-mining-based requirements for Snort intrusion
detecting system .

Finally a Snort-based log analysis console is independently designed and
developed with Microsoft Visual Studio 2008 and C# language, which consists of
three functions: rule configuration module, data analysis module, and report module.
Among them, rule configuration module is mainly to facilitate the Snort rule set and
modify; data analysis module is to pre-process collected network data packets and to
add an Apriori-based algorithm anomaly detection module to its own testing
modules, thus generating a new set of rules anomaly detection to enhance detection
efficiency for the detection of unknown network intrusion; report module is mainly
to organize and put out the invasion information and facilitate the its browse and
summary view. The platform is aso under an experimental environment simulation
testing, the fina results show that the system has improved the original Snort
detection efficiency.

The system is now being applied to ChengYi college of Jimei University with
visible outcome. It has effectively prevented network security accidents with its
capacity to detect attacksin atimely manner.

Key words: Snort; Apriori; rules detection



E Rt Y 1
1.1 REARER. BOREN. ... -1 -
12 ERAMNARBAREURRIR . ... -2 -
1.8 AXHIEEGEM .. -3-

F-E NRHEMNRSG. ARSI Snort RENB ..o -5-
2.1 NBRMBEARRES . -5-
2. 2 N AR -6-

3 IR DN 2] 5 NSO -6-
VAR N R 5o NSO -7-
2.2.3 KBRS AR ARTEIEUAL ooveeeeeeeseneesessesssssssssessesssssssesseees -8-
2.3 NBHMRGEIEMITEINEE oo -8-
231 MNIAGIUZRGUIIETHE covvoeesirrrvoeeeeeeeesssssssseesesssssssssssssssesssssssssssssssssssssssssssee -8-
2.32 NZREMBRGUIIEAIIFE coovvveeeeeeeeeeeeeeeeessssssssssssssssssssssssssessssssssssssssssssssssene -9-
2. 4 NBRMRTWBRLEEISTZE oo -10-
241 HT FHINBRINRZE (HIDS) .ovveeeeessvveveneeeessssssesseeessssssssssssene -10-
24.2 FETRZEIMNZAGINZRLGE (NIDS)  ooveeeeeservvvveneeeessssssssseesssssssssssssene -10-
BRI e s WA 72 L5 O -11-
2.5 NRAENAGATEIREY DR SRR ..o, -12-
2.8 SN0 R BT T e oeeeeeee oottt ettt e e e e et ettt e e e e eeeae e -13-
2.6.1 SN0t FEHLER KL HIIFE oovevoreeeeeeesssssssssseeessssssssssssessssssssssssssssssssssssssssseess -14-
282 SN0 T AT e eeemssssssssessomesssssssssssssssssssssssssssoeesessssssssssssssssssssssssoe -17-
2.8.3 SNOM PEAEIRIT oo eeecmssssssssessoeesesssssssssssssmsssssssssssoeesessssssssssssssssssssssssoe -24-

BT ETHIEIZHERT Snort MEBEBGHRE L ..o, -26-
3.1 KEBEMMATEEZAENIR oo -26-
3.2 BT Apriori BIEMFERMBEIR oo, -27-

321 EIETIALTEBEEIL.....oooeeeeeeeeseeeeeeesesssssssseeeessssssssssssssssssssssssssesssssssssssssee -29-

322 BT Apriori SVEIIIRIIIEZIH cooooeeeeeereereeeeeeesessessssssssssssssssssssssees -32-



B.2.3 FEIHHRMTHIZ ...ooveeeeeeeeeee e cmsssesssesssmssssssssseesssssssssssssssssssssssssseesessssssssssssoens -38-
HME BUHERY Snort REEBBFEBTEILA ..o -39-
4.1 BREARZRGEI oo -39-
L N L ) = OO -40-
A.2WINPCAD TAITT covvveveeeeeesssssssssssssssssmsssssssssesssssssssssssssssssssssssessesssssssssssssssssssssseee -40-
VR IRV 10's vz oKt 7 G/ TR RN e a . [ -41-
A.2.3 SO (R ZEZBE I oo eeeeesssssssssssssssesssssssssssssssssssssssssssssesssssssssssnssssenses -42-
4. 3 BUBEERRSSBEAEIR oo e -43-
A.31 MYSQL EHEIEF I ooreeeeesesessseesseeeesssssssssseesssssssssssssssessssssmssoscemess s sssssseee -43-
VRCW A Vs © € e AT, e -44-
4,33 MYSQL HHE AT BIFET .oovooeeeeeeeeeneeseeesesssss st sessssssess e tesssssssssesssssssssseee -44-
4.4 HAEGHIEBIA oot -45-
AAL FINFELEREIIL .ooosoeeeeeeeeeeeeessessseeesssstnsisesssseessessssssesesssssssssssssssseessssssssee -47 -
AA2 BHEIIMTIEIIL oeeeeeeeeeseeeeeess e ssisssseesssssssssesssssseessssssssseessssssssseesssnee -48-
BABTHRITEIL....ooo e sssssssssssssse s nssssssssene -50-
4.5 BESHHERIGEIIEE oo, -51-
A5, 1 MREEELFIAE oot ssas s sssssss s sssss s sssasesssssasanas -51-
A2 TIRITIIFRET oo ssssssssssssssssseseessssssssssssssssssssssonee -51-
A.5.3 TR oo eeeeeeeemsseseeeeeeeeeessssssssssssssssssssseeseesessss s ssssssssssonee -52-
4.6 BRZEIER oot - 56 -
-0 i == -57-
T T O =5 OO -57-
o -3 OO 57



Contents

Contents
Chapter | INtrodUCLION............cccuiveicecee e -1-
1.1 TheBackground, Purpose and Meaning of Reseach ...........ccccceeveenne -1-
1.2 TheLevel of Development and the Satusat Home and Abroad.......... -2-
1.3TheMain Sructure of TRISATTICIE ......coeveeeiii -3-

Chapter Il Introduction to Intrusion Detection Systems, Technical

ANAYSISANG SNOMT ... e -5-
2.1 The Conceptsof INtrusion DEteCtion...........ccoceeereriiiiiieciinie e -5-
2.2 The Classification of the Intrusion Detection Technology..................... -6-

2.2.1 Misuse Intrusion Detection TEChNOIOY ........ccoweviemrermeermressseeseesseesseees -6-
2.2.2 Anomaly Intrusion Detection Technology ...........coeeneneeneeereeneeneeens -7-
2.2.3 Compare the Misuse Detection and Anomay Detection Technology ........... -8-
2.3 Structure and Function of the Intrusion Detection System .................. -8-
2.3.1 Structure of the Intrusion Detection SyStem.........ccneneeneeneeesreeneens -8-
2.3.2 The Functions of the Intrusion Detection Systems..........cocvereereenneens -9-
2.4 Classification of the Intrusion Detection System ........c.ccocevvvenencnene -10-
2.4.1 Host-based Intrusion Detection System (HIDS) .....oovvnveeoneeenncenne. -10-
2.4.2 Network-based Intrusion Detection System (NIDS) .....ccovevevnreene. -10-
2.4.3 Hybrid of the Intrusion Detection SyStem ..........ceenenmeeneeeneeene. -11-
2.5 Challengesand Facing the Problemsof the I ntruson Detection Systems........- 12 -
2.6 Introduction of the SNOrt SYyStem .......ccccvceiiiiienere e -13-
2.6.1 Structure and Function of the Snort Module...........ooveneeneerneeeeneeen. -14-
2.6.2 SNOM WOTKFIOW ...t ssse s sssesssesssesssssssssssees -17-
2.6.3 Performance Of SNOM ... sessssesssesssesssesens -24-

Chapter 11l Snort Based on Data Mining Algorithm for

Performance Improvement ... -26-
3.1 Basic Knowledge of Association RUIES...........ccccovirinininiiiecree -26-

3.2 Anomaly Detection Module Based on Apriori Algorithm ................... -27 -
3.2.1 Data Pre-processing MOQUIE............eeenemeeneeensesseessssessesseessseenns -29-

3.2.2 Mining Association Rules Based on Apriori Algorithm............c........ -32-



Contents

3.2.3 Filtering of ASSOCIation RUIES.........c.ccuvvurreeeeneersessessssseesesssssssesssssssssnees -38-
Chapter 1V Improved Snort System in Cheng Yi Institute............... -39-
4.1 SystemM AT CHITECIUI ©......ee e -39-
4.2 Network Intrusion Detection LaYer .......cccccveeeveeieieeseese e sieesie s -40 -
4.2.1 Introduction t0 the WINPCaP..........cceeerrerreenesmnssessssssssessssssssssssssssssseans -40-
4.2.2 Analysis of Winpcap Packet Capture ProCeSS..........oceeeeeeenessmseniinns -41-
4.2.3 Installation and Configuration of the SNOrt ...........coveneeneeiiennieinies -42-

4.3 Database Server MOAUIE ........ccciiiieeeseeee e s -43 -
4.3.1 Features of MySQL Datalase.........c.cccverveereerneereesnsssesissesssiesssenssssssssseeans -43-
4.3.2 Installation and Configuration of the MySQL Database.................... -44-
4.3.3 MySQL Database Management Program ... eeeesenees -44-

4.4 Log ANalYSIS CONSOIE......cc.eeiuieieeiiesiecieeseesie i e s ete e sreeneeneens -45 -
4.4.1 Rule Configuration MOdUIE...........ccomecenmrieeriemnesesssessssesssesssssssssssssssseans -47 -
4.4.2 Data AnalySIS MOAUIE.........coeeeciierieeicericiinsssssssssessessss s sssssss s ssessssssssssens -48-
4.4.3 REPOI MOAUIE......cooeeeeeeeii ettt ss s -50-
4.5TheTested Log ANalySiSCONSOIE........cceeveeiiiiesiecie et -51-
4.5.1 Test Hardware ENVIrONMENt ...........oceeeeeeemeesnemsssseeseessseessesssessssessssssssnns -51-
4.5.2 Test SOftware ENVIrONMENT .........cceeererereesmeesssessseesssessseesssesssessssssesanes -51-
4.5.3 Test EXPErimENtal Dal@........cocovereenernenerrerseenessssssssesssssssssssesssssssssssssssnns -52-

4.6 System ETfeCtiVENESS........coo i -56 -
Chapter V Summary and EXpectation..........ccccooevevicvereeeceneeeeenne, -57-
5.1 SUMMETIZES ...ttt nn b e -57-
5.2 EXPECLALION ...ttt st nn e e -57-

ACKNOWIEAGEMENTS........ooccce e - 62-



1.1 REMRER. BRIREX

VAP BRI EOR AT R e, T 2% 1R oH SN R G AR B 2
RAFEBAREZ N, S MM BRI IR 20 A X IR S
s NATHEAS BAL AN B IL 5 ook TARKRIMEAR . SRRk <l E 5
BURHLR N 31 24 4 s R AR B M g ——E bR BRI . T AR E 1, B2
CRER H AR B B T R IR R 5o 7222 25 SR BT S 1 7 (8 1)
I, AATTT A T AREAR RGEM 51U — R 5 24 0 i WG B
B s E BT R ARCME . 1 S RO s LA B 9 8% B FE I 28-S TR AN T, AT TR
AN 2RI OR B PR PR T S sk . P, TR 4 254 2 1%
HIPRBEFIBAERE T, 13 W2 R 250 2 2 [ K 22 4y K™ B 106 3 A BRI 22 5F
kK

ARG ) ZE T, HiTBaE FRRAAP=TMZ 2, 5 WK BaETBA
e Y5 N NN 52l P e B G E N I L 11 /9 G N S 8 s N
Hi I 4a iR 55 Bk . FINGER. FTP (File Transportation Protocol, SCf:A&#ith
WO R4 Ydi . TELNET (telecommunication net work protocol, HiA FI2% i3i30)
JIK. %% Y it; - RPC( Remote Procedure Calls, iz s F /57 W14 D JIk 45 2 it - DNS(Domain
Name System, #4240 k5Bl ICMP (Internet Control Messages
Protocol, H.BEMAEFRPEHITIBO PrsBdi. WEB R4 BGti%46 . DL EixLe ]
el B 2R, MG R X ALHE TR Z MR B 7k, iR
74 I 45 Bk A 4% Syn-Flood. UDP-Flood. Ping-Flood. Land-based-Attack, Smurf
Attack, Ping Of Death 252 Fh Xl Jrid:. BT Internet (R JTBCH IBEME . PIZR BN
155 PR B A SR E R Geeii . SR GE N IR I 45 22 7 THI DS 38 33850 T 46 30
BN BTN R GAFAEIR 2 (22 42 ) L

0 24 24 o) 32 BT R I B ats . BRI, PSRRI B . PRI U
T PG YR A e e LA T T R R SR LR IR 2% 2R B A 5
BT R4, Wi BWRBLE T &R BRI g, DT K, A
A B VERSE VPN W5, IXSEHORA™ i R — € IR E
M, ARERJE T R ERIENE, AREESREENE S, AR A R

-1-



1ER B M ZE N EBHAREAT o O THAOR IS8 () 224, B2 R Ge b Al 1R R 2% 22
GVEI T RGN AL BERS R GEHEA T I I A48, [ I ads B R0 99 2% 22 A T SIS
7 Wil b Bt NREN RGN E
1.2 RN RKFEURARIIR

FE LA AR, EAMIKE T — AR BT ], — 24
U T AR R AU A S R SERE B BT 98 AR . BEE VI ENL RS, B
KU R, DURMSEIAR . R IFERRE. AN THEmMEE, Aa0rE
RGP IR 5 AR BR AW 78 MU, ANEZATINEAA B A7 AW
AR, A MARTE R — A U AR PR R

U 20 TEK, AN 5 KR B A RN TS, AT AT U328 0 B Ay 94 2% 222 4 SRl Py —
K#ri. 1980 4F, James P Anderson A3k T —h 444 (UESENL 224l M i)
(21 (“Computer Security Threat Monitoring and Surveillance™) #i 7 — B #wi,
AAESCR RIS T NR IS, B AR AN . AR P
F A A ] =R, I3t T TR AR R AN AR B o

1987 4, Dorothy Denning & SC¢ A2 Kl 58 )1 (“ An Intrusion Detection
Model”) 2 HFYBRIR S B 5 5 TIRZ 14, IBEE T AR KN R SE R b
7 i R B SR

Dorothy Denning 7E i SCH 25 Y T —FAKHOH THFR R % NHMEE. RS
RPN AR R BTN R R L KRGS, fiFx IDES B,

EHEEAR R Ay NMZE AT W AEVE T R H AT 2 ] LUN R GEE 1%
B E AT A D R . T AN IR AT A g 08 XA
JUESINYES — RAIRAT AR RAC R, XLERCE AR 7 B A R AT
ARFE - IDES A LUR X S e B ok i 42 24 i P s sl 9 5 LA I H P i shdkeA T
FEAE, B — N B RT3 S DAEVE 31 ) 22 501 ke H A8 Tile ORI 41,
BV SR 5 B P 25 TR L, XM SN a2 e i i, JF AR TR —FP A
AT N

1990 4, Heberlein 48 HB MBS : T W 2 ) AR Al ——NSM (Network
Security Monitor). MU, AARATIIHE 53 A A FEASE AL BT EHLFIE T M 4% .

1991 4=, NADIR(Network Anomaly Detection and Intrusion Report) 5



DIDS(Distributed Intrusion Detection System)# ! T A& b Bk B 241
BUR B T3 ERAT I B XS — R 51 ELE P R Bt o

1994 4, Mark Crosbie 1 Gene Spafford #:iY7E IDS ¥ ] [ AL
(Autonomous Agents) K4 =1 IDS IR ZePE . nrgEdriE . ReR R

1995 £, IDES 5 #E A NIDES (Next-Generation Intrusion Detection
System) S T AT AR 2 A EAL LRI .

1996 4F, GRIDS (Graph-based Intrusion Detection System)t] 1% - 5 Sz A 15
X0 KA 1 S I ] Bt XA 0 5 DA (S

1998 4, Ross Anderson i Abida K hattak K5 JRAS R A S [3E T N2 A
AU o

BB N TR e A NERESER SN, Feal2 Internet ) H@ZIK, A
17 eSS R A . L 2003 SRR R AERph o), A ERTE WA T
K Windows #AF R 4t PC I, JLF I N2 5, #82 2 T ANFIFERE A 2K o
3R S S 48 B A A B R O e T SR ], 2003 4 1A
AN A 5 T LK i aght 2 27 150 A 194 sl () 19 04 R 05, e A A s 87 AN
JEF Rt o FH R, S FLP I D) SR INI  RRE AR A FR e S HAth 22
A ORFER G L, SR AR — 2D Sl T AR I A

BT JUAER, AN BT RS SRk BURPLOCHL 7B 1 4 il
TF, kR Bk LBk, 38 V) EE & 5 5 KR U =3 DA )
N c2 RN
1.3 AXHIEESH

oo EENARRIIRRE . HIBLE X, RGN 4
NN TUT Z AR . IEE RN T ANEZAIBOR T TTIR, R &3
FERIT T Fi v PERTHOR L SRt

PR AN FIEANES . 450 Thie. o RdAT 0, I
2N FHAE A AT 1 T2 2R, A2 T ARG DN 22 1 18 32 2 [ (G
Ptk I LI AAZ R 22 58 Snort TG %, X Snort IR R &5 14 A T AE
JEE DA SN FEREAT T VRl B 0 e, B BHE XS Snort PERERI SR RIEAT T
Wig. XA B SNAL Snort REE8E5E T A il



W HAN A T BIRIZIEEORAE Snort 1IDS N, T EcE 42 4
HK) Apriori S0 12 o R RS BEATFE I 2 AT AR 8 S AR )
& JHTRIREN RN

FPUE: T Snort RGEWBCA BRI B 5L, TRANAIR TR
PNRAMERE, PR RG, THEZEGNA T AR NI dE R
HEEG G, W R AR SR S, Rk 51 Snort REEI SR
IR o

BT SR, WA T TAER S, IRl 7k 2PIEeRist
AR AR S



B NI RS AR MT M Snort RSN

FE ANRERMNARZE. SARZHK Snort RENE

2.1 NREN e EARHE

N2 A ZE (Intrusion Detection System, 1DS) 2 H S AE S T SR S
MMZE RS, s ) e X ERE R RGEAREBGE, SRR
28 B B R, DL A 5 v T P o e A AR ) ARV AT 3

“ N2 (Intrusion) 24N LIRS, AMEFEHOEBEER (il
MR WG ARG RS RIRG, MESRRCRIRT G R, G AR 4T ]
(Denial of Service)&5 vt AL R e id e F AT A

Nz (Intrusion Detection), Jii44 J S, {26 NRAT I A0 . e it
X TH LR 2% sl S R G b i T OB OCRAR RO P AT 20 b, I
I 100 2% B0 R 8 T A5 AT 3 22 A RN AT A MR B R 5, AT AR AN )
AP SR A G ERNRRW RS 5z 2 AR, NZEI R
Gl EHZRRE, BT LKA B BRI T o, DR A RIS
—NEREIINR R R G e KK A B R AR, ORUEMIZR RGN 2418
7o
YN 2 ol B e i WP
(L 5 Rk

BRSO £ R A, R N A B MG EEGE . REF I
e S BGEPR A FIAT A 6
(2)  Bdso b

et A NRA I A% Ly, AEIX— BB, ARSI T Ao il 77 vk Ak
S — 2D R BTSSR B BOAE BN, AR 23 B 45 AW R I B ATk i A e AR
7M.

MR A S — M BRI H O A2 Bk 1 2 R . A B K
MG E e, NI GEE T Bh RGO ML Wik, ¥R T KRG w4 bah
SR e RN . BT NI R G I T 0B SR S S, TR BT iR 2845
Ko MR A Ay & By K S 2 G 56 —TE 224 1], " BEAEAN 5 M R 2% 1 g
I 20T X 19 44 23R4 H )



B NI RS AR MT M Snort RSN

2.2 AR AR5 3
NS I A AR T LS [ 1 g Bt BEEAT 40 28, L S A I,
—J 4 Sh A5 OB R AN S N R A

2.2.1iRANE S F AR

TR IR AR 3= 2L i i 5ROy i & SANRAT R, RE MM Rz
17, FEAH R A T SO AARAT A o B T 0 I AR A 2 4 e ot
AP SR R B 5 S AR IR R By, ET R I IR et o 3oy 2T AR
MF 2 E R AW OB N, BN T RMMBEEFE AR ), X —
MBI 2R GE AL o PRIk R N AR AGE DN B A 65 e PRI ME A 2, 28 5 SE
AFLIE B 1) 78 B P DO e 50 P22 1) B I BERI R 32 o TN AR R 2R A 2t
2.1 IR,

-

s oL
.;__.f 1,'[ J':!III_I |,|.!|J

~ -,

I N
-2 N O B UE pc i ﬁﬁ :
N T \\‘ /'}
Hef ) \ ’I,J“ o~ /
- s

B 2. 1 IRAAR R

R KN R Gk, 5 T R () B e o 4 i R e
BEAE s WA . R R A R R TR UL A R e, A
SCHFFEI Snort SAEIKKEI— DN RSE, B IR ILHIIEA b A 5 M 254 1
FAANGRE S, HEDEEMM TR RERNGRE S JhEE T e
BB AR,

RN AT 2 RAUTFILE: TRAL. RSB
A2 LG PR A A 2 T 4



B NI RS AR MT M Snort RSN

222 FEANEEMBEA

BT S IR ARSI 3k 2 ORI IXAE R RS AT N IEH AT 0 #lo2
A E AR, JF HoaT DU I 3 I 2847 o 7 AR ) H A R &5 H IR e,
11 NAR AT AT 2 DI 3 R LE 38 BAT A AT L 2257, TR o X s e 57
AT LRI EENARAT 0, A8 T AR K535 ) 4508 Clnitii A SRR
ERER Rl

SR N RT3 BERTHR A PR MR B AT A Rk S i ah i 1 4.
BEAT T ANAZAG IR SZAE I N BCRRER L AT — P A ARAT A HE 1 T oA
T B TR 1K) 2R GO AT P T3 sl U i A H ok o 80 1 B i 3
RIS 2R K I 25 44 P R TE Wi g 3 (0 K I S sh BRI o0 A R AR R . A
AN RGN E 5 LTRSS DO T X EE, A R S IR A 28 T IR
AR, WARGUA M ESES, XgUEil, (ARG AEE s AT
WAL NRAT o I, SR AR R R eI S B EAR iy, (HEARIEE
HAAR F R IR TR AR R Ao 5 5 A RASII R Sep L N ] 2.2 s

- -

/i N\
e T
W - gitww b\
W # i =5 [ — e
€ E— E2E5 T III.\‘ e ,H'I
\w/

N Bk
NUELS

B 2.2 BENBREMZEE

SN ARG RS ) T B PR B R AR I ™ AT 5
ST RS P IER BIAT A

SR H AT AR R R S B ) S MR ARSI AR
EEICNDINE PR S 07 W N AN 2 ol E s 7 NNIE- S GRS R R S AN g U E 5 N
S R B AARA I BEAREE o



Degree papers are in the “Xiamen University Electronic Theses and Dissertations Database”. Full
texts are available in the following ways:

1. If your library is a CALIS member libraries, please log on http://etd.calis.edu.cn/ and submit
requests online, or consult the interlibrary loan department in your library.

2. For users of non-CALIS member libraries, please mail to etd@xmu.edu.cn for delivery details.



http://etd.xmu.edu.cn/
http://etd.calis.edu.cn/
mailto:etd@xmu.edu.cn

