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ABSTRACT

Nowadays, Internet develops fast and it becomes one of the most important ways for
people to obtain, release and spread the information as quickly as they can. It also plays an
important role in every part of Politics, Economy and life. And it changes the way of life and
work. The Internet brings great convenience to our life; meanwhile, some internet worms and
DDOS security issues severely affect its stability and its reliability. In order to achieve the
effective detection and control of network malicious behavior, the paper designs and
implements a network the abnormal flow monitoring system.This system will take NetFlow
as data source together with TopN, statistic analysis of application protocol, statistic analysis
of network traffic characteristic and abnormal pattern detection. In this way, it fullfills the
testing and control of large-scale network abnormal flow.

Network traffic is produced by the activity of Net users. So it is the basic method to
analyze the Internet activity through testing and analyzing data sources. First, the reliable
data source is needed to analyzing the Net activities. The NetFlow Protocol based on statistic
information, which is brought up by SISCO Company, is nowadays’ universal data source.
And much net data characteristic can be described. According to the characteristic of
NetFlow Protocol, this paper will design and fullfill the supervising system of abnormal flow
under high-speed rate environment by using the method of uniting layering and
modularization . The NetFlow data of the system is from router at Net entrance interface. The
controlling interface of the system is responsible for instantaneous obtain and statistic
analyzing of NetFlow data in the system. The control interface doesn’t have to fullfill the
statistic analyzing of NetFlow data, so it fullfills the control of abnormal flow under high
speed environment by ways of reducing the load at supervising and controlling end of the
system on condition that it won’t affect the service performance of Internet. In the exploration
of the system, the design and fulfillment of every block are done by using Java, JDBC, Jpcap,
JFreeChart Techniques.

The system designed in this paper includes functions of historical flow display, net visiting

activity contribution, net characteristic contribution, abnormal model testing of net activity



and activity filtering and analyzing of specific host computer. It has friendly interface and
strong universal function. On performance, it reduces the calculation difficulty of controlling
end due to  the simple efficient calculation. It also fullfills the instantaneous supervising
and analyzing of the flow characteristic under the high speed net environment. The result
displays its highly accuracy on abnormal flow testing of the system. It achieves the testing

efficiency of expectation.

KEY WORDS: NetFlow; Abnormal Flow; Monitoring System; Internet Security
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