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Abstract

Public Key Infrastructure (PKI) is the most widely used network security
technology nowadays and is a system that insures the security of system information
and is responsibility for validating the station of the holders who hold the digital
certificate. The PKI is widely used in government departments, commercial
enterprises, Business-to-Business, local area service networks and e-commerce
websites and other areas. In recent years, the electronic government affairs system
based on the PKI has obtained the rapid development. PKI is a crucial public facility
in the security construction of Electronic Government Affairs, which builds an
accordant information security service on basic network infrastructure and meets the
needs from upper ranges in terms of information security. Secure Sockets Layer (SSL)
is the most widely used security protocol; SSL uses encryption techniques, digital
signatures and digital certificates to provide message privacy, message integrity and
mutual authentication between clients and servers.

This paper introduces the development situation of PKI, It gate through to
research of PKI and SSL technical theory and analyses of local taxation network,
effective solutions are put forward to solve the safety problems of local taxation
online. This paper is to discuss the redesign of digital certificates of local taxation
online declaration system, using PKI technologies mentioned above. Through the data
encryption and third-party electronic monitoring, the confidentiality, integrity and
non-repudiation of electronic data transmission can be guaranteed, and legal disputes
can be prevented. Designed and accomplished a Local Taxation Online System Based
on PKI technology and SSL protocol. The PKI technology to provide effective
information security services, and resolved the identity authentication. information
integrity. information confidentiality. information non-repudiation, and protect the
online tax declaration system for data security. They can file the tax returns online
through this more convenient and efficient new system. Meanwhile, the availability of
electronic data from the tax authorities will be enhanced in order to support the daily

management of revenue sources.
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