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摘  要
         

         

随着我国经济环境前进的步伐迅速，为了社会民生工程能够与经济环境配套，因此

对社会保障业务信息化发展的步伐要求也同样迅速，而社会保障信息化网络拓展的

进度主要依赖于我国电信行业的发展水平；而电信行业在我国的发展程度高低不一

，在华东与广东沿海地区的发展水平明显高于西南地区的发展水平，但是国家对社

会保障业务信息化发展的要求，却是全国统一标准。建设好贵州省贵阳市这个西南

欠发达地区的省会城市的社会保障信息化建设具有示范作用。但就目前贵州省贵阳

市的电信行业现状来看，其水平已完全不能满足贵州省贵阳市社会保障信息化建设

的需求，且这个矛盾越来越突出。因此，需要迫切需要解决这个问题。

本课题对社会保障网络双线路冗余及加密系统进行了设计与实现。实际测试结果表

明，本课题的方案能够解决大部分社会保障业务专网所面临的重要问题。同时弥补

西南地区电信行业VPN发展缓慢的不足。在租用电信行业网络设施的基础上，构架

一个可靠性与安全性更高的，更能适应社会保障业务发展的虚拟专用网络。在两家

电信运营商（中国电信和中国联通）VPN的基础上，利用HSRP、GRE、IPSEC协议

，将两家电信运营商的两条VPN组建成一条虚拟专用隧道网络，该隧道网络具有更

高的冗余性和安全性，能够实时监控两家电信运营商的VPN状态。当其中一条出现

故障时，自动切换到另外一条线路上传输数据，保持虚拟专用隧道网络的畅通，提

高了网络的可靠性。同时在该虚拟专用隧道网络上利用GRE、IPSEC进行数据包封装

加密，提高了网络的安全性。

目前贵州省贵阳市市县两级社会保障业务经办机构已经开始使用了这种利用联通

VPN和电信VPN所组成的新型社会保障业务虚拟专用网络，并且该网络成功的解决了

改造之前的种种网络问题。

         

关键词：社会保障；信息化；虚拟专用网

厦
门
大
学
博
硕
士
论
文
摘
要
库



Abstract
         

         

With the development of economy calling for improvement of the people’s

livelihood, demand for informationized social security(ISS) is urgent. And this

relies on the development of telecommunication industry, which has been

imbalanced geographically in spite of the uniform national standard. In Guiyang of

Guizhou province, a typical underdeveloped southwestern city, the long-term

impact of ISS construction can be demonstrative and crucial. However, current

situation of Guiyang’s telecom industry fails to fulfill the demand for ISS. In order

to change that, ISS operators in Guiyang have to develop a special network that

is safer and can use the existing resources on China Telecom and China Unicom.

This project is designed as the solution for a series of problems in the ISS

network in Guiyang, so it’s quite specific. Therefore design and research of

double line redundancy and encryption system of the ISS network has been

significant historically. It can solve most problems in the ISS network and at the

same time make up for slow development of southwestern telecom VPN. By

renting telecom network equipment, a simulated special network that’s safer and

more ISS-friendly is to be built.

Based on the VPN of China telecom and China Unicom and using HSRP, GRE,

IPSEC protocols, the two VPS’s will be combined as a simulated special tunnel

network with more redundancy and safety. It carries out real-time monitoring of

the two VPN’s. So when error occurs on one of them, data can be transferred to

the other to ensure accessibility and stability of the network. Also, GRE AND

IPSEDC are used for data packet encryption on the network, which makes it

safer.

Now ISS offices in Guiyang city and its subordinate counties have started using

this new ISS special network based on telecom VPN’s. Problems that once

troubled the network have been solved.
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