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Abstract

With the development of economy calling for improvement of the people’s
livelihood, demand for informationized social security(ISS) is urgent. And this
relies on the development of telecommunication industry, which has been
imbalanced geographically in spite of the uniform national standard. In Guiyang of
Guizhou province, a typical underdeveloped southwestern city, the long-term
impact of ISS construction can be demonstrative and crucial. However, current
situation of Guiyang’s telecom industry fails to fulfill the demand for ISS. In order
to change that, ISS operators in Guiyang have to develop a special network that
is safer and can use the existing resources on China Telecom and China Unicom.
This project is designed as the solution for a series of problems in the ISS
network in Guiyang, so it's quite specific. Therefore design and research of
double line redundancy and encryption system of the ISS network has been
significant historically. It can solve most problems in the ISS network and at the
same time make up for slow development of southwestern telecom VPN. By
renting telecom network equipment, a simulated special network that’s safer and
more ISS-friendly is to be built.

Based on the VPN of China telecom and China Unicom and using HSRP, GRE,
IPSEC protocols, the two VPS’s will be combined as a simulated special tunnel
network with more redundancy and safety. It carries out real-time monitoring of
the two VPN'’s. So when error occurs on one of them, data can be transferred to
the other to ensure accessibility and stability of the network. Also, GRE AND
IPSEDC are used for data packet encryption on the network, which makes it
safer.

Now ISS offices in Guiyang city and its subordinate counties have started using
this new ISS special network based on telecom VPN’s. Problems that once

troubled the network have been solved.
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