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Abstract

Abstract

Sun activities produce large amount of high energy particles in the space environment,
which radiate the circuit system in communication satellites.The radiation may
generate varies kinds of Single Event Effects (SEE), which incur erroneous data or
wrong control logic, damaging the system reliability greatly. With the development of
semiconductor technologies, the size of device keeps decreasing, making the circuit
system more sensitive to the radiation. The radiation problem is much more notable in
the on-board processing satellite communication systems.

Triple Modular Redundancy (TMR) is a commonly-used on-board fault-tolerant

method for its simplicity and high reliability in trusted computing. However, it

restricts the implementation of high complexity on-board DSP units because of its
high cost. Therefore, fault-tolerant methods with the low cost and high reliability are
urgently required.

Researches of this article focus on the fault-tolerant method with low cost and high

reliability. Main contributions of this article are concluded as follows.

1. To reduce the area overhead of traditional TMR, this paper proposes a
anti-radiation structure based on residue code and TMR, which has one module
implemented by residue systems to check the other two modules and makes the
overhead almost as much as that of DMR.

a. The residue systems’ universality for linear systems is analyzed;
Single-Sample Checking Dual Modules plus Checking module based on
Residue Code (Single-Sample Checking based Dual Modules plus Checking
module based on Residue Code, SSC-DM-CRC), whose area overhead and
reliability increase with the increase of modulus, is designed. To reduce the
high fault missing rate under small modulus in the SSC-DM-CRC system, we
propose a Multi-Sample Checking Dual Modules plus Checking module based
on the Residue Code (Multi-Sample Checking based Dual Modules plus
Checking module based on Residue Code, MSC-DM-CRC) system, using the
cyclic decision logic to reduce the fault missing rate without increasing area
overhead greatly.

b. The fault missing problem of residue error detection is pointed out for the first

time; the fault model for linear systems is constructed to analyze the fault
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Abstract

missing rate theoretically.
c. A fault injection method based on software platform is given.

2. A hybrid anti-radiation method using HLS and residue code, which reduces the
fault missing rate greatly and cuts down the area overhead to some extent,
compared with SSC-DM-CRC and MSC-DM-CRC systems, is proposed.

a. A suit of resource-limited As Soon As Possible (ASAP) scheduling algorithm
is designed, to seek a proper tradeoff between area and delay.

b. A Dual-Module Redundancy Multi-Residue Detection (DMR-MRD) system
is proposed.

3. Due to the circuit masking effect, some circuit nodes are immune to SEU, butthey
are protected in the two methods above, which is unnecessary for those nodes.
Therefore, a multi-layer SEU-tolerant technique based on HLS, utilizing specific
anti-radiation method for different modules according to their sensitivities, to
reduce the system overhead, is introduced.

c. An algorithm for estimating the sensitivity of inner circuit nodes is designed.

d. A sensitivity analysis method using the concept of weighted area-mean-value is

proposed. To minimize the area overhead, different strategies are applied to those
modules, that is, circuit level protection is applied to the sensitive modules, gate
level protection is used for the semi-sensitive modules, and the insensitive

modules are unprotected.

Keywords: Satellite communication; Anti-Radiation; Single event upset; Triple

modular redundancy; Low cost
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AceS: ASIA cellular satellite

ADC: analog-to-digital converter

AIF: adder input fault

ASAP: as soon as possible

BP: bent pipe

BPSK: Binary Phase Shift Keying

CCSDS: consultative committee for space data systems
CMOS: complementary metal oxide semiconductor
CRT: Chinese remainder system

DAC: digital-to-analog converter

DBEF: digital beam forming

DFG: data flow graph

DM-CRC: dual modules plus checking module based residue code
DSP: digital signal processing

DWC-CED: duplication with comparison combined with concurrent error detection
EDAC: error detection and correction

FFT: fast Fourier transformation

FIR: finite impulse response

GPS: global positioning system

HLS: high-level synthesis

HWIFI: hardware-implemented fault injection

LANL: Los Alamos national library

LEO: low earth orbit

LET: linear energy transfer

MAC: multiply-accumulate

MIF: multiplier input fault

MSC-DM-CRC: multi-sample checking DM-CRC
MUOS: mobile user objective system

NASA: national aeronautics and space administration

OBP: on-board processing
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OFDM: orthogonal frequency division multiplexing
QPSK: quadrature phase shift keying

QAM: quadrature amplitude modulation

RNS: residue number system

RRNS: redundant residue number system

SEE: single event effect

SEL: single event latch

SEU: single event upset

SOI: silicon-on-insulator

SRAM: static random access memory
SSC-DM-CRC: single-sample checking DM-CRC
SWIFTI: software-implemented fault injection
TDD: time division duplexing

TMR: triple modular redundancy

VLSI: very large scale integration

WDT: watchdog timer

WGS: wideband global SATCOM system
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