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I 

摘  要 

电子数据取证在各类违法犯罪的电子证据获取中得到广泛应用，并于 2012

年被全国人大列为新的法定证据类型，从法律层面确认了电子证据的效力。因此

对电子数据取证方法的研究具有很好的实际意义和应用价值。 

电子数据取证需对电子数据进行分析，以提取相关证据及线索，关键词匹配、

加密数据分析和算法重构是其中的关键技术。通过关键词匹配能快速检索定位出

所需要的电子数据；而重要的数据经常被加密保护，对该类型的数据进行解密分

析，才能提取重要线索；电子数据的多样化，增大了取证数据的复杂度，对不同

类型的数据取证进行重构支持，能有效提升取证的效率。为了全面提升电子数据

取证的效率，本文进行了电子数据取证关键技术研究，本文的创新点主要体现在： 

（一）提出基于 GPU 的关键词加速匹配算法，解决了电子数据分析匹配速度

和准确性的平衡问题。给出一种基于多 GPU 的正则匹配引擎，并采用折半分组优

化算法解决了有限状态机在大规模正则集合情况下的空间爆炸问题，提升匹配效

率及准确性。 

（二）提出基于 GPU 的加密数据分析算法，解决了现有加密数据分析的复杂

度问题。给出了一种基于字符串的复杂密码快速遍历算法克服了特殊口令搜索的

遍历问题，并设计出基于 GPU 的通用解密框架，降低了加密数据分析的复杂度。 

（三）提出基于 GPU 的解密算法可重构方法，解决电子数据取证数据的多样

化问题。针对基本解密模块的内部算法给出了模块可重构的设计方案，根据解密

系统的可并行计算特点设计系统调用可重构算法，提升解密系统的工作效率。 

最后，基于本论文的理论和方法开发了一套高速的电子数据分析系统，以处

理海量的电子数据，并在厦门超算中心的取证云平台上集成应用。 

关键词： 电子数据取证；关键词匹配；数据解密；可重构计算；云计算； 
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 III

ABSTRACT 

 

Recently, electronic evidence has been related with not only computer crimes, 

but also other kinds of crime. And it is the first time being regarded as a kind of 

evidence in law since the 11th National People's Congress in 2012.Therefore, it is 

necessary for us to do some research on digital forensic.  

In order to obtain evidences from electronic data, it is necessary to make an 

analysis on these data. And there are three key technologies: keyword matching, data 

decryption and reconfigurable computing. Keyword matching makes it possible for us 

to get the right data that needed. Unfortunately, these data are always encrypted into 

ciphertext by password. We should try to decrypt these ciphertext before you get the 

plaintext. Besides, the variety for electronic data makes it more difficult to analysis. 

Thus, we have to do some research on reconfigurable computation. There are several 

contributions in this thesis: 

(1) A regex approach based on GPUs is presented to meet with the request of 

both speed and accuracy during keyword matching. In this approach, we design a 

regex engine based on multi-gpus, and  use the binary algorithm to overcome the 

space over-expanded problem with DFA in huge matching mode. 

(2) An encryption data analysis approach based on GPU is presented to 

overcome traditional analysis methods of encrypted data. In this approach, we design 

a complicated password generating algorithm based on string token, to generate 

special passwords. Moreover,we design a common data decryption architecture based 

on GPU. This makes it easier to analyse encrypted data. 

(3) An decryption algorithm reconfigurable approach based on GPU is presented 

to deal with the problem of data variety during digital forensic. In this approach, we 

design a reconfigurable architecture for decryption algorithm in module level. We 

also design the other reconfigurable architecture for the system Scheduling level. 

Through the two reconfigurable architectures, we improve the efficience of the whole 

decryption system dramatically. 

Finally, we develop a high-speed electronic data analysis system based on the 

theories and approaches proposed on this thesis, in order to process huge of electronic 

data. And this system has been integrated into the cloud of digital forensic in Xiamen 

Supercomputing Center. 
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Key Words: Digital Forensic; Keyword Match; Data Decryption; Reconfigurable 

Computing; Cloud computing; 
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