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Abstract

With the popularity of computers and the rapid development of Internet, security
threats increase rapidly, we need to take effective measures to guarantee the security
of computer systems and networks running. In recent 20 years, intrusion detection
technology emerged. It is a security mechanism of dynamic monitoring, preventing
and resisting the intrusion behavior. Intrusion detection technology does not affect
network performance in the case of network monitoring, thereby it can provide
real-time protection from internal attack, exterior attack and misoperation.

Based on in-depth analysis and comparison of the existing clustering methods,
we know that the clustering analysis is suitable for large-scale data sets because of
scalability and effectiveness.It not only can be used as an independent tool, but also
can be used as a preprocessing step for other algorithms. Because the ant colony
clustering algorithm apply to unsupervised clustering anomaly intrusion detection
without prespecified number of clusters, this paper use the ant colony clustering
algorithm as a preprocessing step for anomaly intrusion detection. Even though
intrusion detection system does not have complete domain knowledge background,
the anomaly intrusion detection algorithm also can complete intrusion detection.

This paper systematically studied the basic theory of intrusion detection,
including definitions, types and models. Then it analyze the current problems. The
problems is that the existing anomaly intrusion detection algorithm is difficult to
detect the datasets containing mixed attributes and the large-scale datasets.According
to the characteristics that abnormal data deviates from the normal data, this paper
propose using outlier factor to solve the above problems.

In order to solve the problems of clustering analysis and anomaly detection, this
paper presents a detection of anomaly network intrusion algorithm based on ant
colony clustering namely DANI algorithm. First the algorithm selects the
appropriate data from the KDD Cup99 dataset, analyzes the attribute characteristics of
network data and standardizes data.Then it use the ant colony clustering algorithm to

cluster data, compare the size of the outlier factors in other to detect the abnormaly



classes. Finally,this paper use the ROC to evaluate DANI algorithm.

The experimental results show that, the time complexity of the DANI algorithm
and the scale of the dataset is linear relationship. The time complexity, the number of
attributes and the number of the final cluster is approximate linear relationship, so the
method has good scalability and can be used for outlier mining in large-scale dataset,
especially for outlier mining in the data stream. The algorithm has a high detection
rate and a low false alarm rate. The overall detection performance is better than that of

K-means clustering algorithm.
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