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Abstract

Networking, information technology has become an important feature of
modern society , with the rapid development of network technology , computer
network has become the life work of an essential part of learning . Campus Network
as a large number of Internet , one of the high complexity of the network architecture
representative of the campus network security and reliable operation of the network
security issues become the core of the network design and operation and maintenance
personnel are most concerned about . With the dramatic increase in campus networks
for research , teaching tasks facing security threats and attacks are increasing, so to
build a secure and stable network system is imperative.

In this paper, basic grasp of the overall structure of campus network security
management system , combined with the current network security key technical ,
detailed analysis of the campus network security requirements, from the campus
network security , a detailed analysis of network audit requirements , and other
aspects of a unified access authentication campus network security requirements.

Based on the original campus network outsourcing exclusive monopoly ,
change to Mobile, Telecom, China Unicom three operators simultaneously into the
campus network architecture model. On this basis , according to a comprehensive
network design , step by step implementation of the design principles of hierarchical
principle , this paper presents the design ideas from network connectivity into a
security center, from remote access design internal network security design, border
security design , operation and maintenance of a unified security management and
other aspects of the design , the use of firewall, antivirus wall , IDS, VPN, topology
management system, operation and maintenance of security technologies and products
work together to protect the safe operation of the campus network .

In this paper, based on the Institute campus at the end , on the part of the test to
verify the safety features and make the process failed to resolve the issue and the need
to improve the implementation of this project .

Keywords: network security firewall IDS  campus network
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