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摘  要
         

         

在现代密码学中，无条件安全性和计算安全性是证明密码机制的两种方式。其中计

算安全主要通过可证明安全理论和穷举搜索实验进行证明，在实际应用大部分采用

计算安全进行分析密码机制的安全性。口令认证机制是文件存储及传输过程安全性

的主要保障，在认证过程中需要利用密钥导出算法将用户口令转化为均匀分布的密

钥。密钥导出算法的随机性决定了口令认证机制整体的安全性。本文采用计算安全

模型，以Android 备份文件为实例，分析PBKDF2作为密钥导出算法的安全性。并针

对其密钥输出结构进行改进，提出了一种基于反馈模式的密钥导出算法XKDF并给出

其计算安全性证明。主要工作成果如下：

(1)在计算安全模型下，可证明安全指标表明其安全性取决于敌手的计算能力和用

户口令空间大小。本文通过在GPU上兑现Android备份文件口令认证机制，并分析其

密钥导出算法的不可区分优势上界，在敌手计算能力确定的情况下，测试用户口令

空间大小对Android备份文件安全性的影响。

(2)提出了一种基于反馈模式的密钥导出算法XKDF，在计算安全模型下，结合随机

预言机模型，利用Game-Playing技术对算法结构安全性进行论证。该算法和

PBKDF2相比，其不可区分优势减小了h-1倍（h为底层块密钥的数量），增强了结构

的关联性。并应用于Android备份文件中，在敌手计算能力和恢复时间相同的情况

下，口令空间的查询次数减少h-1倍。
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Abstract
         

         

The security of cryptographic scheme can be evaluated under two models:

unconditional security and computational security. The most practical security is

computational, which can be analyzed by provable security theory and exhaustive

search experiment. Password-based Message Authentication CodePBMACis a

mechanism that guarantee the security offile transmission and storage. Key

derivation function (KDF) provides uniform distribution key in PBMAC which

generated from user’s password, and its randomness determines the overall

security. In this thesis, we take Android mobile phone backup file as an example

to elaborate the  security of PBKDF2,We propose a feedback mode KDF denoted

XKDF based on the output structure of PBKDF2 and present its computational

security. The main achievements are as follow:

1The provable metrics comes to imply that both the space of user’s password and

adversary’s computing powerresult in the security of KDF.We implement the Key

derivation function PBKDF2 of Android backup file under the latest GPU-

accelerated key recovery attack capability and analyze the impact on the security

of Android under different user’s password space.

2We propose a new algorithm named XKDF based on feedback mode that is

proved computationally secure by using random oracle model with Game-Playing

technique. Compared with PBKDF2, the adversary’s advantage gained h-

1(denoted block number) times , which enhanced the relation of the structure. We

implement the algorithm in Android backup files, and the query to password

space has reduced h-1 time under the same attack ability and recovery time.
         

Keywords: Password-based Message Authentication CodeKey Derivation

FunctionComputational Security
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