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Abstract

Abstract

In the smart grid environment, maintaining the security of information systems is
an important feature. Safety monitoring is currently mainly focusing on the hardware,
lacking of centralized control.

Based on this proposed-i.e. Design and Implementation of smart grid
environment information system under active safety monitoring system *, the ideas
and needs, we strive to construct not only security monitoring to achieve real-time
monitoring , but also timely and effective security system management information
systems .Such system should achieve the proactive monitoring , dynamic
implementation of information systems security monitoring and security management.
The southern power grid system is studied for the main task is to design a
distributed security monitoring and management system. The main work includes
three aspects: first, the analysis of the common means of attack and protection
methods; Second, the designing a multi-level distributed security management system,
which has multiple security management features, including sending security under
the authority, sending the rule under authority, etc.; Third, the designing of the model
is a windows based (I1S) and Linux-based (Apache) rules of protection systems.
Dissertation starts from the project background and then describes the system
development. It analyzes the common means of attack and defense strategy which is

focusing on several core technologies. Finally, it gives the model design of distributed

systems framework and protection rules.

Key words: Distributed Security ; Protection Analysis; Firewall Pattern
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