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A Security Mechanism Integrating Authentication with Access
Control Based on Certification Factor

ZENG Jianping, GUO Donghui
(EDA Lab, Dept. of Physics, Xiamen University, Xiamen 361005)

[Abstract] A new kind of security mechanism integrating authentication with access control based on certification factor is proposed. When the

subject’s certification factor decreases to a certain value, a one-way password authentication is required. This security mechanism can effectively

improve the ability of access control model to detect and control a pseudo-user.
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