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A New Public-key Cryptography Based on

Chaotic A ttractor s of Neural Networks
L U Nian-sheng, QJO Dong-hui’
(1 School of Camputer Engineering, Jimei University, Xiamen 361021, Ching
2 School of Physics and M echanical & Electrical Engineering, Xiamen University, Xiamen 361021, China)

Absdtract: A new public-key cryptogrgphy based on chaotic attractors of neural netvorks is described
There is a oneway function betveen chaotic attractors and initial states in an Overstoraged Hopfield Neural
Networks (OHNN) , and each attractor and its correponding domain of attraction are changed with pemutar
tion operationson the neural syngptic matrix If the neural syngptic matrix isused as a trgp door and changed
by commutative random pemutation matrix, anew cryptogrgphy technigue according o D iffie-Hellman public-
key cryptosystan isproposed By keeping the randam pemutation operation of the neural syngptic matrix as
the secret key, and the neural syngptic matrix after pemutation aspublic-key, a nen encryption scheme for a
public-key cryptosystan is introduced Security of the nev scheme is disussed

Key words neural netvorks public-key cryptosystan; chaotic attractor; matrix decomposition



