-

View metadata, citation and similar papers at core.ac.uk brought to you byﬁ CORE

provided by Xiamen University Institutional Repository
Vi ar. UV

X FAL, FRAR A

(1. s 361021; 2. s 361005)
Diffie Hellman . H opfield
s Diffie H ellman s s
s R Java
: TP 309.2 tA : 0438 0479(2007)02 0187 07
1976  Diffie  Hellman 1.1
" Diffie Hellman Hopfield (Hopfield Neural Networks,
, HNN)  Hopfield 20 80
[11]
) , Hopfield ,
) e (Minimum Hamming Distance,
Hopfield MHD) ,
, , HNN
[4]
=, N HNN :
Hopfield 0. 14 N.
[9] [8]
Diffie Hellman , ,
o HNN OHNN(Overstoraged HNN) .
Hopfield N ,
, Java 0 1, Si(t+ 1)
N-1 ’
1 Si(t+ 1):f[ZTg’S(t)+ a],
=
i=0,L2, ..,N-1 (1
(1) Ty i , 0
e (69886002, 60076015) l ’f(x) ’
’ ’ = O
(2006J0408 ), f(x) (x) S ’
(2005]034) , ( JA05293) Ax) = L x 20 (2)
(2006B003) 0 x< 0

* : dhguo@ x mu, edu, cn HNN ) 0 O(LZ


https://core.ac.uk/display/41359235?utm_source=pdf&utm_medium=banner&utm_campaign=pdf-decoration-v1

. 188 - ) 2007
0,1,2 . N= 1), Ty T. (1) ( ARP DNS )
(2)’ ’ b ]
S(t+ 1) = Fr(S(t)) = AS(¢)T) (3) ) ,
S(t+ 1) = {So(t), Si(t),S2(t), - Sn-1(1) ], Diffie Hellman :
t :
S(t) = Fr(S(t- 1)) = Fr(S(0)) (4) e
13 N
1 2
E(t) = - EZTijSi(t)Sj(t) (5)
7
Hopfield
[12] (Su)
) s (T_ij)[g],
’ , Diffie Hellman
MHD s
, 1
" [1’0]
. )
o 8 OHNN
S s* S To 91
QH/10] |
Sl "1 -1 0 1 -1-1 0 17
S'= S'H (6) -1 1 1 0 -1-1 1 0
= sy () 0 1 1 0 -1 -1 -1
. 1 0o 1 1 -1 0 -1 -1
1.2 Diffe Hellman To =
-1 -1 0 -1 0 1 1
1 -1 -1 0 1 1 0 1
“3], T n 0 1 -1 -1 1 0 -1
. n H, L1 0 -1 -1 1 1 -1 0
, T=HTH , T
, n , H.s' Hr.'
0 1.0 00 0 0 0
’ ’ 001 0000 0O
H H- )
00010000
HiH>.= H:H..
00001000
Diffie Hellman , H; = 0000010 o
To, n 000 O0O0O0T1 O
n 000 O0O0TO0GO0 1
, A L1 00 00 0 0 q
Ha, Tu: HuTOH a, Ha 5 00 1.0 00 0 O
Ta . A B 00010000
, T=HJH o= HiT.H 00001000
00 00O0T1O0O0
’ A( B) Hr: .
00 00O0O0T1 0
. 00 00O0O0O0 1
: Ta T r 10000000
He Ho, n . Lo 1. 00 00 0 a
Diffie Hellman ,

(Man.jnt the middle) ,



189 -

Authenticate and accept ( In o k J
the receiver’s public key put encryption key
T, and the attractort S, J
Permutation Matrix H, Mo fin
Coding Matrix M
T S
r , s _. Address
L Original Attractors jj
New Matrix H H, Chaotic
f=HTH’ N Attractors
— [ 17 I
Iterations with Attractor
Random Number R synaptic matrix 7 Stable State
in neural network
computed by Eq.1
Pseudo Random No
Comparator
Generator e
Random Number : Output Control
Register Yes
(a)
The sender’s Database of ( Input private key )
Identification public keys
Authenticate Stop and alert of
—_— the sender’s authentication
indentification falseness
Yes
=3 Yes
Accept the * Publickey T, S,
input of The attactors §
ciphertext .
nl
Iterations with o N . H - :
sysnaptic matrix T T New matrix ’ Penputanon _matnx H
in neural network T=HTH’ Coding matrix M
computed by Eq.1 ]
Chaotic
Attractor attractors | Address M
1 data

Control for next attractor

No

Output control

(a) ;0 (b

[ Register le—

(b)

Fig. 1 Scheme of encrypted communication based on the chaotic atiractors of neural netw orks



© 190 ) 2007
Ts= HsToH » = (10110011), S°
1 1 0o -1 -1 1 0 - T : 3 M,6 —
1 1 0o -1 -1 -1 0 110,
0 1 1 -1 0o -1 -1
-1 0 -1 0 1 1 -1 , 3
-1 -1 0 1 1 0 1 -1
-1 -1 1 0 1 -1 0
0 -1 -1 1 1 -1 0 1
L- 1 0 1 -1 -1 0 1 1
TI‘: HrT H/rz
) ’ . 3.1
1 1 o -1 -1 -1 0
1 1 -1 0o -1 -1 1 0 ?
0 -1 0 1 -1 -1 OHNN
-1 0 1 1 0 1 -1 -1 ) )
-1 -1 1 0 -1 0 1 OHNN
-1 -1 1 1 -1 0 1 0 s
0 1 -1 -1 0 1 -1
L 1 0 -1 -1 0 -1 1 1)
( T) To
, To T, T, T , ToH. H,
T? HerTOH r‘H s = HrHsTOH xH r? Tr Ts YAW , Tr Ts Hr
1 -1 0o -1 -1 1 0 1 1.
-1 0 1 1 1 -1 -1 0
0 1 1 0 1 -1 -1 -1 . ’ . ’
-1 1 0 1 -1 0 1 -1 r=BxC T ,
-1 1 1 -1 0 1 0 -1] R( R 'xR ),
1 -1 -1 0 1 1 -1 0 o 1 g
T=(BxR')x(RxC R
0 -1 -1 1 0 -1 1 ( ) x( )
R
L 1 o -1 -1 -1 0 1 1
~ 5 Tr Ts
sTo T Ti (S
’ r ’ (QR)
8 , S0 = (LU) ,To T
(11001011) S' = (11001101) S* = (oto11101) §° T« T : QR
= (01111100) S*= (01110110) S° = (10110110) . ToT. T. T n(n> 64)
$°= (10110011) " = (10101011). 3 ’ ;
M, :000" 0,001 1,010 2 011 3,100 ‘8 ”
4,101 751107 61117 7, Tib)
8 S*, 1o ’ )
- A [16] o 1 oy 2m ]
§°= (1o110011),  S° 2+ 27+ 2227,
(10010010) m- 1
m , m> n,r= n N R
’ 2 :a)
2 T’ 2 ;b)
N n

(10010010) (1) T,



* 191 -

2
, LU 1%
10%
; LU
A , s
T = HToH § lo%
; To, E 109
) TL H i (3]
10°
H, Hi, s 2535 45 %5 65
H:ToH i T, , n NIt
2 H OHNN
Hi 0 1 ,
2"_, O(Zn_), Fig.2 Time required to perform an exhaustive search
n ) n , of keys varies with the network scale
N Hi s Hv ?
To H essenberg , T )
Hessenberg , Ti To , )
Hessenberg , T; To
Hessenberg , H: ,
Hessenberg , O(nz), n ,
; , Hessenberg ) N
i 2" . , n ( 128) OHNN, P
H essenberg , H N! ,
N!. 2
, T, H, NI, 10°
T T. H
i & !
} N’ 2 . N = 32 5
’ ) . 1) Ho He) H 10 MIPS Y ears
r, ;on : 10”MIPS Y ears.
i 5 Tx Tr s )
T, X, A"
T=TXT, (8) ; .
T, T, (8), A
N , , A
T = HSTOH vXH rTOH r (9)
A OHNN
A o o N N A . . N=8 A= 20
T= HH-ToH H s= H-HsToH sH - (10) N = 32 A= 2
TO » Yw_Tw Tr A 1
X (9) (10 .

2)

3.2




* 192

) 2007

Diffie Hellman

2

OHNN,
OHNN

n bit

OHNN

N bit,

logzp
(11)

OHNN
OHNN
OHNN
128

0. 38.

Java

?

o(n’) O(n' )=

INSPIRON 6000
M 740
JDK 1.5

17 , 16

2.67, 16
150 ,

2.29,

s /
, Strassen
n

O(nZ. 18)-

> >

, : DELL

, CPU (R) (R)
1.73 GHz, Java

(398.0+4. 2

kB/s(p= 0. 05), (9332.4%148. 4)
kB/s (p= 0.05),

(5.7 kB/s) ',

RSA

, s Java

RSA

[1] Diffie W, Hellman M. New directions in cryptography
[ J] .IEEE Transactions on Information Theory, 1976, IT-
22(6): 644— 654.

[2] William Stallings. Cryptography and network security:
principles and practice] M |.2nd. New Jersey: Prentice
Hall Inc. ,2003.

[3] Hellman M E. An overview of public key cryptography
[J] .IEEE Communications Magazine, 2002, 40(5) : 42 -
49.

[4] , ; ,

[J].
(2):283- 291.

[5] , )

[J]. : ,2001,41(9) : 89- 93.

[6] Crounse K R, Yang T, Chua L. O. Pseudo random se

,2001, 40

quence generation using the CNN universal machine with
applications to cryptography [ C]//Proceedings of the
IEEE International Workshop on Cellular Neural Net
works and Their Applications. Piscataway: [EEE, 1996:
433- 438.

[7] Veljko Milanovic, Mona E Zaghloul. Synchronization of
chaotic neural netw orks for secure communications [ C]//
IEEE International Symposium on Circuits and Systems.
Piscataw ay: IEEE, 1996:28- 31.

[ 8] Donghui Guo,Cheng L. M, Cheng L. L. A new symmetric
probabilistic encryption scheme based on chaotic at tract-
ors of neural networks| J]. Applied Intelligence, 1999, 10
(1): 71- 84.

[9] Gardner E. Maximum storage capacity in neural networks

[J].Europhys Lett, 1987, 4( 4):481-~ 485.



* 193

[10]

[[11]

[12]

[13]

[ 14]

Liu Niansheng, Guo Donghui. A new public key cryptog-
raphy based on chaotic attractors of neural networks
[ C)//Progress in Intelligence Computation. Wuhan: Chr
na University of Geosciences, 2005:293- 300.
Hopfield J J. Neural networks and physical systems with
emergent collective computational abilities| J]. Proceed-
ings of the National A cademy of Science, USA, 1982,79:
2554- 2558.
Hopfield J J. Neurons, dynamics and computation [ J].
Physics Today, 1994,47: 40— 46.

, . [M]. : )
2001.
Bresson Emmanuel, Chevassut Olivier, Pointcheval Da

vid, et al. Provably authenticated group Diffie H ellman

[15]

[16]

[ 17]

key exchange[ C]//Proceedings of the ACM Conference
on Computer and Communications Security. Philadek
phia: ACM Press, 2001:255- 264.

, . [M]. : ;
2001.

, -m 1.

,1997,24( 1) : 36— 309.

Alan Daly, William Marnane. Efficient architectures for
implementing montgomery modular multiplication and
RSA modular exponentiation on reconfigurable logic
[C)/Tenth ACM International Symposium on Field
Programmable Gate Arrays. Philadelphia: ACM Press,
2002: 40- 49.

Security Analysis of Public key Cryptography Based on Chaotic
Attractors of Neural Networks and Its Implementation

LIU Niamrsheng', GUO Dong hui**
(1. College of Com puter Engineering, Jimei University, Xiamen 361021, China

2. Department of Electronic Engineering, Xiamen University, Xiamen 361005, China)

Abstract: A new public key cryptography based on chaotic attractors of neural networks is described in the paper. There is a one

way function betw een chaotic attractors and initial states in an Overstoraged Hopfield Neural Network (OHNN). If the neural synap-

tic matrix is changed with permutation operations, each attractor and its corresponding domain of attraction are simultaneously

changed too.So we regard the neural synaptic matrix as a trap door and change it using commutative random permutation matrix. A

new cryptography technique according to Diffie H ellman public key cryptosystem can be implemented. In the new scheme, the random

permutation operation of the neural synaptic matrix is regarded as the secret key, while t he neural synaptic matrix after permut ation is

regarded as public key. In order to explain the practicality of the proposed scheme, security and encryption efficiency of the new

scheme are analyzed and discussed. T he application scheme for Internet based on the proposed cryptography is implemented by using

Java program. The experimental results show that the proposed cryptography is feasible and has a higher performance of encryption

and decryption speed.

Key words: neural networks; public key cryptosystem; chaotic attractor; matrix decom position



