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[Abstract] Fast MD5 collision algorithm falls to be used in real application of cracking MD5 password because it does not support reverse
cracking. According to the issue, by analyzing the principle of MDS5 password parallel cracking algorithm based on Graphic Processing Unit(GPU),
this paper proposes a fast MD5 decryption algorithm based on GPU, and implements a fast MD5 password cracking system. Test result proves that

the algorithm can accelerate the cracking of MDS5 password.
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__constant__ unsigned char g_CharSet[255];

__constant__ unsigned long g_CharSetLength;

__constant__ unsigned long g_PasswordLength;

__constant__ unsigned long g MdSHashCountr;

__constant__ unsigned long g Plain[96];
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int GPU_N;

cudaGetDeviceCount(&GPU_N);

cudaDeviceProp DeviceProp;

cudaGetDeviceProperties(&DeviceProp, 0);
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cudaMalloc((void**)&d_CompMd5Hash, Md5HashCountr*16 );

cudaMalloc((void**)&d_Result, 4 );

cudaMalloc((void**)&d_Next, sizeof(Next));
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cudaMemcpyToSymbol(g_CharSet, &CharSet, CharSetLength);

cudaMemcpyToSymbol(g_CharSetLen, &CharSetLength, 4);

cudaMemcpyToSymbol(g_PasswordLength,&PasswordLength, 4);

cudaMemcpyToSymbol(g_MdSHashCountr,&Md5HashCountr, 4);
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p=t_id;

for i )\ 0 F(g_PasswordLength-1){

tmp = p + g_plain[i];

p =% (tmp/g_CharSetLength);
q =34 (tmp/g_CharSetLength);
Password[i] = g_CharSet[q];}
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}
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if( data[0-15] = hash[0-15] )

if( data[16-31] = hash[16-31] )
if( data[32-47] = hash[32-47] )
if( data[48-63] = hash[48-63] )
*cracked password = password;
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