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Abstract: An XXTEA(Corrected Block Tiny Encryption Algorithm) algorithm suitable for RFID reader
was introduced. The results of algorithm analysis showed that the XXTEA possessed better characteristics
of high—performance security, fast encryption speed, and small size in comparison with original Block TEA.
Considering the security threats faced by Mifare 1 smart card, a communication security scheme based on
XXTEA was proposed. It minimized the potential of data purloining during the RFID communication, by
means of password dynamic transformation and data encryption. The scheme was implemented in the RFID
reader by using MF RC500.
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Fig.2 Architecture of RFID security system
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Fig.5 Hardware realization of system
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