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The proposed perceptual mask is based on the singularity of cover image and matches very well with the properties of the
human visual system. The cover colour imageis decomposed into severa subbands by the wavelet transform. The water-
mark composed of chaotic sequence and the covert image is embedded into the subband with the largest energy. The chaos
system plays an important role in the security invisibility and robustness of the proposed scheme. The parameter and initial
state of chaos system can directly influence the generation of watermark information as akey. Moreover, the watermark
information has the property of spread spectrum signal by chaotic sequence to improve the invisibility and security of
watermarked image. Experimental results and comparisons with other watermarking techniques prove that the proposed
agorithm is effective and feasible, and improves the security, invisibility and robustness of watermarking information.
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Since Van Schyndel™ introduced the method of digital wa-
termark on the gray images in 199413, many digital water-
mark schemes have been published®®. This paper devel ops
anovel color image watermarking scheme based on chaotic
sequences. Thewatermark signal generated by chaos system
can be embedded into the host image asa small noise-like
signal. We will use the Chebyshev maps to generate such a
pseudorandom sequence.

A generic model of the proposed watermarking system is
shown in Fig.1. The watermark information is made from
the chaotic system and the host image, and added to the host
image. The approximation coefficients of host image
multiwavel et domain are selected as the embedding host of
watermark information to improve the robustness of
watermarking system. Then, the idea of cryptosystemisin-
ducted watermarking system via Chebyshev maps. The ex-

pression of Chebyshev mapsisasfollows,
X ,=cos(Pcos'(X)) -1 X< 1, (@)

where P isthe degree of Chebyshev map. Its corresponding
invariant density isasfollows.

r(X):%p ,—1- XZ) (2)

Chebyshev maps have important properties of excellent
cryptosystem!®. If P> 2, the Lyapunov exponent of
Chebyshev mapsispositive, which predicatesthat Chebyshev
maps are chaotic. Thereal number sequences generated by
Chebyshev map areorthogonal each other. Furthermore, their
correlation functionsare al dfunction. The parameter P and
initial state value X are regarded as the key of proposed
watermarking system. The key must be kept secret in the pro-
posed scheme.

The watermarked image is obtained by performing the
inverse multiwavelet transform of the watermarked
coefficients, and transferred via public channd.

Watermark extraction is similar to the watermark gen-
eration step of the watermark embedding process. The
watermarked image obtained from public channel isregarded
asthe tested image.

The tested watermark is compared with the real water-
mark information using the method of test threshold, if the
correlation coefficient of them isbigger than agiven critical
value, the tested imagewill be regarded as real watermarked
one. Otherwise, it isn’' t considered that the tested image is
real watermarked one.

The 512x512 pixel Lenaimageisused asthehost images,
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Fig.1 Proposed watermarking system based on chaotic sequences

the 512x512 pixel gray image is generated by the combina-
tion of chaos system the and the host image is used as the
watermarks. The Chebyshev map is adopted to generate cha-
otic sequences as chaos system.

According to the proposed image watermarking scheme,
corresponding programs are written in order to estimate the
performance of scheme through simulation. The correlation
cocfficient and peak signal to noise ratio (PSNR) between
the host image and the watermarked image are regarded as
quantitative measures to characterize the invisibility of wa-
termark information. The definition of correlation coefficient
between the host image and the watermarked image is as
follows.

> /2 (H,, -HW,, ~7)
r= =t j=l

S H,, -HP+3SS W, -F))

i=l =1 i=l j=1

€)

where H and W represent the mean value of mxn-pixel host
image H and watermarked image W, respectively. When cor-
relation coefficient yis bigger than a certain critical value ¥,
the host image and watermarked image are the same for hu-
man visual system. In the simulation experiment, it is found
that the critical value ¥ is (0.996 + 0.001) (p = 0.05) using
the method of TAFC (two alternatives force choice).

The definition of PSNR between the host image and the
watermarked image is as follows,

D*mn

Z Z (H(u) > W(u) )2

i=l j=1

PSNR=10 log, @

where D is the peak of image signal.
The simulation results are shown in Fig.2, 3 and 4. In

Fig.2, when watermarking strength K is smaller than 0.1, the
correlation coefficient ¥between the host image and the
watermarked image is 0.99994 and exceeds the given criti-
cal value 0.996. Corresponding PSNR is 53.7935 dB. So we
find no noticeable difference between the host and the
watermarked image shown in Fig.2(a) and 2(b). The water-
mark information shown in Fig.3 is imperceptible in the
watermarked image. It depends on the host image and the
secret key of chaos system. Every key consists of three pairs
of different combination with parameter p and initial state
value x,. The length of key is over 128 bits that the proposed
watermarking system can be against the Birthday attack. The
obtained watermark information will be different when the
key of chaos system is different. The coefficients of conven-
tional correlation test and DCT correlation test between the
real watermark and the tested watermark are used to esti-
mate whether the test image is embedded real watermark in-
formation™®. A real key is given, while the other 19 keys are
randomly selected. Simulation results are shown in Fig.4. It
is proved that the key is very sensitive in the proposed scheme.
It is hard to extract and detect the watermark information

(a) Host image

(b) Watermarked image

Fig.2 Comparison between the host and the watermarked
image



LIUetal.

without the exact key.

Fig.3 Watermark information embedded in the waterm-
arked image
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Fig.4 Comparison of watermarking correlation detection
using different keys

The performance of the proposed scheme against JPEG
compression, rotation, cropping, and other attacksis evalu-
ated asfollows.

Fig.5 showsthe detected resultsfrom a JPEG compressed
version of the watermarked images with the compression
quality factor ranging from O to 100%. Obvioudy, the corre-
Iati on coefficient decreases asthe compresson ratio increases.
When the compression ratio is high enough, the watermark
will be destroyed and become indiscernible. In comparison
with the conventional scheme using pseudorandom function
(in gin general, linear congruence algorithm) to substitute
Chebyshev map, our scheme has better property against the
JPEG compression attack.

Fig.6 showsthe rel ationship between the similarity mea-
surement and the cropped block sze from the watermarked
image. The bigger the cropping Szeis, the smaller the corre-
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lation coefficient is. The cropped position of watermarked
imageisrandomly selected during the experiment. However,
although the part of the watermarked imageis discarded, the
correlation coefficientsare dill bigger than thethreshold value
(Ingenerationitis0.1).
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Fig.5 Comparison of correlation detection against the
JPEG compression between the proposed and conven-
tional schemes
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Fig.6 Results of correlation detection against the attack

of image cropping

The experimental results shown in Fig.7 show that the
embedded watermark can be exacted perfectly and detected
when the watermarked image is rotated to 0.1° max in our
scheme. The proposed scheme can be powerfully against the
attack of the dight rotation of image.

Fig.8 shows the results of adding Gaussian noise with
zero mean and variance from O to 0.001 to the watermarked
Lenaimage. The embedded watermark can be exacted effec-
tively and detected from the watermarked image of added
Gaussian noise. It is obvious that the proposed approach is
strong enough agai ngt the attack of adding multipliable noise.
Even if the watermarked image quality is degraded greatly,
the watermark information can be detected perfectly.
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Fig.7 Results of correlation detection against the attack
of image rotation
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Fig.8 Results of correlation detection against the attack
of adding Gaussian noise

The secret keysin the proposed consigt of two pairsof P
and X, where P isany positiveinteger over 1, while X jisany
floating point number. If P and X, are defined as short inte-
ger and double floating point number, respectively, in the
java program, the sum of binary length in the memory for
any pair of Pand X, is80 bits. According to the |EEE 754 for
double floating point numbers and the rangesof P and X in
the Chebyshev maps (conventionally, they are[2, 100) and
[-1, 1], respectively), the binary length of secret keysin new
scheme isover 180 bits because three pairsof P and X are
used in the proposed scheme. For example, for an exhaus-
tivesearch attack, the complexity of computationis2¥°. Even
if adedicate computer that can perform asearch of 10° groups
P and X, in one second is used, the time required to search
exhaustively the entire key spaceis 4.8 x 10% years. It is

infeagblein fact.

Optoelectron. Lett. Vol.5 No.3

Chebyshev map isa classic chaotic system with the sen-
sitivity of initial state. The chaotic sequences generated by
Chebyshev map have pseudorandom property shownin Fig.9.
Using awrong key (2, 0.2000000001), (2, 0.20) and (4, O.
50) to subgtitute aright key (2, 0.20), (2, 0.20) and (4, 0.50),
the corresponding extracted watermark imageisshownin Fig.
10. It iscompletely different from the true watermark image
shown in Fig.3. Its detection response value is about 0.04,
andissmaller than agiventhreshold value (in generation 0.1).
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Fig.9 Chaotic sequences generated by Chebyshev Map

Fig.10 Watermark information extracted with wrong se-
cret key
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It isimpossibleto find the private key by using chosen-
plaintext attack or known- plaintext attack at present!®. Only
an exhaudtive search based on the statistical probabilities of
plaintext characters can succeed in breaking our proposed
cryptosystem. However, the breaking cost of thismethod is

Optoelectron. Lett. Vol.5 No.3- 0231-

very high because the length of key isover 180 bits.

Tab.1 showsthe result of the proposed schemein com-
parison with the schemein Ref.[2]. Our scheme has obvious
superiority in the performances of watermarking informa-
tion withinvisibility, robustness and security.

Tab.1 Performances comparison between the proposed scheme and Chen’s scheme

Watermarking PSNR Correlation  Gaussian noise JPEG Rotation Key Time of watermark detection
scheme (dB) coefficient  (Variance0.1) (%) ©) (bit) (Second)

The proposed Scheme  53.8 0.99994 05 85 0.1 180 1.58

Chen’s Scheme 45.7 0.9937 05 15 NoData null 1.63

In conclusion, using chaotic sequences, a new image
watermarking scheme is proposed. The chaotic sequences
generated by Chebyshev map not only act asthe secret key
of watermarking system to enhance the watermark security,
but also make the watermark signal add to the host image as
a white noised-like form. Experimental results and
comparisons with other watermarking techniques prove the
proposed scheme isfeas ble and robust against conventional
attacks. The authors intend to develop this work further
through refinement and analysis of the protocol performance
and its use for secure communications across fixed and
wirel ess networks.
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