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[ Abstract] Microsoft Office2007 and later version adopt ECMA-376 document encryption format. In this format, the file security is mainly
protected by user authentication and files encryption, and Password Based Key Derivation Function(PBKDF) is the core of the Office security
mechanism. In order to analyze the security of the PBKDF in ECMA-376 format, this paper proves the upper bound of the adversary’s advantage
between the Key Derivation Function(KDF) and ideal random function through the Game-Playing technology, and discusses the safety of the Office
encrypted files based on that theoretical result and the actual attack experiment. Based on the analysis results, it obtains that Office is with a certain
degree of security while the user password is longer than 6 characters.
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2 M SCAEAENLH S S Bk
2.1 ST B IAESL )

BT 1A WA REAL 2 PR 35 0 0 R S B B e B
MBI R, HEXHEERREHEREP R ZRERN
PRI o ‘B B A AR L MAC A B A i 4
BM, B MAC=(K, T, V). B, K 2EHSHE:,
T AR MAC A R B key; MAC HEREME T D%
Bl okey MR M EABAN, BEHEANEB o, B
0« Ty, (M) 5 TS V R—AHE 5, UEH keys H
B M FE BIAER o RN, Sl R EHFAIAMER, id
Hd <V, Mo) %,

HEFOAMBEEIMERRELE 1, ARIERFEEAE
BRER P RZ B RN E L, BERV, M, T,(M)=1,
Pk, BRI EE AR, R BRI
IR HEAT B, AT HI WA N B B 0 A RRE IE R . FEC MR
WIEALEIH, MAC A 80E T— R HE i, 364 2 A3
Fi#: i Hash o B J 6 i 4 412585 . Office 2 512% I #Y
/& Hash g%k

: MACH 1, | salts ¢ | | Password | :
I I
: | PBKDF | :
| v Key |
! MAC % | |
U P G ————— J
e A A

Password | |
incorrect | |

1 BT 04SHAMENR R

22 EHISHER

fe PKCS#SUI T N AMEM AL M P A E LT
2 AR5 % PBKDF1 fi1 PBKDF2, #r, PBKDFI
LEZV K

key=H“(p|s)

18 T AR O X 04 (o) Rk () Y HR G, JR45 B LS R
B(H), BH c kK, REFHEY key, BFIEEAT A MD2,
MD5 FiI SHA-1 4. T H 8551 M4 B 52 HL51 oA ik H < B2 iy
R, MD2 i1 MDS & 16 Byte, SHA-1 & 20 Byte. 4b¥iid
RIT:

U0=pl|s

For i=0to c—1 Do

Ui+1=H(Ui)

END FOR

key=Uc<0,1,---,15>
Hr, n RASFMEYPHFEHRE; UK PHER.

Microsoft Office 3% i ECMA-376 X #:#% 3, HZxHSH
Wik key=HG | plls) , Hia8FHHA PBKDF1 R4, M
— B ) 2 A AXAE T K A kIR AR At AR A S A LB R 5
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K 16 Byte k()i HRIK, 223 c # M EEACHLS R B0 H 1B 3R
IARALBLFHCHT 128 bit 8 AES R HIEM Y keyo
ECMA-376 SCH % b iy 25 91 3 th F i D R

U0=p||s

For i=0 to c—1 Do

Ui+1=H(i||Ui)

END FOR

key=Uc<0,1,-++,15>
23 FHT MRS ZHE XL

TETTHE W] % A B h, 3 40 0t % o6 % (advantage)””
KER—-AFEMBARNEIEZ K2 XA 257
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A B 5 R = TR RS ) X 43R R

EHT I B AN Y R (key stretching), B
B, HeetmtgeT HEnmRY. XTREK
Hash s r) DRy BAr, X HL R BEALTI B AR 46t
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NFHEHLEE G: 01" > {01 MEY FH kg F:
key=H (il plls) , RIWIEH 4 WBHER, B 1
FirRm Bt F, 5 G,

R 1

1.salt,c & %1 H 8 &

2. BEHLIEBE pO, 133 u0=p0|[salt

3. y0=H"(i|[u0) y0=Rand(n)

4.5=0;

SHEE:

6 A JE$E Xi, R H 3K H(XI)

7. s=s+1

8.3 s JRBI R MIKEL ¢ Y, WELK

9.4 0 5% 1
Ho, t FRBdiH A THETS PG RE . RES 1 H2P8E 3
b FRAKER 4> Rand(m)Fm K E N nbit EENLE, F, AEES
B3 By BAKTEAD, K yo=H (illuo) I BAKESY yo=Rand(n)R%E
BB B TR G, . WTFRER ¢, BHFHEEF 5H
HH G Mz I kR

Adv (1) =| Pt[F, =1]-Pr[G, =1]| 1)
Ho, PifF, =1 FfRBEHH ARM FAFHHH 1 HOHEER.
Hit, ROOFRLEH 4 &5« JOHRTASHE, BHX5
AT I RS B AL R BRI o X T4 R R IR 1,
R H A RGBSR T2, WHES S EEH
F RZ2M, WEHASHEYR F GHILERK ¢ BAWTKX
Vi

T3 ] Game-Playing £ AR ik Wi XFF ECMA-376 3 )
YRS, HREHHE A RREREILBE I H, EH
R Advidyn o) <[ t/c |/ PW |+ /2" , Forft, |PW| KRR
] PW R EGIAEG 0 R FH B LRRE.

3 HHASHEENR M

M 2.3 W Mkdih F, 5 G, 8kl 2 AMiEk
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P E salt,c

#H#E: p0+PW,y0=Rand(n),i=0,U0=p0||salt, Y={UO0,y0}

5 s YOH I AL H(XG):

4.1 y=Rand (n)

4.2 If y ¢ Y,then Y=Y N {y}

4.3 else { bad=1}
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4.4 If(t<c-1&& Xs ==i||Ui)i=i+1, Ui =y

4.5 elseif(i==c-1&& Xs ==i||Ui) {bad=1,y=y0}

4.6 H(Xs)=y,i& [H] y

%y =y, MBR B Game R1, Y Fm B4 B MK EHH
A W] x, JRIRAFHR ME H (x,) AR BISRAE uon v, BRE,
pO—PW Fam MO S HE P REHLIERE— N EHIRMEZ po.
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BEALEI yo M 4 MAERRIFEAXM. b, N
Game RO W HPHR 45 FH, BWEH 4 MEHE A
(c=1lu,,) B, Game RO H&AEYHF AL H iR BIEN v, -
B, FFERR v, = H(e—1lu,)=H G luy) o WFHAER
WA, R B —ANBENE, MBd iR F, LIS
PLHZ8 Bk, WHEW F, 5 Game RO 8L, TR AH
W1 MR RMEN, B PiF, =1]=Pr,[4=1], HH,
Pry (4 =11 R A LEHFAR RO iy 1 (HEEE .

f£ Game R1 WIS H W FAEEMMARME, 2R H
—ABENLE, Pk, FBCESE G, I BERLINS HL H SR,
M A WA ERGE SRR G, 5 Game R1JFA KA. Bk, 72
L G, 5 Game R1 o A %ijih 1 fREZEAM %, B Pr(G, =1]=
Pry[A=1], HHt, Pr,[4=11F77 4 L R Hrfrdy 1 AH%
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AdvELp 376 (0) TR -
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AEWEAR RO/T PN T BT E AL A0 Bk 2 i il g ol
BTG 2 g IR 4.1~ 58 4.6), fHIX S SEMNBL i 4 1)
FAERAIE, 4 REES H REME. FEikd, &
BE 4.3 F02BBR 4.5 20 SR B REHE (collision) & 42, KA ik
bad B 1. FEB% 4.3 Kl L5 BB SRR, 722D 0% 4.5
Bl HOG || uy) BRERE. X Game RO F1 R1, ‘BAi] RFE bad
B 1 Z2ERREERAE, &4 ldentical-until-bad-is-set £
e, BTRA, MR SCHER(S]H M SIEE 5 WA

AdvP? 1 6(£) < Pry [BAD] = Pr, [ BAD] 3)
oo, Pry[BAD] 5 Pry [BAD] 43 Hl /R 4E Game RO 5 R1 v
bad WG E 1 KM, WERMEN. BT Game R1 [k
B, Kbk ] P, [BAD] AE R B i 48 % B RIF HEAT

LEWERE R1 b, ] BAD, KRG 2 B PR 43 4k bad B 1,
BAD, R U 4.5 4k bad B 1. BAD 7R BAD, 55 BAD, & /%
H—A%M, W BAD=BAD, UBAD, , “U” FiR 2 AN Hf
oA ML — B R (union bound)ArfEi!, £

Pr,,[BAD] = Pt [BAD, U BAD,] <

Pr,,[BAD, |+ Pry [BAD,] 4

T 43 4 bad B 1 IFDL, S TEKEEHLHE
BAREHR n LHFFH y, REWAKRBELES V.
XAEGRIBAE 2 AT0H vy v RIS 2 F2BIR 3), Ry
AIEHA, WRFME Y, HE  REWLR, W4 BAD, k4
BIRER R 2 A4 (DFRT N 2" M e, ALY
SR  ANEG KRR 2 A0 S R AR (SR 13 45
K)o XA AN A H AL, BTOMRHE CAH” B R A

AR LR 2 N % ¢ MG HEE R
TE {u, vo ) BEFEIRERE . X TAERE 2 N80, BAT LR
H Pr(col, )=1/2", i#j, Wk, Fu, y, PAEE A% LR
FEABERR 20/2", TRA:

Pty [BAD, 1< (£ /2+2t)/2" (5)

Fr=d, W (@E/2+20/2"<2/2", Pry[BAD,]<* /2",

¥ Game R1 200K 4.3 2%, 200X R2, hTOUM
Br—A4b, PI43 Pry,[BAD]=Pr,[BAD,], HILA:

KRG 3

P E salt,c

& : p0«PW,y0=Rand(n),i=0,U0=p0||salt

5 s YOH I T AL H(XG):

4.1 y=Rand (n)

44 If(t<c—1&& Xs ==i|[Ui)i=i+1, Ui =y

4.5 elseif(i==c—-1&& Xs ==i||Ui) {bad=1}

4.6 H(Xs)=y,i& [l y

18 Game R2 i S AL H #93& W y ZREHLIE SR, I H
CHER LW bad WBLE, B bad BNy RMSLH, Bl
Game R2 HA oblivious M i ; "% R2 th 5 y #5% A3 20
BT A sE AR S 3 pr 2B IR 4.5 4k bad B 1 HIRERE . M Coin
fixing ¥, Game R2 v i B HLHT 5 AL i) AT A FH— A for-
TEIRBEA, B R PR -

KRG 4

P E salt,c

& : p0«PW,y0=Rand(n),i=0,U0=p0||salt

For s=0 to t-1Do

4.4 If(t<c—1&& Xs ==i|[Ui)i=i+1, Ui = Rand(n)

4.5 elseif(i==c-1&& Xs ==i||Ui) {bad=1}

End For

18 R3 BRI 751 X, %, X, A B RAE Prys[BAD] Y
BWFH, WA Pry,[BAD] < Pry,[BAD] .

RN 4 hBIR 44 48 UU, - U, U, RAEE
Mot # ep AL AR B, BRI i A A RERE ) -1 3K H i
FHAERR S B SIS B AR 7, BrOA, BRAFIBL
HFHARNOASEMENERE D4 p, ZRHE
Ol pllsalt y FHARKAGIRIERIH ¢ K, BEFHEY, HEE
BB S — A 04, B KITHESH. Bibk, 7& Game R3
iR S AW /e | AR 4 p FHER, B FF p 1
WS 1/ PW |, FTRA, ¢ ORI x, 55 c—1u,, ISR
WEN(t/c]/|PW|, BJGW 1% Pr,[BAD]<[t/c|/|PW],

2% ETIERS ECMA-376 SCfF i 5K b iy 35 4 3t 300
Byt BB AdV s @) < Lt/cJ/ | PW | +£2 /2", Hdr, 4
=128 1, EMRE RS 2 Bk 0

4 HARFus

. ECMA-376 4G 32 &M e, Office
2007 B 5 SRR A 25 0 S 0 S 0 R R RA R R
160 bit i SHA-1, Z3d %0 50 000 K HIEIRERIH, E
K 128 bit NEEH. HH I XAROLSNLEKE, BI04
SEKN PW =2, MYdiE 4 25 (% ¢ ] e ML)
WAL S AR S, RAEAR X382 &k

Advg;fflce(t)<l‘/21+1b"+t2/2128 (6)
AR AT 4 Ak
()BT R B < c| PW | B, T Office B340 S i
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I 8 2 3t % T o 5 41 4%
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