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An Active Cooperation Defense Model for Large Scale Networ k

L OU Rurryu' ,WAN G Be-zhan’ ,\WAN G Wei®
(1. Xiamen Entry-Exit Inspection and Quarantine Bureau ,Xiamen 361012 ,China;2. School of Software,Xiamen Universty,
Xiamen 361005 ,China;3. School of Electronic and Information Engineering ,Xi' an Jiaotong University ,Xi' an 710049 ,China)

Abstract :In order to defend the attacks caused by DDOS and worms (or vicious codes) in large scale network ,a general ,solid i
depth and distributed active cooperation defense model ispresented. A set of achievable methods ranging from systemic architecture,
function mechanisms and algorithm descriptions are given. The model ,which is demonstrated by the system architecture,function
modules and active cooperation defense to stop the attacks,is the integrated and systemic model. It integrates severa role security
technologies, such as IDS ,firework and honeynet ,and achieves a complete set of functional mechanisms for active cooperation de-
fense. By the cooperation from the security components within insde and outside the autonomous system (AS) ,we realize the active
cooperation defense which involves the multi-level defense range from network boundary level ,kernel level ,sub-network level to host
level. As aresult ,the presented model not only can achieve effectively security defense in the large scale network ,but also can have
the good generality and scalability.

Key wor ds :active cooperation defense;intruson detection system ;firework ; honeynet



