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A Control Flow Checking Algorithm Based on Virtual Register

GAO Xing, LIAO Ming hong, WU Xiang-hu, HUANG Zherr yuan
(School Of Computer Science and Technology, Harbin Institute of Techmology, Harbin 150001, China)

Abstract: Control Flow Fault was an mportant fault type which should have been seriously treated in the higr confidence soft-

ware systems such as aerc space system. An algorihm named CFCVR( Control Flow Checking Based on V irtual Register) was giv-

enwhich checks the contwl flow fault based on the Base Block prototype. The control flow faults were detected by ohtaining the

virtual register and adding some control flow checking instructions mto the program based on the virtual register. All these works

were done on the assemble programs. Experiments show that CFCVR will introduce about 28. 7% performance overhead and about

31.3% storage overhead and will increase the fault detection rate to 97. 1% that was better than the existent methods.

Key words: Reliability; Faulttolerance; Controt flow checking; Viitual register



