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DECIDING KNOWLEDGE IN SECURITY PROTOCOLS
UNDER SOME E-VOTING THEORIES*

MOUHEBEDDINE BERRIMA !, NARJES BEN RAJEB?
AND VERONIQUE CORTIER?

Abstract. In the last decade, formal methods have proved their in-
terest when analyzing security protocols. Security protocols require
in particular to reason about the attacker knowledge. Two standard
notions are often considered in formal approaches: deducibility and in-
distinguishability relations. The first notion states whether an attacker
can learn the value of a secret, while the latter states whether an at-
tacker can notice some difference between protocol runs with different
values of the secret. Several decision procedures have been developed
so far for both notions but none of them can be applied in the context
of e-voting protocols, which require dedicated cryptographic primitives.
In this work, we show that both deduction and indistinguishability are
decidable in polynomial time for two theories modeling the primitives
of e-voting protocols.
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INTRODUCTION

Security protocols aim at securing communication over public networks. They
achieve various goals such as secrecy, authenticity or anonymity, using crypto-
graphic primitives like encryption and signatures. In the last decade, several
decision procedures have been developed to check the security of cryptographic
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protocols. For example, secrecy is NP-complete when limiting the number of ses-
sions [21]. Several tools have been developed for automatically analyzing security
protocols (see e.g. [3,6]).

In formal approaches, the analysis of protocols often requires precise formula-
tions of the knowledge (capability) of protocol participants and attackers. Indeed,
most of security goals of voting protocols can be expressed or encoded in terms of
attacker knowledge (see e.g. [13]). Many formal definitions explain the knowledge
of an attacker in terms of message deducibility. Intuitively, deducibility focuses on
the following question: given a set of messages ¢ and a secret s, can an attacker
compute s from ¢?

However, this concept of deducibility is not always suitable for expressing the
knowledge of an attacker. For instance, consider an e-voting protocol that trans-
mits an encrypted choice value of a vote. In this case, it is not sufficient to ask
whether an attacker can deduce the value, since he knows all possible values of a
vote. A more powerful notion of indistinguishability has been introduced in the
framework of applied pi calculus [2]: a secret is preserved if an attacker can never
distinguish between protocol runs with different values of the secret. This no-
tion is called static equivalence. The term static reflects the fact that this notion
applies only to messages transmitted and ignores the protocol behavior. Decidabil-
ity of both deduction and static equivalence have been studied (e.g. [1,5,10-12])
for several equational theories including for instance exclusive or, homomorphic
operators, blind signatures or subterm theories.

In this paper, we focus on e-voting protocols, a recent family of protocols.
Such protocols should ensure in particular anonymity of the vote, receipt-freeness
and possibly coercion-resistance [14]. They make use of special cryptographic
primitives such as re-encryption or trapdoor commitment. However none of the
previous decidability results can be applied in the context of e-voting protocols,
even for the two key notions of deduction and static equivalence. In parallel to our
work, Ciobaca et al. [9] have developed a new decision procedure, inspired from [5].
Their procedure in particular terminates for the trapdoor commitment primitive,
yielding a first decidability result. However, no decidability result is provided for
re-encryption or designated verifier proofs.

We consider two particular equational theories used when modeling e-voting
protocols. The first equational theory, denoted by Er.. models the properties of
re-encryption and designated verifier proofs, particularly important in the Lee
et al. protocol [18]. The second equational theory, denoted by Eop, models the
properties of blind signatures schemes and trapdoor bit commitment scheme, par-
ticularly important in the Okamoto protocol [20]. Our main contribution is to
show that both deducibility and static equivalence are decidable in polynomial
time for any of these two theories. This is a first (and necessary) step towards a
decidability result in the active case. One ingredient of our proof is the locality
property [19], for which we design an appropriate notion of subterms. For static
equivalence, our proofs are also inspired from the technique developed in [1] for
convergent subterm theories.
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Outline of the paper: In Section 1, we introduce some basic notions and
notations as well as deducibility and static equivalence notions. In Section 2 we
present the two studied theories modeling the e-voting protocols. We present our
decidability results for deduction in Section 3, and our decidability results for
static equivalence in Section 4. In last section we conclude by summarizing our
results.

1. PRELIMINARIES

In this section, we present some basic notions and notations following [2].
We suppose the reader familiar with rewriting systems [15].

1.1. SYNTAX

A signature X consists of a finite set of function symbols, each with an arity.
We write ar(f) for the arity of a function symbol f. A function symbol with
arity 0 is a constant symbol. Given a signature ¥, an infinite set of names N, and
an infinite set of variables, the set of terms is defined by the grammar:

L M,N,T,UV ::= terms
ky....,n,...,s names

T,Y, 2 variables

f(My, ..., My) function application

where f ranges over the function symbols of ¥ and k£ matches the arity of f.
A term is closed when it does not have free variables (but it may contain names
and constant symbols). We use fn(M) to denote the set of names that occur in
the term M, and head(M) to denote the head function symbol of M.

Given a signature X, an infinite set of names N and an infinite set of variables
X, we denote by T(X) (resp. 7(%,X)) the set of terms over ¥ U N (resp. X U
N U X). The former is called the set of closed terms over X, while the latter is
called the set of terms over ¥. We denote by ¥, the set of the constant symbols
of ¥. The size |T| of a term T is defined by |T| = 1if T € X UN U X and
[f(Th,....,TK)| =1+ Zle |T5]. A substitution is a function that maps variables
toterms o : X — T(X,X). We write 0 = {T1/x1,...,Tp/xn} to say that x,0 = T;
for 1 <i < n and zo = z for x # x;. We define the domain of o, denoted by
dom(o), to be the set {x € X' | xo # x}.

A theory (3, E) is defined by a signature ¥ and a set of equations E given
by U {M; = N;} with M;,N; € T(X,X). The size of E, is given by cg =
maxi<i<n(|M;|, |N;|,ar(X) + 1), where ar(X) is the maximal arity of a function
symbol in ¥. We simply write E for the theory (X, E'). The relation = is obtained
from the equations of E by reflexive, symmetric and transitive closure. Moreover,
it is closed under application of contexts and substitutions. We use the symbol
== to denote syntactic equality between terms.

Let R be a rewrite system. We write U — V if U and V are terms and U may
be rewritten to V' (in one step) using a rule of R. As usual, if R is convergent then
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U| denoted the normal form of U. We write —% instead of — when the rewrite
system is not clear from the context. Given two terms U and V, if there exists a
rule [ — r of the rewriting system R and some substitution 6 such that U = [0
and V = rf, then we say that the reduction U — V occurs in head, and we write
ULv.

A context C' is a term with holes, or (more formally) a term with distinguished
variables such that each of them occurs at most once in the context. When C' is
a context, with n distinguished variables 1, ..., x,, we may write Clxy, ..., ;]
instead of C in order to show the variables, and when Ti,...,T,, are terms we
may also write C[T1,...,T,] for the result of replacing each variable x; with the
corresponding term 7;.

1.2. FRAMES

In the applied pi calculus [2], a message sequence is organized into a frame
vno, where 1o is a finite set of names (intuitively, the fresh ones), v is the restric-
tion operator which intuitively introduces fresh names, and o is a substitution
of the form: {My/x1,..., My/x} with dom(o) = {x1,...,2x} and My,..., M
are closed terms representing transmitted messages. If the M; for 1 < ¢ < n
are in normal form, then we say that ¢ is in normal form. The variables enable
us to refer to each M;, for example for keeping track of their order of transmis-
sion. The free names of a frame ¢, denoted fn(¢p), are defined to be the set
{n|ne Ule fn(M;) and n ¢ n}.

We introduce the definition of a term by composition and a term by decompo-
sition with respect to a frame and a theory.

Definition 1.1. Let E be a theory, ¢ = vno be a frame in normal form, and
t,t; € T(X,X) for i =1...k, we say that:

e ¢ is a term by decomposition if t == f(t1,...,t;) and
h
f(tlo-Jn s 7tk0-l) —FE tO’l,
e { is a term by composition if ¢ is a variable or if t == f(t1,...,tx) and

f(tiol,... tyol) == tol.

1.3. DEDUCTION

Given a theory E and a frame ¢ that represents the information available to an
attacker, we may ask whether a given closed term M may be deduced from ¢. This
relation is written ¢ g M (or shortly ¢ - M when E is clear from the context).
It is axiomatized by the following rules:

—if 3 . =M ——if n

sy x € dom(o) s.t xzo e s¢n
... = /

oM ¢|_Mkiffez oM M= M

ot f(My,..., M) o= M
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Intuitively, the deducible messages are the messages of ¢ and the names that are
not protected in ¢, closed by equality in E and closed by application of functions.
The following proposition provides a characterization of deduction [1].

Proposition 1.2. Let M be a closed term and ¢ = vno be a frame. Then ¢ b M
if and only if there exists a term ¢ such that fn(()Nn =0 and (o = M.

Such a term ( is a recipe of M. It represents the attacker actions in order to
obtain M.

Example 1.3. As an example, consider the equational theory FE.,. of pairing
and symmetric encryption. The signature is X¢,,. = {pair, enc, fst, snd, dec}. The
function enc allows to encrypt a message x by a key y, dec allows to extract a
message z from a ciphertext message enc(z,y) by using the same key y, whereas
fst and snd are functions that represent the projection functions on respectively
the first and the second component of a pair pair(x,y) . The theory Ee,. is defined
by the axioms:

fst(pair(z,y)) =z snd(pair(z,y)) =y dec(enc(z,y),y) = .

Let ¢ = vk,s.{enc(s,k)/x,k/y}. Then ¢ - k and ¢ - s. Furthermore, we have
k=g, ypand s =g, dec(x,y)¢. In this case, a recipe for obtaining & is y and

enc enc

a recipe for obtaining s is dec(z, y).

1.4. STATIC EQUIVALENCE

We say that two terms M and N are equal in the frame ¢ under a theory E, and
write it (M =g N)¢, if and only if ¢ = vn.oc, Mo =g No , and {n} N (fn(M)U
fn(N)) = 0 for some names 1 and substitution o. Then we say that two frames
¢ and ¢ are statically equivalent, and write ¢ ~g ¢, when dom($) = dom()) and
when, for all terms M and N, we have (M =g N)¢ if and only if (M =g N).

Example 1.4. For example, consider again the theory Fe,. defined in Exam-
ple 1.3. Let ¢ = vk.{enc(s,k)/x,k/y} and ¢ = vk.{enc(s',k)/x,k/y}. We have
(dec(x,y) =g,,. $)¢ but not (dec(x,y) =g,,. s). Therefore ¢ and 1) are not
statically equivalent.

2. E-VvOTING THEORIES

In this section, we present two e-voting theories: the theory FEp.., used for
modeling the properties of the primitives used in the protocol proposed by Lee
et al. [18] and the theory Eop,, used for modeling the properties of the primitives
used in the protocol proposed by Okamoto [20]. Their modeling has been taken
from [14].
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2.1. DVP AND RE-ENCRYPTION

The protocol due to Lee et al. relies on two particular cryptographic prim-
itives: re-encryption and designated verifier proofs (DVP) of re-encryption. A
re-encryption of a ciphertext (obtained using a randomized encryption scheme)
changes the random coins, without changing or revealing the plaintext. A DVP of
the re-encryption proves that the two ciphertexts contain indeed the same plain-
text. However, a designated verifier proof can only convince one intended person,
e.g., the voter, that the re-encrypted ciphertext contains the original plaintext.
(see [14] for more explanation).

We consider the signature Xp.. = {getpk, host, pk, checksign, sign, decrypt,
rencrypt, penc, dvp, checkdvp, ok, fo}. The functional symbols are of respective
arity 1, 1, 1, 2, 2, 2, 2, 3, 4, 4, 0, 2. The theory Er¢. is then defined by the
following equations:

(1) getpk(host(z)) =«

) checksign(sign(z,y), pk(y)) = o
3) decrypt(penc(z, pk(y), z),y) =«

) rencrypt(penc(z, ph(y), 2), w) = penc(e, pk(y), fo(zw))

) checkdvp(dvp(z, rencrypt(z,y), y, pk(z)), z, rencrypt(z,y), pk(z)) = ok
) checkdvp(dvp(z,y, z,w), z,y, pk(w)) = ok.

The first equation models the fact that one can obtain the public key of each host
(modeled by the functions getpk and host). In this model, it is indeed assumed
that host(x) is the host associated to the public key a. The second equation mod-
els digital signatures as being signatures with message recovery, it means that the
signature (modeled by the term sign(z,y)) of the message x by the key y, can
be extracted using the checksign function and the public key corresponding to y.
The third equation is used for modeling the asymmetric probabilistic encryption
(modeled by the function penc) using a random coin. The term penc(m, pk(a),r)
represents the encryption of m with the public key pk(a) with the random coin 7.
The fourth equation models the re-encryption primitive (modeled by the function
rencrypt). Indeed, it is possible to obtain a different encryption of the same mes-
sage with another random coin, which is modeled by a function fy of the original
one and the one used during the re-encryption. In equations (5) and (6), the dvp
symbol allows to build a designated verifier proof of the fact that a message is a
re-encryption of another one and checkdvp symbol allows the designated verifier
to check that the proof is valid. Note that checkdvp also succeeds for a fake dvp
created using the designated verifier’s private key. This is crucial in the context
of e-voting protocols to protect a voter against coercion. Indeed, this primitive
prevents a voter from proving to a third party that he has voted in a certain way.

We denote by REg,,., the convergent rewriting system associated to Ere. ob-
tained by orienting the equations from left to right and applying the completion
procedure [16]. It is defined by the following rewrite rules:

(1) getpk(host(x)) — x
(2) checksign(sign(z, y), pk(y)) — =
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) decrypt(penc(z, pk(y), z),y) — @
) rencrypt(penc(z, ph(y), z), w) — penc(a, ph(y), fo(z w))
) checkdvp(dvp(x, rencrypt(z, z), z, pk(y)), z, rencrypt(x, z), pk(y)) — ok
) checkdup(dup(penc(z, ph(y), =), penc(z, ph(y), fo(zw)), w, ph(v)),

penc(z, pk(y), z), penc(x, pk(y), fo(z,w)), pk(v)) — ok

(7) checkdvp(dvp(x,y,z,w),x,y, pk(w)) — ok.

As a preliminary result, it is easy to show that (by inspection of the rewrite
rules) applying a functional symbol to terms in normal form yields a term in
normal form after at most one rewrite step (that must occur in head).

Lemma 2.1. Let Rg,,, be the convergent rewriting system associated to Epee.
Let M, My, ..., My, € T(XLee,X) be terms in normal form. If f(My,..., M) is

not in normal form, then we have M = f(My, ..., M)| iff f(My,..., M) LNV

Proof. (—) Let My, ..., My be terms in normal form and assume that f(My,...,
M) is not in normal form, and f(M;,..., M) —* M. Since My,..., M}, are in
normal form, then the first step of reduction is in head. If the rule (1), (2), (3),
(5), (6) or (7) is applied then it is clear that the term obtained is in normal form.
If the rule (4) is applied, it is easy to verify that penc(Ma, pk(Ms), fo(Ms, My))
is in normal form. Thus f(Mq,..., M) 2 M’ with M’ in normal form. Since
RE,.. is convergent, we conclude that M = M’.
() If f(My,..., My) LN M, then by definition of | we have f(Mj,..., My)| =M.
O

2.2. TRAPDOOR BIT-COMMITMENT

The protocol due to Okamoto is based on a trap-door bit commitment scheme
and on blind signatures. A trap-door bit commitment scheme allows an agent to
open his commitment in many ways. Hence, trap-door bit commitment does not
bind the voter to its vote. Blind signature schemes allow a person to get a message
signed by another party without revealing any information about the message to
the other party (see [14] for more explanation).

We consider the signature Yok, = {host, getpk, pk, open, sign, checksign, blind,
unblind, tdcommit, f1}. The functional symbols are of respective arity 1, 1, 1, 2,
2,2,2,2,3,4. The theory Eog, is defined by the following equations:

(1) getpk(host(x)) =

(2) checksign(sign(z, ), ph(y)) = «

(3) unblind(blind(x,y),y) =

(4) unblind(sign(blind(x,y),z),y) = sign(x,y)

(5) open(tdcommit(x,y,z),y) =z

(6) tdcommit(x, f1(y, z,w, ), w) = tdcommit(y, z, w)
(7) fl(xoa fl(xa Y, z, 1'0); Z, 1'1) - fl(ma Y, 2, l‘].)
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Equations (1) and (2) modeling public keys and digital signatures are the same
as in previous section. Equations (3) and (4) model blind signatures [7], allowing a
person to get a message signed by another party without revealing any information
about the message to the other party. The functions blind and unblind are similar
to perfect symmetric key encryption. The fourth equation allows to extract a
signature out of a blinded signature, when the blinding factor is known. Finally,
equations (5) and (6) model trap-door bit commitment, modeled by the functions
tdcommit and open, that are again similar to perfect symmetric key encryption.
The term tdcommit(z,y, z) models the commitment of the message x under the
key y using the trap-door z. The sixth equation expresses that a commitment
tdcommit(y, z,w) can be viewed as a commitment of any value x. To open this
commitment as 2 one has to know the key f1(y, z,w, z). Note that this is possible
only if one knows the key z and the trap-door w used to forge the commitment
tdcommit(y, z,w). The last equation models the transitivity of the commitment
key, i.e. if a key k, allowing to open a commitment of v as a commitment of vy,
uses a key k' allowing to open the commitment of v; as a commitment of vo, then
the key k allows to open the commitment of v as the commitment of vs.

The main result of [4] ensures that whenever deducibility and static equiva-
lence are decidable for two disjoint theories!, they are also decidable for their
union. Thus, we decompose Fop, into two disjoint sub-theories such that Fog, =
E}),m UE%,m, where E}),m is composed of the first four equations, and E%ka is com-
posed of the last three equations. We further notice that the first theory actually
corresponds to the equational theory of blind signatures for which both deduction
and static equivalence have been proved decidable in polynomial time [1]. Thus
for proving that deduction and static equivalence are decidable in polynomial time
for Okamoto theory, it is sufficient to prove that both deduction and static equiv-
alence are decidable in polynomial time for E?,  since the combination algorithm
of [4] is done in polynomial time.

In the next we simply write Eog, instead of E3, ., which is defined by equa-
tions (5)—(7).

The rewriting system associated to Fog, is obtained by orienting the equations
from left to right and applying the Knuth-Bendix completion algorithm [16], which
yields the following additional equation:

open(tdcommit(y, z,w), f1(y, z,w, x)) — .

Thus the convergent rewriting system associated to Eog,, denoted by Rg,,.,
is defined by the following rewrite rules:
(1) open(tdcommit(x,y,z),y) —
(2) tdcommit(z, f1(y, z,w,x),w) — tdcommit(y, z, w)
(3) open(tdcommit(y, z,w), fi(y,z,w,x)) — x
(4) f1(20, f1(z,y, z,20), z,21) — fi(z,y, z,x1).

1Two theories are disjoint if they do not have common function symbols.
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As for the Ep.. theory, we can show again that applying a functional symbol to
terms in normal form yields a term in normal form after at most one rewrite step
(that must occur in head).

Lemma 2.2. Let Rg,,, be the convergent rewriting system associated to Eokq.
Let M, My, ..., My € T(X0ka, X) be terms in normal form. If f(Mu,..., My) is

not in normal form, then we have M = f(My, ..., My)| iff f(Ma,..., M) LNy VS

Proof. (—) Let My, ..., My be terms in normal form. Assume that f(My, ..., My)
is not in normal form, and f (M, ..., M) —* M. Since M, ..., M}, are in normal
form, then the first step of reduction occurs in head. If the rule (1) or (3) is applied
then it is clear that the term obtained is in normal form. There remain the cases
of the rules (2) and (4). Let us examine these two cases:

— For the case when the rule (2) is applied. Let M7, M} be two terms such
that tdcommit(My, Mo, Ms3) LR tdcommit(M{, M4, Ms) with My of the
form fy (M, M}, Ms, M;). The only case where the term tdcommit(Mj,
M}, M3) can be reduced further is when M} is of the form f; (M7, MY, Ms,
MY) for some terms M{', M. But in such case, we have My = f1(Mj,
fr(M{ MY, Ms, M7), Ms, M) (for some term M) is not in normal form,
contradiction. Thus we conclude that tdcommit(Mi, M, M3) is always in
normal form.

— For the case when the rule (4) is applied. We have f1 (M, My, M5, My) LN
f1(My, M4, Ms, My) with My of the form fi (M7, M4, M3, My). The only
case where f1(M{, M}, M3, My) is not in normal form, is the case where
MY is of the form fi(M{, MY, Ms, M7) for some terms M/, M}. But in
such case, we have My = f1 (M7, f1(M{', M4, Ms, M{), M3, My), which is

not in normal form, contradiction.

Thus f(M,...,My) Ly M’ with M’ in normal form. Since REon, 18 convergent,

we conclude that M = M’.

(—)If f(M,..., My) LN M, then by definition of | we have f(My,..., M)l = M.
O

3. DECIDABILITY OF DEDUCTION

Our first main contribution is to prove the decidability of deduction for both
theories.

Theorem 3.1. The relations -g,,, and Fgg,, can be decided in polynomial time.
The rest of this section is devoted to the proof of the theorem. In the remaining

of the paper, F denotes any of the two theories Efc. or Eokq.

3.1. LocALiTY

Our starting point is the locality technique introduced by [19], and used
in [8,10,12,17]. Given a frame ¢, a closed term M and a theory E, the proof
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of ¢ - M is local if it involves only terms in the set of subterms of pU{M} w.r.t
an appropriate notion of subterms Stg. Hence, the locality property guarantees
that the number of computations to obtain a deducible term is bounded by the
number of terms that can be involved in a local proof. The set Stg(¢p U {M}) is
also denoted by St (¢, M). Thus, we introduce an appropriate notion of subterms
for each theory, that we use for proving the locality property.

We simply write Stree (resp. Stoke) instead of Stg, .. (resp. Stg,,, )-

Definition 3.2. The set Str..(M) of (extended syntactic) subterms of a term
M € T (Xpee, X) is defined as follows:

e Streec(u) =u when u is a variable or a name,

L] S?fLee(])€’I’LC(]\41,pk/’(]\42)7 fo(M3, M4))):{penc(M1,pk:(M2), fo(]\fg7 M4))}U
Stree(M1)UStLee(Ph(M2))USt Lee(fo(Ms, My))U{penc(My, pk(Mz), M3)},

o Stree(sign(My, Msy)) = {sign(M1, Ma)} U Stpee(Mq) U Stree(pk(M2)),

o Stree(f(My,...,My)) = {f(M,..., M)} UUL, Strec(M;) otherwise.

Definition 3.3. The set Store (M) of (extended syntactic) subterms of a term
M € T(X0ka,X) is defined as follows:

e Stoka(u) = u when u is a variable or a name,
° Stoka(fl(Mla MQ; M3; M4)) = {fl(Mla MQ; M37 M4)} U
U, Stoka(M;) U {tdcommit(M;, My, Ms)},
o Stoka(f(My,...,My)) ={f(Mi,..., M)} U Ule Stora(M;) otherwise.

The definition of subterms Str.. and Stor, is extended to frames as expected.
The following lemma states the locality property for both theories.

Lemma 3.4 (locality). Let E be Epee or Eora and let Yo, be the set of constant
symbols for the equational theory E. Let ¢ = vno be a frame in normal form, M
be a closed term in normal form. If ¢ =g M then there exists a term (yy, called
local recipe, such that:

° fn(CM)ﬁﬁ:Q] and (ypro = M.
o for all ' € Stg(Cum), for all (" € Stg(¢') we have ("o| € Stg(d,('cl) U

Yoy Moreover, if " = f(C1,...,Ck) and f(Ciol,...,Ckol) LN ("ol by
applying a subterm rule® then we have ("o | € Stp(¢) U X, .

Proof. Due to the characterization of deduction (Prop. 1.2), there exists a term
Cpr satisfying the first condition. We choose one whose size is minimal. The second
condition is proved by induction on the size of (.

Base case: (j; is a variable or a name, then the second condition hold since
Ste(Cu) ={Cu}

Induction step: Let (p = ({3, .., k). By minimality of (5, the terms ¢; are
minimal recipes of (;o|. By induction hypothesis we have for all ' € Stg((i)i=1.. .k,
for all ¢ € Stg(¢’) we have (o] € Stg(¢p,('c]l)UXy,. To conclude that for all

2A rule | — r is called subterm rule if r € Stg(l) or r is constant symbol. Note in particular
that rule (2) of Rokq is a subterm rule.
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¢" € Stg(¢') we have ("o € Stg(p,('ol)UXy, for any (' € Stg(Car), it is suffi-
cient to show for all ("' € Stg(Car), we have (o] € Stg(d, M) UX,,. For this, it
is sufficient to prove that for all i = 1...k we have (o] € Stg(d, M) U X,
since if (jo| € Stg(¢, M) U Xy, then for all (" € Stg(¢;) we have ("o| €
Ste(é,Ciol) U Xy, C Stg(p, M) U Xg,. For the second condition, it is suffi-

cient to show that if f((i0],...,(ko]) LN ("o by applying a subterm rule then
M € Stg(¢) UXo,. Indeed, for any strict subterm of (ys, we can conclude by
induction hypothesis.

—1If f(Ciol,...,(kol) is in normal form, then for all i = 1...k we have
Ciol € Ste(f(Giol,...,¢ol)) and we conclude.
—1If f(Gol,...,Ckol) is not in normal form. In this case, we treat each theory
separately.
(1) Under Ejy,e theory:
If f(Giol,...,¢ol) is not in normal form. Since (10),...,(ro] are in normal

form then by Lemma 2.1 we have f(¢iol,...,( ko)) L M. We distinguish five
cases according to f:
— If f = checkdvp, this case cannot appear by minimality of (as, indeed ok
would be a recipe smaller than (p;.
— If f = getpk, this implies k = 1, so we have (y = getpk(¢1) and since (0
can be reduced then head((10|) = host. We distinguish several cases for (;.
e (y is a variable, so we have (10| € Strcc(¢), and since the applied rule is
a subterm rule then M € Strc.(C10]) C Strec(¢), thus we conclude.
o (1 =g(¢,...,¢,) and g(¢iol,...,¢ol) LN (10] by applying a rule dif-
ferent from (4). Then by induction hypothesis we have (10| € Stree(¢) U
30...- Moreover, since the applied rule is a subterm rule then M €
Stree(Ciol) € Stree(¢) U Xo,.., thus we conclude. If the rule (4) is ap-
plied, this case cannot appear because this implies head(¢10|) = penc and
by equational theory Er.., getpk(¢io]) cannot be reduced, contradiction.
o (1 =g(¢l,...,¢) and g(Ciol,...,(,ol) is in normal form with g # host,
this case cannot appear because this implies that getpk(¢i0]) cannot re-
duced, contradiction.
e (1 = host((]), this case cannot appear by minimality of (s, because we
have ¢ smaller than (.

— f = checksign, this implies k = 2, so we have () = checksign((i,(2) and
since (7o can be reduced then head((1o]) = sign and (a0| € Stree(¢rol). Thus
it is sufficient to prove that (10| € Strec(¢, M) and M € Stree(d) U Xg,. We
distinguish several cases for (;.

e (y is a variable, so we have (10| € Strcc(¢), and since the applied rule is
a subterm rule then M € Stre.(C10]) C Strec(¢), thus we conclude.

o (1 =g(¢,...,¢,) and g(¢iol,..., (o)) LN (10] by applying a rule dif-
ferent from (4). Then by induction hypothesis we have (10| € Stree(¢) U
30,... Since the applied rule is a subterm rule then M € Sty..((10]) C
Stree(¢) UXo,.., thus we conclude. If the rule (4) is applied, this case
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cannot appear because this implies head(¢10]) = penc and by equational
theory Elee, checksign((io],(20]) cannot be reduced, contradiction.

o (1 =g(¢l,...,¢,) and g(¢iol,...,¢.ol) is in normal form with g # sign,
this case cannot appear because this implies that checksign(¢iol,20])
cannot be reduced, contradiction.

e (1 = sign((], (%), this case cannot appear by minimality of (ys, because
we have (] smaller than (j.

— If f = rencrypt, this implies k = 2, so we have (yy = rencrypt(¢i,(2) and
since (7o can be reduced then head(¢io|) = penc. We have that (0 is of the
form penC(Mlapk(MQ)a MS) and M = penC(Mlapk(MQ)a fO(M3a 420—1/)) By Defi-
nition 3.2 of subterms, we know that (10, (20| € Stpe.(M), then we conclude.

— If f = decrypt, this implies k& = 2, so we have () = decrypt((1,(2) and
since (pro can be reduced then head(¢io|) = penc and (a0 € Stree(¢rol). Thus
it is sufficient to prove that (10| € Strec(¢, M) and M € Stree(d) U Xg,. We
distinguish several cases for (;.

e (y is a variable, so we have (10| € Stre.(¢),and since the applied rule is
a subterm rule then M € Str..((10]) C Strec(¢), thus we conclude.

o (1 =g(¢l,-..,¢) and g(Ciol,...,¢0l) LN (10] by applying a rule dif-
ferent from (4). Then by induction hypothesis we have (10| € Stree(¢) U
%0,.., and since the applied rule is a subterm rule then M € Sty..((10]) C
Stree(d) UXg, .., thus we conclude.

e (1 = rencrypt((y, ¢4) and rencrypt(¢iol, (o) LN (10]. This case cannot
appear by minimality of (as, because we have decrypt((], (2) smaller than
Cur.

o (1 =g((1,...,¢) and g(¢iol,...,¢.ol) is in normal form with g # penc,
this case cannot appear because this implies that decrypt(¢io],(20]) can-
not be reduced, contradiction.

o (1 = penc(Cq, pk(¢h),¢4). This case cannot appear by minimality of (as,
because we have (] smaller than (py.

(2) Under Egka theory:
f(Gol,...,Ckol) is not in normal form. Since (30/,...,(x0] are in normal form

then by Lemma 2.2 we have f((i0,...,(k0l) L M. We distinguish several cases
depending on which rule has been applied:

— If the rule (1) is applied, then we have {yy = open((i,(2). Since {jo can be
reduced, then head(¢10]) = tdcommit and (0| € Stoga(C1o]). Thus it is suffi-
cient to prove that (10| € Stoka(¢, M) and M € Stoka(d) U Xo,. We distinguish
several cases for (p:

e (y is a variable, then (10| € Stora(¢), and since the applied rule is a
subterm rule then M € Stokq(C10]) C Stora(®), thus we conclude.

o (1 = tdcommit((y, (), ¢4). This case cannot appear by minimality of (s
since (] is smaller than (.
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o (¢ = g(¢i,...,¢.) and g(¢iol,...,(,0l) is in normal form with g #
tdcommit, this case cannot appear because this implies that open((io],
(20|) cannot be reduced, contradiction.

o (1 =g({l,...,¢) and g(Ciol, ..., (L0l) LR (10 by applying a rule differ-
ent from (4). Then by induction hypothesis we have (10| € Stoga(¢) U
Y00k, » and since the applied rule is a subterm rule then M € Stopq((io]) C
Stoka(d) U Xop,., » thus we conclude. If the rule (4) is applied, this case
cannot appear because this implies head(¢10|) = f1, thus by equational
theory Eokq, open(Cio],(20]) cannot be reduced, contradiction.

— If the rule (2) is applied, then we have () = tdcommit((y, (2, (3). Since (pro
can be reduced, then head((a0]) = f1 and (10],(30] € Stoga((20]). Thus it
is sufficient to prove that (20| € Stoks (¢, M) and M € Stok, (¢) U Xo,. We
distinguish several cases for (:

e (- is a variable, then (20| € Stora (¢), and since the applied rule is a
subterm rule then M € Stora(Caol) C Stora(¢), thus we conclude.

o (o= f1(¢1,¢5, ¢4, ¢)). This case cannot appear by minimality of (3; since
tdeommit (¢, ¢5, ¢4) is smaller than (p.

o (o=g9({l,...,¢)and g(¢tol,...,C.ol)is in normal form with g # f1, this
case cannot appear because this implies that tdcommit(¢iol,(a0],(30])
cannot be reduced, contradiction.

o (o =g(¢1,...,¢,) and g(¢lol,...,¢Lol) LN ¢10] by applying the rule (1)
or (3). Then by induction hypothesis we have (10| € Stoke(¢) U Zop,. »
and since the applied rule is a subterm rule then M € Stogq(Ceo]) C
Stoka(d) U Zop,., » thus we conclude. If the rule (2) is applied, this case
cannot appear because this implies head((z0|) = tdcommit, thus by equa-
tional theory Eoga, tdcommit(¢io|,(a0],(30]) cannot be reduced, con-
tradiction.

— If the rule (3) is applied, then we have (yr = open((1,¢2). Since {po can be
reduced, then head((20]) = f1 and (10| € Stora(¢20]). Thus it is sufficient to
prove that (o0] € Stoka (¢, M) and M € Stoga (¢) UXo,. We distinguish several
cases for (5:

e (, is a variable, then (a0| € Stora(¢), and since the applied rule is a
subterm rule then M € Stogq(C20]) C Stora(®), thus we conclude.

o (o = f1(¢1,¢h,¢5,¢4). This case cannot appear by minimality of (a be-
cause we have () smaller than (.

o (o =g(¢l,...,¢,) and g(¢iol,...,(,ol) is in normal form with g # fi,
this case cannot appear because this implies that open(¢io], (20]) cannot
be reduced, contradiction.

o (o =g9(¢l,...,¢,) and g(¢iol,...,(ol) LN ¢10] by applying the rule (1)
or (3). Then by induction hypothesis we have (10| € Stora(P) U Xo,,.,
and since the applied rule is a subterm rule then M € Stora(eo]) C
Stoka(®) U Xo,,., , thus we conclude.
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— If the rule (4) is applied, then we have (s = f1((1, (2,3, C4). Since (0 can be
reduced to its normal form then head((z0|) = f1 and (10|,(30| € Stoka((a0])
and since (40] € Stora(Carol), thus it is sufficient to prove that (so] € Stoka
(¢, M). We distinguish several cases for (a:

e (5 is a variable, then we conclude.

o (o= f1(¢1,¢5, ¢4, ¢4). This case cannot appear by minimality of (s since
f1(¢1, ¢, ¢4, Ca) is smaller than (py.

o (o =g(¢t,...,¢.) and g(Ciol,...,¢,ol) is in normal form with g # fi,
this case cannot appear because this implies that f1(¢iol, (aol, (30, (0])
cannot be reduced, contradiction.

o (o =g(¢1,...,¢,) and g(¢lol,...,¢Lol) LN ¢10] by applying the rule (1)
or (3). Then by induction hypothesis we have (20| € Stoke(¢) U Zop,. »
and since the applied rule is a subterm rule then M € Stokq(Ceo]) C
Stoka(d) U Zop,., » thus we conclude. If the rule (2) is applied, this case
cannot appear because this implies head((z0|) = tdcommit, thus by equa-
tional theory Eoka, f1((10], (0], (30|, 40]) cannot be reduced, contra-
diction. g

Example 3.5. Consider the equational theory FEogq, the frame ¢ = vm,n,
rysd film,n,r,s)/x1, /20, 8/x3,n/xs} and M = m. We have that ¢ - M.
The recipe (y = open(tdcommit(xs, x1,x2),x4) satisfies the conditions given in
Lemma 3.4.

3.2. DECIDING DEDUCTION

We propose an algorithm to decide ¢ Fg M for both the Lee and the Okamoto
theories. Our algorithm, named Algorithm 1 and presented in Figure 1, is inspired
from the frame saturation algorithm introduced in [1]. The idea is to compute by
saturation all subterms of ¢ and M that are deducible from ¢.

The next proposition shows correctness and completeness of the algorithm for
the subterms of a frame ¢ and a closed term M. It relies on the locality property
proved in the previous section. Moreover, the recipes computed by the algorithm
are local and minimal (in size).

Proposition 3.6. Let ¢ = vno be a frame such that o = {My/x1,..., My /xL} is
in normal form, M be a term in normal form and T be the set computed by the
Algorithm 1. ThenVM' € Stg(¢, M) we have ¢ g M’ iff there exists a local recipe
Cyvr of M, of minimal size among local recipes of M’, such that (M',(y) € T

Proof. (—) Since M’ is deducible, then by Lemma 3.4, there exists a local recipe
Carr of M. We proceed by induction on the size of (3 to prove that there exists
a minimal local recipe (,; of M’ s.t (M',Cyp) € T and |Cyyr| < |Car|. This will
show that (,; is of minimal size among local recipes of M'.
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Algorithm 1:
Input: d) = l/ﬁ.{Ml/xl, ey Mk/xk},M
Output: true/false
S = Stg(éd, M) UXo U fn(o)
1 T:={(M,z;) | i€ {l...k}} U{(n,n) | n € XU fn(¢)}

T =1
while T # T do
T :=T
for all (t1,(1) ..., (tn,Cn) € T and for every function symbol f do
2 iff(tl,...,tn)Lt and t € S then
ift¢ {t|(t,¢t) € T} then
| (L F(Cr G ET
else
L if (te{t|(t,¢) €T} and |f(Crs...,Cn| < |G]) then
| replace (¢,¢:) by (¢, f(¢1y.-.,¢Cn)) In T
3 if t = f(t1,...,tn) € S then
ift¢ {t|(t,¢t) € T} then
| (6, f(CiyhCn) €T
else
L if (te{t| (&) eT} and |f(Cry... ¢l < |¢|) then
| replace (¢,¢:) by (¢, f(C1,...,Cn)) in T

if (M, CM) € T then
| return true

else
| return false

FIGURE 1. Algorithm of deduction.

Base case: If () is a variable or a name, then by instruction 1 we have (M’, ) €
T (where (,; is the variable chosen by the algorithm). Moreover ¢, is minimal
and local since Stz (Cyy) = {Ca -
Inductive step: Let (nyr = f((1,...,Cn). Since (ol € Stp(p, M) (because (p
is local) and as consequence (;o| € Stgp(p, M) because M’ € Stgp(é, M), then
by induction hypothesis we have ((¢;0)l,(;) € T for i = 1...n, with ¢, are the
recipes of ((;0)| computed by the algorithm, thus:
o If(ypo|l == f(Gol,...,.0l), then by the instruction 3 of the Algorithm
1 we have (M',(yp) € T (with ¢y = f(Cqy-.+,Cp) O Cpyr is some local
recipe such that [y < |f(Cy,---,C,)|). Moreover ¢, is local either

because it was already computed by the algorithm or because f(CyeoyGn)
is local and (; are the local recipes of (;o| fori=1...n.
o If f(¢iol,...,(q0l) is not in normal form. Since (10,...,{,0] are in nor-

mal form then by Lemma 2.1 (or Lem. 2.2) we have f((iol,...,
Cnol) 2, M'. Then by the instruction 2 of the Algorithm 1 we have
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(M’ Cpp) €T (with Cyp = f(Cqy- .., C,,) or Cpyr is some local recipe such
that [y | < |f(Cqs---5Cp)]). Moreover (. is local either because it was
already computed by the algorithm or because f((1,...,¢,) is local and
Zi are the local recipes of (;o| for i =1...n.

N_ow let us prove tlle mini_mality of ¢;;. By induction }lypothesis,_we kn(zw that
Gl < [Gl thus [ Crr- - Co)l < 1f(Crr- e Ca)l- Since [Cap] < [f@rs--. o)l we
deduce [Cpp | < Carr-

(<) If there exists a pair (M’ ,(y) € T, then (by construction of T') we have
(o =g M and fn(Cyr) N = (), thus by Proposition 1.2 we have ¢ g M'. O

Corollary 3.7. For every frame ¢ in normal form and for every closed term M
in normal form, ¢ Fg M is decidable.

Proof. Trivial from Proposition 3.6 since M € Stg(¢p, M). O

The complexity results for deduction and static equivalence are as usually given
as functions of the DAG-size of the terms, where our notion of DAG-size does not
correspond to the usual DAG-size of a term since our notion of subterms is an
extension of syntactic subterms. Here, we define the DAG-size of a term M,
denoted |M|gag, to be the number of distinct subterms w.r.t Stg. We are now
ready to show that deduction is decidable in polynomial time for both theories.

Proposition 3.8. Let ¢ = vno be a frame in normal form and M be a closed
term in normal form.
(1) ¢ Fr M can be decided in time O((|¢|aag + | M |dag)® ) +2).
(2) If ¢ -5 M, then there exits a local recipe (pr such that fn(Car) N1 =0,
(mo =g M and |<M|dag < |¢’|da9 + |M|da9'

Proof. Let T be the set computed by the Algorithm 1. The set T is obtained in
at most |@|aag + |M|aag steps. At each step, we compute:

e Every closed term of the form f(My,..., M), where (M;,(;) are already
in the set T'. For each such term, we check whether it is an instance of some
left-hand side of a rule. Thus we need at most O((|¢|dag + | M |dag) ) +1)
computations.

e Every closed term of the form f(Mjy,..., M) that is also in Stg(¢, M),
where (M;, (;) are already in the set T. In other words, for every term of
the form f(My,..., My) in Stg(é, M) (at most |@|dag + | M |day terms), we
check whether each (M;, (;) is already in the set T. Thus we need at most
O((|¢]dag + M |4ag)?) computations.

Since 1 < ar(X), each step requires at most O((|¢|aag + | M |dag)®” 1) computa-
tions and since there are at most |@|gag + | M |dag steps, then T' may be computed
in time O((|ldag + |M|dag)® *)+2). It remains to check if there exits a pair
(M,¢) € T (at most |@|gag + |M|dag comparisons), thus for deciding ¢ kg M we
need at most O((|@|aag + | M|dag)* ) +2).

For the second part of Proposition 3.8 we know by locality lemma that if ¢ -5 M
then there exists a local recipe (yr such that fn(Cy) N7 = 0, (o =g M and
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for every ¢’ € Stg(Cyr) we have ("o| € Stg(p, M). The algorithm constructs a
shared DAG for all the recipes that increases of at most one at each step (obtained
either by the rule 2 or the rule 3). Thus, the maximal DAG-size of (s is |@|dag +
|M|4qg, because the algorithm terminates at most in |¢|qag + |M|dag Steps. O

4. DECIDABILITY OF STATIC EQUIVALENCE

Our second main contribution is to prove the decidability of static equivalence
for both theories.

Theorem 4.1. The relations ~g,,, and <g,,, can be decided in polynomial time.

The rest of this section is devoted to the proof of the theorem. Our approach
is based on the result of [1] for convergent subterm theories. Intuitively, the idea
consists in associating to each frame a finite set of equalities (modulo renaming)
such that two frames are equivalent if and only if each frame satisfies the equalities
of the other’s set. Given a frame ¢ and a theory E. the construction of the set
of equalities that characterizes a frame is based on the recipes of elements of a
special set satp(¢) representing all deducible subterms of ¢. In our approach, we
extend the set satg(¢) by an additional finite set of terms called critical terms,
denoted by Ig(¢). We call them critical terms because they can contribute to the
distinction between two frames. Therefore, the set of equalities that characterizes
a frame is constructed on the local recipes of elements of satg(¢) UIg(¢). Given a
frame ¢, we simply write satpee(¢) and satora (@) (resp. Inee(d) and Iogq(9)) for
the set satp (@) (resp. Ir(¢)) computed under E.. and Eo, respectively. These
sets are defined in the next (sub)section. We prove the main steps of Theorem 4.1
in Section 4.2. Section 4.3 then contains the remaining proof of the two main
technical lemmas.

4.1. COMPUTING A FINITE SET OF EQUALITIES

We define in this section the set of small equalities we will consider to check for
static equivalence.

Step 1: deducible subterms. We define the set satg(¢) to be the set of
deducible subterms of ¢.

Definition 4.2. Let ¢ = vn.{My/x1,..., M, /x,} be a frame in normal form. Let
Str(¢) be the set of subterms of the terms M;. The set satg(¢) is defined by

satp(d) ={M | ¢tp M and M € Stg(d) UXoU fn(o)}.

Thanks to Proposition 3.8, the set satg(¢) can be computed in polynomial time
using Algorithm 1.

Step 2: adding critical terms. We define the set Ig(¢) of critical terms for
each theory.
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Definition 4.3. Let ¢ = vn{M;/x1,..., M,/x,} be a frame in normal form. The
set Irec(¢) is the minimal set such that, for any My, Ma, M3 € satpc.(¢), for any
M deducible from ¢ such that M € Stpec(penc(My, Mo, M3)), then M € Ipc.(0).

For the Epg, theory, we do not need to add critical terms, that is, we consider

IOka(¢) == @

Proposition 4.4. Let ¢ = vno be a frame in normal form.

(1) The set satg(p) U Ig(¢) can be computed in polynomial time.
(2) For every M € satg(¢)UIg(p), there exists a term Cpr such that fn(Car)N
n="=0, (o =g M, and (yr has a polynomial DAG-size.

Proof. For Epe. theory, the set satree(¢) is computed in at most |@|qqy steps. At
each step we need at most (by Prop. 3.8) O((|#|dag + | M |dag)?" FLe)2) with M €

Stree(¢). Since for each M € Stpec(¢) we have |M|gag < |¢|dag, We conclude that

satree(¢) is computed in time (9(|¢)|3;;EL“)+3). Moreover the DAG representation

of satpec(¢) can be obtained from the DAG representation of ¢ by simply adding
edges. Thus |satree(®)|dag < |@ldag- The set Irec(¢) is obtained as follows.

For each term of the form penc(My, Mo, M3) with M; € satrc.(¢) (at most
|sat Lee(9)[5ag < [6]5a, terms), and for each subterm M of a such term (at most
2|63, , terms), we check whether it is deducible (by Prop. 3.8 we need at most

O((I9laag + |M|aag)* ) F2)). Thus we need at most O(|¢|5,,). Then we conclude
that the set satpee(P) U ILee(¢) can be computed in polynomial time.

For the second part of proposition, we know by Proposition 3.8, that for each
deducible term M there exists a term (s such that fn((y)Nn =0, (o =g,.. M
and |Carldag < |@ldag + |M]|dag- Thus the maximal DAG-size of (py when M in

satree(¢) U ILee(9) is |Plaag(cEy.. +1).
For Forq theory, we can easily conclude since Ipg, is empty. O

In what follows, for each frame ¢ we assume fixed the set of local recipes
computed by Algorithm 1, denoted by L(¢), that correspond to the terms of

satE((,zS) @] IE(gf))

Example 4.5. We consider the equational theory Efce.

Let ¢ = vs, m,n{penc(s, pk(k),m)/x1,k/x2, fo(m,n)/xs,n/x4} be a frame in nor-
mal form. By Definition 4.2 we have satrc.(¢) = {My, Ma, M3, My, M5, Mg},
where My = penc(s,pk(k),m), My = k, M3z = fo(m,n), My = n, M5 = s and
Mg = pk(k). By Definition 4.3 we have I (¢) = satpee(p) U{penc(M;, M;, M},) |
1<i,j,k <6}

The local recipes for each term of the set satyc.(¢) computed by the Algorithm 1
are: CMl = T, <M2 = T2, <M3 = I3, <M4 = Ty, <M5 - decrypt(xl,xg), CMG =
pk(x2). The local recipes for each term of the set Irc.(¢) (after removing the
terms of satre.(¢)) are of the form penc(Car,, Car; 5 Car,,) With 1 <, j, k < 6 except
the recipe of the term penc(Ms, Mg, Ms), it is of the form rencrypt(xi,x4).

Step 3: computing a finite set of equalities. We associate to each frame
a finite number of equalities Eqg ().
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Definition 4.6. Let ¢ = vno be a frame in normal form. The set Eqg(¢) is the
set of equalities

CI[CMU"wCMk] = CQ[CM{;7<M{]

such that (C1[Cnys---5 Q] =5 C2[Quys- - Qur])gs |Chls|Co| < cp, My, Mj €
satp(¢) Ule(9), Cu,0 =p Mi, Quio =g Mj and Q. Cuy € L(¢) Udom(o). 1If
¢’ is a frame such that (M =g N)¢' for every (M = N) € Eqg(¢), we write
¢ = Eqp(d).

Given a frame ¢, we simply write Eqrec(¢) (resp. Eqora(¢)) instead of Eqg, (@)
(resp. Eqpon, (9))-

Example 4.7. We continue Example 4.5. By Definition 4.6, we obtain several
trivial and redundant equalities in Fqr..(¢) except the following equality: (pr, =
penc(Cus, Cag, Gy )s that is, rencrypt(zy, x4) = penc(decrypt(zy, x2), pk(x2), x3).
This equality allows to an intruder to decide if two frames are statically equivalent
or not. Intuitively, this equality corresponds to the ability of an intruder that
can check about the random coin used for probabilistic encryption of the message
referred by z7.

4.2. PROOF OF DECIDABILITY FOR STATIC EQUIVALENCE

Our goal is to show that for checking for static equivalence of two frames, it
is actually sufficient to consider the set of equalities Fqg(¢) introduced in the
previous section. That is, ¢ ~p ¢ if and only if ¢ | Eqgr(¢’) and ¢’ = Eqr(o).
This result relies on the two following (key) lemmas.

Lemma 4.8. Let ¢ = vno be a frame in normal form, (ar and (n be local recipes of
some term T, i.e. (ppol = (nol =T. For every frame ¢’ such that ¢' = Eqr(¢),
we have (Cv =g (N)@'.

Lemma 4.9. Let ¢ = vno be a frame in normal form, M be a deducible term in
normal form and (yr a recipe of M. Then there exists a local recipe of M w.r.t
¢, denoted by (pr, such that for every frame ¢' such that ¢’ = Eqr(¢), we have

(¢ =5 Cun)d

The proof of these two lemmas is left for the next section. They allow us to
conclude that it is indeed sufficient to check for small equalities.

Proposition 4.10. Let ¢ and ¢’ be two frames in normal form. We have ¢ ~g ¢’

if and only if ¢ = Eqp(¢/) and ¢/ = Eqp(9).

Proof. (—) By Definition of static equivalence if ¢ ~p ¢’ then ¢ = Eqr(¢’) and
¢ b= Fap(6).

(«) Assume that ¢' | Eqg(¢) and consider M, N such that there exists n, o
such that ¢ = vno, (fn(M)Ufn(N))Nn =0 and (M =g N)¢. Then Mo =g No,
so (Mo)] == (No)|. Let us show that (M =g N)¢'. Let T = (Mc)|. The
terms M and N can be viewed as recipes of 7. By Lemma 4.9 there exists J\/Z, N
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such that (M =g M)¢' and (N =g N)¢'. Then, by Lemma 4.8 we obtain that
(]/\4\ =5 N )¢, thus we conclude by transitivity.

Conversely, if (M =g N)¢' and ¢ = Eqr(¢’), we can prove that (M =g N)¢.
We conclude ¢ ~g ¢'. O

Therefore, our algorithm consists in reducing the problem of decidability of
static equivalence to decide whether each frame satisfy the equality from other’s
set.

We are now ready to conclude the proof of Theorem 4.1.

Proof. Let FE be Epee or Eoge. The decision procedure of static equivalence pro-
ceeds in three steps. First, we construct satg(¢) UIg(¢) and satp(¢')UIg(¢'). In
the second step, we construct the sets Eqg, (¢) and Eqg,(¢'). Finally, and accord-
ing to Proposition 4.10, we test if each frame satisfy the equality from other’s set.
Moreover, according to the Proposition 4.4, the construction of satg(¢) U Ig(d)
and satp(¢') U Ig(¢') can be done in polynomial time and for each term M of
satg (@) U Ig(¢) or satp(d') U Ig(¢'), the term (ps has a polynomial DAG-size.
Thus we can conclude that this procedure can be done in polynomial time (in the
DAG-size of inputs terms). O

4.3. PROOFS OF THE TWO KEY LEMMAS

The end of this section is devoted to the proofs of the two key lemmas (Lems. 4.8
and 4.9). We first state and prove two preliminary results that will be used for
proving Lemma 4.8 under E7...

Proposition 4.11. Let ¢ = vno be a frame in normal form, M € T (Xpee, X)
be a deducible term in normal form st M == f(My,...,My), f # penc and
M ¢ satpee(p). For every local recipe Cp of M, we have Car = f(Corys- -5 Caty,)
such that (prol == f(Canol, ..., Cuol) (ie. Car is by composition).

Proof. Let (ar be a local recipe of deducible term M in normal form such that
M == f(M,...,My), f # pencand M ¢ satpe.(¢). We distinguish several cases
according to (3s. The case (ps is a variable is impossible because this would imply
M € satpee(¢p). Thus Cyr = g(Ciy -+, ). Let N; = (ol
e If g(Ny,..., Ng) is in normal form, then g = f, N; = M, and we conclude,
e If g(Ny,...,Ni) is not in normal form, since Ni,..., N are in normal

form then by Lemma 2.1 we have g(Ny,..., Ng) 2, M. Let us show that
this implies M € satpee(¢). Indeed, since it does not exist a rewrite rule
L — R such that head(R) = f (since we consider f # penc), then M
can only be obtained from subterm rule. So, by locality lemma we have
M € Stree(¢) and by Definition 4.2 we have M € satp.(¢) since M is
deducible, contradiction. O

Proposition 4.12. Let ¢ = vno be a frame in normal form, M € T (Zpee, X)
of the form penc(N1, Na, N3) and (= rencrypt(Cu,, ) its local recipe s.t
Cvuol = M and M ¢ satpec(¢). The terms (Car,)i=1,2 are the local recipes of
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some terms M; s.t (ol = M;. Assume both Ny, Ny are deducible and there
exists i € {1,2} such that N; ¢ satpec(¢). Then there exits a deducible term
N3 such that N3 = fo(N3, M2) and penc((n,, CNys fo(Cngy (M) =Er.. (v, with
(CN, )i=1,2, Cnvy local recipes of Ni, N3, such that (y,0| = N; and (y;0] = Nj.

Proof. We proceed by induction on the size of (j;.

Base case: (3 is a variable, then (j;0 € ¢, contradiction.

Inductive step: We must have My = penc(Ny, Na, Ni) with N3 = fo(IV§, M3)
thus N € Stree(Ns). Since N; ¢ satpe.(¢p) for some i € {1,2}, we must have
My ¢ satpee(¢). Indeed, assume My € satpe.(¢), Then since Ny, Ny are deducible
subterms of M, we would have N1, No € Str..(¢) and by Definition 4.2 we would
have N; € satpec(¢) for every ¢ € {1,2}, contradiction. So, we distinguish several
cases depending on (jy, :

e (), is a variable, this case is impossible because this implies M € satee (),
contradiction.

e (v, = f(Gy-o,C) and f(Giol,...,Ckol) is in normal form ({r, is by
composition). Thus (y, = penc((i, (2,¢3) and (1,2, (3 are local recipes
of Ni, N2, N3 respectively. (y/o| = N/ for i € {1,2,3}. By equational
theory Er. we have N/ = N, for i = 1,2 and we have N; € Stpc.(N3).
Thus we have rencrypt(Ca, , Car,) =E,.. renc(Ci, Ca, fo(Cs,Can)), and we

conclude.
e (uy = f(Giy...,Ck) and f(Giol,...,Ckol) is not in normal form. Since
Giol,...,C(ko] are in normal form then by Lemma 2.1 we have f((i0], ...,

Crol) LN M. If f # rencrypt, then M; can only obtained by applying the
rule (1), (2), (3), (5), (6) or (7), this case is impossible because by locality
this implies My € Stpee(¢) U {0k}, and by Definition 4.2 M; € satpee(®).
Else, in this case we have (j;, = rencrypt(CM{ , CMé) with Caz are the local
recipes of some terms M s.t (a0l = M;.

By induction hypothesis there exists a deducible term N4 such that N§ =
fO(Nél’ Mé) and CMl “FELee penc(CNl ) CN27 fO(CNé’ ) CMé))’ so we have
rencrypt((Ml ) <M2 ) - ELeepenc(<N1 ) <N27 fO(fO(CNé’ ) CM%); <M2 )) with CN:,” =
fo(Cnys Cary), thus we conclude. O

Proof of Lemma 4.8.
(*) Proof under FEj..: Assume that ¢ = Fqre.(¢) and consider (ps, (n local
recipes such that ((ar =pg,.. (v)¢ and (fn(Ca) U fr(ly)) N7 = 0. Let us show
that (Cv =p,.. (v)¢'. Let T = (yro].

We show by induction on the max of the size of {3y and (.
— Base case: (j7,(n are variables, then by Definition 4.6 we have ({3 = () €
Eqree(¢), and we conclude by ¢’ = Eqree(d).
— Inductive step: We distinguish two cases:
Case 1: T € satpee(9):

e If neither {3s nor (y is a variable, then we rewrite (yy = (v in f((ry ..., Ck) =
9({l,--.,¢,). By locality we have (ol,(lo] € Stree(¢,T) C Strec(¢p) (since
T € satree(¢)), then by Definition 4.2 we have (;o|,lo| € satpee(¢). Let ¢;,;



290 M. BERRIMA ET AL.

be the local recipes of_Q-Ul, le computed by_Algorithm 1. By construction of
Eqrec(#), we have (f(Cy,---:¢) = 9(¢'15---, (")) € Eqree(¢), and we deduce

(f(CrseevsCh) =Epe. 9(C'15- -5 C0))0" by ¢ = Eqree(¢). Moreover, by induction
hypothesis (since ;| < [¢i| and |¢";] < |¢j]) we have (G =g,.. ;)¢ and (¢ =E,..
T)¢, then we have ((Crs- o) =rp, £Cose s G and (9(Ch -, ) =g
9(¢"1,...,¢",))¢ . Thus we conclude by transitivity.

o If (5 or (y is a variable, let us say (yr = f(C1,...,Ck) and (v = . We
rewrite (o = (v in f((i,...,C) = . Let ; be the local recipes of (;o| com-

puted by Algorithm 1. We have (f((y,...,(y) = ) € Eqrec(¢), and we deduce
(f(Cyyev s Ch) =E,.. )¢ by ¢ = Bqree(¢). Moreover, by induction hypothe-
sis (since |(;| < |Gi|) we have (¢ =p,.. (;)¢', then we have (f(Ciy- .-, (k) =5y,
f(Cyy-.-,Cp))9". Thus we conclude by transitivity.

Case 2: T ¢ satre.(¢): This implies that neither {y; nor (n are variables. we
distinguish several cases:

o If (5 and (n are terms by composition: we rewrite (ny = (v in g(C1,..., (o) =
g(Cia . 7<7/z) Since (CM “FrLece CN)QS then we have g(<10' la e '7<no—l) - g(C{
al, ..., ¢ ol). Sowehave ;o| == (lo|, thus (¢; =g,.. (/)¢. Then by induction
hypothesis we have (¢; =g,., (/)¢’. Since =g, ., is closed by application of function
symbol, we conclude that ((ar =g,.. (N)¢'

e If (s and (y are terms by decomposition: we rewrite (y = (y in f((1, ...,
Ck) = g(¢i,...,¢). If the rule (1), (2), (3), (5), (6) or (7) is applied, then
by locality we have T' € Stree(¢) U {0k} and by Definition 4.2 we obtain T' €
satree(¢), contradiction. Thus the interesting case is when the rule (4) is ap-
plied. So we rewrite () = (n in rencrypt(Ci,(2) = rencrypt((y,¢,). Since
(Cv =E,.. CNn)® then we have (yo] == (yo| == T with T of the form
penc(Th, T, fo(Ts,Ty)) where T; are in normal form. By the equational theory
Ejee we have (10| == penc(Ty,T2,T3)(i.1) and (o0] == Ty4(i.2). Moreover, we
have (jo| == penc(Ty,T>,Ts)(ii.1) and (40| == T4(ii.2). By (i.1) and (ii.1) we
have (1 =g,.. ({)¢ and by (i.2) and (ii.2) we have ({2 =g,.. ¢5)¢. Then by
induction hypothesis we have (¢1 =g,.. ¢{)¢" and ({2 =p,.. ¢4)¢'. Since =g, . is
closed by application of function symbol , we conclude that ((yr =g,.. (N)&'.

e If (js is a term by decomposition and (x is a term by composition (or the
converse): we rewrite (as = (v in f(Ci,..., ) = 9(¢1, ..., (). Like in previous
case, if the rule (1), (2), (3), (5), (6) or (7) is applied, then by locality we have
T € Stree(¢) U{ok} and by Definition 4.2 we obtain T' € satrc.(¢), contradiction.
Thus, the interesting case for the term by decomposition is when the rule (4) is
applied. So we rewrite {3y = (n in rencrypt((i, C2) = penc((y, ¢4, C5).

In what fOHOWS, let (CZUL = Mi)i:LQ and (({O’l = Ni)izl’gyg.

(1) Assume first that N; € satpec(¢) for i = 1,2,3. Since M is deducible
and My € Stree(¢) (because My € Stre.(Ns) and N3 € satre.(¢)) then by
Definition 4.2 My € satpe.(¢). Moreover, since My € Strc.(penc(N1, Na, N3))
and it is deducible then by Definition 4.3 M; € Ir..(¢). Let ;,(’; be the local
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recipes of M;, N; computed by Algorithm 1. We have (rencrypt((y, y) = penc(('y,
CQ} < 3)) € Eqrec(¢), and we deduce (Tencrypt(Ch (2) “FEree penc(C 1, (2, (3))¢
by ¢' = Eqree(¢). Moreover, by induction hypothesis (since IC;] < |¢) and |C7;] <
I¢!]) we have (¢; =g,.. ¢;)¢' and (¢! =g,,. ¢';)#'. Thus, since =g, . is closed by
application of function symbol, we have (rencrypt(Ci, ¢2) =g,.. rencrypt(C,,Cy))e’
and (penc((}, ¢, ) =g,.. penc((’y, (5, ('3))¢’. Thus we conclude by transitivity.
(i) Else, we distinguish two cases:

o If N3 ¢ satrcc(9), since ((pr =g,.. ()¢ then by equational theory Epe.
N3 is of the form fo(N4, N5), and as ¢} is local, so by Proposition 4.11
(n, can only be of the form fo((},¢t) (i.e. it is by composition). So we
can rewrite (yr = (n in rencrypt(¢i,C2) = penc((y, &, fo(¢),¢E)). Since

(Cv =Eyr.. CN)®, then (G =k, penc((1, (3, ¢4))¢ and (& =g,.. (5)¢.
Then by induction hypothesis we have ({1 =g,,. penc(¢i,,¢}))¢ and

(¢4 =E,.. ¢t)¢', and we conclude.

o If N; ¢ satpec(¢) for some i € {1,2}, then by Proposition 4.12, there
exists a deducible term N s.t N3 = fo(N4, Ma), (v =g,.. penc(Cny, s,
fo(Cny, G2)) with ;o = N3 and (n,0] = N; for i = 1,2. So it is suf-
ficient to prove that (penC(CNlaCNza fO(CNéaCQ)) —FELece penc(({, Céa Cé))¢/
Since penc((n,ol,(n,0l, (fo(Cny,¢2))ol) is in normal form (because by
Lemma 2.1 the reduction must be in head and moreover does not exists a
rewrite rule L — R s.t head(L) = penc), thus we can proceed like in the
first case where the two terms are by composition.

(**) Proof under Epj,: Assume that ¢’ = Fqoka(¢) and consider (pr, (n local
recipes such that (Cy =g, (V)¢ and (fn(Cu)Ufn(y))Nn = 0. Let T = (pro].
We show by induction on the max of the size of {3y and (n that ((pr =g, (V)P
— Base case: (j7,(n are variables, then by Definition 4.6 we have ((y = (n) €
Eqoka(®), and we conclude by ¢' = Eqoka(¢).

— Inductive step: We distinguish two cases:

Case 1: T € satokq(9):

e If neither {3; nor (y is a variable, then we rewrite (yy = (v in f((ry ..., Ck) =
9(¢t,...,¢,). By locality we have (;ol,(lo]l € Stoka(6,T) C Stoka(¢) (since
T € sato;m(cé)), then by Definition 4.2 we have (;ol,(lo] € satokq(¢). Let
(;,(’; be the local recipes of ¢iol,Clo| computed by Algorithm 1. We have
(FCrr8) = 9T, ) € Eqona(@), and we deduce (F(Cy,- -, C) =ron.
g(ly,..., )¢ by ¢ = Eqoka(¢). Moreover, by induction hypothesis (since

1 < 16l and [T7] < [¢ll) we have (& =go,, )¢ and (¢, =po,, T4, then
we e have (f(gla NGD ~Eorka f(gh ) Ck))¢l and (g(Cia EERE) C?I’L) ~Eoka g(cllv )
¢',,))¢’. Thus we conclude by transitivity.

o If {y or (y is a variable, let us say (y = f(Gr,-.-,C) and (v = z. We
rewrite (s = (n in f(Ci,...,¢) = x. Let ¢; be the local recipes of (;o| that
belong to Eqoka(¢). Thus we have (f((y,...,¢;) = =) € Eqora(¢), and we deduce
(f(Cyye oy Ch) =For, )@ by ¢ = Eqora(¢). Moreover, by induction hypothesis
(since |(;| < |G]) we have (G =gq,, (;)¢, then we have (f(Ci,...,Ck) =Eok,
f(¢qy..,C))¢ . Thus we conclude by transitivity.
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Case 2: T ¢ satora(¢): This implies that neither (j; nor (y are variables.
We distinguish several cases.

o If ()y and (v are terms by composition: We rewrite (3r = (n in g(Ca, ..., (o) =
9(¢t,...,¢,). Since (Cv =Egop, (n)® then we have ¢g(Giol,..., (uol) ==
g(Clol,..., ¢,ol). So we have (;o| == (o], thus ({; =g, ¢/)¢. Then by
induction hypothesis we have ({; =g,,, ¢/)¢'. Since =g,,,, is closed by applica-
tion of function symbol, we conclude that ((y =g, (N)¢'

e If (js is a term by decomposition and (x is a term by composition (or the
converse): we rewrite (ar = (v in f(C1,..., ) = 9(¢1,...,¢]). If the rule (1),
(2) or (3) is applied, then by locality we have T' € Stora(¢) and by Definition 4.2
we obtain T € satorq(¢), contradiction. Thus the interesting case for the term
by decomposition is when the rule (4) is applied. So we rewrite {3y = (y in
F1(Cr Gor Ca Ca) = F1(CLy Gy Gy C4), with Cay is & term by decomposition and Cy is
a term by composition. Let M; = (o] and N; = (lo].

Since (Car =Eon, ()¢, then we have My = f1(Ny, No, N3, M1), M3 = N3, and
My = N4. Moreover, by equational theory Eok, we have (tdcommit((1, (2, (3)
o)l = tdeommit(Ny, N2, N3) and (40| = (jol, so we have (tdcommit((y, (a,
(3) =Eop, tdcommit((],¢5,¢5))¢ and (G4 =g, Ci)¢- Applying induction hy-
pothesis (since tdcommit(¢y, (2, (3) and (4 (resp. tdcommit((], ¢5, ¢4) and (}) are
smaller than (s (resp. (n)), we obtain (tdcommit(C1, (2, (3) =g, tdcommit((],
G4 i)' and (Gt =pon, €)', thus we conclude that (Car =£op, Cv)&-

e If (jy and (n are terms by decomposition: we rewrite {yy = (n in f(C1,. .-,
Ck) = g(¢1, ..., ¢)). If the rule (1), (2) or (3) is applied, then by locality we have
T € Stoka(¢) and by Definition 4.2 we obtain T' € satokq(¢), contradiction. Thus
the interesting case is when the rule (4) is applied. So we rewrite (y = (n in
f1(C1: €2, Gy Ca) = f1(CT5 G5, G55 Ch)- Let M = (ol and N; = (jo|.

Since (Cpm =Eor, CN)@, then we have ()0 == (yo| == T with T of the
form f1(Ty,T2,T5,Ty), where T; are in normal form. By equational theory Eogq
we have (tdcommit((1, (2, (3)o)| == tdcommit(Ty, T2, T3) (i.1) and (40| == T}
(i.2). Moreover, we have (tdcommit((}, %, ¢4)o)] == tdecommit(Ty, Tz, Ts) (ii.1)
and Cjo| == Ty (ii.2). By (i.1) and (ii.1) we have (tdcommit(1,C2,(3) =Eop,
tdcommit((1, ¢4, C5))é, and by (i.2) and (ii.2) we have (4 =g,,, Ci)¢- Applying
induction hypothesis (since tdcommit(y, (2, (3) and (4 (resp. tdcommit((l, b, Ch)
and (}) are subterms of (as (resp. (n)), we obtain (tdcommit(C1,(2,(3) =Eo.,
tdcommit(C, ¢, ¢5))¢ and (¢4 =g, Ci)¢', thus we conclude that ((ar =g,

(N O

Proposition 4.13. Let ¢ = vno be a frame in normal form, (y = decrypt((], (2)
and (N = decrypt(rencrypt(C],¢h), () with (2,¢ and ¢4 are the local recipes of
G0, (ol and Cho| respectively. If we have (Cyr =g,.. CN )@, then for every frame
@' such that ¢' = Eqree(9), we have ((v =p,.. (NP

Proof. We proceed by induction on the sum of the sizes of (j; and (y.
— Base case: If || < ¢cg,.. and |(n| < c¢pg,.., then we have ((ir = (n) €
Eqree(¢). Thus we conclude form ¢ |= Eqree(d).
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— Inductive step: We distinguish several cases according to (f:

e If (] is a variable or ({o| is obtained by a subterm rule, then by locality
lemma we have ({0 ] € Stree(¢). From Definition 4.2 we derive that (fo] €
satpee(d) and consequently (20| € satpe.(¢) (because from the equality
(Cvr =E,.. (N)¢ we have (20| € Strec(¢io])). Moreover since ¢4 is uncon-
strained in ((pr =g,.. (n)®, then we can replace ¢} by a fresh name a and
we get (decrypt(rencrypt((],a),(2) =g,.. decrypt((], (2))¢, that belongs

t0 Eqree(¢). From ¢ | Eqrec(¢), we have (decrypt(rencrypt((y,a),z)
=p,.. decrypt((1,(2))¢’, and we conclude by replacing a by (}.

// // 1

o If ¢§ = penc(¢, ¢, ¢Y) with ¢ are the local recipes of (l'ol. Then from
the equality (CM —p.. ()& we must have (pk(G) =p,.. ("2)6. By
Lemma 4.8, we get (pk(@) =FLe. (” )¢’ (since pk((g) is local because
pk(Cao)) is irreducible). Then we conclude that (Cy =g,.. (n)d'.

o If ¢{ = rencrypt(¢y,¢4). Then by FEr. theory we have (decrypt
(rencrypt(¢Y,¢Y)) =g,.. decrypt(C{,¢2))¢. By induction hypothesis we

get (decrypt(rencrypt(C]¢§). C2) =,... decrypt(c},C2))d'. Thus by Epcc
theory we derive that ((M =g,.. (NP O

Proof of Lemma 4.9.
(1) Proof under Epee: We proceed by induction on the size of (j.

— Base case: If (j; is a variable, then we can choose ZM = (s, thus we have

(Car =5y, Cur)P'-

— Inductive step: Let 3y = f(C1,...,¢n). By the induction hypothesis, there
exists ’(\1 local recipes of (;o| such that (§; =g,.. a-)(,zb’. Since =g, . is closed by ap-
plication of function symbol, then (f(Ci,...,Cn) =g,.. Car)@'(0). We distinguish
two cases:

Case 1: (y; is by composition. Then f(Zl, . ,(n) is a local recipe of M (see the

proof of the locality lemma). Thus we can choose f (Cl, e Cn) as a local recipe of
M.
Case 2: () = f(a7 .. ,En) is by decomposition. We distinguish several cases

according to the applied rule:

e If the rule 4 is applied, then f = rencrypt. We have rencrypt(a, (?2) is local
(see the proof of the locality lemma). Then we can choose rencrypt(a, Eg) as a
local recipe of M since (rencrypt(a, 22) =p,.. rencrypt((y,C2))d’.

e If the rule 1 is applied, then f = getpk and n = 1. Since (s is by decompo-
sition, i.e. getpk(zl) LN M, then head(aol) = host. If 21 is a variable or aal is
obtained by applying a subterm rule, then by the locality lemma, Cl al € Stree(d)
and we conclude that getpk(cl) is local. Then we choose getpk((l) as a local
recipe of M. The rule 4 cannot be applied to get aal because head((?lal) #*
host. If 61 is by composition, then 61 = host(al). By the Ep.. theory we get
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getpk(host(C'y)) =g,.. ¢’y (1). Then from equations (0) and (1) we can choose
5’1 as a local recipe of M.

e If the rule 2 is applied, then f = checksign and n = 2. Since (ys is
izy decompositiAon, i.e. checksign(zl,gg) — M, then head((lal) = sign and
Coo| € Stree(Giol). If (1 is a variable or Clol is obtained by applying a sub-
term rule, then by the locality lemma, Clal € Stree(¢) and we conclude that
Zgol € Stree(¢). Thus getpk(zl,@) is local. Then we choose getpk(a,gg) as a
local recipe of M. The rule 4 cannot be applied to get (?1 o] because head(gi ol) #
sign. If Cl is by comp051tion then (1 = szgn(C 1s ( ). Moreover, since rule 2 is
applied, we must have (Pk(C'y) =g, §2)<Z) By Lemma 4.8, we get (pk(('y) =p,..
(g)d)’ (since pk(C’ ) is local because pk((’QaL) is irreducible). Thus we deduce
(checkszgn(szgn((’l,c 5):C2) =k,.. '1)¢' (2). Then from equations (0) and (2)
we can choose (’1 as a local recipe of M.

e If the rule 3 is applied then f = decrypt and n = 2. Since (js is by decompo-
sition, i.e. decrypt((l, Cg) LN M, then head(Clol) penc and Zgol € StLee(Zlol)
If (:1 is a variable or Clal is obtained by applying a subterm rule then by the lo-
cality lemma, we have (o] € Stree(¢) and we conclude that Gol € Stree(d).
Thus decrypt(a,@) is local. Then we choose decrypt(a,@) as a local recipe

o~

of M. 1If rule 4 is applied, thus we have Cl = rencrypt((:’l,C’ ) By Propo-

~

sition 4.13 we get (decrypt(rencrypt(('y, ('), &) =p,.. decrypt(('y, ()¢ (3).
Applying induction hypothesis on decrypt((:’ 1s (:2) we get that there exists a lo-
cal recipe Cyy such that (decrypt((’l,@) =B, CM)(;S’ (4). Then we conclude
from equations (0), (3) and (4) that we can choose CM as a local recipe of M.
If Cl is by composition, then we have (1 = penc(( 1,( 2,( 3). Moreover, since
rule 3 is applied, we must have 'y =p,.. pk((g))d) By Lemma 4.8, we get
'y =p,.. k()¢ (smce pkz(Cg) is local because pk(Cyo|) is irreducible). Thus
we get (decrypt(penc((’l,( 0, (' 1), G) =p,.. ¢'1)¢' (5). Then form equations (0)
and (5) we can choose (', as a local recipe of M.

o If the rule 5 or 6 is applied, then f = checkdvp, n = 4 and M = ok. Since (s
is by decomposmon i.e. checkdvp((:lal, ceey A401) LN M, then head(gidl) = dup
and Qal € StLee((lol) for i = 2...4. If 21 is a variable or aol is obtained
by applying a subterm rule, then by the locality lemma, 210l € Stree(¢) and
we derive that aal € Stree(¢) for i = 2...4. Thus by Definition 4.2 we have
@Ul € satpee(p) for i = 1...4. Let (; be the local recipes of aal for i =

.4 used for the construction of the set Eqrcc(¢). By Definition 4.6 we have
(checkdvp(Cl,(:Q,(js,Q) = ok) € Eqrec(¢). Moreover, by Lemma 4.8, ((; =p,..

)¢/, thus (checkdop(C, Co, s, Ca) =y checkdop(Cr, G, Cs,Ca) =py.. 0k)(6).
Then from equations (0) and (6) we can choose ok as a local recipe of M. The

rule 4 cannot be applied to get Clal because head(Clal) #* dvp
It <1 is by COInpOSltIOIl SO (ChEdevp(dvp(Clla </2a 4/37 C 4) <2a <37 <4) - Ok)¢
with (¢'y =p,.. Q)¢ (('y =g,.. )¢ and ({4 =p,.. G)é. By Lemma 4.8 we



DECIDING KNOWLEDGE IN SECURITY PROTOCOLS 295

have (('y =gy, G)¢'s ((y =g, ()¢ and ({4 =p,.. C1)¢/, thus we deduce

(checkdvop(dvp(C'y, 5, C's, C'y), Cos Cay Ca) = 0k)@! (67). Then from equations (0)
and (6”) we can choose ok as a local recipe of M.

e If the rule 7 is applied, then f = checkdvp, n = 4 and M = ok. Since (ps is
by decomposition, i.e. checkdvp(aal, ... ,(?4al) — M, then head(C1Ul) = dup,
head(&ol) = pk and aal € StLee(QUl) fori=2...3. If Cl is a variable or aal
is obtained by applying a subterm rule, then by the locality lemma, we have aal €
StLee(cé) and we derive that Qal € Stree() for i = 2...3. Thus by Definition 4.2
we have Qal € satree(¢) fori=1...3. Let C be the local recipes of Qal for ¢ =
1...4 used for the construction of the set Eqree(¢). Whatever (40| € satrec(o)
or not, we have by Definition 4.6, (checkdvp(Cy,(s,C5,Cs) = 0k) € Eqrec(9),
because if C4JL ¢ satree(¢), we know by Proposition 4.11, that 54 can be only of
the from pkz(C’ ) and since by the EfL.. theory we have CI4O‘J, € StLee(C1Ul)
deduce by Definition 4.2 that C’ 40| € satre.(¢) and as consequence we deduce
that (checkdvp((y, s, sy pk(Cy)) = 0k) € Eqrec(¢)) with C’ is the local recipe
of (’401 Moreover, we deduce from Lemma 4.8 that (Q =g,.. (;)¢'. Thus

(checkdvp(Cr, Ca, G, Ca) =p,,.. checkdup(Cy,Cy,CarCy) =E,.. 0k)d' (7). Then from
equations (0) and (7) we can choose ok as a local recipe of M = ok. The rule 4

cannot be applied to get (101 because head((lal) 7é dup.

If ¢ is by composition, so (check;dvp(dvp((’l, (:’2, (:’3, (?’ ), Co, s, QA“4) = ok)¢ with
(< 1 —FEree C2)¢7 (< 2 TEree CS)(ZS and (pk(cl ) “Eree <4)¢ By Lemma 4.8 we have
({1 =B &), (2 =py.. ()¢ and (pk(('y) =py.. C1)¢' (because pk({y) is lo-
cal since pk(¢’,0]) is irreducible), thus we deduce that (checkdvp(dvp(( 1 C 95 C 35
(")), Cas Cs, Ca) = 0k)¢/ (7). Then from equations (0) and (7°) we can choose ok as
a local recipe of M.

(2) Proof under Egk,: We proceed by induction on the size of (.

— Base case: If (j; is a variable, then we can choose (?M = (pr, thus we have

(Cor =Eora Car)d'.

— Inductive step: Let 3y = f(C1,...,¢n). By the induction hypothesis, there
exists (; local recipes of (;o| such that (Q =Brec CZ)(,ZS’ Since =g, is closed by
application of function symbol, then (f((:l, . .,Cn) =For, )@’ (0). We distin-
guish two cases:
Case 1: (yr = f(C1,. -+, Cpn) is by composition. Then f((?l, e ,(?n) is a local recipe
of M (see the proof of the locality lemma). Thus we can choose f(a, ce En) as a
local recipe of M.
Case 2: (y = f((1y...,¢n) is by decomposition. We distinguish several cases
according to the the applied rule:

o If the rule 1 is apphed then f = open and n = 2. Since (j; is by decom-
position, i.e. open(Cl,Cg) LN M, then head(Clal) = tdcommmit and Cgal €
Stoka (aal). If (1 is a variable or Clal is obtained by applying a subterm rule,
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then by the locality lemma, (10| € Stree (¢) and we deduce that Gol € Stree(d).
Thus open(a,gg) is local. Then we can choose open(Cl,(g) as a local recipe of
M. The rule 4 cannot be apphed to get Qlal because head((:lal) 2 tdcommit. If
(1 is by composition, then (1 tdcommzt((’ I,C Q,C 3). Moreover, since rule 1 is
applied, we must have (( 2 =Eora (g)d). By Lemma 4.8, we get (2’2 =E,.. 62)(;5’.
Thus (open(tdcommzt((’l, & 2 & 3)s (2) =Eora E’l)d)’ (1). Then form equations (0)
and (1) we can choose (', as a local recipe of M.

e If the rule 3 is applied, then f = open and n = 2. Since (s is by decom-
position, i.e. open(a,gg) LN M, then head(zgal) = f, and (o) € Stoka(&\gUl)
If CQ is a variable or (201 is obtained by applying a subterm rule then by the
locality lemma, CQJL € Stree(¢) and we and we derive that Clal € Stree(d).
Thus open(a,zg) is local. Then we can choose open(Cl,Cg) as a local recipe of
M. The rule 2 cannot be apphed to get CQJL because head((gal) %+ fi. If
(:2 is by composition with head(Cg) = f1 or by decomposition by applying the
rule (4), then in the both cases we have 52 of the form f; (5’1,6’2,5’3,5’4), and

(opeN(Z&, fl(f’l,f’g,f'g,&)) =FEora (?’4)¢ (*). We wish to show that

(Op@n(ghfl(817@27@37@4)) “Eoka 5’4)¢/- (2)

We distinguish two cases:

o If Cl is a variable or <1O’l is obtained by applying a subterm rule then
by the locality lemma, (ﬂfl € Stora(¢) and we derive that C’ ol €
Stoka(¢) for i = 1,2,3. By Definition 4.2 we get (:101 € satora(p)
and Z’ ol € satora(¢) for i = 1,2,3. Since 5’4 is unconstrained in the
equatlon (*), then we can replace (:’ by a fresh name a and we get
(open((l,fl(( 1,C’2,( 3:0)) =Epp, O )d), that belongs to Eqoka(¢). Then
from ¢/ | Eqora(®) we get (open(Cr, f1(('1,0. C3,) =£o,, a)¢/ and

we derive that (open(Ci, f1(¢'1,¢5,¢3,¢s)) =Bop, C'a)0' (2).
o If (1 is by composition with head((g) = tdcommit or by decomposi-

tion by applying the rule (2), then in the both cases we have ¢, of the
form tdcommz’t(g”l,C”Q,g” ), with (¢"y =go,. ¢'1)¢ for i = 1,2,3. By
Lemma 4.8 we get ((”1 =Eoka ( )(;5’ for i = 1,2,3 and we derive that
(Open(tdcommZt(Cﬂla CNQa CH ) fl (C 1 C 29 </37 C/ )) —Eoka C/ )(;5/ ( )

Then from equations (0) and (2) we can choose (7, as a local recipe of M.

o If the applied rule is the rule (4), then n =4 and f = f1. Since (ys is by decom-
position, i.e. fl((:lal Cgal Cgal (:401) LN M, then head((:gal) f1, Ciol,(30] €
Stoka(Ceo|) and C4Ul € Stoga(M). It CQ is a variable or CQJL is obtained by ap-
plying a subterm rule, then by the locality lemma, (:201 € Stoka(®), and we derive
that Qal € StOka((b, M) fori=1...4. Thus fl(a, 22, a;, 54) is local. Then we can
choose f1 (Cl, o, G, (:4) as a local recipe of M. The rule (2) cannot be - applied to get
(gol because head((gol) %+ f1. It (2 is by composition with head((g) f1 or by
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decomposmon by applying the rule (4) then in both cases we have QA“Q of the form

f1(< 1) < 29 CS; </ )a thus (fl(Cla f1(< 1) CQ; CS; < 4) (3, <4) —Eoka fl(cllv C/27 C/37
C4))¢ with (Cl =Eoka C 4)¢ and (CS =Eoka C 3)9- By Lemma 4.8 we have (Cl “Eoka
{'4)¢' and (Cs =Eoka {'3)¢/, thus we deduce (f1(C1, f1(C'1,C'5, 5y C'a):Ga,Ca) =
Eomfl(( 17C 2a< 3;(4))¢/( )

Let (:T =fi (C 1 (: 2 C 3, C4) By induction hypothesis there exists a local recipe
Cr of (CTJ)L such that (¢ =Boka CT)(,zS (4). Then we conclude from equations (0),
(3) and (4) that (Car =Ego, CT)d)’ Thus we can choose (r as a local recipe of M.

o If the applied rule is the rule (2), then n = 3 and f = tdcommit. Since (s is by
decomposition, then head(ggal) = frand (10],(30] € Stora(C20]). IfZg is a vari-
able or (,Tgal is obtained by applying a subterm rule, then by the locality lemma,
Zgol € Stoka(9), and we derive that Qal € Stoka(d) C StOka((b, ) for 1 =

.3, thus tdcommzt((l, (2, Cs) is local. Then we choose tdcommzt((l, Cg, (3) as a
local recipe of M. The rule (2) cannot be apphed to get Cgal because head((:gal) #+
fi. If (2 is by composition with head((g) = f; or by decomp081t10n by apply—
ing the rule (4), then in both cases we have (3 of the form f (C’I,C 0, (15, C1y),
thus. (tdeommit(Cy, f1(C'y, gy Oy, C4),Co) —ons tdcommit(C'y, &y, ()6 with
(Cl =Eoka C 4)@5 and (43 =Eoka C 3)¢. By Lemma 4.8 we have (Cl ~Egra C’ )¢’
and (G =gy, ('s)¢/, thus we deduce (tdcommit(Cr, f1(C'y, oy (5 C'a)s 3) = o,
tdcommit(C'y,C'5,¢'3))@/ (5).

Let (v = tdcommit((::’l, (:“\’2, (:“\’3) By induction hypothesis there exists a local
recipe ZT of (ETo)l such that ((r =g, ZT)¢’(6). Then we conclude from equa-

tions (0), (5) and (6) that ((a = ET)(;S’. Thus we can choose (r as a local recipe
of M. O

5. CONCLUSION

In this paper, we have proved that deduction and static equivalence are both
decidable in polynomial time for two important equational theories: Lee et al. and
Okamoto theories. Decidability of deduction relies on the existence of a locality
property with respect to an appropriate notion of subterms that we have defined for
each theory. Decidability of static equivalence relies on result of [1] for convergent
subterms theories and a special set of critical terms that we have introduced. For
Okamoto theory we have also applied a modular approach by using the combining
algorithm of [4], which allowed us to prove the decidability of deduction and static
equivalence for a smaller theory.

It would also be interesting to implement our procedure, possibly by integrating
our approach in existing tools such as YAPA [5] or KISS [9]. Indeed, none of the
existing tools can currently handle the Lee theory, in particular due to the re-
encryption primitives and to designated verifier proofs.

A further work is to generalize the construction of critical terms in order to
cope with a wider class of equational theories. Indeed, it can be noticed that
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similar techniques are used in proofs both for the Lee et al. and the Okamoto the-
ories. It seems natural to try to abstract these two proofs by identifying a more
general argument, that would allow to cover more equational theories. Moreover,
as emphasized in introduction, our work is dedicated to the passive case, where
an attacker can simply eavesdrop the communication in order to get some infor-
mation. An important (and involved) development of our work is to design a
decision procedure in the active case, where the adversary can fully interact with
the protocol.

Acknowledgements. We are very grateful to Stéphanie Delaune for pointing us out the
interest of e-voting theories and her very helpful suggestions in the proof of decidability
for deduction.
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