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Abstract Research Questions Potential Applicat

*  Small Unmanned System (sUAS of DoD Group One Size)

Integrating a small, unmanned aircraft system (sUAS) with cloud

capabilities for military or enterprise use has not usually been Gonfidentiality: that i.s man—por.table (MANPAD) and rapidly deployable for
P . y 1 . o= &gﬁ 1. To what extent can blockchain secure the offloading of UAS- Special Operations Forces (SOF) teams for the purpose of
widely  feasible du-e to cyl?ersecurlty concerns. .Wlth thered dat d to oth thods? unit-specific Intelligence, Surveillance, and Reconnaissance
recent advancements in blockchain networks the possibility of @ gathered data as compared 1o other methods: (ISR) collection, easily deployable in firefights, and
large cloud k<1:ormected UAS ;etworll(ls haj fermerged. Our teﬁm ntegrity: R capabfe e ey e [T ’
investigates how to integrate data collected from a SUAS with a : . L . . . :
cloud-based service for data collection, storage, and processing L i‘z;"i‘gn]?}o"kmam maintain integrity by either deterrence or self- cA:mst)[i?Salrtrllizt ISSoell dr@ﬁﬁeslasﬁ?ncgjﬁ1eb:yus::§d?$
%mpler.nented I | prvacy L] THT:— 2 H d'ff' It is i ak 1 of a UAS vi fine th general ISR collection, target tracking and locating (for
integrity. Our prqposed netwgrk archltectu@ utilhzes a gen‘eral . lowdt; 1c;1t 151t t0 ta'ce ‘;Jolmrl‘() ho 2 via SP(;)O 11;% rough a il il e o), Gl o el g
purpose block(-:ham network in orfier tg maintain dfecentrahz‘ed CONCDASE system 1{1}smg ockchain as compared to legacy situational awareness. This could bode extremely useful for
network ‘securlty‘ Reseqrch objectives 1nc1u§e running security L .encrypnon standards? Soldiers/Marines deployed in extremely stressful urban
tests against a.blockcham network &. bf)st/chent networks, then Availability: ' _ environments. [10]
comparing their p.erformance and ab.lhtles to support the cl(.)ud = 1. How can a UAS System securely recover in real time when one + A larger UAS, not of MANPAD size (DoD Group Two
based UAS. Specifically, we are using an open-source project G st oL ) . . Size), but comparable to the Aerosonde platform that is
called AirSim to support a virtual UAS that is connected to the 2. How can a private blockchain network absorb a Denial of Service supported by our system to bring advanced loitering ISR
UAS flight controller, the Pixhawk, to test a hardware-in the loop (DoS) attack in real time to prevent loss of connection to a UAV?

capabilities/missions with a relatively small surveillance

solution. This test is a preliminary proof of concept, and after it team.

proves successful, we are moving to a test involving a physical
UAS. Data is transmitted from the UAS to a client server in
Amazon Web Services (AWS) where it is placed into a
blockchain network and sent to the host server for
processing. Overall, we believe a private blockchain network
supporting  cloud-enabled communication can be an
effective method of bolstering secure and responsive UAS
communications.

Figure 3. A Soldier with the (sUAS) Black Hornet Airborne
Strwieten Sveter Personal Reconnaissance System (PRS) by FLIR [10].
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