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Abstract: This paper is an endeavor to give an upgraded data storage security model in Cloud Computing 

and making a put stock in condition in cloud computing. There are a considerable measure of convincing 

purposes behind organizations to convey cloud-based storage. For another business, start-up costs are 

fundamentally decreased in light of the fact that there is no compelling reason to contribute capital in 

advance for an inner to help the business. By a long shot, the main inquiry customers considering a move 

to cloud storage ask is regardless of whether their data will be secure. Stored data offsite doesn't change 

ata security necessities; they are the same as those confronting data put away on location. Security ought 

to be based on business prerequisites for particular applications and data sets, regardless of where the 

data is stored. We trust that data storage security in Cloud Computing, a zone brimming with challenges 

and of fundamental significance, is still in its earliest stages now, and numerous examination issues are 

yet to be distinguished. In this paper, we examined the issue of data security in cloud data storage, to 

guarantee the rightness of customers' data in cloud data storage. We proposed a Hierarchical Attribute-

Based Secure Outsourcing for moldable Access in Cloud computing which likewise guarantees data 

storage security and survivability accordingly giving put stock in condition to the customers. To battle 

against unapproved data spillage, delicate data must be encoded before outsourcing in order to give end-

to-end data confidentiality affirmation in the cloud and past. It upgrades the security in the proposed 

model successfully.  
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INTRODUCTION 

In cloud computing, to shield data from trickling, 

clients need to scramble their data previously being 

shared. Access control is principal as it is the main 

line of resistance that averts unapproved access to 

the mutual data. With the prospering of system 

innovation and portable terminal, online data 

sharing has turned into another "pet, for example, 

Facebook, MySpace, and Badoo. In the interim, 

cloud is a standout amongst the most encouraging 

application stages to settle the dangerous extending 

of data sharing. In cloud computing, to shield data 

from spilling, clients need to encode their data 

previously being shared. Access control is vital that 

forestalls unapproved access to the common data. 

As of late, attribute-based encryption (ABE) has 

been pulled in significantly more considerations 

since it can keep data protection and acknowledge 

fine-grained, one-to numerous n, and non-intuitive 

access control. Ciphertext-strategy attribute based 

encryption (CPABE) is one of possible schemes 

which has considerably more adaptability and is 

more reasonable for general applications. In cloud 

computing, specialist acknowledges the client 

enlistment and makes a few parameters. Cloud ser-

bad habit supplier (CSP) is the chief of cloud 

servers and gives various services to customer. 

Data proprietor scrambles and transfers the 

produced ciphertext to CSP. Client downloads and 

decodes the intrigued ciphertext from CSP. The 

common files for the most part have progressive 

structure. That is, a gathering of files are 

partitioned into various chain of command 

subgroups situated at various access levels. Then, 

cloud computing is a standout amongst other 

guaranteeing application stages to tackle the risky 

extending of data sharing. In cloud computing, to 

shield data from lossing, clients need to scramble 

their data previously being shared. Access control 

in prevailing as it is the main line of resistance that 

counteracts unapproved access to the common data. 

As of late, attribute-based encryptions (ABE) have 

been pulled in substantially more thought since it 

can keep data security and acknowledge fine-

grained, one-to-many, and non-intelligent access 

control.  

RELATED WORK 

[1] Vipul et al. distributed ―Attribute-Based 

Encryption for Fine-Grained Access Control of 

Encrypted Data.‖ which expresses that as more 

touchy data is shared and put away by outsider 

locales on the Internet, there will be a need to 

scramble data put away at these destinations. One 

disadvantage of scrambling data is that it can be 

specifically shared just at a coarse-grained level 

(i.e., giving another gathering your private key). 

Another cryptosystem is produced for fine-grained 

sharing of scrambled data that we call Key-Policy 

Attribute-Based Encryption (KP-ABE). In the 

cryptosystem, ciphertexts are marked with sets of 

attributes and private keys are related with get to 

structures that control which ciphertexts a client 

can unscramble. It shows the appropriateness of the 

development to sharing ofaudit-log data and 
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communicate encryption. The development bolsters 

assignment of private keys which subsumes 

Hierarchical Identity-Based Encryption (HIBE). [2] 

Rakesh et al. distributed ―Attribute-Sets: A 

Practically Motivated Enhancement to Attribute-

Based Encryption.‖ expounds that in conveyed 

frameworks clients need to impart delicate items to 

others base on the beneficiaries capacity to fulfill 

an arrangement. Attribute-Based Encryption (ABE) 

is another worldview where such approaches are 

determined and cryptographically upheld in the 

encryption calculation itself. Ciphertext-Policy 

ABE (CP-ABE) is a type of ABE where 

arrangements are related with encoded data and 

attributes are related with keys. In this work center 

is around enhancing the adaptability of speaking to 

client attributes with keys. In particular, it proposes 

the Ciphertext Policy Attribute Set Based 

Encryption (CP-ASBE) - another type of CP-ABE - 

which, not at all like existing CP-ABE schemes 

that speak to client attributes as a solid set in keys, 

sorts out client attributes into a recursive set based 

structure and enables clients to force dynamic 

limitations on how those attributes might be joined 

to fulfill a strategy. It demonstrates that the 

proposed conspire is more adaptable and backings 

numerous pragmatic situations all the more 

normally and proficiently. It gives a model usage of 

the plan and assesses its execution overhead. [3] 

Pankaj et al. distributed ―Cloud Computing 

Security Issues in Infrastructure as a Service.‖ 

clarifies that cloud computing guarantees to cut 

operational and capital expenses and the more vital 

thing is it gives IT divisions a chance to center 

around vital activities as opposed to keeping 

datacenters running. It is substantially more than 

basic web. It is a build that enables client to get to 

applications that really live at area other than 

clients claim PC or other Internetconnected 

gadgets. There are various advantages of this build. 

For example other organization has client 

application. This suggests they handle cost of 

servers, they oversee programming refreshes and 

relying upon the agreement client pays less i.e. for 

the service as it were. Confidentiality, Integrity, 

Availability, Authenticity, and Privacy are 

fundamental worries for both Cloud suppliers and 

customers too. Framework as a Service (IaaS) fills 

in as the establishment layer for the other 

conveyance models, and an absence of security in 

this layer will positively influence the other 

conveyance models, i.e., PaaS, and SaaS that are 

based upon IaaS layer. It displays an expounded 

investigation of IaaS segments security and decides 

vulnerabilities and countermeasures. Service Level 

Agreement ought to be viewed as particularly 

significance. [4] John et al. distributed 

―Ciphertext-Policy Attribute-Based Encryption 

(CP-ABE).‖ clarifies that in a few dispersed 

frameworks a client should just have the capacity 

to get to data if a client has a specific arrangement 

of qualifications or attributes. As of now, the main 

strategy for authorizing such approaches is to 

utilize a trusted server to store the data and 

intercede get to control. Nonetheless, if any server 

stored the data is traded off, at that point the 

confidentiality of the data will be bargained. In this 

paper we introduce a framework for 

acknowledging complex access control on 

scrambled data that we call Ciphertext-Policy 

Attribute-Based Encryption. By utilizing this 

strategy scrambled data can be kept confidential 

regardless of whether the storage server is 

untrusted; in addition, the strategies are secure 

against arrangement assaults. Past Attribute-Based 

Encryption frameworks utilized attributes to depict 

the scrambled data and incorporated strategies with 

clients keys; while in this framework attributes are 

utilized to portray the clients qualifications, and a 

gathering encoding data decides an approach for 

who can decode. Subsequently, these strategies are 

thoughtfully nearer to conventional access control 

techniques, for example, Role-Based Access 

Control (RBAC). Also, it gives an execution of 

framework and gives execution estimations. [5] 

Suhair et al. Distributed ―Designing a Secure 

Cloud-Based EHR System utilizing Ciphertext-

Policy Attribute-Based Encryption. ―which 

demonstrates that as more social insurance 

associations embrace electronic wellbeing records 

(EHRs), the case for cloud data storage winds up 

convincing for conveying EHR frameworks; in 

addition to the fact that it is cheap it gives the 

adaptable, wide-zone portable access progressively 

required in the advanced world. In any case, before 

cloud-based EHR frameworks can turn into a 

reality, issues of data security, understanding 

protection, and general execution must be tended 

to. As standard encryption (counting symmetric 

key and open key) strategies for EHR 

encryption/unscrambling caused expanded access 

control and execution overhead, the plan proposes 

the utilization of Ciphertext-Policy Attribute-Based 

Encryption (CP-ABE) to encode EHRs based on 

social insurance suppliers' attributes or 

qualifications; to decode EHRs, they should have 

the arrangement of attributes required for 

appropriate access. It persuades and displays the 

plan and utilization of a cloudbased EHR 

framework based on CP-ABE, alongside 

preparatory examinations and examination to 

research the adaptability and versatility of the 

proposed approach. 

SYSTEM MODEL 

In this study, an efficient encryption scheme based 

on layered model of the access structure is 

proposed in cloud computing, which is named file 

hierarchy CP-ABE scheme (or FH-CP-ABE, for 

short). FH-CP-ABE extends typical CP-ABE with 
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a hierarchical structure of access policy, so as to 

achieve simple, flexible and fine-grained access 

control. The contributions of our scheme are three 

aspects. Firstly, we propose the layered model of 

access structure to solve the problem of multiple 

hierarchical files sharing. The files are encrypted 

with one integrated access structure. Secondly, we 

also formally prove the security of FH-CP-ABE 

scheme that can successfully resist chosen plaintext 

attacks (CPA) under the Decisional Bilinear Diffie-

Hellman (DBDH) assumption. Thirdly, we conduct 

and implement comprehensive experiment for FH-

CP-ABE scheme, and the simulation results show 

that FHCP-ABE has low storage cost and 

computation complexity in terms of encryption and 

decryption. It should be noticed that the proposed 

scheme differs from the subsequent CP-ABE 

schemes, which utilize the user layered model to 

distribute the work of key creation on multiple 

domain authorizations and lighten the burden of 

key authority center. In addition, the part of this 

work is presented in. The work presented in that 

conference paper is rough and incomplete, where 

some important aspects haven‟t been considered. 

System-In order to achieve secure, scalable and 

access control on outsourced data in the cloud, we 

utilize and uniquely combine the following 

cryptographic techniques. 1. Key Policy Attribute-

Based Encryption (KP-ABE). 2. Re-Encryption 

(PRE) Low Cost: This is the very great advantages 

for organisations to reduce their cost by having the 

cloud computing service. Fast Service (Always Up 

time): Cloud computing service providers having 

infrastructure so server always in up-time. The 

amount of decryption code that needs to reside on a 

resource constrained user device will be smaller. 

Reduction: Bilinear Decisional Diffie-Hellman, 

Collusion resistance and can’t combine private key 

components. 

Access Controlling Methods: The sensing weather 

information is transported towards the layer1 which 

is a type of IaaS cloud service supplied by the 

cloud provider. The applications can exploit the 

sensors set up in the cellular devices to capture 

theelements data the applications need, including 

temperature value, humidity information, 

atmospheric pressure and so forth. The information 

model we present is inspired through the data 

model suggested, according to which our data 

model consists by format, device ID, size, time, 

value and period. How big sensing weather 

information is based on the raw weather data itself, 

which signifies how big just one weather data. For 

time, as lengthy like a mobile phone captures data 

in the atmosphere where it's in, time the delivering 

action occurs is going to be considered because the 

time attribute from the raw sensing data. 

Something sign represents the most crucial sign of 

sensing data, this is it means is different from 

format to format, and different types of cellular 

devices have different meanings. You can obtain 

access to the cipher texts only when he/she satisfies 

the needs. 

 

Fig.1. cloud computing overview 

PROPOSED METHODOLOGY 

System Framework of FH-CP-ABE: As illustrated 

in Fig. 1, the system model in cloud computing is 

given, which consists of four different entities: 

authority,CSP, data owner and user. In this work, 

we assume that data owner has k files with k access 

levels and M ={m1,..., mk }is shared in cloud 

computing. Here, m1 is the highest hierarchy and 

mk is the lowest hierarchy. If a user can decrypt 

m1,the user can also decrypt m2,..., mk . 

1.Authority: It is a completely trusted entity and 

accepts the user enrollment in cloud computing. 

And it can also execute Setup and KeyGen 

operations of the proposed scheme. 2.Cloud 

Service Provider (CSP): It is a semi-trusted entity 

in cloud system. It can honestly perform the 

assigned tasks and return correct results. However, 

it would like to find out as much sensitive contents 

as possible. In the proposed system, it provides 

ciphertext storage and transmission services. Data 

Owner: It has large data needed to be stored and 

shared in cloud system. In our scheme, the entity is 

in charge of defining access structure and executing 

Encrypt operation. And it uploads ciphertext to 

CSP. 3.User: It wants to access a large number of 

data in cloud system. The entity first downloads the 

corresponding. 

v 

PERFORMANCE ANALYSIS 

In this section, the results of theoretical analysis 

and experimental simulation are given. The 

experimental results show that the proposed 



Kalidindi Lakshmi Priya* et al. 

 (IJITR) INTERNATIONAL JOURNAL OF INNOVATIVE TECHNOLOGY AND RESEARCH 

Volume No.9, Issue No.1, December – January 2021, 9862-9866.  

2320 –5547 @ 2013-2021 http://www.ijitr.com All rights Reserved. Page | 9865 

scheme is highly efficient, particularly in terms of 

encryption and decryption.  

To validate theoretical analysis presented in 

previous subsection, we implement FH-CP-ABE 

scheme based on the cpabe toolkit and the Java 

Pairing-Based Cryptography library (JPBC). The 

implementation uses a 160-bit elliptic curve group 

based on the super singular curve y2 = x3+x over a 

512-bit finite field. Meanwhile, to compare 

experimental results of the encryption and 

decryption, we also simulate the typical CP-ABE 

system. In addition, the following experiments are 

conducted by using Java on the system with  

Intel Core processor at 2.79 GHz and 1.96GB 

RAM running Windows XP SP 3. And all of the 

results are averages of 10 trials.  

In the simulation, the FH-CP-ABE scheme’s 

implementation adopts the improved encryption 

algorithm in encryption operation. As in [4], in a 

CP-ABE scheme, the complexity of access policy 

associated with ciphertext impacts two aspects. The 

one is the time cost of encryption and decryption. 

The other is the storage cost of ciphertext. To 

illustrated this, we assume that a patient sets his  

PHR’s access policy with k access levels in the 

form of{(a1, a2, . . . , ai , i of i ) AND ai+1 . . 

.AND aN }(i.e., the worst situation over the 

policy), where each ai (i  [1, N]) denotes an 

attribute .Meanwhile, the patient generates k 

policies based the above form for using in CP-ABE 

scheme. For example, assume that the patient 

shares three files, i.e., M = {m1,m2,m3}, with three 

access levels, the access policy is designed as {(a1, 

a2, . . . , ai ,i of i ) AND ai+1 AND ai+2} in FH-

CP-ABE scheme. Accordingly, he should construct 

three access policies for CP-ABE scheme, where 

the policies are {(a1, a2, . . . , ai , i of i ) AND ai+1 

AND ai+2}, {(a1, a2, . . . , ai , i of i ) AND ai+1}, 

and {a1, a2, .., ai , i of i }. The policies only 

contain AND gate to ensure that all the ciphertext 

components are computed in decryption algorithm. 

In addition, for various attributes and files, the 

numbers of attributes and files used in the 

simulation are N= {10, 15, 20, 25, 30, 35, 40, 45, 

50} and k = {2, 4, 6, 8}. we can find that the 

proposed scheme improves the efficiencies of 

encryption and decryption greatly when two 

hierarchy files are shared. We can also find  

we find that the results of encryption and 

decryption cost are approximately following a 

linear relationship as the number of files grows in 

both schemes. And the values in FH-CP-ABE 

scheme are smaller than CPABE’s at the same 

condition. This figure shows that the time cost of 

encryption and decryption to be saved is directly 

proportional to the number of files to be encrypted 

and decrypted in FH-CP-ABE scheme when the 

number of attributes is fixed. For example, in Fig. 

5(b), the encryption time of CP-ABE scheme is 

8.5s and 30s approximately when k = 2 and k = 8. 

Accordingly, the parameter in FHCP-ABE scheme 

is 4.5s and 5.2s. The difference jumps from 4s to 

24.8s with k increased from 2 to 8. In addition, we 

can find that the experiment result of CT’s storage 

cost in FH-CP-ABE is significantly smaller than 

CP-ABE scheme’s for various files with fixed 

number of attributes in Fig. 7(d). And this figure 

indicates that the number of files to be encrypted is 

proportional to the storage cost of ciphertext to be 

reduced in the proposed scheme. For example, in 

Fig. 5(d), when k = 4 and k = 8, the approximate 

storage costs of ciphertext are 9.9KB and 11.4KB 

in FH-CP-ABE scheme, and the values are 32.6KB 

and 61KB in CP-ABE scheme. Comparing with 

CP-ABE and FH-CP-ABE, the reduced storage 

cost is approximate to 69.6% and 81.3% with k 

changed from 4 to 8. Above all, when multiple 

hierarchy files with different access levels are 

shared, the experiment results indicate that FH-CP-

ABE scheme performs better than CP-ABE in 

terms of the time cost of encryption and decryption, 

and storage cost of CT, if the number of attributes 

is fixed. The reason is described as follows.  

CONCLUSION & FUTURE WORK 

In this paper, we proposed a variant of CP-ABE to 

efficiently share the hierarchical files in cloud 

computing. The hierarchical files are encrypted 

with an integrated access structure and the 

ciphertext components related to attributes could be 

shared by the files. Therefore, both ciphertext 

storage and time cost of encryption are saved. The 

proposed scheme has an advantage that users can 

decrypt all authorization files by computing secret 

key once. Thus, the time cost of decryption is also 

saved if the user needs to decrypt multiple files. 

Moreover, the proposed scheme is proved to be 

secure under DBDH assumption. This paper 

contains several encryption schemes for secure 

sharing of outsourced data in cloud server. From 

the survey we understand that some amount of 

work has been done in the field of cloud computing 

for several security issues. It can be applied to 

achieve scalable, flexible, security, privacy, data 

confidentiality and fine-grained access control of 

outsourced data in cloud computing. The study 

concludes that the Hierarchical attribute-set based 

encryption is the advanced encryption scheme for 

outsourcing data in the cloud service provider. On 

the other hand the techniques and strategies of 

encryption in cloud computing have to be improved 

with its distinct characteristics in mind. There is 

more scope for future research in the field of secure 

data sharing in the cloud. In this paper, we analyse 

different attribute-based encryption schemes: ABE, 

KP-ABE, CP-ABE, ABE with non-monotonic 

access structure, HABE and MA-ABE. The main 
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access polices are KP-ABE and CP-ABE, further 

schemes are obtained based on these policies. 

Based on their type of access structure the schemes 

are categorized as either monotonic or non-

monotonic. CHABE an adaptation of Attribute 

Based. 
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