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Abstract

An information-based solution is proposed that will aid fire-fighters and other
emergency service personnel in their control of industrial accidents in Saudi Arabia.
The integration of databases and geographic information systems (GIS) through
dynamic data exchange (DDE) creates an informatics tool with more general
usability. Further, web enabled information exchange about hazardous materials is
interfaced with the proposed information system. The resulting ‘Industrial Incidents
Administration System’ (IIAS) is a paperless, user-centred, secure method for
information exchange able to preserve information between the Civil Defence and

Industrial Sectors in Saudi Arabia using state of the art electronic sources and

reSOUrcces.

Three main needs were identified in the design phase of IIAS: the information
architecture of the data repositories in a form that retains semantic and syntactic
values; a rapid-access database for planning decisions; and, an online transactional
database for frequent updating. In order to achieve the IIAS, the following
technologies were exploited and integrated. Online data exchange through the use of
an Information Bus system architecture; a local database which contains five sub-

systems; and the GIS application. Interoperability was an important feature of the

proposed solution.

In order to better understand and satisfy user needs, the prototype system was
implemented and evaluated. The purpose of this prototype was to receive feedback
from users to understand their needs. The feedback received helped to improve, as
well as add, new functionalities to the IIAS. In this study, we presented results and
experiences of conducting two well known evaluation techniques: heuristic evaluation
and cognitive walk-through. The two methods employed complemented each other
very well, the first giving feedback from end-users needs, and the second revealing
deficiencies in usability in the system. The study provided convincing information for

improving the current version of IIAS.
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Chapter-1 Introduction

1.1 Background

In the last decade, there has been a considerable increase in the number of disasters,
including natural, man-made and hybrid types of disaster. A significant increase has
been noticed in the man-made category particularly in chemical, transport and nuclear
installations (Martin, 1999). As a direct result of this, there has been an increasing
trend of exerting more social, political, legal and economic pressure to create better
policies and practices in disaster preparedness, planning, management, mitigation,
response and recovery (Kara-Zaitri, 1996). There has also been, at the same time,
significant advances in science and technology. These advances have been
specifically noticed in four main areas: namely, computer hardware and software,
human-computer interfaces, communications, and scientific tools and techniques. It is

fair to say that the advances in these areas should help in reducing the vulnerability of

humans and the environment to disasters.

According to Kara-Zaitri (1996), there are two main barriers that continue to hinder
technologies from being transferred to disaster management to cope with disaster
reduction and mitigation. These are:

a. The failure of scientists and engineers to communicate the new tools
and technologies to other scientists researching in, and practitioners
working in areas related to disaster management and emergency
planning.

b. The failure of disaster management practitioners and decision-makers
to take ownership of the new technologies. This can be attributed to the
fact that these practitioners have not been involved in the process and
therefore suffer a lack of understanding and confidence in the use of

these new technologies in disaster management,

Thorburn and Langdale (2003) mentioned that the main barriers to implementing
change and to developing disaster management plans are having the people and the

skills to do it. Bourn (2000) identified the main barriers and incentives for risk taking

as follows:




Chapter-1 Introduction

e Lack of expertise in risk management;

e Lack of formal systems, processes and procedures for managing risks;
e Unclear responsibilities for the management of risks;

¢ Time and funding constraints; and

e Fear of project failure thus reducing the scope for innovation.

In the 21% century, emphasis has shifted towards the communication aspects of
information technology, ensuring the continued dominance of information and
communication technologies (ICT). It is indisputable that information and
communication technology (ICT) is becoming increasingly important in every sector,
but particularly it is becoming one of the most important services in information
networks, enabling information to be accessed easily and speedily. In the context of
disaster management, the revolution in ICT is changing the nature of economies and
societies around the world; we are only just catching up with the amazing capabilities
of how information and communication technologies (ICT) can affect business (Jack
Hilary and Associates, 1996). The emergency planning world will most certainly

benefit from such advances in information and communication technologies.

Currently, information networks play a major role in controlling and directing the
flow of huge amounts of information. Many countries have now established a series
of national networks, which link different public and private sectors with the aim of
sharing and exchanging information. However, not all organisations adopt IT systems.
Among almost four million UK small and medium-sized companies, for example, the
Federation of Small Businesses (FSB) in 1999 estimated that 65 percent did not even
own a PC. Moreover, a large number of organisations that exist in Saudi Arabia, for

example, have not taken full advantage of these new technologies (AL-Turki, 2001).

Implementation of ICT is often expensive and risky. Decisions about the technology
needed to build information systems are difficult to make for several reasons and
some technology may fail to provide the expected services. First, companies find it

difficult to keep up with rapid advances in hardware and software. Second,
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m

technology decisions can make or break companies. Third, the window of time to
make decisions regarding technology is limited. Finally, and most importantly,

technology is about people and how they adapt to change (Gupta, 2000).

In Saudi Arabia, the importance of information for all sectors of the Kingdom cannot
be overemphasised. As a result of this, the Ministry of Planning decided to implement
an information network for all government agencies in the Kingdom (Ministry of
Planning, 1995). The objective of this plan was to emphasise and encourage public
and private organisations to adopt modern technologies, managerial skills and
business practices. A corollary of these objectives was to reduce the country’s

dependence on expatriates and foreign technical assistance (Ministry of Planning,
1997).

The Saudi Arabian government has taken steps in the past several years towards
diversification and to achieve greater private sector participation in the economy. The
number of production factories in the Kingdom of Saudi Arabia reached 3,481 by the
end of 2001 (Ministry of Industry and Electricity, 2002). The possibility of
unpredictable industrial disasters, like those in Bhopal and Chernobyl, is more likely
to occur with this increasing number of factories and therefore 1t becomes imperative

to plan and establish information networks.

Planning while circumstances are normal is necessary to manage and react to
emergencies and this planning requires the active participation of both government
and non-government organisations. One of the most important government

organisations in Saudi Arabia that is directly involved in disaster management in the

Kingdom is the Civil Defence organisation.

Civil Defence is one of the most important sectors in Saudi Arabia and this
importance stems from the fact that it provides protection and help to all sectors
including the Industrial Sector. The Civil Defence protocol defines Civil Defence as

follows:
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‘Civil Defence is defined as a number of necessary procedures for the
protection of the population, public and private properties from fire,
disasters or war risks, various accidents, relief of the inflicted and to
ensure the public communications, performance of public utilities and

protection of national resources during peace and war time. This also

includes restoration of natural life to areas subjected to disasters’.

As a result of this definition the functions of the Civil Defence sector can be

summarised as:

* Protecting the civil population against the effects of hostilities or
disasters:

* Assisting the civil population in recovering from the immediate effects
of hostilities or disasters; and

 Providing the conditions necessary for the survival of the civil

population.

Civil Defence planning and implementation requires extensive information about

natural and industrial hazards. To achieve this, it should aim to use the most up to date

information and technology available.

Consequently, the establishment of a national information network, which links both
the Civil Defence organisation and the Industrial Sector, has become extremely
important for dealing with industrial disasters. This necessitates a study of the dangers
that may be initiated and the extent of the impact of such dangers on human lives and
property. It is also important for the Civil Defence department to be aware of safety

measures and other 1ssues related to the Industrial Sector.

1.2 Aim of the Study

The principal aim of this study is to design, implement and evaluate an information

4
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management system that links the Civil Defence and Industrial Sector in Saudi

Arabia, in order to control industrial accidents.

1.3 Objectives

To gain a better understanding of how to provide a fast, efficient and easy-to-use
service via information networks that will link these two sectors, the following

objectives have been established:

1. To investigate the current use of ICT in the Civil Defence department and the

Industrial Sector in Saudi Arabia in the management of industrial accidents.

2. To investigate the benefits that arise from the use of current ICT systems

available in Saudi1 Arabia:

a. To study users’ needs, expectations and attitudes towards information

technology in the Civil Defence department and the Industrial Sector.

b. To study the information flows and use of information among the

employees of the Civil Defence organisation and the Industrial Sector

in Saudi Arabia.

3. To study the benefits of designing an information network for dealing with

potential disasters.

4. By using an appropriate systems-based methodology, to develop a model for a
proposed high-speed information network for sharing and exchanging

information between the two sectors concerned.

Figure 1.1 shows the flowchart of how these objectives will be implemented through

this research.
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Chapter-1 Introduction

1.4 Significance of the Study

It 1s indisputable that information and communication technology (ICT) is becoming
increasingly important in all sectors, particularly in managing risk. The results of this
research will be of interest, not only to researchers, but will also have important
practical implications. In terms of its contribution to ICT research, the current work
will provide new insights on the organisational implementation of ICT in the Civil

Defence and Industrial Sector.

This study considers the use of information networks between these sectors to
improve the services and to deal efficiently and effectively with disasters when they

occur. The study provides recommendations and suggests an action plan for the

development of information networks.

1.5 Organisation of the Thesis

The thesis is divided into ten chapters. The layout of these chapters is illustrated in

Figure 1.2. A brief description of each chapter is included here to serve as the thesis’

summary.

In Chapter 1, a brief introduction to the thesis is presented. It examines the need for
this research, its aims and objectives, and its significance. Chapter 2 discusses the
definition of disaster management, its phases, and the impact of ICT. The importance
of information flow and a geographic information system (GIS) is discussed.
Furthermore, some brief background information about the Civil Defence department
and the Industrial Sector in Saudi Arabia is offered. The role of the Civil Defence
sector 1n protecting lives and property, the various industrial cities, and the public and
private Industrial Sector are also discussed. Chapter 3 presents the results of a
literature review in the area of the development of ICT in disaster management in
developed and developing countries, and in Saudi Arabia. This is to make the reader

aware of the great progress that has been made in disaster management. In Chapter 4,

-
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Chapter-1 Introduction

a general review of research methods is presented. A discussion of the appropriateness
of the selected methodology for this research and the System Development Life Cycle
(SDLC) are also presented. In Chapters 5 and 6, the resuits of the survey which was

conducted are presented and discussed.

Chapter 7 implements Stage One and Stage Two of the SDLC approach. These stages
are: identifying the problems and opportunities (Stage One) and the analysis of the
system requirements (Stage Two). Chapters 8 and 9 discuss Stages Three and Four in
more detail. The design and implementation of the proposed model (IIAS) are
presented. The system’s conceptual framework, architecture, database sub-system, the
GIS sub-system and the Web-based sub-system are discussed. Also presented in this
chapter is a summary of the system evaluation that was conducted for each of the

three sub-systems.

Chapter 10 presents an overall summary and discussion of the results. The benefits of
designing an information network and adopting the system model are also discussed.
The contributions to knowledge as a result of the research study are outlined. Chapter
11 presents the conclusions of the main findings and recommendations regarding the

implementation of IIAS. In addition, suggestions for future work.
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Chapter-2 Study Background

2.1 Introduction

This chapter is aimed at reviewing the relevant developments concerning information
infrastructure and network applications for the adoption of ICT in disaster
management. The importance of emergency planning and operational centres in the
field for dealing with disasters will be identified, together with the emerging role of
communication technologies in the mitigation, preparedness, response and recovery
phases of disaster management. The emerging challenges in making the application of
these technologies effective will also be described. The importance of GIS as a
disaster control tool will be discussed while the chapter will give a general overview

of Civil Defence and the Industrial Sector in Saudi Arabia.

2.2 Disaster Management

2.2.1 Definitions

The International Strategy for Disaster Reduction defined disaster as a function of the
risk process. It results from a combination of hazards, conditions of vulnerability, and

insufficient capacity or measures to reduce the potential negative consequences of risk
(UN/ISDR, 2004). Such events can be earthquakes, landslides, floods, hurricanes,
volcanic eruptions and industrial disasters. The most important characteristic of

industrial accidents is that they have effects off-site from their original location. As a

result, the extent and severity of the accident may significantly affect the population

of the adjacent areas (Tudor, 1997).

The US Federal Emergency Management Agency (FEMA) defined risk as: the
potential losses associated with a hazard and defined in terms of expected probability,
frequency, magnitude, severity, exposure, and consequences. Hazards include natural

disasters and accidental or man-caused events, including any natural catastrophe as:

_.__--___-__.____—.—__—__—_
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Chapter-2 Study Background

hurricane, tornado, storm, high water, wind-driven water, tidal wave, tsunami,
earthquake, volcanic eruption, landslide, mudslide, snowstorm, and drought, fire,
explosion, or other catastrophe, including radiological ones, that cause, or may

cause, substantial damage or injury to civilian property or persons (FEMA, 2000).

Compared to natural disasters, industrial accidents are typically of shorter duration,
entail less warning, evoke a less coordinated response, less central government,
involvement, and greater local and private involvement (Impact Assessment, Inc.,
2001; Kelly, 1989). Awareness of the frailty of our environment has increased
concern about both the immediate and long-term dangers of industrial disasters. Both

are now part of the public agenda in many countries (Granot, 1998).

The international community has become aware of the necessity to reduce the impact
of disasters and to increase the work on disaster management. The decade 1990-2000
was designated the "International Decade for Natural Disaster Reduction" by the
general assembly of the United Nations (Verstappen, 1998). To reduce the impact of
natural disasters, a complete strategy for disaster management is required, involving
the aspects of disaster prevention (hazard, vulnerability and risk analysis applied to
planning), disaster preparedness (warning and monitoring of disasters) and disaster
relief operations. In each of these aspects the use of Information and Communication

Technology (ICT) can play an important role.

In such cases, appropriate action to protect the affected population should be based on
rational and quantitative information that would lead to appropriate and efficient
decisions (Markatosa et al., 2002). Computer-integrated tools and information
networks for managing large-scale industrial accidents are important facilities that
provide a quantitative estimation of the accident’s consequences and propose, under

the circumstances, a reliable course of action to be undertaken automatically.

11
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2.2.2 Phases of Disaster Management

According to the Federal Emergency Management Agency (FEMA, 2003), the phases
of disaster management that reduce the loss of life and property and protect our
institutions from all hazards by leading and supporting the nation in a comprehensive,
risk-based emergency management programme are mitigation, preparedness, response

and recovery.

Mitigation 1s the taking of sustained action to reduce or eliminate long-term risk to
people and property from hazards and their effects. Its actions involve supporting the
efforts of local government officials to: promote the construction or siting of
structures so that the chances of them being affected by disasters are reduced:
develop, adopt and enforce appropriate building codes and land use planning
standards; and to take action to minimise industrial hazards. Mitigation is achieved
primarily through community actions, which can be greatly enhanced by the support

of individuals, public-private partnerships, and any relevant agencies. Its strategy is to
make it as easy as possible for communities and their citizens to take informed and

effective mitigation actions. FEMA mitigates hazards by leading a national effort to:

o Identify and improve the understanding of the nation’s hazards and their risks,
by community;

¢ Develop or improve techniques which mitigate those risks;

e Provide an environment conducive to applying those techniques;

e Provide financial and technical assistance (both pre- and post-disaster) to
facilitate the application of those techniques; and

e Support the development of incentives and disincentives which make the

application of those techniques a social, political and/or economic priority.

Preparedness is the building of the emergency management profession to prepare
etfectively for, mitigate against, respond to, and recover from any hazard by planning,
training and carrying out drill exercises. FEMA’s preparedness strategy seeks to foster

Innovation and improvement to reduce the gap between the capabilities required to

-
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respond to disasters and those capabilities that are in place. The focus of the
preparedness strategy is on risk identification; emergency management professional
development; the establishment of capability performance measurements and
assessment through tests, exercises and real world experiences; planning and public

education; and partnerships with the private sector and other nations.

Response is the conducting of emergency operations to save lives and property by
positioning emergency equipment and supplies, evacuating potential victims,
providing food, water, shelter, and medical care to those in need, and restoring critical

public services.

Recovery 1s the rebuilding of communities so individuals, businesses and
governments can function on their own, return to normal life, and protect against

future hazards.

Response and recovery require the efforts of government and many agencies,
including private, public, and non-profit organisations, and individuals. To implement
more efficient and effective response and recovery strategies, FEMA integrates high-
performance technology into 1its data collection and programme management
activities. Resources in use, or being completed, include GIS, a sophisticated mapping
technology to enable high-quality imaging of areas affected by disasters (FEMA,
2000).

Yodmani and Hollister (2001) stated that the role of communication technology has
been recognised as integral to disaster management for a long time. In addition, the
application of communication technology has a role in all the four phases of disaster
management. The new communication and information technologies that have
emerged over the last two decades lend themselves to greater possibilities of
Integration into different communication systems. The interoperability of various
communication systems including the Internet, mobile phones, fax, e-mail, radio and
television is becoming increasingly more functional. As a result, the possibilities for

the application of communication technologies in the mitigation and prevention of

—_
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disasters are also increasing. There are also both social and technical aspects to the
application of communication technologies in disaster management. The effective
application of these technologies for disaster management depends greatly upon their

appropriateness for the social and economic context in which they are applied.

2.3 ICT in Disaster Management

2.3.1 Information Needs in Disaster Management

Rego (2001) mentioned that the information needs of disaster managers fall into two

distinct but closely related categories of activities. These are:

o Pre-disaster activities: analysis and research (to improve the existing
knowledge base), risk assessment, prevention, mitigation and preparedness;

e Post-disaster activities: response, rehabilitation and reconstruction.

Accordingly, there are two categories of disaster-related data:
e Pre-disaster baseline data about the country and risks;

e Post-disaster real-time data about the impact of a disaster and the resources

available to combat it.

There are two essential preliminaries to establishing a disaster management

information system (Rego, 2001):

o Defining the purpose of the system:
To define the purpose of the system, questions such as “who will be the main
users and what end product do they require?”” should be addressed. The system
must be appropriate to the level of management at which it is used. Failure to
have a very clear idea of the purpose of the system is likely to lead to the

creation of an unnecessarily elaborate one which attempts to do more than is

-_-_—-_——_—-————_—_—_—__—n——_
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really necessary, with the attendant risks of it being costly, time consuming to
maintain, the data being out of date, and the system itself being inappropriate

to the real needs of its users.

Investigating the existing databases and integrating with them:

Often the information needs of disaster managers overlap those of other
organisations and the data may therefore already be stored elsewhere. Disaster
managers should resist the temptation to establish their own all-embracing
database. An example of a disaster-related international database is a
commercially developed one on hazardous substances. UNEP is planning to

introduce a similar one for environmental matters.

According to Ayyangar (1999), the components of a national disaster management

information system (DMIS) would be a database of:

a)
b)
c)
d)
€)
f)
g)

Hazard Assessment Mapping,

Vulnerability Assessment,

Demographic Distribution,

Infrastructure, Lifelines and Critical Facilities,
Logistics and Transportation Routes,

Human and Material Response Resources,

Communication Facilities.

The DMIS would be used in all the four phases of disaster management. The hazard

and vulnerability assessments and mapping components of a DMIS are the

cornerstone of preparedness planning, as well as planning and implementation of a

mitigation programme. All data is of critical use in the preparedness plan as well as in

the actual response operations (Ayyangar, 1999).
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2.3.2 Information Flow

Without a carefully planned, well-organised approach to data gathering, the
information flow in an emergency can be very slow and may force decision makers to

take action based on minimal information.

Jegillos (2000) identified some problems that need to be solved in order to improve

the information flow during emergency situations. These problems are:

¢ The lack of a monitoring system and information dissemination coordinating

councils;
¢ Non-synchronisation of disaster assessment reports;

e Lack of communication and transportation facilities.

Communication is one of the most critical components in an emergency because
information flow is essential. The status of conditions must be current because
decisions must be made quickly. The more information that is available and the more
accurate it 1s, the better the decisions are likely to be. There should be a command
centre to lead emergency operations. Emergency management communication for
planning, response and relief efforts are currently being addressed by emergency
managers and organisations who are joining forces with various communication
networks with the intentton of providing relevant, reliable and survivable

communication in the Pacific areas (Klenk, 1997).

Disasters are the ultimate test of the capability of emergency response. The ability to
effectively deal with disasters is becoming more relevant because of factors that tend
to increase risk. Unfortunately, there are recurring difficulties with disaster response.
Lessons learned in previous disasters are not always being applied in other
communities. Heide (2000) stated that one of the reasons that lessons about disasters
are not learned is because it is difficult for emergency responders and planners to get
accurate information about what actually happen in disasters so that they may profit

from the lessons learned by others. Sometimes this is because accurate information

16
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regarding the basic underlying causes of the difficulties i1s not readily available to

emergency and disaster responders.

In Saudi Arabia, an exchange of information between the Civil Defence department
and the Industrial Sector already has been established. The Civil Defence
administration and fire brigades in each region collect the information, with the main
method of collecting such information being paper-based. When collected, the
information is then stored in files and archived. The Civil Defence Information Centre
(CDIC) has, in the past, provided electronic data for emergency situations. Such
information includes the names of local hospitals, the number of beds, and the
location of evacuation centres and places of shelter for the victims. This information
requires constant updating as most of the institutions are dynamic. In addition, new
ones are set up and need to be added to the database. However, the existing method of

storing information makes this task almost impossible.

At present, the information flow is performed in a ‘conventional’ way by exchanging
paper forms. The information flow is obviously abundant but the quality of
information being disseminated requires improvement. As a result, information
coverage is not integrated and more effort is needed in redesigning the information

flow between these two sectors.

Through the current situation, it has been found that the information flow between the
Civil Defence department and the Industrial Sector is limited and that a joint
Geographic Information System (GIS) programme may bring improved and new
planning and executing capabilities in disaster management. Such a system will
provide new capabilities that will benefit the organisations by providing improved

information flow from field and information suppliers to end users (BlueChip, 1999).

GIS can be defined as a computer-based system to collect, store, analyse, retrieve and
display geographic information. It consists of at least four main components, namely:

hardware/software, information, people who operate the system, and the

organisational context (work and information flow, number of hierarchical levels, etc)

_—-—_——_—_—_———__-__—_———-—-——n__.-__
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(Traub, 1998). GIS consists of tools that can analyse, store, manipulate and display
geographically referenced information, such as data identified according to their
locations. GIS can use information from many different sources and in many different
forms. The primary requirement for the data 1s that the locations of the variables are
known. Locations may be shown by coordinates of longitude, latitude and elevation,
or by attributes such as ZIP codes. GIS 1s a database system with software that can
analyse and display data using digitised maps and tables for planning and decision-
making. A GIS can assemble, store, manipulate, and display geographically
referenced data, tying this data to points, lines and areas on a map or in a table. GIS
can be used to support decisions that require knowledge about the geographic
distribution of people, hospitals, schools, fire stations, roads, weather events, the
impact of hazards/disasters, etc. Any location with a known latitude and longitude or

other geographic grid system can be a part of a GIS.

GIS technology 1s a valuable asset for government. It can be used for scientific
investigations, the planning of land use and urban growth, zoning, permit tracking,
transportation planning and management, emergency management, school bus routing
and taxation analysis. For example, GIS would allow emergency planners easily to
calculate emergency response times in the event of a disaster or might be used to find

wetlands that need protection from pollution.

The importance of GIS in an emergency response was highlighted in New York after
the World Trade Centre bombings in September 11, 2001. In the first four days of the
rescue attempts, no GIS equipment was available. Rescue workers had to create maps
on cardboard or use shopping guides to draw maps of unstable buildings. Once GIS
equipment arrived, the rescue operations team was able to create maps that included
the location of command and first aid centres, food stations and hazards such as fires
or debris hanging from buildings. Images from heat sensing cameras were used to
detect fire patterns in the rubble and, combined with locations of underground fuel
tanks, were used to find the source of the fires. Based on these maps, rescue workers

could then plan their work each day (Greenman, 2001). Also, posted after the attack

was a relief and rescue map of Manhattan. It included locations and links for

—_—
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information on subjects such as hospitals, missing persons, blood donation centres,
closed roads, telephone and electrical outages, grief counselling centres, relief

organisations and damaged areas (Strayhorn, 2001).

Other state and local governments have used also GIS in emergency planning and
response. For example, Pennsylvania developed a GIS database to help in 1its
emergency planning and in Salt Lake City, Utah, GIS has been used to analyse the
effect of an earthquake on the response time of fire and rescue squads. By combining
information about the road networks, fire stations, and the types of soil around the
fault line, analysis showed how fast areas within the city could be served, the areas
most likely to be affected by accidents or disasters, and where the worst damage could
be expected. For example, during an earthquake in San Francisco, police and fire
department personnel were able to use GIS to create visual images and maps from
volumes of disaster reports. This allowed emergency vehicles and repair crews to be

dispatched quickly and efficiently around the bay area (Strayhorn, 2001a).

Esri (2003) defined a GIS as computer software that links geographic information
(where things are) with descriptive information (what things are). Unlike a flat paper
map, where "what you see 1s what you get," a GIS can present many layers of
different information. GIS is a very useful tool for many aspects of emergency
management, including emergency response, planning, exercises, mitigation,
homeland security and national preparedness. In addition to its ability to manage and
display data, GIS has robust modelling capabilities, allowing its users to adjust data
and scenarios for prediction, planning and estimation. Moreover, GIS is used as an
interface for integrating and accessing massive amounts of location-based information
In the public safety market. GIS allows public safety personnel effectively to plan for
emergency response, determine mitigation priorities, analyse historical events, and
predict future events. GIS can also be used to get critical information to emergency

responders upon dispatch or while en route to an incident to assist in tactical planning.

Data are probably the most important component of a GIS and can prove to be the
most expensive part of the GIS system to maintain. Geographic data can be collected

-—_—
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in-house or obtained from commercial data providers. A GIS will integrate this spatial

data with other data sources which can be directly held in the GIS system or in
external proprietary databases such as ORACLE, INGRES, INFORMIX, DBASE,

ACCESS etc. GIS distinguishes itself from other text-based database systems by
being able to answer questions like: "What is at a particular location, place name or
post code?' For example, it can show if an accident has occurred at a specified
location, or where a particular item or certain features exist. It can also outline the
type of accident, whether 1t 1s fatal, involves serious injury, slight injury or damage
only, and show what has changed in a particular area over a period of time, for
example, what 1s the accident record at a site over three years (Road Accident

Analysis Systems, 2003).

A GIS has the ability to display large amounts of data in new and meaningful ways
and can be merged with existing systems to provide improved operator interfaces and

analysis tools. GIS allows large amounts of data to be presented in a clear and

straightforward manner.

The benefits derived from having coordinated data that can be merged with other
datasets and used by different users for a variety of different purposes can be
immense. Integrating the GIS system with operational front ends can replace lengthy

textual database queries with digital maps for getting information quickly.

2.4 Saudi Civil Defence

The Saudi Arabian Civil Defence sector is part of the Kingdom’s Ministry of the
Interior. The purpose and goals of the Civil Defence department is to protect the

population, national resources, property and vital national functions from destruction
caused by war or other hazardous circumstances. It is also responsible for limiting the

damage a hazardous incident may cause, as well as alleviating its consequences.
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The main units of the Saudi Civil Defence organisation are: the Civilian Protection
unit, the Fire unit, the Rescue and Safety unit, and the Information Centre. The
performance of the Civil Defence sector depends on the performance of the following
bodies, according to the rules and regulations issued by the Civil Defence Council in

conjunction with other parties (Al-Oseemy, 1986):

1. Ministries, government bodies, legal personnel, corporations, enterprise

proprietors, and the owners of vehicles, other vehicles and drivers.

2. Civil Defence forces, internal security forces, the National Guard and the

Armed Forces.

3. Civil Defence volunteers.

The Civil Defence sector is made up of the following:

1. The Civil Defence Council.
2. The General Administration of Civil Defence.

3. The Civil Defence Committee.

The Civil Defence department, according to the regulations, has the following

responsibilities:
1. Leading and managing Civil Defence.
2. Monitoring hazards and risks.
3. Alerting and telecommunications.
4. Structuring Civil Defence.
5. Evacuation.
6. Rescue services: fire fighting, rescue, relief and recovery.
7. Training and education.

The Civil Defence organisation recognises the problems involved with industry and
the serious consequences which an accident might cause. It has therefore established

the necessary legislative instruments, control arrangements and co-operative measures
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In order to reduce both the probability of an accident and the consequences should an

accident involving hazardous substances occur.

However, the main emergency response force, which will be involved in accidents

concerning hazardous substances, is the fire brigade. The duties of the fire brigade are

to.
a. Carry out information and motivation activities in the municipality to cover
fire dangers, fire prevention measures, and the manner of behaviour should a

fire or other acute accident occurs.
b. Carry out fire prevention and control inspections.

c. Carry out accident prevention duties in connection with the handling of

hazardous substances and the transport of dangerous goods by road and rail.

d. Perform more explicit prevention and emergency preparedness duties during

times of war and crisis.
e. Be a task force in case of fire.

f. Be a task force in case of other acute accidents when this is decided in

accordance with the risk and vulnerability analysis of the municipality.

The fire brigade must also identify and keep records of constructions, stores, sites,
tunnels, enterprises etc. where fire may lead to the loss of many lives or cause great

damage to health, the environment or materials.

The Civil Defence Command Centre (CDCC), manned round the clock, is responsible
for mobilising all fire-fighting brigades and for receiving complaints about fire
hazards and dangerous goods. It also acts as an emergency co-ordinator for other
government departments and public utilities in the event of major incidents. The
centre 1s equipped with maps for the entire municipality, and also has some computers
which are using for storing and retrieving information. The directive system is manual

and depends on the experience of the worker.
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The following sections discuss the three main units in the Civil Defence department

which participate in disaster management.

2.4.1 Civilian Protection

This is one of the main departments in Civil Defence organisation and conducts
scientific research in the field of civil protection. For this purpose, a department for
risk analysis has been established within this unit to evaluate the potential risks

involved in Civilian Protection and to report to the technical department.

The threats faced by the Civil Defence department have been classified into different
categories. First, direct and indirect war: the Ministry of Defence and Aviation, the
Ministry of the Interior and the National Guard play important roles in preparing
emergency plans. Second, expected risks due to technology and industry: Saudi
Arabia has witnessed a significant increase in industrial development, so it is to be
expected that this category is prone to risks, especially in the field of petrochemical
industries and scientific research centres. Measures are being taken to address this
escalation in the level of risk in the industrial cities. The role of Civilian Protection in
industrial disasters is mainly thorough warning, evacuating and sheltering the civilian
populace. In addition, this department receives information and transmits it when
necessary to other related departments. Third, natural disasters such as earthquakes
and flash floods can cause great loss in terms of life and property, while dam
collapses or land slides can affect the construction of buildings or firms in certain
regions as the earth’s crust will not bear the load. Excessively high temperatures are
also accompanied by risk, especially during the pilgrimage (Hajj) season, due to the
presence of a very a large number of people in one place. This requires special efforts

and arrangements on the part of the Civil Defence department in order to meet these

risks.
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2.4.2 The Information Centre

The Civil Defence Information Centre (CDIC) was set up in 1984 as a provider of
computer services and information needed by decision-makers. The CDIC is intended
to support the development of information technology and to distribute the results of

information technology to all Civil Defence departments. The most important aims of
CDIC have been identified as follows (Al-Shomrani, 1993):

¢ To offer information technology and computer services to all Civil

Defence departments.

e To offer consultancy services on matters of concern to organisations using

or intending to use computer resources.

e To develop training and educational plans for users.

e To prepare all application programs that are needed to keep users up-to-

date with information.

¢ To promote awareness of recent advances and future directions in

information technology and applications.

e To co-operate with other interested organisations in the development and

maintenance of a professional code of conduct.

2.4.3 Industrial Fire Brigade (IFB)

The Civil Defence organisation has at least one fire station serving each industrial
city. Each day (24-hour shift), there is a total of 64 personnel on duty that make up
the fire suppression, rescue and special teams of the fire department. All on-duty
personnel are under the supervision of one Officer in Charge (OIC). The OIC is on
duty for 24-hour periods and is responsible for directing all operations and
emergencies. OICs are readily identifiable at fire scenes as they are positioned inside

the command vehicle with the chief's aide. At all emergency incidents, department

m
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procedure calls for a command centre to be set up at the scene. The Command Centre
1s responsible for the overall direction of emergency activities. A diagram depicting

the current organisational structure of the IFB is shown in Figure 2.1.

Industrial Fire Brigade Officer

Human
Resource

Business
Support

Fire Safety
Services

Operational

Services

Figure 2.1 IFB organisational structure

In addition to responding to emergency incidents, extensive preparation, training and
community outreach is required to meet the challenges of a modern and growing

industrial city. Some of the activities a fire brigade undertakes each week include:

e Inspection - Crews work with the Fire Prevention Unit in the inspection of

businesses and factories to help eliminate fire hazards and to acquaint the fire-

fighters with the general layout of places in the event a fire should occur.

 Drills - Each week, drills are conducted on fire fighting operations. Drills are
essential 1n keeping the skills of fire-fighters at the highest level of readiness.
Drills include practice with the following: ladder work, pump operations,
breathing apparatus, hose layouts, rescue techniques, emergency medical care,

practice fires, dealing with hazardous materials accidents, etc.

* Apparatus Maintenance — The maintenance of apparatus is the continuous

task of preparing fire apparatus and equipment to operate under the most
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adverse conditions. Inspection, cleaning, and preventative maintenance are

performed daily.

o Pre-Fire Plan - A pre-fire plan involves developing a familiarity with the
characteristics of a building or a business that is vital in a fire fighting
operation. Such characteristics include layout, content, location of electrical
panels and sprinkler systems, standpipe locations and operation, stairways,

elevators, exits, false ceilings, and any special hazards that may be present.

o Post Incident Analysis - These involve in-depth discussions of previous fires
and operations, the problems that may have occurred, and suggestions for

improvement.

o Classes - During class periods, subjects for discussion range from the hazards
of gases and chemicals to factory construction. Many specialised classes
dealing with fire suppression tactics, hazardous materials, emergency medical

techniques, etc. are scheduled throughout the year.

« Community Education - In conjunction with the Community Education Unit,
the Industrial Fire Brigade visits factories to present fire safety information
and explain safety procedures. They participate in community activities such

as safety and fire prevention days. All the fire-fighters are active in fire

prevention throughout the community.

The use of ICT in an emergency situation will have a significant effect on the working
environment of the fire-fighters. The most important communication link, actioned by
a telephone call, is the one used between the Civil Defence department and the

Industrial Sector in the case of a joint emergency. The CDCC receives emergency

calls from throughout the Kingdom. Figure 2.2 shows a data flow diagram for an

emergency call.

26



Chapter-2 Study Backgroun_d_

5 Dlscﬁvery/
2 Not:ﬁcaﬁan ?5-'

Cooperation

Information

¥ lnformatwn_ :.;Q
:" HEIP i
'- Su pport

: Industrial Fl're i
_Qif._}Q;-f Bngade Officer

Needs Support

Figure 2.2 Data flow diagram for an emergency call

The CDCC will normally be the first to be notified and be in charge at the scene of a
fire incident. The CDCC dispatches all fire and emergency calls via a radio network
system which incorporates the use of portable or stationed radios. When an
emergency call is received, basic information, such as name and address, are required,
whereas the phone number is automatically displayed on the computer-aided dispatch
(CAD) console. The call-taker then routes the information to the appropriate fire

brigade via radio. Once the call district has been determined, fire and rescue personnel

27



Chapter-2 Study Background

are notified via a tone alert system. The dispatcher is responsible for tracking the
status of the agencies and equipment, responding to and assisting with requests, such
as mutual aid or additional medical personnel or equipment, from the ficld. Other
emergency services use various types of portable, mobile and base station radios to

communicate with the dispatch centres and in order to coordinate incidents.

2.5 The Industrial Sector

The Kingdom’s policy for ensuring the growth of the non-o1l Industrial Sector focuses
on establishing industries that use the country's abundant and inexpensive supplies of

petroleum products, petrochemicals and minerals. Petrochemical and other oil-based
industries are concentrated in the new industrial cities. These plants use natural gas
and natural gas liquids that were previously flared, as well as refined products from
the oil industry to manufacture products that will, in turn, feed non-oil industries. The
concentration of industrial plants in specific areas also facilitates the provision of vital

support services, such as water, power and transportation.

Thirteen industrial cities have been built, with the two principal ones at Jubail on the

Arabian Gulf and Yanbu on the Red Sea. Others are scattered across the Kingdom, as
shown in Figure 2.3. These sites were chosen for their proximity to sources of raw
materials and ease of access to major domestic and international consumer markets.

All have been built with emphasis on environmental and wildlife conservation.
Jubail is the largest industrial city. It accommodates more than 30,000 workers and
has 15 major plants and other industrial facilities, as well as a dedicated desalination

plant and a busy seaport. It also has a vocational training institute and a college.

Yanbu is a major industrial site with a modern port from which products

manufactured locally and in other areas of the Kingdom are exported. There are three
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major refineries, a petrochemical complex, and many manufacturing and support

enterprises.

The Saudi Arabian Basic Industries Corporation (SABIC) plays a central role in
encouraging the participation of the private sector in the nation's economic growth.
Established in 1976 by the government as a shareholding company with an initial
capital of 2.66 billion U.S. dollars, SABIC quickly became the backbone of Saudi
Arabia’s successful industrialisation. By 1994, SABIC had 15 major plants operating
in the industrial cities of Jubail, Yanbu and Jeddah, with a 16th under construction,
and had an annual production of 13 million tons of chemicals, plastics, industrial
gases, steel and other metals. Some of these products are sold in domestic and
international markets while others are used as feedstock by secondary and support
industries to produce consumer goods. These industries, all owned and operated by

the private sector, produce a variety of consumer and industrial goods.

Figure 2.3 Industrial cities in Saudi Arabia
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2.6 The Private Sector

A combination of loans, incentives, subsidies and information, and the government
emphasis on strengthening the role of the private sector especially during the course
of the Fifth Development Plan (1990-94), have clearly had the desired result. Between
1972 and 1992, the private sector's value of output rose from 2.08 billion dollars to
44.26 billion dollars. Industrial goods produced by this sector totalled 10.6 billion
dollars, 2.6 billion dollars of which was exported. During the past decade, the private
sector has contributed more to the country’s gross domestic product (GDP) than has
the oil sector. Also, the country has seen a decrease in imports, directly proportional

to an increase in domestic production.

Saudi Arabia’s thirteen industrial cities, comprising 90 million square metres, are
managed by the Ministry of Commerce and Industry. Each industrial city has an on-

site administration to handle the day-to-day needs of investors and oversee the site
development process (SAGA, 2004). Figure 2.4 shows Riyadh Industrial Area. The

researcher aims to implement the prototype of the proposed system here.

About 90 % of enterprises in the Saudi Arabian manufacturing sector are small and
medium enterprises (SMEs) and their share in the total employment in the
manufacturing sector is 54 % (International Finance Corporation Report, 2001). For
this reason, long-term programmes targeting SMEs are expected to be very beneficial
in instituting the principles of sustainable development. Efforts to help SMEs to

acquire environmental management systems will constitute one of the milestones of

‘sustainability’ in Saudi Arabia.
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Figure 2.4 Riyadh industrial area

2.7 Summary

This chapter has provided a review of the adoption of ICT in disaster management. A

definition and the phases of disaster management and emergency plans have been
discussed. The chapter has also given an overview of the current information flow
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