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The Quadrilateral Security Dialogue (or ‘Quad’) aims to promote 
security and economic cooperation between the Indo-Pacific’s 
four leading democracies: Australia, India, Japan and the United 
States. In this, the grouping is at once a mechanism to cooperate 
in relation to material interests, and a commitment to fundamental 
democratic values. Particularly in 2020, the Quad grouping has 
signalled an intention to increase engagement and agenda-shaping 
in relation to critical technologies. This is a complex undertaking: 
development, use and regulation of critical technologies cuts 
across multiple policy areas, including those outside (or at least 
adjacent to) the Quad grouping’s traditional focus on security 
and economics. Further, critical technologies are also inherently 
social artefacts – they are shaped by, and shape, civil society and 
private-sector actors. This makes a purely state-led approach to 
their governance difficult, and arguably inappropriate.

This paper considers what an approach to human rights and ethical 
governance of critical technologies could entail for Quad members. 
Its focus is data-driven technologies (and associated data-sets). 
However, the paper’s insights will be applicable across different 
categories of critical technologies. In a COVID-and-after world, 
this conceivably includes biotech and biometric contexts such 
as epidemiology, testing, vaccine and treatment technologies.

The key insight of the paper is that policymaking and diplomacy 
on critical technologies should proceed from a recognition that 
the uses and impacts of technology are heavily affected by so-
cial factors, including local culture, context and legal traditions. 

Quad membership is often defined by distinguishing from 
autocratic/non-democratic powers. However, there are 

also considerable divergences within and between Quad 
members, and other partners, on what the responsible 
development, use and governance of technology (and 

related data) comprises. 

There are also differences between and within like-minded coun-
tries about how technologies are perceived to either pose a risk to, 
or enhance, security, economic and social interests and values. 

This techno-social context of critical technology raises important 
questions:

•	 Where is there scope to aim for common Quad-level ap-
proaches and standards?

•	 Where is difference inevitable (or even desirable), and how 
should it be managed? 

•	 What is the role for ethics and human rights, and are these 
strategically the most appropriate and compelling frames 
for pursuing the governance of critical technologies? What 
other governance systems (or narratives) might assist in the 
socially responsible development and use of technology?

•	 How does the outsized role and impact of the private sec-
tor (especially transnational ‘big tech’) affect the viability of 
state-led approaches? 

This paper grapples with each of these questions across five parts.

Part 1 examines the complexities of critical technology policy-
making and diplomacy. First, critical technologies are not val-
ue-neutral; they therefore reflect and relate to local cultural and 
social factors. Second, it is difficult to apply ‘universal’ ethical 
principle and human rights frameworks to local contexts. There 
is a risk that frameworks based on high-level principles (such as 
‘sovereignty’, ‘fairness’ and ‘autonomy’) become cooperation fig 
leaves: in-principle consensus between countries simply conceals 
significant divergences in how those principles are understood 
and applied. Third, governments are not always the most power-
ful or influential actors in shaping data-driven technologies, and 
related governance regimes. The private sector plays an outsized 
role, and governance is ‘polycentric’ – it occurs through and with 
multiple actors, institutions and systems.

Part 2 then asks what might be the most appropriate framing for 
approaching questions of the responsible development and use 
of critical technologies. So far, ethics-based frameworks have 
gained more traction than law-based and human rights ones. In 
part, this is because influential corporate players prefer the more 
voluntaristic, non-legalistic approach that this implies. ‘Human 
rights’ framings for critical technology are yet to gain significant 
traction in international or national-level governance debates. 
Regardless of framing, there is a risk that ‘universal’ frameworks 
paper over differences in countries’ domestic contexts, legal tra-
ditions, and local culture and traditions. Accordingly, diplomacy is 
most likely to succeed where it comprises messages, assistance 
and engagement that speak to things that are useful to partner 
states, not just ‘right’. This could involve a focus on themes of 
economic prosperity and community utility and safety – and on 
helping societies strike a balance between integration with global 
technology, on one hand, and autonomy over the terms of that 
integration, on the other hand.

Part 3 then canvasses key issues at the intersection of human 
rights, ethics and security that Quad members – either alone 
or together – will need to bear in mind when promoting critical 
technology governance standards. This includes:

	• Avoiding patterns of domination and exclusion: diplomacy 
on critical tech governance should avoid – in reality and per-
ception – perpetuating patterns of domination and exclusion 
especially among tech-importing less-developed societies. 
This is a particularly charged concern in relation to data-driven 
technologies, given evidence that artificial intelligence (AI) 
systems can entrench inequality, and arguments that ‘big tech’ 
corporations have both extractive and monopolistic business 
models and tendencies. Accordingly, diplomacy should not 
just be about leading development of governance models 

Executive Summary
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(let alone imposing or exporting these), but including and 
supporting other societies in those debates and processes.  
Successful diplomacy may be less about ‘selling’ a vision of 
critical tech’s role in society, and more about creating forums 
and platforms for dialogue and model-building. Further, di-
plomacy will need to strike a careful balance between both 
security and prosperity concerns – and be careful to not be 
seen as again asking lower income countries to trade their 
prosperity and autonomy away for other countries’ security. 

	• Prioritising sovereignty and trust in local institutions: 
data-driven technologies create unprecedented scope for 
external forces to shape socio-political discourse and cultural 
themes in far-off societies. This may result from calculated 
sustained efforts, but may also be an incidental externality of 
the uptake by populations of certain global tech products and 
platforms. Local governance institutions are not necessarily 
influential in such contexts and may be by-passed or under-
cut as effective forums – which could have major impacts on 
social cohesion, and public trust in institutions. Thus, critical 
technology diplomacy should focus on capacity-building of 

local institutions – even if those institutions differ in practice, 
there is shared interest in standards and approaches that 
preserve and protect the ‘local’ in ‘local institutions’.

Part 4 then narrows in on a key issue across a range of critical 
technologies: data governance and privacy regimes. It uses di-
vergences between Quad countries’ regulatory approaches in 
these areas as a case study of the tension between, on the one 
hand, strategic and economic incentives for harmonisation and, 
on the other hand, cultural, legal, political and security factors 
that drive difference. The part discusses some of the inherent 
characteristics of data and data-driven technologies that drive 
differences in approach between even like-minded countries – 
such as tensions between domestic private regimes for commer-
cial uses of data, and public regimes using data for a range of 
national purposes, from government services to law enforcement 
and national security.

Part 5 offers insights for how Australia, especially via mini-lateral 
groupings such as the Quad, can engage in diplomacy at the 
nexus of critical technologies, human rights and ethics.

Data is the basic building block of many critical technologies. Picture: Marcus Spiske / Unsplash, 
https://bit.ly/3r1TM3p
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Private Sector

There is significant diversity in terms of who constitutes a ‘key 
stakeholder’ in shaping how critical technologies are developed, 
used, perceived and governed. State action in this area – includ-
ing Quad regional cooperation, diplomacy and standard-setting/
norm-promotion – must account for the particular and outsize role 
that ‘big tech’ firms and other private sector actors play in respect 
of both the governance of critical technologies and, conversely, 
the impact of critical technologies on governance. The private 
sector’s role and influence is crucial not just in relation to shaping 
the design and implementation of particular technology regula-
tion regimes and governance architectures. It is also crucial in 
relation to how technology firms have the power, capacity, reach 
and resources to shape what we conceive as possible and ap-
propriate approaches to tech governance more generally. This 
includes shaping societal meta-narratives about ‘technologies 
and the public good’ and about what constitutes responsible 
and appropriate development, use and regulation of technology.

What does this mean for Quad-level dialogue and diplomacy? 
Key technology firms (and their professional and industry asso-
ciations and standardisation bodies, etc.) are not necessarily 
passive or cooperative vehicles for the attempted projection, by 
states, of national and foreign policy interests. Nor is the idea 
of government cooperation with big tech risk-free: explicit part-
nerships raise the risk of potentially negative public sentiment 
and distrust given the concentration of market and social power 
in some of these firms. Closer cooperation carries some risk of 
perceived – or real – corporate capture of state policymaking 
and regulation. Yet it is also true that Quad states (jointly and 
individually) have not yet fully explored how to advance national 
and foreign policy interests through strategic engagement with 
private sector actors – or with the civic and intellectual/academic 
networks that research and critique them – including in relation 
to ethical and human rights issues. 

Pluralised Governance

Compared to a classic formal institutionalist approach, the 
governance of critical technologies is ‘polycentric’: it occurs 
from and through multiple sources and systems. Conceptions 
of governance along a statist national–international axis can 
be highly misleading, or at least do not fully account for the re-
ality of multiple actors and governance systems. Even if state 
control is being reasserted in the COVID-and-after era, it is still 
axiomatic (and vital in conceiving Quad policymaking) to ob-
serve that authority and influence is dispersed across society. 
State-made laws and institutions, and conventional hierarchical 
structures, do not have a monopoly on influencing behaviours 
within industry sectors and societies. Non-state actors (e.g. 
transnational industry associations) define and administer stan-
dards over many areas, and ‘regulate’ formal regulatory bodies.  
State and non-state actors interact in governance ecosystems 
without structural pathways; for example, private transnational 

Shared Values and ‘Critical Technologies’
Some current and emerging technologies have the potential to 
significantly enhance or to threaten prosperity, social cohesion 
and security – and so impact countries’ core national and foreign 
policy interests.1 The salience of technology to foreign policy 
is evidenced in the inclusion of digital infrastructure and cyber 
security on the agenda for Quad ministerial dialogues in 2020, 
and the growth of bilateral agreements between Quad countries 
on issues of cyber and critical technologies.2 Since its revival in 
2017, Quad members have emphasised their ‘like-mindedness’ 
as the four leading democracies in the Indo-Pacific. Shared 
approaches to technology governance, building trusted supply 
chains and cyber security norms seems a natural progression. 
Certainly, Quad members express a shared interest in maintain-
ing a rules-based global order and in balancing the influence 
of authoritarian powers (China and Russia) in the Indo-Pacific. 

However, foreign policy approaches based on democratic or 
other shared values must navigate twin realities:

1.	 Critical technologies are value-laden instruments. The 
creation and reception of technology is shaped by culturally 
specific preferences and perspectives. This is heightened 
in the case of information-based and data-driven technol-
ogies (compared with, for example, nuclear technologies) 
as these are intimately and deeply connected with patterns 
of economic and social life. Moreover, critical technology 
policy issues are techno-social in nature since technologies 
necessarily interface with human-social factors.

2.	 Even ‘universal’ values must be adapted for, and applied 
at, the local level. Notionally universal ethical principles and 
human rights frameworks must be approached through an 
appreciation of the significance of cultural diversity and lo-
cal contextual factors. Interpretations of ethical and human 
rights principles change with time and place. 

Further, interpreting and applying values is not the exclusive 
purview of the state. Especially in a democracy, values are 
constantly interpreted and reinterpreted by cultural and social 
actors, a process that is particularly acute in the case of critical 
technologies. Multiple non-state actors have stakes in the devel-
opment, use and regulation of critical technologies. In practical 
terms, governments are not always the most powerful or influential 
actors in shaping the use and impact of data-driven technologies 
or their governance.

Diplomacy and Standard-setting in the 
Context of Private and Plural Governance 
Systems
Analysis of the governance of critical technologies must account for 
multiplicity and diversity: in terms of who has power and influence, 
and how regulatory and governance frameworks are constituted.

Actors and Activities: Multiplicity and Divergence
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actors might engage directly with multilateral public authorities 
without state-level interlocutors being involved, and vice-versa. 
‘Jurisdictions’ are not necessarily self-contained and territorially 
based, but are often functional and specific, overlapping and/or 
competing. Moreover, social ordering does not arise only from 
state sanction, coercion or threat: negotiation, compromise and 
cooperation due to interdependence and mutual benefit can de-
fine many governance relationships. Yet while global and other 
governance systems are not always planned, formally mandated 
or even mandatory, they can generate compliance as great as 
systems involving direct government intervention.

AI and other related emerging technologies may be new. 
But there is nothing particularly new about the fact 

that we are not just governed, day to day, by top-down 
state-made ‘hard’ (binding) laws and regulations; we 

are all also ‘governed’ by a very complex constellation of 
national, international and transnational frameworks  

and schemes. 

These may be public or private, mandatory or voluntary, state-man-
dated or driven by industry groups, financiers, insurers and other 
key players. They may be intentional or inadvertent, in the sense 
that they arise from design or structure of widely used systems 
and infrastructure. Thus, with respect to human rights and eth-

ics, it is important to bear in mind that not all the regulation that 
matters emanates from state-made national or treaty legal and 
other frameworks. Moreover, this has long been true. For example, 
marine safety standards now embedded and adopted in national 
laws originated ‘bottom up’, some centuries ago, from the self-reg-
ulatory practices of London marine cargo insurance brokers. The 
state’s role came later, and was fundamentally shaped by existing 
industry practices and business imperatives. In many economic 
sectors, it is possible to say that non-state industry, profession-
al and other standards (even where not mandatory) are more 
influential in shaping behaviour than statist ones. This does not 
negate the need for hard law in the responsible and democratic 
governance of critical technologies, but properly situates the 
debate within a more complex multi-actor regulatory ecosystem.

What does this mean for Quad-level dialogue, including 
about frameworks for governing critical technologies? The 
existence of pluralised sources of state and non-state, ‘hard’ and 
‘soft’ governance is a salient reality in relation to frameworks for 
the governance of responsible technology development and 
use. Accepting the plurality of governance actors and systems 
does not mean that formal state institutions, rule-systems and 
standard-making have no role. But the existence and influence 
of multiple and often private systems of governance point to the 
difficulty of integration and coordination even within a single state. 
This is true even if one had a universal and stable set of values, 
an issue to which we now turn.
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Tech systems are contingent upon, and partly constituted by, social 
systems (including legal systems), that vary considerably even 
within supposedly like-minded democratic states. The ‘technical’ 
aspects of critical technologies are inevitably and intimately con-
nected to their ‘sociocultural’ aspects. However, the fast-paced 
roll-out of technologies – and proliferation of schemes for their 
governance – may cause policymakers to lose sight of the reality 
of diversity and contestation over meaning between and within 
different cultures and societies. This important differentiation might 
be missed in contrasting between democratic and non-democratic 
powers, as Quad membership does, since democratic countries 
are themselves so diverse in how they imagine, engage with and 
regulate technologies and their impacts.

This part argues that critical technology diplomacy should be 
wary of assumptions about supposedly universal and culturally 
neutral values-based frameworks. Such assumptions can create 
analytical blind spots and policy approaches that overlook im-
portant patterns of diversity and divergence. The consequences 
of glossing over difference could range from relatively confined 
(e.g. failed traction for governance frameworks) to systems-wide 
(e.g. more generalised push-back against open markets and 
political systems).

Values in Technology
Data-based technologies such as AI and machine learning (ML, 
a subset of AI) are somewhat instrumental in nature. That is, they 
can be used in very different ways or with different political mo-
tives (for example, to enhance political freedoms, or to repress 
and distort these). Yet because of their reliance on particular 
data-sets and the nature of their design, such technologies are 
also not just neutral technical instruments. Instead, most technol-
ogies (and certainly AI/ML technologies) are both inherently and 
deeply value-laden. This is true in at least two ways.

1.	 Application of technologies. In a narrow sense, applications 
of data-driven technologies reflect values to the extent they 
reflect particular data-sets – and the cultural, social and his-
torical reference points of system designers. These platforms 
or programs typically carry their own embedded preferences, 
the hallmarks of the cultural place (and time) of their design, 
along with certain in-built logics and assumptions that, typ-
ically, are specific to certain cultural or social viewpoints. A 
decision-assisting AI trained on Japanese societal data is 
likely to have very particular characteristics wherever in the 
world it is deployed.

2.	 Design and adoption of technologies. More broadly, there 
are close links between what any one society values or aspires 
to and the sorts of technologies that the society accordingly 
develops, prefers or reacts adversely to. Attempts to conceive 
and develop Quad-wide approaches should proceed from 
a recognition that there are close links between a society’s 
collective cultural imagination and the technologies it uses 

and/or develops, and how it relates to (trusts or distrusts, 
etc.) any one kind of technology. For example, media effects 
scholars might argue that popular culture products such as the 
Terminator have influenced US collective societal approach 
to and imagination of ‘robots’ (fear, distrust), whereas Jap-
anese attitudes to robots are very different due to influential 
cartoon characters. Meta-analyses of social science schol-
arship in this area have demonstrated how perceptions and 
understandings of AI or other technologies such as CCTV 
are very different around the world, and heavily shaped by 
local cultural and social context. 

For instance, the political viability of large-scale, tech-assisted 
social surveillance and control techniques is closely connected 
to cultural-political imaginations: it cannot be assumed that 
all societies will have roughly the same view of the ethics 
and social impacts of such technologies. Some societies 
(or sections of societies) may be far more comfortable with 
AI-enabled surveillance than others. Scholars argue, for ex-
ample, that European countries’ emphasis on privacy and 
digital rights is at least in part a response to the historical 
legacy of 20th-century totalitarianism and wide-spread social 
surveillance. There is still relatively little research on issues 
such as whether, and under what circumstances, people in 
different Asian countries might accept AI-assisted govern-
mental decision-making. Yet it is clear that policymaking 
around data-based technologies must account for the fact 
that culturally specific considerations affect the operation 
of such technologies as well as how they are received and 
perceived.

Values in Technology’s Governance
Likewise, the supposedly universal ethical and human rights 
precepts that are being put forward to govern AI technologies 
are, in reality, contingent on contextual and cultural factors. 
Considerable uncertainty remains around the governance of AI 
and other technologies, but the broad trend in recent years has 
been to promote ethics-based frameworks. There has been a 
huge proliferation of these principled frameworks,3 promoted or 
adopted by governments, inter-governmental organisations such 
as the OECD, the world’s largest technology companies, expert 
and professional groupings, and civic organisations.

This choice of ethics-based governance approaches is common, 
from the US and EU to China. Moreover, these frameworks and 
their overarching principles are superficially similar, as is evident 
from comparing the OECD’s 2019 AI Principles4 with Beijing’s May 
2019 principles.5 Whether corporate or state-based in origin, all 
such frameworks express ostensibly universal values (e.g. ‘safe’, 
‘trustworthy’, ‘fair’).

In the case of the Beijing AI Principles, many observers have 
appeared surprised that there was a willingness, within Chinese 
policy circles, to discuss such values-based issues so openly. 

Framework Diplomacy: Ensuring Resonance and Credibility
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Yet this assumes that such lists of ethical principles relate to a 
universally agreed, stable and objective set of values. Instead, 
the deceptively simply ethical precepts such as ‘fairness’ or ‘ex-
plainability’ contained in such lists are – like concepts such as 
‘the rule of law’ and ‘sovereignty’ – open to all manner of inter-
pretation and operationalisation. They are also heavily contingent 
on cultural factors. These vary hugely across the region, even 
within democratic and Quad countries. The ‘shared values’ and 
‘like-minded’ rhetoric around Quad membership can potentially 
obscure this fact. 

Regional variations are something of a blind spot in the 
‘ethical AI’ debate. Societies have particular conceptions 

of ethics, and apparently universal concepts such 
as ‘fairness’ or ‘privacy’ are deeply value-laden and 
contestable, and may have different meanings (and 
claims to significance/priority as values) in different 

societies, even if one is somehow able to arrive at perfect 
translations of such terms across all languages. 

‘Ethics’ can be understood as a set of principled methodologies 
for resolving competing claims, but the principles’ content only 
really takes on meaning in particular cultural contexts where those 
claims arise. This is why it is often said that the ethical ‘rules’ of any 
game may appear the same, but how people understand and play 
those games will likely differ by culture and indeed sub-culture.

The proliferation of broad ethics-based principles around the 
governance of AI and related technologies can obscure the ex-
istence of very different cultural conceptions and concerns, in 
different societies, about issues such as the proper relationship 
and distribution of power as between individuals, governments 
and corporations. This sort of insight has significant implications 
for the legitimacy and/or traction of foreign policy strategies to 
promote ethics-based or other value frameworks where these 
inevitably both contain particular conceptions of values, and are 
likely to be received or understood in diverse ways.

Unintended Consequences and Possible 
Implications of Different ‘Frames’ of Values-
based Governance
What, then, is the most appropriate framing for approaching 
questions of the proper or responsible development and use 
of critical technologies? Is the appropriate framework an eth-
ics-based one, or a human rights–based one, or are these not 
mutually exclusive? Is it best framed in terms of human rights, 
or other concepts such as ‘freedom’ or ‘democratic values’, and 
what are the implications – for cooperation and influence – of 
preferring and projecting different frames?

The proliferation of ethics-based AI frameworks deploying sup-

posedly universal terms such as ‘fairness’ can obscure that the 
‘turn to ethics’ in AI governance represents (or can be perceived 
to represent) a very particular choice in terms of the overall pos-
ture of regulation. In any sector – from corporate environmental 
issues to gender equality targets – ethical frameworks, at least as 
contrasted with law-based ones, are associated with voluntarism 
and self-regulation. In the context of the pervasive and increasing 
concentration of power in big tech (See Part 1 above), the de-
cision to promote an ethics-based approach to the governance 
of responsible AI is itself a value-laden and essentially political 
decision. For instance, ethics-based approaches can be received 
by critical communities as unduly deferring to corporate interests, 
or as disconnecting AI governance issues from legal systems for 
the protection, review and remedy of rights.6

This is not to say that strategies to promote an overtly human 
rights–based approach to responsible tech governance is neces-
sarily preferable to an ethics-based one, even if the former are at 
least more typically associated with formal rule-of-law frameworks. 
This is in part because ‘rights’ may not be any more culturally 
universal or neutral or content-certain than ‘ethics’. Both sets of 
values (ethics and human rights) are attended by questions of 
cultural legitimacy and specificity, and the prospect of localised 
backlash against the perceived external imposition of values, as 
well as Western value-hypocrisy. 

To the extent that ‘ethics’ and ‘human rights’ are 
competing framings for the governance of responsible 

technology, the ethics frame certainly appears  
to be dominant. 

Human rights–based approaches to AI have gained far less trac-
tion, at least outside the EU. For example, the 2011 UN Guiding 
Principles on Business and Human Rights are largely invisible in 
debates over responsible AI.7 Various explanations might exist 
for the relatively muted role of human rights in these debates 
globally. One is the more direct factor of corporate influence on 
these debates, where big tech prefers a non-legalistic ‘ethics’ 
framing. A more amorphous explanation is the longer-term secular 
decline of the human rights lexicon overall. This is the theory that 
as a result of things such as the backlash against globalisation, 
the perceived hypocrisy of Western rhetoric about the rule of law 
after the 2003 invasion of Iraq, and the perceived failure of the 
human rights project to deliver on socioeconomic terms, people 
in developed and developing countries are turning away from 
solutions or claims couched in universal human rights to more 
localised ‘ordinary virtues’.8 The UN Human Rights Council has 
not been driving an agenda on tech-related rights, perhaps as 
a function of populist disengagement by Western democracies 
from the multilateral human rights project, along with Beijing’s 
incremental efforts to refocus UN-level human rights discourse 
on ‘economic development’ rather than civil and political rights.
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What does this mean for Quad-level dialogue, including 
about frameworks for governing critical technologies? The 
promotion of value-based frameworks for AI governance is a site 
of geopolitical contestation for influence. It follows that Quad ap-
proaches to consensus-building on governance frameworks will 
require greater awareness of the socio-cultural issues associated 
with supposedly universal terms and norms. Quad countries will 
also need to assess the implications of choosing ‘ethics’, ‘human 
rights’, ‘democratic freedoms’ or other framings to promotes 
their goals. Backing an ethics-based approach might connote 
a corporate-led and voluntaristic framework disconnected from 
the ‘rules-based order’ rule-of-law rhetoric that accompanies 
other areas of foreign policy. On the other hand, backing a hu-
man rights–based approach is more difficult if democracies do 
not themselves engage with or agree on that approach, or have 
largely abdicated a lead in shaping the debate in international 
forums where such concepts might be advanced.

If both ethics and human rights carry ‘baggage’ in terms of cultural 
content or perceived external imposition, and do not necessarily 
connote a universal set of values that every society jointly iden-
tifies with, how would Quad member strategies around critical 
technologies such as AI both ‘stay true’ to their democracies’ 
(varying) values, while also seeking to persuade others to prefer 
a broadly similar path? 

A calculating approach might put human rights (and democra-
cy) in the background and not lead with that frame. Instead, in 
‘pitching’ or ‘selling’ a vision in the geopolitical competition over 
preferred political system type, the question might be ‘what will 
resonate across diverse societies?’ This may be about messages, 
assistance and engagement that speak to things that are useful 
to partner states, not just ‘right’. In addition to greater respon-
siveness (rather than one-way projection of aims onto others), 
this might mean a focus on themes of economic prosperity and 
community utility and safety, helping societies strike a balance 
between integration with global technology trends, on the one 
hand – with some insulation from aspects of that exposure – and 
autonomy over the terms of it, on the other hand. Explicit human 
rights frameworks may be in the background or incidental. 

Perhaps there are insights on how AI governance debates are 
often framed as ‘responsible’ or ‘trustworthy’ rather than ‘human 
rights compliant’. Strategies and framings that promise and de-
liver technologies that are safe, beneficial, pro-social, transpar-
ent and trustworthy may gain more traction. Even in Australian 
government departments, for example, express use of ‘human 
rights’ terms can generate defensiveness, liability-thinking and 
resistance. Ultimately, regardless of the overarching framing, tech 
governance schemes will need to be embedded in national-lev-
el legal systems in order to offer credible systematic protection 
and remediation where there is demonstrable adverse impact 
on people or societies.
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This part explores two further implications of diversity and diver-
gence for a values-led foreign policy for critical technologies. 
Importantly, critical technology diplomacy occurs in a broader 
context of geopolitical competition for influence and of concen-
trated private-sector power and influence. To gain traction with 
other partners in the region, conversations about critical technol-
ogy governance will need to be seen to be responsive to other 
countries’ needs – particularly less-developed countries. There 
is also a shared interest in ensuring local institutions have the 
capacity to adapt to critical technologies in ways that protect and 
enhance security, social cohesion and prosperity at the local level. 
Otherwise, there will be costs in terms of both human security and 
development goals, as well as wider regional stability and security.

Sore Points: The Risks of Reproducing 
Patterns of Domination and Exclusion
Quad policymaking ought to be alive to the risk of being seen 
to be perpetuating deeply resented patterns of domination, im-
position and exclusion among societies that must import tech-
nologies and, often, the regulatory systems to govern them. This 
risk is particularly acute in the context of a broader geopolitical 
contest for influence in the Indo-Pacific, including in relation to 
technology and governance.

Inclusive, Not Imposed, Governance

If one of the perceived challenges for Quad democracies is to 
ask ‘how do we sell our vision of a preferable political-economic 
order’, the premise may already be off-target. This is because it 
continues the quasi-colonial approach of forming our vision (in 
this context, complete with ‘our’ technologies and ‘our’ cultural, 
etc., relationships with technologies) and seeking to take, proj-
ect, export, sell, transplant it elsewhere. This is not partnership, 
really. A partner would ask countries – for example, in South-East 
Asia – ‘what is your vision for the role of critical technologies 
such as AI in your societies, how can we help explore what is at 
stake? How can we plug you into debates about the governance 
of responsible innovation?’ There is something counter-intuitive 
about promoting democratic values without participatory pro-
cesses and approaches. Yet most countries are disconnected 
from processes and debates about the proper ways to govern 
data-intensive tech such as AI.

If technology is central to, and a central site of, regional compe-
tition or cooperation, then shaping the standards for responsi-
ble development and use of technology (and data) must matter 
equally. Unsurprisingly, a priority action of the new US National 
Strategy for Emerging and Critical Technologies is to ‘lead the 
development of worldwide technology norms, standards and 
governance models that reflect democratic values and interests’.9 
This creates opportunities for inclusive leadership so that com-
petition (and Quad cooperation) does not perpetuate historical 

patterns of neglect or marginalisation of non-dominant states. 
The articulation of existing ethical and other frameworks – such 
as the 2019 OECD one – around responsible development and 
use of critical technologies excludes voices of many affected 
states and groups within states. This is a digital divide not just in 
the familiar sense of access to technology, etc., but in terms of 
participation in dialogues about what societies want and need, 
and responsible ways to govern tech accordingly.

To engage effectively and with legitimacy in deliberations about 
appropriate tech governance and regulation, and to ensure an 
inclusive conversation about responsible or ethical AI, a far greater 
diversity of inputs is needed. Yet the vast majority of research on 
AI’s social impact is EU- or US-based, and ethical frameworks 
such as the OECD one might be projected onto other societies in 
ways that obscure opportunities for inclusive dialogue about how 
governance should occur and by reference to what principles. 

What does this mean for Quad-level dialogue and diplomacy? 
The foregoing opens up questions about the tone and audience 
for Quad-related dialogue on technology governance. Including 
tech-importing (and regulation-importing) societies into such 
conversations might hold considerable promise in terms of wid-
er strategic alliance-building and consensus over the values at 
stake. After all, it is not obvious that all the tech innovations that 
matter will come from developed societies. Kenya’s record of 
innovative ‘mobile money’ apps is a demonstration of how the 
developmental/poverty-reduction imperatives in some developing 
countries can yield tech-based solutions with far greater bearing 
on everyday lives. Likewise, it would be disrespectful (and so a 
poor way to ‘sell’ the preferable path of liberal societies) and not 
particularly democratic to presume that supposedly ‘tech-poor’ 
states have no interest or contribution to make to debates over 
what should comprise (to quote the US Emerging and Critical 
Technologies Strategy) ‘worldwide technology norms, standards 
and governance models’.10 It is not just about leading development 
of those models, but including and supporting other societies in 
those processes. 

Quad countries may be less about ‘selling’ a vision of 
critical tech’s role in society, and more about creating 
forums and platforms for dialogue and model-building, 

so demonstrating the very values of openness and 
transparency that Quad countries seek to persuade others 

to follow.

Moderating the Amplification of Inequality

It is also imperative to recognise the links between new tech-
nologies such as AI/ML and entrenched patterns of inequality, 
discrimination and bias more generally. This is a function of the 

Human Rights and Ethics in Techno-social Systems:  
Implications for Values-based Diplomacy
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earlier point about technologies not being value neutral. There 
is ample evidence of how AI-based systems can amplify social 
inequality, bias and discrimination across and within societies. 
This connects the ‘ethical AI’ debate with the longer-standing 
‘digital divide’ one (which also relates to skills differentiation, ac-
cess issues, and so on). For one thing, many parts of the world 
have a very small digital footprint and are not represented in the 
data-sets used to train AI systems. Parts of communities may be 
excluded from participation in tech advancement even as this 
transforms their lives and livelihoods, further exacerbating and 
marginalising certain communities (except perhaps as consum-
ers or subjects of technology). On one view, big tech is a form 
of extractive industry that is not simply providing a service but 
gathering data from users, in ways that might reinforce existing 
inequalities. AI-related systems that are very expensive to train 
at scale, reinforce monopolistic firms. Development-oriented 
policymaking has not adequately assessed what these patterns 
mean for efforts to advance the poverty-reduction and inequality 
agendas, for example. The benefits of AI may be very unevenly 
distributed both within and between societies.

What does this mean for Quad-level dialogue, including about 
frameworks for governing critical technologies? Critical tech-
nologies are prioritised in national and foreign policy because 
of their relationship with both security and prosperity. Diploma-
cy will need to strike a careful balance between both – and, 
particularly for lower-income countries, not be seen as trading 
prosperity away for the security of other countries. Moreover, 
the tech-related amplification of social exclusion, inequality and 
extraction may hold implications for social cohesion and stability 
in Indo-Pacific countries and for geopolitical alliance-making. If 
Quad members are concerned to persuade countries faced with 
a choice of strategic partners and a choice of political systems, 
what are Quad countries doing to integrate support for local-
ised, country-specific critical tech initiatives into development 
assistance, market development and trade access initiatives 
for less-developed economies? The history of counter-terrorism 
cooperation, for example, suggests that Quad countries not ask 
‘what can partner countries do for our security, but what can we 
help do for theirs?’ Likewise, there is a risk that the ‘critical tech-
nologies’ policy space becomes focused on what commitment 
powerful democracies can get from less-developed states, rather 
than what they can do to help those states imagine and engage 
with their own priorities. This would repeat the historic pattern of 
extraction from ‘peripheral’ societies, with associated backlash 
and resentment.

Red Flags: Sovereignty Over and Trust in 
Local Institutions Amid External Influence
A third dimension around the social impact of critical technologies 
such as AI is related to the ‘external imposition of values’ and 
‘digital divide’ concerns in Part 2 (“Unintended Consequences”) 
and Part 3 (“Sore points”) above. How might Quad members – in 
their own societies and within trading and developmental part-
nerships – develop strategies for countering the negative impact 

that critical information-based technologies such as algorithmic 
social media and news recommendation platforms might have 
on social cohesion, perceived insecurity and trust in institutions 
at local levels?

Alongside the accelerating ‘digital divide’ within and between 
countries in terms of development and economic prosperity are 
other pervasive impacts of critical technologies. These may, on 
aggregate, be significant in terms of social cohesion and perceived 
insecurity, as well as the sovereignty and traction of localised 
institutions. It is one thing to note the risks (and related resent-
ments) of cultural impositions or colonialism in terms of how some 
societies may feel excluded from dialogue about values-based 
frameworks for the governance of key technologies, and find 
these imposed upon them. A more subtle effect, however, is the 
existence of pathways for influencing, much more broadly and 
profoundly, national experiences of and visions for technology 
and its governance, and indeed for influencing overall social 
and political calibrations on certain values. This risk flows from 
the observation above that values are not fixed, but change and 
evolve through time.

Data-driven information technologies create 
unprecedented scope for external forces to shape far-off 
societies and polities in unprecedented ways. This may 
result from calculated sustained efforts, but may also 
be an externality of the uptake of certain global tech 

products and platforms. 

If those products embed or reinforce particular values or view-
points, this might generate backlash sentiments as people realise 
how their own cultural sovereignty is undermined or diluted or 
appropriated. This is a now familiar reaction: there is a strong 
argument that the rise of populism, and democratic backsliding, 
in the second decade of the 2020s is associated with resentment 
about rampant globalisation of the ’90s and ’00s.

In the face of pervasive and sometimes amorphous tech-enabled 
influence across borders and around institutions, this is ultimately 
a concern about the resilience and responsiveness of local institu-
tions and local sovereignty over how these institutions operate or 
are designed in future. Development discourse has long focused 
on the need for resilient and responsive institutions in less-devel-
oped countries, and how local institutions both shape societies 
and are shaped by them. Yet now interconnectedness and newer 
technologies mean that societies (and sub-groups within them) 
are directly reached and influenced from abroad in ways that are 
not based on their own values or historic data patterns. 

Whole groups may be unaware of how values embedded 
in or promoted by certain platforms are subtly,  

but at scale, changing the terms of their routine  
societal debates.
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External actors with varying degrees of deliberate manipulative 
agenda – whether big tech platform monopolies, or techno-author-
itarian states – might make choices or decisions that impact on 
overseas citizens’ rights or significantly shape their sociopolitical 
experiences and debates, often in circumstances where ‘detec-
tion’ or recourse is difficult or impossible. Localised governance 
institutions are not necessarily influential in such contexts, and 
may be bypassed or undercut as effective forums, compound-
ing the public’s issues of engagement, trust and responsiveness 
with institutions.

This point relates to unconscious adoption or the subtle shap-
ing of views and preferences from abroad. In conscious terms, 
there is some scope for fears and uncertainties about per-
ceived undefined and misunderstood critical technologies ‘from 

abroad’ to feed into existing fault-lines in divided societies or 
to amplify distrust in general terms. The existing perception 
in many developing countries that amorphous but non-benign 
external forces are seeking to extract from or intervene in one’s 
society is perhaps only heightened by algorithmic ‘autonomous’ 
social media or investment platforms and other technologies.  
The sense by people of being exposed to (and even ‘tracked’ by) 
external influences through technology might feed into feelings 
of insecurity and vulnerability that then discredit the discourse 
on rights and freedoms that supposedly makes democracy and 
open markets the preferable political-economic system. It is not 
obvious what such insights entail in terms of policy interventions, 
especially given the significant variation (even within ‘like-minded’ 
democracies) in terms of legal and ethical frameworks on issues 
such as data privacy.
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Privacy Rights and Data Governance: A Case Study

Data is a key input into many critical technologies. The market for 
data is huge, expanding and global. But the ease with which data 
can be transferred across borders belies the differences that exist 
in national law for the processing and transfer of data. This part 
examines divergences in legal regimes relating to data. In doing 
so, it presents a case study of how countries are balancing the 
drive towards common standards, and the need to acknowledge 
and accommodate difference. 

Local legal-cultural and constitutional traditions and, 
more recently, impulses by governments to localise 

laws, policy and supply chains exert a gravitation pull. 
This is even as there are compelling economic and 

strategic – and, perhaps, principled – arguments for more 
standardised data protection regimes, especially among 

otherwise like-minded democracies.

Data Governance: Sources of Difference and 
Plurality
Understanding several key qualities of data helps to explain the 
divergences in data governance regimes between countries. 
Specifically: 

•	 Sensitive inferences can be drawn from relatively innocuous 
data. The Cambridge Analytica/Facebook scandal highlight-
ed how data processing might have a significant impact on 
democratic institutions. That scandal also catalysed public 
support for, and government action towards, more robust 
privacy protection in legislation.

•	 Data is a ‘non-excludable’ good – there are multiple uses 
possible from the one data-set, alone or in combination 
with others, and its use in one context does not diminish its 
value in another. 

•	 The boundaries between public and private uses of data are 
incredibly blurry. This was highlighted by recent controversy 
in Australia over the relationship between law enforcement 
agencies and US tech firm Clearview AI, which is said to 
have scraped some 3 billion online photos to build a facial 
recognition service.11

•	 Governments both regulate private data transfers – itself 
a balance of economic and social/political interests – and 
make policy for government access and use of data – for 
example, for national security purposes. Thus, the sites for 
data governance include both domestic and international 
private and public law.

Reflecting these qualities, the purposes of data governance re-
gimes are manifold: they involve the protection of certain social and 
political values and rights (e.g. freedom of expression, freedom 
of information and freedom of assembly). But they also have an 

important instrumental purpose: controlling data’s downstream 
applications – for economic, security or other purposes. Even 
within the one polity there are also multiple regimes and stake-
holders in play – with often competing purposes and interests. 
Thus, in analysing a country’s approach to data governance, 
there is a need to examine both data privacy/protection legisla-
tion and policing/national security–oriented legislation aimed at 
accessing private data. At the core of both protection and access 
regimes are local legal-cultural interpretations of the rule of law 
and political values, including human rights.

Trends in Diversity and Convergence
The European Union General Data Protection Regulation (GDPR)12 
has been positioned as the global high-water mark in terms of 
the protections it affords for personal data. Positioned as such, 
the GDPR, which was adopted in 2016 and came into force in 
2018, has had an important influence on the reform of data priva-
cy legislation in a range of jurisdictions. This influence has been 
mapped to several policy developments in Indo-Pacific jurisdic-
tions including Quad countries. Despite the GDPR’s influence, 
however, significant disparities between national approaches 
remain – even between like-minded democratic nations. 

Constitutional and Definitional Differences

The disparities are reflected in, and arguably even stem from, the 
differences in the respective constitutional guarantees provided 
for in national law. For instance, although India, Japan and the 
US have a long history in relation to the discussion of a consti-
tutionally guaranteed right to privacy, there is no right to privacy 
recognised in Australian law. This is despite Australia’s commit-
ments in international human rights frameworks, in particular the 
1966 International Covenant on Civil and Political Rights, and 
state- and territory-level human rights charters, which recognise 
a right to privacy. That said, while Australia does not have a 
constitutionally protected right to privacy, its highest court has 
left the door open to recognising a privacy right at common law. 
Australia does not have a constitutional or statutory bill of rights. 
As Part 2 above notes, this points to the need to understand the 
legal-cultural history of a jurisdiction in order to appreciate the 
value it attaches to privacy, and its approach to policy and law.

Even where the right to privacy is constitutionally recognised, 
there are key differences as to how ‘privacy’ is understood and 
interpreted. Privacy is a notoriously amorphous and malleable 
term,13 and its precise meaning varies according to time, place 
and context. For instance, privacy law in Japan has traditionally 
reflected a culture of respecting the public good at the expense 
of private interests.14 While Europe has a long tradition of protect-
ing the right to privacy, as enshrined in the 1953 European Con-
vention of Human Rights15, the European Court of Human Rights 
(ECHR) has allowed the right to serve many ends. Some cases 
equate privacy with ‘seclusion’ or ‘intimacy’, while others see it 
extending to protection for freedom of action, self-determination 
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and autonomy. Further, in the EU, data protection and privacy 
are recognised as distinct rights in the Charter of Fundamental 
Rights of the EU, despite their overlapping bodies of jurispru-
dence. These rights are also informed by a complex interplay 
between national, EU and ECHR rights protection jurisprudence. 

International Data Transfers as a Key 
Cooperation Issue and Metaphor for Wider 
Trends
Despite the national disparities underlying its interpretation, the 
GDPR has influenced law reform across Quad countries. For 
example, California’s recently enacted Consumer Privacy Act is 
arguably a move towards a more ‘European’ approach. There is 
academic debate as to whether the Californian Act reflects an 
‘adoption’ by the US state of a European model, or instead is a 
unique approach spurred by a regulatory ‘race’ on either side 
of the Atlantic. On either interpretation, the GDPR has proved 
agenda-setting.16 This is also evident in India where the 2019 
Personal Data Protection Bill, largely speaking, tracks the GDPR 
and is currently under debate with adoption likely in early 2021.

The GDPR’s influence, however, is not just a function of it being 
seen as a legislative high-water mark. The Regulation applies ex-
traterritorially. And the EU restricts transfer of data to countries that 
do not provide an equivalent level of protection. Other countries 
therefore have economic and trade stakes in looking to GDPR 
standards. Of note, Japan received a GDPR adequacy decision 
in 2019 from the European Commission, allowing for the free flow 
of personal data between the jurisdictions. Although distinct, 
this agreement is significant for the 2019 economic partnership 
agreement between the two jurisdictions.

Australia does not have an adequacy agreement, an important 
point considering the ongoing Australia–EU trade negotiations and 
where adequacy may be treated as distinct from trade. Austra-
lia’s approach to data privacy has traditionally been much more 
business-friendly than the EU’s human rights–centric approach. 
Although Australia has an omnibus regime – the Privacy Act 1988 
– this framework provides broad carve-outs that differentiate it 
even from the GDPR’s predecessor,17 let alone the protections 
provided for in the modernised Regulation. The Privacy Act also 
takes a narrow interpretation of ‘personal information’18 and pro-
vides a limited role for consent. Such substantive differences act 
as an impediment to the free flow of personal data between the 
EU and Australia. This has prompted calls for Australia to con-
sider privacy reform – including from the Australian Competition 
and Consumer Commission (ACCC).19

The EU and the US also have a complex history on data transfer. 
In a 2015 case known as ‘Schrems I’, the EU Court of Justice 
invalidated the European Commission’s adequacy decision 
that had underpinned the EU–US ‘safe harbour’ arrangement 
for data transfer between the two jurisdictions.20 In 2020, the 
Court’s Schrems II decision then invalidated the legal basis 
for the predecessor transfer arrangement – the US ‘privacy 
shield’.21 The Schrems II judgment will have a major impact on 

the validity of international data transfers going forward, with 
the implications of the Court’s ruling extending far beyond its 
impact on the US–EU relationship and privacy shield scheme.  
The judgment clarifies that if there is no adequacy agreement be-
tween the EU and a third country, then those exporting personal 
data are expected to examine the circumstances surrounding 
each transfer and to assess whether the protections provided 
in the third country are essentially equivalent to those provided 
for in the EU. 

As there is no EU–Australia adequacy agreement, the Schrems II 
ruling is of significant importance. Moreover, even significant re-
form to the Privacy Act may not bring Australia in line with GDPR 
standards. In Schrems II, the EU Court of Justice was particularly 
concerned with law enforcement access to data and individual 
redress against national security and intelligence services. Given 
Australia’s membership of the ‘Five Eyes’ intelligence arrangement 
and the extensive powers afforded to law enforcement agencies 
under, for instance, the Data Retention Act22 and the Telecom-
munications Legislation and Other Legislation Amendment (As-
sistance and Access) Act 2018 (TOLA),23 whether personal data 
can be transferred from the EU to Australia is in significant doubt. 

What does this mean for Quad-level dialogue, including about 
frameworks for governing critical technologies? International 
data transfer regimes showcase the significant hurdles to cooper-
ation, even amongst like-minded democratic nations. In this, they 
provide a strong metaphor for the wider challenges of siloed na-
tional responses to the development and use of technology. While 
this part has focused on data transfers between Quad countries 
and the EU, similar disparities are also an impediment between 
the Quad countries. For example, Australia’s Privacy Act restricts 
the transfer of personal information internationally in some cases. 
Indeed, the future efforts of Quad countries to align themselves 
more with the GDPR might also deepen disparities in the region. 
This serves as a reminder that Quad members need to look both 
inwards and outwards – since critical technology supply chains 
are fairly global, and one of their fundamental inputs (data) is on 
one level largely borderless.

A number of other implications flow from this case study, of rele-
vance to how Quad countries, alone or together, might approach 
rights- and values-based standards for critical technologies: 

1. Historical and legal conceptions of privacy: Privacy con-
cerns also extend beyond data transfer regimes. Privacy is a 
core concern animating debates about governance regimes for 
smart cities, facial recognition and biotech. But this case high-
lights the fundamental differences in how the right to privacy is 
interpreted and embedded in different national legal traditions 
(if at all). Significantly, privacy and data transfer schemes build 
on centuries-old legal traditions, and the constitutional underpin-
nings of different countries. However, how a country deals with 
privacy rights in relation to one application (e.g. data transfer) 
could affect its credibility in promoting rights-based approaches 
in relation to other, newer applications (e.g. facial recognition).
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2. The tension between strategically useful standards among 
‘like-minded’ and domestic sovereignty and security interests: 
When assessing differences – and prospects for greater har-
monisation – both private and public law matter. Today’s critical 
technologies involve inherently dual-use, if not multi-use, inputs 
and applications. This reality adds even further complexity to the 
trade-offs involved in how governments use and regulate critical 
technologies, as both public and private law are engaged. Quad 
countries may perceive they have a strategic, or even security, 
interest in advocating for common standards on data governance. 
But more harmonisation at an intergovernmental level has impli-
cations for domestic sovereignty and autonomy – and will require 

them to make deliberate trade-offs about how they use and access 
data domestically for national security and policing purposes.

3. The pull of sociocultural tradition: From a trade and economic 
perspective, it is clear that a more coordinated approach to data 
governance is needed at both the national and international lev-
el. However, disparities exist due to real sociocultural variations, 
and the way in which legal systems and institutions have evolved 
over time. The question thus becomes one of when – and how 
– we might learn to live with some difference while at the same 
time respecting certain key rights and values and the rule of law.

COVID-19 highlights the significance of critical data-driven technologies. Picture: Martin Sanchez / Unsplash, https://bit.ly/3cjd0h8
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Despite – and in some cases because of – the differences and 
divergences between Indo-Pacific countries’ approaches to 
critical technologies, there is scope for further cooperation. The 
key challenge for critical technology diplomacy is determining 
where it is viable to aim for common standards – or shared under-
standing about the meaning of standards – and where it is better 
to accept difference. This final part sets out a forward agenda 
for how Australia, and other Quad members, can approach this 
dilemma, and identify and prioritise areas for cooperation. It ar-
gues that the guiding approach need not be explicitly based on 
democracy promotion, or ‘techno-democratic statecraft’,24 since 
there are Indo-Pacific countries that are not electoral democra-
cies, but with whom common ground can be found.

Indeed, Quad members jointly and in their own spheres will be 
best able to protect democratic values and human rights (broadly 
defined) through an inclusive and open approach to promoting 
technologies and the systems intended to govern these. The key 
insights of this part are that:

1.	 The process for dialogue about critical technology gov-
ernance should be multi-stakeholder and inclusive – from 
the national level to mini-lateral efforts such as the Quad, to 
multilateral standards-setting efforts.

2.	 In substance, critical technology standards and governance 
frameworks should reflect the interests and values of diverse 
groups, both within and across countries, be responsive to 
the risks of widening digital inequality, and empower local 
institutions to absorb the political and economic changes 
brought about by rapidly changing technology.

The recommendations that follow are all process orientated 
and designed to have an influence on substance as opposed 
to speaking to substance directly – thus, for example, not mak-
ing any substantive recommendations as to harmonised legal 
frameworks. This reflects this paper’s message of acknowledg-
ing difference within Quad countries. The Quad’s focus ought to 

be on processes that are inclusive and might develop balanced 
substantive rules, etc., that respect diversity amongst the Quad 
and other countries, processes that are capable of exerting sub-
stantive influence in terms of promoting openness, democracy, 
the rule of law and human rights.

Starting Local: Australia’s Role
DFAT: A Fulcrum for Overcoming Difference 

A major challenge for critical technology diplomacy is the extreme 
difficulty even just at the national level of getting a cross-government 
‘grip’ on the tech governance agenda. This is partly because of a 
lack of digital literacy even among developed country regulators, 
legislators and policymakers. It is also because national-level 
agencies have competing mandates and stakeholder interests. 
For example, the case study in Part 4 showed tensions between 
legal regimes focused on protection and restricting access, and 
those focused on opening access. Similarly, other papers in this 
series have highlighted divergences between Quad countries’ 
approaches (for instance, on national identity, and law enforce-
ment and government use of facial recognition in Australia), 
where deeper cooperation may necessitate trade-offs between 
domestic imperatives and foreign policy objectives. Regional 
consensus seems some way off where national strategies are still 
coming together. Further, the lack of domestic mechanisms for 
progressing the critical technology governance agenda arguably 
inhibits scaling up these conversations to the multinational level.

These challenges point to the opportunity for DFAT to 
play a convening role – indeed to act as a bridge between 
foreign policy and domestic policy on various aspects of 

the critical technology agenda. 

This may be a non-traditional role for a foreign affairs department 
to play – looking both outward and inward. However, critical tech-
nology diplomacy faces something of a ‘chicken/egg’ dilemma: to 

A Forward Agenda

The technical aspects of critical technologies are intimately connected to their sociocultural aspects. Picture: Robert Bauernhansl / 
Ars Electronica, https://flic.kr/p/WMNtZC
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address divergences between even like-minded countries there 
is a need to simultaneously understand and address differences 
inside domestic systems.

In this, a foreign affairs department is well placed to understand 
the strategic context, and to engage with the wide set of state and 
non-state actors with power and influence over technology devel-
opment, use and regulation. It is also best placed to communicate 
these back to domestic audiences, to build an understanding 
of whole-of-government objectives, and assess how aspects of 
domestic policy advantage or curtail opportunities for diplomacy.

Quad-level Dialogue: Inclusive, Informed 
and Informative
Modelling Inclusivity

Given the pluralistic nature of tech governance, the power and 
influence of tech companies, and the inherently socio-techni-
cal nature of critical technologies, there is a need for a more 
multi-stakeholder dialogue on these issues. In particular, there 
is an opportunity to extend Quad dialogue well beyond minis-
terial and official meetings. More track 2 and multi-stakeholder 
networks involving civil society, business and university perspec-
tives on technology governance, rights and values could then 
feed into ministerial-level Quad dialogue. This could be done, 
for example, via:

	• Educational exchange: scholarships and short courses 
for emerging or key officials in relation to the governance of 
responsible technologies, between different Quad countries.

	• Private sector engagement: brokering links, dialogue and 
opportunities for partnerships between leading technology 
developers (and users) on a bi-, tri- and quadri-lateral basis, 
and scoping possibilities for public–private partnerships.

The Quad may be a convenient ‘starting point’ for these non-state 
networks. However, there is significant scope to use these as 
platforms for wider engagement. For example, university-level 
partnerships could be scaled to include non-democratic states, 
especially on ‘applied’ issues such as building consensus on 
responsible AI applications, and on sharing insights into different 
societies’ experiences and approaches.25 

Sub-regional Feeder Dialogues

Partner countries need to be, and feel, involved in this process. In 
creating opportunities for dialogue outside of the Quad construct, 
members can demonstrate the key concepts of participation, in-
clusion, procedural fairness and respect, allowing partner states 
a role in shaping tech governance values (rather than projecting 
‘our’ values or trying to tout or sell these pre-made). This might 
involve helping to convene sub-regional dialogue on responsible 
governance of principled AI and other data-based technologies, 
where the emphasis is on inclusivity and diversity of perspectives 
(rather than ‘pushing and persuading’ on the adoption of certain 
values or frameworks).

Influencing the Regional Critical Technology Agenda 
through Consensus Statements

Quad countries can help shape the regional critical technology 
agenda, and inform domestic-level policy debates on values and 
critical technology, including by crafting joint statements, shar-
ing vulnerability assessments and information on best-practice 
security practices, building a shared picture of supply chain 
vulnerabilities, etc. Where the Quad can develop consensus 
views, this could bring credibility – indeed because of the four 
countries’ differences, rather than because of their shared dem-
ocratic heritage – and could help other countries in the region 
make informed decisions.

Action Outwards
A growing number of fora for conversations about critical tech-
nology governance makes choosing where to prioritise effort 
important. There is significant utility in Quad partners maintaining 
and deepening dialogue, at the same time as Quad participants 
– acting together or alone – participating in other dialogues and 
engagements, including with ‘non-like-minded’ and non-regional 
partners. Quad members should prioritise:

	• Reigniting human rights frames at the UN level, but lead-
ing with practical frames at the local level: Quad members 
should consider the benefits of more deliberate engagement 
with ‘technology and human rights’ debates and processes 
in the UN-based multilateral human rights system. High-level 
principles and rights alone are insufficient to prompt real ac-
tion at the state level, but are an important step. However, as 
Part 2 discusses, there is a risk of no-traction or reactance to 
overt rights-based strategies. While maintaining a constructive 
human rights dialogue at the international level is an important 
long-term objective, in the short- to medium-term diplomacy 
at the regional may be best placed to background human 
rights and ethics concerns, and to focus on issues of concern 
to partner countries. Particularly as these countries recover 
economically in the post-COVID world, there is an opportu-
nity to explore critical tech governance through frames of 
economic development, prosperity, sovereign autonomy and 
supply chain diversity (through vectors such as competition 
regulation and consumer protection).

	• Focusing on applied standards: A key challenge for critical 
technology diplomacy is giving practical effect to broad val-
ues in ways that do not simply extend divergent approaches 
under the fig leaf of joint approaches. For example, APEC’s 
four digital principles (‘awareness’, ‘responsibility’, ‘cooper-
ation’ and ‘privacy’) do not necessarily point in any distinct 
policy direction, and are broad enough to mean almost 
anything. Likewise, the seven ‘implementation strategies’ 
to give effect to these principles.26 There is a clear need to 
move beyond words to action. One way to address this is 
to focus on industry/professional standard-setting for near-
term applications of critical technologies – to create ‘worked 
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examples’ of governance in applied contexts, rather than 
high-level principles for technologies in general. What great-
er support, investment and time could Quad members be 
giving to efforts in the near term (2020–2022) at principled 
professional standardisation around critical technologies 
(notably, the ISO process via its Working Groups on Trust-
worthy AI standards27)? Standards-setting can also help 
move the needle on domestic debates too since they are 
transnational/co-regulatory.

	• Practical assistance across the ‘digital divide’: Quad 
members can support developing standards by ‘doing’. For 
example, via public–private partnerships with less-developed 
countries, Quad countries might engage in scaling-up dig-
ital development assistance methodologies in Indo-Pacific 
least-developed countries (LDCs), with a focus on principled 
and trustworthy governance of critical data-based technolo-
gies. This might include:

	ο Assistance to less-developed countries in the Indo-Pacific 
with technology and data-related consumer protection 
and competition and media freedom legal frameworks, 
including in the context of trade partnership agreements.28 

	ο Assistance to LDCs with methodologies for assessing 
the social and institutional impacts of AI and related 
technologies, including in relation to integrity of elec-
toral systems. 

	ο More explicit consideration of the digital dimensions 
to development policy, including around human rights 
and ethical uses (e.g. DFID/FCO approach),29 and pro-
motion of inclusivity frameworks with appropriate rights 
protections (e.g. WEF scheme).30 This includes targeted 
demonstrations of the developmental and humanitarian 
applications of data-driven technologies so as to rein-
force the advantages of approaches that are explicitly 
pro-social and grounded in principle. 

	ο Schemes to help increase the awareness, literacy and 
confidence of less-developed partner officials in re-
lation to AI and other technologies (and data) and of 
the governance of these, in keeping with the theme of 
inclusive partnership.

	• Prioritising data protection and governance frameworks: 
Data is the basic building block of so many critical technologies 
– from AI to emerging biotechnology applications. However, 
data governance remains characterised by divergence and 
difference. Quad members should support platforms and 
working groups pursuing legal harmonisation on issues of 
data governance in the context of human rights. While Ja-
pan has an adequacy agreement with the EU, without such 
an equivalent Australia and to a lesser extent India might 
struggle to find a role in diplomatic approaches that might 
increase EU–US convergence on data privacy/protection 
post-Schrems II.

We are governed by both state-made laws and a complex constellation of national, international and transnational frameworks and 
schemes. Picture: Christopher Sonnleitner / Ars Electronica, https://flic.kr/p/T2qSmk
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COVID-19 has opened a real, if fragile, window of 
opportunity for progress on reconciling divergence and 
difference in critical technology governance at both the 

domestic and multilateral levels. 

COVID-19 has heightened attention on the significance of critical 
data-driven technologies. AI, big data modelling and tracking 
apps have all played high-profile roles in the pandemic response. 
The working-from-home trend has revealed the importance of a 
high-quality national internet infrastructure backbone. The roll-
out of biotechnologies (especially various vaccines) could pres-
ent an opportunity to shape a much broader narrative around 
benevolent technology, and trust in the institutions promoting 

and regulating it. It could also open opportunities for inclusive 
dialogue and capacity-building on how different societies wish 
to set their technology governance calibrations consistent with 
their own preferences.

But there is a need to be realistic about what is achievable. 
Coming on top of rising US–China tensions, COVID-19 has also 
exacerbated conditions unsuitable to harmonisation and coop-
eration: the quest for digital autonomy and sovereign capability, 
public distrust of government and corporate tech platforms, and 
the use of public health motifs to curtail political and civic space 
online and in the physical world.31 These countervailing trends will 
need to be managed to ensure enhanced cooperation on critical 
technologies is both successful and sustainable. 

Conclusion: 2021 – A Window of Opportunity?

In a COVID-and-after world, critical technology includes biotech and biometric contexts such as epidemiology, testing, vaccine and 
treatment technologies. Picture: CDC / Unsplash, https://bit.ly/3pkKKyd
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