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METOJIA OB®YCKALII MIPOT'PAMHOI'O KOAY B KOMIT'IOTEPHUX
CUCTEMAX

O.P. Yasniy, Dr. Sc., Prof., V.I. Karplyuk
OBFUSCATION METHODS OF SOFTWARE CODE PROTECTION IN
COMPUTER SYSTEMS

[Iporpamict BuTpauae OaraTo 3yCWiib, HAJIAro/)KylOud KO, OJIHAK TO TiIBKH Maja
yactuHa poOotu. Ilicis Toro, sk MPOEKT CTBOPEHO, HAJIATO/XKEHO Ta PO3TOPHYTO, MOTPIOHO
3armo0IrTH cpodamM CTOPOHHBOT 0COOM CKOMIIOBATH BUXITHUHN KO 1 CKOPUCTATHUCS HHUM.

CporoiHi 3JI0BMHUCHUKH MalOTh BEJIUKY KUIBKICTh MPOTpaM Ui 3JI0MYy — BiJl TPOCTHX
IIKIJTMBUX TPOTpaM JI0 CKJIAJHUX 1HCTPYMEHTIB peBepcHoi iHxkeHepii. [uzacemoOiuepw,
JEKOMITIIITOPY Ta 1iHIII 1HCTPYMEHTH JO3BOJISIIOTH XaKepaM OTPUMYBAaTH JIOCTYN Ta
aHaJI3yBaTH BUXIAHWN KoJ mporpamu. OueBHIHO, IO 3a JOTIOMOTOK Takoi iHopmarlii
XaKepu MOXKYTh 3JIOBKHBATH MPOTPaMHUM 3a0€3MeUeHHSIM PI3HUMH CIIOCO0aMH: BUTATYBATH
KoH(piaeHIIiHY 1HQOpMaIlito, J0oJaBaTH MIKIVIMBUM KOJ, HAHOCUTU PI3HOTO POAYy 30UTKH
KJIieHTaM a00 K LM [TPOEKTaM, KJIOHYBaTH MPOTrpaMHi IPOAYKTH.

VY pesynbrari 00¢gyckaiii BUXiTHUNA KOJ HABMHUCHO YCKJIAIHIOIOTH IS TOTO, 1100
3anobirtu peBepcHiil imkeHepii. Ilpu 1mpoMy (QyHKIIOHANBHICTE OO0(YCKOBAHOTO KOIY
€KBiBaJICHTHA BUXITHOMY.

Mera o0¢yckamii — 3amayraTH NpOrpaMHHUI KOJ 1 YCYHYTH OUIBIIICTH JIOTTYHUX
3B'SI3KIB Y HBOMY, TOOTO IEpPETBOPUTH KOJA TakK, MO0 #Horo OylIo BaXKO BHBYUTH 1
MoudiKyBaTH CTOpoHHIM 0cobaM. OO¢ycKarliro 31HCHIOIOTh HACTYITHUMH METOJaMHU:

- JekcudHa o0dyckalis (mepeiMeHyBaHHs IMEH 3MIHHUX Ta METO/IB);

- o0dyckaris 1aHuxX (MacKyBaHHS CTPYKTYp JaHUX MiJ Taki, IKUMH BOHH HE €);

- obOdyckamiss rpada MOTOKY  KepyBaHHS  (3aMiHa  BHKOHYBaHOI  JIOTIKH
HEJIETepPMiHOBAHOIO Ta J01aBaHHS BUIIaJKOBOTO 3ai{BOT0 3aILIyTaHOTO KOJY).

[IpoanainizyBaBmM icHylOUl MeToaAW o00¢ycKaiii MpOorpaMHOro KOJy, HAmMcaHO
yIoCcKOHaeHu# 006dyckaTop 11 MoBH JavaScript, KOTpY 3aCTOCOBYIOThH y BEO-ITPOEKTaX.

Po3po6iieno Tpu yHIKaTbHUX peXUMU poOoTH 00 yckaTopa, KOxKeH 13 IKux 00dyckye
KO/ y Pi3HUX YacTKaxX TOrO YM iHIIOTO eTamy:

- 3MiHa po3Mmipy rpady MOTOKY KepyBaHHS (yHKIII (KIOHyBaHHs 0a30BUX OJIOKIB,
3MiHa CTPYKTYpPHU IIUKIIB);

- pyiiHYyBaHHS BUXIAHOI CTPYKTYpH Ipady MOTOKY KepyBaHHS (PYHKIIT (TogaBaHHS 10
JOTIKM 3aiiBUX 3B’S3KiB, PO3OMTTS OJIOKIB Ha MEHII, CTBOPEHHS HOBHMX OJIOKIB JUIS
HACTYITHOTO €Tary);

- TeHepamis JOJaTKOBOTO KOAY (3allOBHEHHS HOBOYTBOPEHHX IOPOXKHIX OJIOKIB
IHCTPYKIIISIMH, 1110 HiSIK HE BIUTMBAIOTh HA BUKOHAHHS OCHOBHOT JIOTIKH, JT0JaBaHHS MEPTBOTO
KOJ1y B iHIII OJIOKH IPOTpamMu);

- TIO€JHaHHS MEPTBOTO KOAY i3 OCHOBHOIO IMPOTPaMOI0 32 IOTIOMOTOI0 3aiBHX JIOTTYHHX
3B’SI3KIB Ta MaTEMaTUYHUX TOTOKHOCTEH 1 HEPIBHOCTEH.

OO6¢ycKyBaBIIM BaXXJIMBI YaCTUHHM BUX1JHOTO KOJIY 3alPONOHOBAHUM 1HCTPYMEHTOM,
OTPUMAHUN KOJ CTa€ 3HAYHO CKJIAJHIIIUM JUISI PEBEPCHOI i1HXKeHepii. 3J0BMUCHHKY
3HAIOOUTHCS Habarato OUTbIIE Yacy, o0 3p03yMITH, IO CaMe 3aMaCKOBAHO Y KOI.
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