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ABSTRACT 
This document describes OSGP, Open Smart Grid Protocol, 
one of the most used modern protocols for smart grid 
applications, like smart metering. The system approach, 
hardware and software, based on the OSGP published 
standard has been adopted in many countries and by many 
utilities in Europe. 

 

ÖZETÇE 
Bu belge akıllı ölçüm gibi, akıllı şebeke uygulamalarında en 
çok kullanılan modern protokollerden biri olan OSPG’yi 
(Açık Akıllı Şebeke Protokolü) tanıtıyor. OSPG’nin 
yayınlanan standartlarına dayalı sistem yaklaşımı, donanım 
ve yazılım birçok ülkede, çoğunlukla da Avrupa’da 
benimsendi. 

What is OSGP? 

The Open Smart Grid Protocol (OSGP) is targeted at utilities 
that want a multi-application Smart Grid infrastructure instead 
of a meter centric Automated Metering Infrastructure (AMI). 
OSGP is not just applicable for meters; it’s for a variety of 
smart grid devices. Energy Service Network Association 
(ESNA), a non-profit corporation composed of utilities, 
manufacturers, and integrators, is responsible for promoting 
the adoption of OSGP, supporting the publishing and 
maintaining of the OSGP standards, as well as supporting the 
certification process of OSGP compliant devices. 

OSGP Based Architecture Systems 

The OSGP application specification, ETSI GS OSG 001, is 
available from European Telecommunications Standards 
Institute (ETSI).  ETSI produces globally-applicable standards 
for Information and Communications Technologies (ICT), 
including fixed, mobile, radio, power line, and internet 
technologies. In addition, CENELEC TC 13 is currently 
working on a NWIP based on OSGP. ETSI and CENELEC are 
officially recognized by the European Union as European 
Standards Organizations. 
As an open standard without any licensing or intellectual 
property encumbrances, OSGP enables: 
Development of interoperable smart meters and other smart 
grid devices by multiple vendors 
Secure platform for smart metering and smart grid applications 
A large selection of smart grid products for utilities 
OSGP provides secure, scalable control networking services 
for any device connected to the low-voltage grid. It also 
supplies critical information about the health of the 
distribution line itself, which further improves reliability and 
lowers operating costs for utilities and network operators. 

At the Physical Layer, OSGP currently uses ETSI TS 103 908 
as its power line communication standard; however the OSGP 
application layer is independent of the physical layer, so it is 
not tied to a specific communications medium. 
For the Networking Layer, OSGP uses ISO/IEC14908-1. 
For the data model, OSGP adapts the IEEE 1377 and the 
ANSI C 12 table structure for a networking protocol, not just 
for meters but for other utility related devices as well and adds 
extensions for security, authentication, and encryption. 
The protocol supports the following capabilities: 
End-to-end device communications & control 
Three tier architecture for decentralized applications 
Multi-vendor, multi-device interoperability 
Reliable communications (highest reliability in the industry, > 
99.8%) 
Automatic topology management, meaning that OSGP-based 
systems automatically discover the power line topology, 
automatically discover meters and other devices connected to 
the power line, and can report this information back to the 
utility data center. 
Rich power-quality data to enable sophisticated smart grid 
applications. 
Secure firmware upgrades over the network. 
Non-meter devices can use the OSGP infrastructure to 
communicate with the utility’s enterprise software. This makes 
the meter and other OSGP device data available to new smart 
grid applications. 
 
Advantages of OSGP  
 
OSGP is proven to be interoperable because it is not meant to 
be customized by each vendor.  Today there are more than 4 
million smart meters installed and operating that are based on 
OSGP, at some of the largest and most advanced smart 
metering projects ever implemented.  For instance, in Sweden, 
Vattenfall and E.ON deployed more than one million OSGP 
compliant meters and have benefitted from superior 
performance and reliability of OSGP. In Denmark, more than 
800,000 OSGP compliant meters have been deployed by a 
number of utilities including SEAS/NVE, NRGi, and 
EnergyMIDT.  These smart meters like others in OSGP 
deployments, report not just hourly readings, but provide 
extended load profile data, power quality reports, and 
integration with home energy networks with perfect daily 
performance of every meter between of between 99.8 and 
100%. 
OSGP started with a networked design for all of the smart grid 
devices on the edge.  In contrast, DLMS was designed for 
automatic meter reading.  By the way, OSGP’s open network 
and standards philosophy could expand in the future to 
incorporate the integration and interworking with 
DLMS/COSEM devices, something that DLMS is not 
prepared to support.  OSGP is rapidly gaining more visibility 

                      

 

with an ever growing ecosystem of industry vendors offering 
OSGP compliant products to utilities on all continents. 
OSGP Vendors 
OSGP is supported by a variety of meter and smart grid device 
suppliers that offer or plan to offer solutions compliant with 
the standard including Echelon Corporation, Mitsubishi 
Electric, Korea’s VIDCOM, Malaysia's Comintel, China’s 
Holley Metering, Brazil’s ELO, Germany’s Diehl, Austria’s 
Ubitronix and Germany’s Gorlitz. 

System Overview 

The OSGP based NES Systems is the world’s leading solution 
for a utility’s smart metering and AMI needs. As a grid 
solution, it’s designed to meet today’s smart metering needs 
and support tomorrow’s service demands. Built on the success 
of the world’s first and largest AMI project (30 million 
homes), the NES System has changed the global landscape for 
smart metering. With the NES System, smart metering and 
AMI systems are no longer focusing on the meter, but on an 
energy network for a smarter grid. A conceptual view of the 
NES system is shown below. 

 

Components of the NES System 

The three components of the NES System — smart meters , IP 
meters/data concentrators, and system software — are 
designed to leverage each other to increase the overall power 
of the system, balance the intelligence of the system at the 
points where value is highest, and provide the highest level of 
reliability and performance with the lowest cost of ownership. 

NES System Software 
 
NES System Software makes integrating with new and 
existing enterprise applications via IT standards fast and easy. 
This Service-Oriented Architecture (SOA) software has been 
proven in numerous utility deployments. 
NES Data Concentrators  
These intelligent infrastructure devices let a utility leverage its 
NES System solution beyond AMI or smart metering. The 
concentrators provide a power line mesh to ensure 100% meter 
communications, isolate and pinpoint outage and other service 
issues, and minimize wide-area communications costs. They 
communicate with System Software located at a utility’s 
service center over any IP-based backhaul. 
NES Smart Meters 
NES smart meters meet the future market and regulatory needs 
of a utility by incorporating a rich set of features including 
prepay, multi-tariff abilities, remote updates, remote connect 
and reconnect, tamper and outage detection, hardware 
extensibility, direct relay control, software-settable service 
levels, and load factor monitoring. Meters can be updated with 
new pricing, quality of service, energy management, and 
monitoring and control services even after they’ve been fully 
deployed. 
NES System Management 
The NES Element Manager is the Web-based network 
manager for the NES System. A real-time visual dashboard, it 
speeds system installation and provides summary and detailed 
views of system health and status to streamline operations and 
maintenance. The easy-to-use interface lets system 
administrators configure and manage a single meter or 
millions of meters, making it ideal for both pilot installations 
and full-scale system deployments. The Element Manager 
integrates seamlessly with existing NES systems and is 
transparent to other applications. It manages the full lifecycle 
of NES meters and data concentrators including installation, 
configuration, performance monitoring, and diagnostics. 
Benefits of the NES System 
• Maximizes grid intelligence while minimizing 
operating costs by embedding communications and monitoring 
directly into the electricity grid. 
• Creates an open environment for competitive 
services to adapt, modify, and extend their energy and 
metering services, using market-leading software, hardware, 
and service providers. 
• Eliminates risk by freeing a utility to focus on its 
primary network asset — the electricity grid— by leveraging 
established, IP-based backhaul communications providers 
regardless of technology. 
• Delivers certainty that the system will perform to 
customers’ and stakeholders’ expectations through a history of 
reliability, performance, and cost savings provided to tens of 
millions of homes. 
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ÖZETÇE 

Elektrik tüketimi ölçüm araçları, manuel olarak ölçüm 
yapılan analog sayaçlardan, elektrik tüketimi ile ilgili 
bilgileri toplayan ve elektrik dağıtım firmalarına ileten yeni 
akıllı sayaçlara doğru evrilmektedir. Sayaç verisinin 
okunmasını sağlayan tek yönlü otomatik sayaç okuma 
sistemlerinin (AMR) çıkışıyla sayaçlar akıllı şebeke 
yatırımlarının önemli bir kısmını oluşturmuştur. Otomatik 
sayaç okuma sistemleri ilk uygulamalar için cazip olmasına 
rağmen, çözülmesi gereken önemli bir husus olan talep tarafı 
yönetiminin AMR ile sağlanamadığı fark edilmiştir.  
 
AMR teknolojisinin kabiliyetlerinin tek yönlü sayaç verisi 
okuma ile sınırlı olması nedeniyle, sayaçlardan toplanan 
veriler üzerinden düzeltici önlemler alınmasına ve tüketicinin 
enerjiyi daha verimli akıllı kullanmasına yönelik özeliklere 
izin vermemektedir. Gelişmiş Ölçüm Altyapısı (AMI) ise akıllı 
sayaçlar ve dağıtım şirketleri arasında çift yönlü iletişim 
kurarak dağıtım şirketlerine sayaçlar üzerindeki 
parametreleri dinamik olarak değiştirme imkanı tanır. Bu 
nedenle, bu çalışmada AMI güvenliği üzerine 
odaklanılacaktır.   
 
Akıllı sayaç sistemlerinin yaygınlaşması ile birlikte, güvenlik 
bu sistemlerin gerekli ve kaçınılmaz bir ihtiyacı haline 
gelmektedir. Diğer taraftan, AMI sadece akıllı sayaçların 
fiziksel olarak dağıtımı manasına gelmemekte, ayrıca sayaç 
verilerinin yönetimi için gerekli olan karmaşık bir iletişim ağı 
ve bilgi teknolojileri altyapısını da içermektedir. Dolayısıyla 
güvenlik çözümlerini ele alırken geniş bir perspektifle 
yaklaşmak gerekmektedir. Bu nedenle de, sistemin kritik 
varlıkları belirlenmeli, tehditler iyi analiz edilmeli ve daha 
sonra güvenlik gereksinimleri iyi tanımlanmış olmalıdır. 
  
Bu çalışma AMI sisteminin temel güvenlik gereksinimleri, 
tehditlere karşı sistem kısıtlarını düşünerek olası çözümleri 
üzerine, şu anki güvenlik çözümlerini de resmederek, genel 
bir bakış sunmaktadır. Bu çalışmada, AMI sisteminin 
güvenlik gereksinimleri analiz edilecek, kısıtlar belirlenecek 
ve olası güvenlik tehditlerine karşı olası karşı önlemler 
belirlenecektir.       

ABSTRACT 

Metering utilities have been replacing from analog meters 
that are read manually with new, smart meters that gather 
information about electricity consumption and transmit it 
back to electric companies. The metering has been the 
important part of the Smart Grid investments so far, with the 
initial introduction of one-way automated meter reading 

(AMR) systems to read meter data. Even though AMR 
technology proved to be initially enticing, utility companies 
have realized that AMR does not address demand-side 
management which is the major issue they need to solve. 

Since AMR’s capability is restricted to reading meter data 
due to its one-way communication system, it does not let 
utilities take corrective action based on the information 
gathered from the meters and does not assist customers in 
using energy intelligently. Advanced Metering Infrastructure 
(AMI) creates a two-way communication network between 
smart meters and utility systems and provides utilities the 
ability to modify service-level parameters dynamically. 
Therefore in this work we will also focus on AMI security 
practices. 

While smart metering systems are become widespread 
security is going to be the one of its essential and inevitable 
needs. On the other hand, AMI does not only mean the 
physical deployment of smart meters, but it also includes 
meter data management system which is a complicated 
communication network and IT infrastructure. Hence a broad 
perspective has to be adopted when security solutions are 
considered. Therefore, assets of the system must be identified, 
threats must be well analyzed and then security requirements 
must be well defined.  

This paper presents an overview on the main security 
requirements of the AMI, on the threats possible solutions 
considering the system constraints by picturing the current 
security solutions.  In this work, the security requirements for 
AMI systems will be analyzed, constraints will be determined 
and possible countermeasures against security threats will be 
given. 

1. INTRODUCTION 

Smart Grid is used to enhance the efficiency of electricity 
usage and the communication among power generation, 
transmission and distribution systems. As a new emerging 
technology for smart grid, advanced metering infrastructure 
(AMI) system used to measure, collect, store, analyze, and use 
energy usage data. It provides a bridge between consumers and 
electric power utilities. The AMI is also responsible for 
transmitting requests, commands, pricing-information and 
software updates from the authorized parties to the smart 
meters. In the future utility companies will deliver energy and 
information to customers through a “smart” energy supply 
chain created by the convergence of electric, communication 
and information technologies [17]. 
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