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Managing Digital Collections

Case Studies in the Ethics of Privacy

Rebecca Bakker, Digital Collections Librarian & Kelley Rowan, Digital Archives Librarian



Digitization of collections

Open Access

THE RESULT

Much wider audience 
(unintended)

Better discoverability

Responsible Access



• Legal

• Disclosure of private facts

• Moral

• Privacy as a fundamental 
right

• Social

• Aware

• Consent

• Control

Privacy in Digital 
Collections



Content

Newspapers
Theses & 
Dissertations

Metadata Photos

Yearbooks Videos
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Theses 
& 
Dissertations

FIU Electronic Theses and Dissertations
https://digitalcommons.fiu.edu/etd/

https://digitalcommons.fiu.edu/etd/


Access & Privacy

• Preserve the record

• Provide access

Librarian/Archivist roles

What if access is also the institutional record?



FIU is committed to using and adapting processes to use a chosen 
first name where feasible and when the use of the legal name is not 
required to comply with laws and FIU rules, policies, or regulations. 
Any faculty, staff, or student may elect to identify a chosen first name 
and chosen pronoun in addition to their legal name.

https://policies.fiu.edu/policy/881

Chosen First Name Policy

https://policies.fiu.edu/policy/881


Re-identification 

of an 

anonymous author 

with key pieces of information.

Linkability
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Yearbooks

Élan, Florida International University yearbook, 1978
http://dpanther.fiu.edu/dpService/dpPurlService/purl/FI14103155/00001

http://dpanther.fiu.edu/dpService/dpPurlService/purl/FI14103155/00001


Take-Down Policies & Options

Undo OCR

Delist/reindex

Hide information

Take down



Take Down Policies in Action
Managing Privacy: A Survey of Practices in Digital Archives and Libraries
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Newspapers

FIU Student Newspaper Collection
http://dpanther.fiu.edu/dpanther/collections/BN

http://dpanther.fiu.edu/dpanther/collections/BN


Right to Erasure

• EU citizens may request that information 
about them be deleted

• RTBF = Delisting

• What information must be delisted?

• Sensitive information

• Information about minors

• Served crimes

• Does not serve public interest

95% of delisting requests were 
to protect privacy

• Financial crimes served

• Sex crimes

The Right to be 
Forgotten

(2006)



Librarians & RTBF
Managing Privacy: A Survey of Practices in Digital Archives and Libraries

35% supported 
the RTBF 

"somewhat"

17% were 
extremely 
supportive

17% were 
neutral

17% less 
supportive

11% not 
supportive



F L O R I D A  I N T E R N A T I O N A L  U N I V E R S I T Y

7 Principles

• Lawfulness, transparency, 
and fairness

• Purpose limitations

• Data minimization

• Accuracy

• Storage limitation

• Security (Integrity & 
confidentiality)

• Accountability

The General Data Protection Regulation (2014)

The GDPR gives people enhanced 
protections against unnecessary 

data collection, use of data in 
unanticipated ways, and biased 

algorithmic decision-making.

• The request for consent must be clearly 
distinguishable, in an intelligible and 
easily accessible form, and use clear and 
plain language.

• Cookies, device identifiers, and IP 
addresses are entitled to the same level 
of protection as other personal data.



• Privacy as a fundamental human right

• Freedom of Speech in the U.S. represents the greatest tension with 
the GDPR

• Move to make the GDPR an international human right

• Does not infringe on preservation & the historical record

• Is not the same as the Right to Privacy

EU v. U.S.



Managing Privacy: A Survey of Practices in Digital Archives 
and Libraries
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Artificial 
Intelligence

AI for Archives: Using Facial Recognition to Enhance Metadata
https://digitalcommons.fiu.edu/glworks/93/

https://digitalcommons.fiu.edu/glworks/93/
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Zoom & 
Other
Recordings

FIU’s Digital Scholar Studio Resources
https://digitalcommons.fiu.edu/dss-resources/

https://digitalcommons.fiu.edu/dss-resources/


Create your own Zoom privacy policy

How anonymous do you want people to be?

Always announce recording & other options for maintaining 
anonymity

Make video optional

Don't read names in the chat outloud

Webinars offer more privacy



The Ethics of Privacy

Clear conflict between privacy and access

Every case requires individual solutions (and time)

Privacy policy AND Take Down Notice

Privacy Audit

Privacy as integral part of the curation and metadata process
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Dressler, V. (2018). Framing Privacy in Digital Collections with Ethical Decision Making. 
Morgan & Claypool.

Responsible Access Workflows, UC 
Berkeley: https://docs.google.com/presentation/d/1V66PGpIq9xqXxdvngpD3rkAMoIw2hIyV
VDS4Iv4VFOM/edit#slide=id.g7ffa9d7047_0_2

Dressler, V., Rowan, K., Bakker, R. Managing privacy: A survey of practices in digital 
archives and libraries. Journal of Digital Media Management Volume 9 / Number 2 / 
WINTER 2021, pp. 177-190(14)

https://www.ingentaconnect.com/content/hsp/jdmm/2021/00000009/00000002/art00009

Links to more information about the GDPR

https://www.hrw.org/news/2018/06/06/eu-general-data-protection-regulation

https://ico.org.uk/for-organisations/guide-to-data-protection/guide-to-the-general-data-
protection-regulation-gdpr/principles/

Resources

https://docs.google.com/presentation/d/1V66PGpIq9xqXxdvngpD3rkAMoIw2hIyVVDS4Iv4VFOM/edit
https://www.ingentaconnect.com/content/hsp/jdmm/2021/00000009/00000002/art00009
https://www.hrw.org/news/2018/06/06/eu-general-data-protection-regulation
https://ico.org.uk/for-organisations/guide-to-data-protection/guide-to-the-general-data-protection-regulation-gdpr/principles/
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