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ABSTRACT This paper investigates the physical layer security of a downlink non-orthogonal multiple
access (NOMA) communication system, wherein a base station is communicating with two paired active
users in the presence of an eavesdropper and multiple idle nodes (helpers). In order to enhance the secrecy
performance, a two-phase harvest-and-jam null-steering jamming technique is deployed. In the first phase,
the base station provides the helper with power in addition to active users and eavesdropper’s information via
simultaneous wireless information and power transfer technique. The helpers exploit the harvested energy
and the information received in the first phase to build a null-steering beamformer and jam the eavesdropper,
during the information exchange between the base station and the legitimate users in the second phase.
A game theory is introduced to the proposed scheme, and the base station-helpers interactions are modeled
as a Stackelberg game, where the helpers play the leader role and the base station is the follower. The utility
functions of both the leader and follower are formed, and the Stackelberg equilibrium is reached by means
of the backward induction technique. The proposed scheme demonstrates better secrecy performance when
compared with the artificial noise-aided secure NOMA system.

INDEX TERMS Non-orthogonal multiple access, physical layer security, game theory, Stackelberg game,

null-steering beamforming, harvest-and-jam.

I. INTRODUCTION

The anticipated functionalities of the future communication
systems pose new challenging requirements such as low
latency, massive connectivity and high spectral efficiency [1].
Being an answer for the fifth generation (5G) communication
system’s essentials, non-orthogonal multiple access (NOMA)
has been recognised as the potential multiple access scheme
for the future 5G systems [2]. Unlike previous multiple access
schemes that utilize time, frequency or code domains to
serve multiple users, NOMA exploits power domain to access
different users according to their channel condition. NOMA
users are allocated with power levels inversely proportional to
their channel gain, hence NOMA strong user (user with good
channel condition) is allocated with lower power level than
that of the weak user (user with poor channel condition) [3].
In order to deploy downlink NOMA system, two major tech-
niques are involved namely superposition-coding at the base
station and successive interference cancellation (SIC) at the

strong user terminal. NOMA strong user decodes the weak
user message firstly, then subtracts from the superimposed
base station message by means of SIC to decode his own.
While being allocated with higher level, NOMA weak user
decodes his message directly by considering the strong user
information-bearing signal as interference [4].

However, information secrecy is expected to be compro-
mised in the future 5G communication due to the wide
coverage area and the enormous number of users served.
Hence, security measure should be taken to protect the infor-
mation messages [5]. One of the most vulnerable information
safeguarding strategy is the physical layer (PHY) security.
PHY security exploits the imperfect physical qualities of
the communication such noise and interference to boost
the security performance of the communication scheme.
PHY security has been widely utilized in wireless com-
munication systems in favour of the pioneering work of
Wyner [6]. By introducing the concept of wire-tap channel,
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Wyner proved that secrecy capacity is always positive if the
eavesdropper channel is worse than that of the legitimate
users. Hence, most of the PHY security enhancing schemes
focus on impairing the eavesdropper channel condition by
different techniques such as artificial noise (AN) and jam-
ming. In the AN approach, a noise signal is broadcast in
the legitimate user’s orthogonal subspace, thus only the
eavesdropper will be affected by the transmitted noise [7].
Jamming techniques [8] refer to transmitting a noise signal
whether by the base station itself [9], or with the aid of exter-
nal nodes (helpers) [10] in order to mitigate the malicious
node abilities of intercepting the legitimate users’ information
messages. Cooperative helpers scheme is compromised by
the limited energy at the wireless communication network
as users are selfish and prefer to keep the available energy
for their own functionalities. Thus, as an incentive for the
helpers to collaborate in transmitting the jamming signal,
the base station provides them with power wirelessly, this
technique is referred to as harvest-and-jam (HJ) [11]. One
of the adopted techniques for building the jamming beam-
forming vector is the null-steering scheme, where the jam-
ming signal is directed towards the malicious node while
being nulled in the legitimate users’ directions, hence only
the eavesdropper channel will be degraded [12]. Further-
more, null-steering is proved as the optimal beamforming
scheme for maximizing the secrecy rate in wireless networks
in [13].

Enhancing the PHY security of NOMA communication
systems has gained a lot of attention recently. Zhang et al. [14]
maximize the secrecy rate in a downlink NOMA system,
where a base is communicating with multiple trusted users
with the existence of an active eavesdropper. While the
secrecy outage probability is derived in [15] for NOMA
communication system under different base station antenna-
selection schemes. NOMA internal or legitimate eavesdrop-
per case has been considered in [16], where the base sta-
tion is communicating with two NOMA users under the
malicious attempt of the weak user to intercept the strong
user information-bearing signal. Secure large-scale NOMA
communication system is considered in [17] and [18], and
the PHY security is enhanced by means of protected zone
and AN respectively. In the AN-aided secure NOMA system
proposed in [18], a base station is communicating with paired
NOMA user in the presence of an eavesdropper. To impair
the eavesdropper capabilities of intercepting the legitimate
users’ data, two AN signals are transmitted in the orthog-
onal subspace of each user. The eavesdropper will suffer
from both users’ AN signals while each legitimate user will
suffer from the other user’s AN signal yielding to better
secrecy performance. However, broadcasting the AN signal
in one legitimate user’s orthogonal subspace will affect both
the eavesdropper and the other user channels, resulting in
incorrect SIC execution and faulty information decoding at
the strong user terminal and degraded signal-to-interference-
and-noise ratio (SINR) at the weak receiver. Hence, other
jamming techniques are needed to be investigated in NOMA
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communication systems, wherein only the eavesdropper is
affected by the jamming signal.

Game theory [19] is a mathematical discipline used to
model, analyse and study the possible interactions among
various rational decision makers referred to as players that
have potentially conflicting goals. The framework is first
developed to model competition among companies in the
field of economics. Recently, game theory has been applied
to wireless networks especially to address the problem of dis-
tributed resource allocation [20]-[22]. Game theory is intro-
duced to NOMA in [23] and [24], where power allocation
problem in NOMA system using game theoretical approach
is investigated. In [25], game theory has been introduced to
PHY security in cognitive radio network, where a Stackelberg
game model is adopted to increase the secrecy rate. The
authors in [26] investigate wireless powered communication
network (WPCN)-based secure communication scheme con-
sisting of multiple power beacons powering the transmitter in
the first phase, to guarantee secure communication with the
legitimate users in the second phase. The interactions among
the power beacons and the information transmitter are mod-
elled as Stackelberg game. The transmitter plays the leader
role while the power beacons are considered as the follower.
The Stackelberg equilibrium of the proposed game is derived
and provided in closed-form expressions. Secure device-to-
device (D2D) communication is addressed in [27], where a
hybrid base station powers the transmitter in the first phase.
During the D2D device communication in the second phase,
the base station jams the eavesdroppers existed in the net-
work. A Stackelberg game is formulated in the corresponding
scenario, wherein the transmitter plays the leader role who
buys energy from the base station that plays the follower role.
The work in [27] is extended in [28] to study the reversed
role between the base station and the transmitter, in addition
to investigating the social welfare problem and solving it
optimally. Fang et al. [29] investigate the PHY security of
multiple relays, single source and single destination network
with the presence of multiple eavesdroppers. Stackelberg
model is adopted to model the source and the relays behaviour
and the corresponding optimal price allocation algorithm is
presented. The model in [29] is extended in [30] to active
full-duplex eavesdropper that is capable of both intercepting
and jamming. A three-stage Stackelberg game is exploited to
model the users’ interactions, encourage the cooperation and
protect the data from the active eavesdropper attacks. Game
theory is introduced to enhance the PHY security in NOMA
systems in [31], where a zero-sum game has been adopted to
protect the information message of the weak user from being
intercepted by the strong user.

In this work, the PHY security of downlink NOMA sys-
tem is enhanced by means of the two-phase harvest-and-jam
technique. In the first phase, the base station provides the
helpers with power and the channel state information (CSI) of
both eavesdropper and legitimate users via the simultaneous
wireless information and power transfer (SWIPT) scheme.
The helpers deploy power splitting scheme to divide the
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signal received between information decoding and energy
harvesting processes. In the second phase, the helpers exploit
the information and the harvested energy to build a null-
steering beamformer, to direct the jamming signal towards the
eavesdropper while being suppressed in the legitimate users’
directions, during the base station communication with the
intended users. In order to enhance the secrecy performance
and the economic revenues, a game-theoretical approach is
introduced to the proposed model. The complex interactions
between the base station and the helpers are modelled as a
Stackelberg game, where the helpers play the leader role who
buys energy from the base station that plays the follower
role to enhance the secrecy rate of the system. The utility
functions at both leader and follower levels are formulated
and the Stackelberg equilibrium is achieved by means of
the backward induction technique, so both players maintain
their equilibrium reaching strategies to guarantee the system
stability. This work exploits null-steering jamming and game
theory techniques for enhancing the PHY security of NOMA
system. The proposed game-theoretical null-steering jam-
ming illustrates better secrecy performance than that of the
AN-aided secure NOMA system proposed in [18], in addition
to enhancing the base station’s economical revenues.

Il. SYSTEM MODEL
We consider secure downlink NOMA system, wherein a base

station equipped with N antenna is communicating with two
active users under the malicious attempts of an external eaves-
dropper of intercepting the legitimate users information with
the existence of L helper. All nodes are equipped with a single
antenna and the channel represents Rayleigh fading channel
multiplied by the free path loss. The total transmission time 7
is divided into power and CSI information exchange with
the helpers in the first phase of time t7, and information
exchange phase (1 — )T, where 0 < 7 < 1. The base station
divides the total available power Pr between the two phases
with ratio 6,0 < 6 < 1, where if & = 0 all power is used
to information exchange with active users, and & = 1 means
that all power is used to transmit information and power to
the helpers and no information is sent to the active users in
the second phase.

We assume that the eavesdropper is an active node which
communicates with the base station for his own services.
Thus, the eavesdropper CSI is assumed to be available at the
base station which is a basic assumption in the literature on
PHY security [32]. In addition, we consider that the eaves-
dropper is capable of detecting multi-user data and hence can
differentiate the messages of the intended users easily [14].
Eavesdropper’s strong decoding capability assumption over-
estimates the eavesdropper decoding abilities, so our results
represent lower bounds of the practical ones. The proposed
system model is illustrated in Figure 1.

A. PHASE ONE: WIRELESS INFORMATION

AND POWER TRANSFER

In this phase, the base station transmits the information
needed by the helper to build the beamforming scheme in
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FIGURE 1. The proposed harvest-and-jam null-steering jamming NOMA
system.

addition to wireless power to be used in transmitting the
jamming signal. The signal received at the helper number i
can be written as

vi = v OPrhis, + n;,

where s; represents the information-bearing signal with
E(lIsnll*) = 1, h; is the complex channel gain between the
base station and the helper number i and n; is the additive
white Gaussian noise (AWGN) signal at the helper i.

The helper nodes deploy power splitting strategy to divide
the power of the received signal into information-decoding
and energy harvesting processes with ratio p; (0 < p; < 1).
If p = 1 all power is used for energy harvesting process,
while if p = 0 then all power is used for the information
decoding process. In order that the helper i is capable of
performing the information decoding successfully the ratio
pi should be equal to

i=1,2,...,L, (D

A
pi=max 10,1 - —————+1  i=12...,L (2
OPr |[h;|
where R; is the target rate for the helperi,i = 1,2,...,L to

decode the base station information message. As can be seen
from Eq. 2 higher data rate implies that power splitting ratio
will be higher. Hence, more power portion will be allocated
to information decoding process and less to the harvesting
energy circuits in the power splitting receiver. The lower
levels of harvested energy lead to less jamming signal power
and degraded secrecy capacity and performance.
The harvested energy at the helper i can be written as

E; = PrOTtnipi|hl*, i=1,...,L, A3)
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where 1; is the energy conversion efficiency at the helper i,
without loss of generality we will assume that n; = 1, Vi =
1, .., L. Hence, the harvested power during the first phase at
the helper number i is given by

Pyi = Prép;lh;|>. 4)

And the maximum jamming power of the ith helper in the sec-
ond phase can be presented as

Pi = Pro = pjl|h;||. )

The harvested energy of the noise signal is considered small
and hence ignored ([33], [34]).

The helpers exploit the CSI information to build the null-
steering precoder to direct the jamming signal towards the
eavesdropper, while being nulled in the active users’ direc-
tions. The transmit null-steering beamformer at the helpers
side in the second phase is written in the following form

_ 1.-Ge
10— Gl

where Iy, is the L * L identity matrix, G £ BB"B)"'BA
is L * L orthogonal projection matrix onto the subspace
spanned by the columns of B, with B £ [g. gn], and
8n = [gln’ 82ns - - - gLn]; &m = [glm’ 82ms - - - ng] and
8e = [8ler 82es-.- &Le] represent the complex channel
between the set of the helpers and the legitimate users n, m
and the eavesdropper respectively.

6)

e

B. PHASE 2: INFORMATION AND

JAMMING SIGNALS TRANSMISSION

In the second phase, the base station transmits the legiti-
mate users information, while the helpers are jamming the
eavesdropper using the information and the power received
at the first phase. The base station implements maximum
ratio transmission (MRT) to transmit the intended users infor-
mation messages, and hence the NOMA superimposed base
station message can be expressed as

x =+/(1 —=Prapw,sy, ++/ (1 — OPrauWpsn, @)

where a, and a,, represents NOMA power allocation ratio
with a, < a,, (user n is considered as the strong user) and
an + an, = 1, s, and s, are the information-bearing of
users n and m respectively, with £(| s, 12) = E(| s |2) = 1,
W;, Wy, are the MRT beamforming vector for user n and m

respectively given by w; = \|thk I, & = n,m, where hy
represents channel between the base station and user k.

The signal received at the user » in the second phase can
written in the form

Yn=+ Pr(1 — 0)ah,wys,++/ Pr(1 — 0)a,h,wyspy+2zp,
3

where z, is the AWGN signal the user n terminal with zero
mean and o2 variance. The strong user decodes the weak
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user’s information message and suppresses it by mean of SIC,
hence the SINR at the strong user n can be expressed as

Yn = Pr(1 — 0)ay||hy|* /o>
=y (1 — O)aylh,||, )

where y = Py /o2 the total signal to noise ratio (SNR).
Similarly, the signal received by the user m can be written
on the following form

Ym = v/ Pr(1 — 0)aph,w,sp,

+Pr(1 — 0)a,hy,wys, + 2, (10)

where z,, is the AWGN signal the user m terminal with zero
mean and o2 variance. Hence, the SINR at the weak user
terminal is expressed as

Pr(1 — 0)ay|hyl?

Ym =

-
Pr(1 = 0)ay | hy iy 12 402

B 2
— y (1 — O)ap|hy, |l ) (11)

.
y (1= 60)ay | hupity > +1

The eavesdropper receives both the base station signals and
the helpers jamming signal

Ye = v Pr(1 — Oashew,s, + / Pr(1 — 0)aphewysy,
L
+ Y VPigiewiev + 2, (12)
i=1

where g, represents the channel between the helper i and
the eavesdropper, w;, denotes the component i of the jam-
ming null-steering beamforming vector w,, v is an artificial
Gaussian jamming signal with zero mean and unit vari-
ance, P; is the transmission power of the helper i, and z,
is the AWGN signal the eavesdropper with zero mean and
o2 variance.

The SINR at the eavesdropper terminal to intercept the
user k, k € n, m messages under the assumption of strong

detection capability can be expressed as

h oo
_ 70— hegy |
0= S| pillhil2llgw 12 + 1

Vek k € {n, m}.

(13)

C. THE SECRECY RATE
The secrecy rate is defined as the difference between the legit-
imate user rate and that of the eavesdropper and expressed as

Cr = [(1 = D) logy(1 + y) — (1 — D) logy (1 + yer)] ™,
k € fn,my, (14)

where [x]T = max{x, 0}.
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IIl. PHYSICAL LAYER SECURITY GAME FORMULATION

In this section, game theory approach is exploited to anal-
yse the PHY security performance of the proposed model.
The relation between the base station and the helpers is
modelled as a Stackelberg game. In the Stackelberg model,
the helpers move first by expressing their willingness to buy
wireless power from the base station with an optimal price
that maximizes the utility function. The feature of moving
first gives the helpers a priority in the game hierarchy and
hence considered as the leader of the game. The base station
plays the follower role who trades wireless energy with the
leader for money in the corresponding game model. We will
start by formulating both leader and follower utility function
that each player is trying to maximize.

A. LEADER UTILITY FUNCTION

The leader aims to maximize his utility function U which
is formulated as the gain in terms of secrecy rate for the legit-
imate user k, k € {n, m} minus the price paid for purchasing
wireless energy from the follower. Hence, the optimization
problem of the leader can be expressed on the following form

L
maximize Ui (0, o, ) = ¢Cy — aPr6 Z pillh;||?,
oo i=1
k € {n, m},
subjectto0 <t < 1, > 0. (15)

where ¢ is the gain per secrecy capacity unit and o represents
the price per harvested energy unit.

B. FOLLOWER UTILITY FUNCTION

The utility function of the base station is modelled as the price
of the power sold to the leader minus its production cost.
Thus, the follower utility function can be expressed as

L
maxiemize UpsO,a,T)=T (aPTG Z ,0,~||h,~||2—_7-'(PT9)),
i=1

subjectto 0 < 0 < 1. (16)

where F(Pr0) is a function models the cost of power produc-
tion per unit at the base station. The power cost function will
be modelled as a quadratic form given by [35]

F(Pro) = a(0Pr)* + bOPr, (17)

where a, b > 0 are constants.

The Stackelberg equilibrium will be reached to guarantee
that none of the players will diverse individually, as moving
alone to another strategy rather than the equilibrium strat-
egy will not render any benefits to the player. In Stackel-
berg game, the leader moves first and chooses his optimal
strategies (a%’, t%") that maximize its utility function. The
follower observes the leader strategy and chooses his best
strategy (8°P") referred to as best response. Stackelberg equi-
librium is reached with the help of backward induction by
finding the best response of the follower first, and then by
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maximizing the leader utility function based on the follower
best response the optimal stratifies will be found.

C. FOLLOWER LEVEL SOLUTION

The optimal power allocation ratio §°P' by the base station for
a given price per energy unit « and time allocation ratio t will
be found first by solving the follower optimization problem.
The objective function U gg is quadratic in terms of 6 with lin-
ear constraint and hence the optimization problem is convex,
and the optimal power allocation ratio 7" can be obtained
by making the first derivatives equals to zero.

oUps L 2
25 = TlePr > pilbil|* —2a0Pr — bPr | =0
i=1

Looilmil2—b . L
opt 0121,1 ga‘l ” , l,fazi_l ,Ol||h1||2_b>0a

—1 0 = -

L
0, ifay _ pilhil*~b=0.

(18)

Hence, for a given « and t values, the follower’s best response
0% is given by

gort _ [az,il pillhill* — b]+

2a (19)

D. LEADER LEVEL SOLUTION

After observing the best response of the follower, the leader
will choose his best strategies for the best response 6%,
and hence the optimization problem of the leader can be
rewritten as

maximize Uy (e, T, 0") = ¢[Rx — Rex ]
T,

L
—af'Pr Yy pillil?, k€ {n,m,
i=1

subjectto0 <7 <1, «o>0. (20)

The optimization problem is NP-hard and the optimal val-
ues for both « and t can not be found in polynomial time, thus
a suboptimal two-step alternating optimization approach will
be adopted. In the first step, « is fixed in terms of optimization
parameter, and the optimal value for T is derived. Then the
optimal value «®?" is found by performing one-dimensional
search over all its possible values for the optimized value %",

The relaxed optimization problem can be expressed as

maximize Uy (o, T, 0°") = {[Rr — Rer T
T

L
—afPPr Yy pillhill®, k€ {n.m),
i=1
subjectto 0 < v < 1. 21)
The optimization function is concave with respect to t, and
the optimal value T°" by making its first derivative equal
Zero.
The legitimate user data rate is given by

Ry = (1 = 1)logy(1 +yi) k€ {n, m} (22)
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Similarly, the eavesdropper data rate can be written on the
following form

Ry = (1 — T)logz(l + Vek)

— (- Dlog, (1+%) ketnm), 3
Vit t1
h1L 2
Where Vekk = V4 (1 — 901”)(11( | hem |’
i = yor? Zf:l pilhi|?lgw,||> calculated at 67" =
a Y iy pillhil>=b
2a :

Hence the optimization function can be written on the
following form

Vekk
Uk =¢ (1 —1)| logy(1 + ) — o 1+ —
k=& )|: g1+ ye) gz( nﬁ%—l)}
L
—af0”'Pr Yy pillhil®, keinm (24
i=1
As it is difficult to obtain a closed-formula for the optimal

value 7, the optimization function will be approximated with
its Taylor’s series expansion.

U ~ g[logz(l + vi) — 1ogy (1 + Yekk)

Yekk Y
+ < — = —logy(1 4 w) + logy(1 + Vekk)>f
1 + Yekk
Vekk VP2 + Verk) 2}
2(1 + Yerr)?

L
—af”'Pr Yy pillhil?, k€ {n,m} (25)
i=1
The second order partial derivative of the optimization func-
tion with respect to 7 is given by

Uk Vekk J/jZ(Z + Yekk)
P’ (1 + Yerr)?
The second derivative is always negative and hence the opti-
mization function is concave. Therefore, the optimal value
can be found be putting the first derivative equal to zero.
The first derivative of optimization function with respect
to T is given by

Uk
It

, ke{nm} (26)

Yekk Vi
L+ Vekk
Yekk 772(2 + Vekk)
(1 + Veik)?
The optimal value for time allocation ratio is given by

—logy(1 + y&) + logy (1 + Vekk)

r], k e {n,m} (27)

opt
Tk

_ (I + Vet (1 + Verk )A0g(1 + Verk ) —1log(1+yi)) — Vekk ¥j)
¢ Verk 2+ VetV
x k € {n, m} (28)

bl

Once the optimal time allocation ratios for both users’ util-
ity functions are calculated, the corresponding optimal price
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per energy unit value for each user will be found by per-
forming one-dimensional search over all possible values
of . The helpers will naturally choose to pay the minimum

. . t
price between the two optimal values aZp , k € {n,m},
. . t t . .
ie, a®” = min(a, , ") and the corresponding time

allocation value 7°",
The Stackelberg equilibrium profile is hence given by the
following strategies {9°P", aP", T°P'}.

IV. NUMERICAL SIMULATIONS

In this section, numerical results are provided to demonstrate
the performance evaluation in terms of the secrecy rate in the
proposed secure NOMA system. The representative results in
the proposed scheme are drawn according to the values shown
in Table 1.

TABLE 1. Simulation parameters.

[ Parameter Value |
Strong user coefficient power 0.2
Weak user coefficient power 0.8

Users locations
Total transmission power
Path Loss model
Channel model

uniformly distributed
46 dBm
128.1 + 37.6 log(r) dB
slow fading Rayleigh channel

Receiver noise density -169 dBm
Power conversion efficiency factor 1
Secrecy capacity threshold 1 bps

The curves shown in Figure 2 illustrate the secrecy rate
versus total transmit power to noise ratio for the proposed
null-steering jamming and the AN-aided scheme introduced
in [18]. The figure shows that the secrecy rate performance
enhances with the SNR, as the increased total power increases
the harvested energy at the helpers and the jamming power
consequently, in addition to boosting the SINR level at the
legitimate users’ terminals. The comparisons between null-
steering jamming and AN-aided scheme yield that null-
steering approach provides better secrecy performance than

1.5 T T T T T

—&— Secrecy Rate User n, Null-steering
—6— Secrecy Rate User n, AN

—A— Secrecy Rate User m, Null-steering §
—A— Secrecy Rate User m, AN

Secrecy Rate

0 L L L L L
0 5 10 15 20 25 30

SNR (dB)

FIGURE 2. Secrecy rate versus transmit SNR.

5901



IEEE Access

Y. Alsaba et al.: Game-Theoretical Modelling Approach for Enhancing the Physical Layer Security of NOMA System

2.6
24
2.2
2
5 2
g
o 18
©
g
T 16
@
S 14
@
©
— Vi
12 q
—©6— Leader Utility User n
1r —~A— Leader Utility User m |7
‘ Follower Utility
0.8 | | | | i i i
4 5 6 7 8 9 10 11 12

Number of Antennas

FIGURE 3. Leader and follower utility functions versus number of
antennas.

45 T T T
—6— Secrecy rate user n
—A— Secrecy rate user m
4 || —©— Leader utility user n
—A— Leader utility user m
Follower utility

35

25

Secrecy Rate and Utility Functions

1 L L L
5 10 15 20 25

Number of Helpers

FIGURE 4. Secrecy rate and utility functions versus number of helpers.

that of the AN-aided scheme, since in the AN scheme legiti-
mate users are affected by each other AN signal while in the
null-steering only the eavesdropper is prone to the jamming
signal. The curves illustrate that the strong user provides
better secrecy performance than the weak user, this is due
to the assumption made that the eavesdropper has strong
decoding abilities and can decode the weak user information
message directly while the legitimate weak user treats the
strong user information message as interference in order to
decode the own.

Figure 3 plots both leader and follower utility functions
with respect to the base station number of antenna. Increasing
the antennas number enhances the received signal at the
intended legitimate users, in addition to the quality of the har-
vested energy at the helpers and the secrecy rate eventually.
Furthermore, increasing the number of transmitting antennas
enhances the follower utility function as well, since it leads
to an increased level of harvested energy at the helpers and
higher economical revenues.
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Figure 4 illustrates the secrecy rate, leader utility function,
and the follower utility function with respect to the number
of helpers. The curves demonstrate that the increased number
of helpers in the network enhances the secrecy rate and the
leader utility function for both users. This is due to the fact
that the increased number of the helpers will increase the
power level of the jamming signal, resulting in better secrecy
performance and leader utility function as a consequence.
In addition, more helpers existed in the network means more
buyers, this boosts the economic revenues of the base station
as the energy production cost is the same regardless of the
number of helpers.

The curves illustrated in Figure 5 draw the secrecy rate
and the follower utility function with respect to the power
allocation values 6. § = 0 means that all power is used
for information exchange and the helpers are not powered
with energy to jam the eavesdropper (‘‘no-helper”” scheme).
While &6 = 1 means that all power is assigned to helpers
and no information exchange between the base station and
the intended legitimate users. The secrecy rate increases
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significantly at the value 67, this illustrates that the pro-
posed null-steering jamming scheme does enhance the PHY
security of NOMA system when compared to the no-helper
scheme (¢ = 0). The increased value of the power allo-
cation ratio 6 boosts the harvested energy and the jamming
signal power level, and hence the secrecy performance of the
system.

Figure 6 plots the utility function for both the leader and the
follower with respect to helper channel gain ||/;||. The curves
demonstrate that both utility functions increase with the chan-
nel gain of the helper. Better helper’s channel condition yields
higher level of harvested energy resulting in higher jamming
levels and better secrecy performance in terms of leader util-
ity function. On the other hand, higher helpers channel gain
increased the amount of the harvested energy and its price,
leading to better follower function. Hence, it is more efficient
to choose nodes with good channel conditions to play the
helpers role from both leader and follower perspectives.

V. CONCLUSION

A game-theoretical approach is exploited in this work to
model the relation between the base station and helpers in a
secure downlink NOMA communication system. In the pro-
posed scheme, the helpers are utilizing the harvested energy
of the SWIPT technique to jam the eavesdropper channel
and impair its decoding capabilities. Modelled as Stackel-
berg game, the helpers buy energy from the base station
to transmit the jamming signal towards the eavesdropper
without affecting the legitimate users’ channels by exploiting
the null-steering beamforming technique. The optimised null-
steering scheme demonstrates a higher secrecy rate than that
of the conventional AN-aided NOMA scheme and proved to
enhance the economic revenue of the system.
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