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Maximum Likelihood Approach for RFID Tag Cardinality
Estimation under Capture Effect and Detection Errors*

Chuyen T. NGUYEN'®, Nonmember, Kazunori HAYASHI™, Megumi KANEKO'®, Members,

SUMMARY  Cardinality estimation schemes of Radio Frequency IDen-
tification (RFID) tags using Framed Slotted ALOHA (FSA) based protocol
are studied in this paper. Not as same as previous estimation schemes, we
consider tag cardinality estimation problem under not only detection errors
but also capture effect, where a tag’s IDentity (ID) might not be detected
even in a singleton slot, while it might be identified even in a collision slot
due to the fading of wireless channels. Maximum Likelihood (ML) ap-
proach is utilized for the estimation of the detection error probability, the
capture effect probability, and the tag cardinality. The performance of the
proposed method is evaluated under different system parameters via com-
puter simulations to show the method’s effectiveness comparing to other
conventional approaches.

key words: RFID, Maximum Likelihood (ML), tag cardinality estimation,
capture effect, detection errors

1. Introduction

Radio Frequency IDentification (RFID) technology is being
increasingly deployed in many automated identification sys-
tems, such as inventory control and tracking, supply chain
management and security check [1]-[4]. Tag cardinality es-
timation, where an RFID reader tries to estimate the total
number of RFID tags in its communication range rapidly
and reliably, is one of the fundamental tasks in RFID sys-
tems [5]. We can see the task in different applications such
as Intelligent Transportation Systems (ITS) and indoor sta-
dium systems [6] that track population distribution of vehi-
cles and monitor visitors, respectively. The task can also be
seen in other indoor applications such as factories or ware-
houses that store a huge number of products with the same
type of identities, or in conferences, where thousands of par-
ticipants need to be monitored [6], [7].

The Framed Slotted ALOHA (FSA) [8] based proto-
col is widely used in many RFID systems for tag cardinality
estimation due to its simplicity and robustness [9]. In the
protocol, the reader starts a reading round by first broad-
casts a request message, which is a frame composed of time
slots. Then, each tag responds to the reader in a randomly
selected slot with its IDentity (ID). A slot is empty or sin-
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gleton if no tag or only one tag responds to the reader in the
slot, respectively. Otherwise, the slot is in collision. Here,
the empty, singleton, collision slots could be distinguished
by the reader. Indeed, in the case where an ID signal is de-
tected, the reader confirms the correctness of the ID by ver-
ifying the Cyclic Redundancy Check (CRC) code carried in
the ID, and if the code is valid, the slot, in which the ID is
detected, is considered to be a singleton slot, otherwise, it
might be an empty slot or a collision slot, which could be
distinguished based on the received signal power of the slot:
if the power is higher than a certain threshold then the slot is
judged as a collision slot, otherwise as an empty slot. At the
end of the reading round, the numbers of detected empty,
singleton and collision slots are used for tag cardinality es-
timation, as adopted in several works [10]-[13].

All the above works, however, only consider tag cardi-
nality estimation in a simple collision channel model, where
the success of the detection of a tag solely depends on the
status of the slot (empty, singleton or collision) in which
the tag responds. The model is not reasonable in practice
because the effect of wireless channels on the tag reading
is ignored. Indeed, it is shown in [5] that an European
Union tag operating at 868 MHz requires 50 microwatts to
respond from a distance of about 3.25 meters, while the re-
quired reader’s sensitivity is 2500 mircowatts, under ideal
conditions. Therefore, if we consider, for example, the fad-
ing phenomenon, the reader might not detect a tag’s re-
sponse even in a singleton slot if the received Signal-to-
Noise Ratio (SNR) is below the reader’s sensitivity thresh-
old, which we call “detection errors”. Moreover, the reader
might detect a tag’s response even in a collision slot, which
is called the capture effect [14]-[20], if the received Signal-
to-Interference plus Noise Ratio (SINR) is higher than the
threshold due to the fading effect. In this case, the detected
numbers of empty, singleton and collision slots no longer
reflect the actual ones, which results in inaccurate tag cardi-
nality estimation. Hence, effects of wireless channels such
as the detection errors and the capture effect should be taken
into consideration in tag cardinality estimation schemes.

Recently, Bo Li et al.[20] have proposed a Capture-
aware Minimum Error Backlog Estimation (CMEBE)
method, in which a tag in a collision slot is assumed to be
detected with a certain probability, which is called capture
effect probability. Then, both the tag cardinality and the cap-
ture effect probability are estimated by minimizing the dis-
tance between the observed and expected vectors composed
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by the number of empty, singleton and collision slots. How-
ever, in CMEBE, the capture effect has not been studied in
the context of fading, and hence the detection errors, which
are also caused by wireless channels as mentioned above,
have not been considered.

In this paper, we study tag cardinality estimation
method for indoor RFID applications using FSA based pro-
tocol under not only the capture effect but also the detec-
tion errors in order to cope with the practical wireless en-
vironments with non-line-of-sight transmissions. Based on
the assumption that the success of the detection of a tag in
a slot depends on the received SNR or SINR, a tag may
be undetected in a singleton slot with a certain probabil-
ity (detection error probability), while it might be detected
in a collision slot with another probability (capture effect
probability). Maximum Likelihood (ML) approach is used
for the estimation of the tag cardinality, the detection error
probability and the capture effect probability. In particular,
our considered system is modeled with flat Rayleigh fad-
ing channels, which have been shown, via measurements in
[22]-[24], to be valid for indoor RFID systems with non-
line-of-sight environments. The flat Rayleigh fading chan-
nel is also assumed in some other indoor RFID applications,
which can be seen in [25]-[27]. Then, by assuming a cer-
tain SNR/SINR sensitivity threshold, the detection error and
the capture effect probabilities are derived as a function of
the threshold, which enables us to obtain the deterministic
relation between the two probabilities. After that, since it is
difficult to obtain the closed form solution of the ML prob-
lem, we utilize the steepest descent algorithm [28] based on
the continuous relaxation of the tag cardinality. Computer
simulations are performed to show the effectiveness of the
proposed method comparing to the conventional CMEBE
method.

The rest of this paper is organized as follows. In Sect. 2,
the system model and the conventional approach CMEBE
are described. Section 3 describes the proposed ML ap-
proach based on the analysis of detection error and capture
effect probabilities. Simulation results are shown in Sect. 4,
and finally, we conclude in Sect. 5.

2. System Model and Conventional Approach
2.1 System Model

The considered RFID system consists of a reader and n tags
as shown in Fig. 1. FSA based protocol is used in this paper
with a fixed frame size L. Assuming flat Rayleigh fading
channels, the received signal model at the reader in the j-th
slot is described as

yj:Zh[x,»+wj, (1)

-
i€k

where x; is the transmitted signal from the i-th tag, while K
is the set of indexes corresponding to the tags responding
in the j-th slot. Here, if we denote by |K| the number of
elements in K, the j-th slot should be empty, singleton or
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Fig.1 System configuration.

collision when |Kj;| = 0, |'K;| = 1 or || > 2, respectively.
h; is the fading coefficient between the i-th tag and the reader
with ; ~ CN(0, 1). Note that in this paper, we ignore the
effect of path-loss, which could be valid for indoor RFID
applications, where the transmission is considered to be of
short range [22],[23]. w; is an Additive White Gaussian
Noise (AWGN) in the j-th slot with w; ~ CN(0, o).

Here, we assume that the reader detects a tag in a
singleton slot only if the received SNR is greater than the
reader’s sensitivity threshold y. Then, the detection error
probability in the j-th slot, can be written as

|hil?

o2

/3j=/3zpr( gy||7<j|=1,ie7<j). ®)

Note that, because tags respond to the reader in randomly
selected slots and path-loss is ignored, the detection error
probability is supposed to be constant in every singleton slot
for every tag. On the other hand, we also suppose that a tag
might be detected in a collision slot if the received SINR
is higher than y. This means that several tags involved in
the collision might be detected depending on the threshold.
However, in common RFID systems, the reader finishes the
tag detection process in each slot after detecting a valid ID,
which implies that no more than one tag is detected in a slot.
Hence, in the case of the capture effect, the received SINR
of the detected tag is assumed to be not only higher than v,
but also the maximum among tags responding in the same
slot. The capture effect probability in the j-th slot, which is
denoted by «;, is thus written as

|l
a; = Prlmax >y | |Ki| = 2].
! [iE‘K/ {Zke?(,-, ki [il? + 072 ’ | !
(3)

We can see that if || is large, the capture effect probability
is usually small because of the increased interference power.
For simplicity, we restrict the capture effect in the collision
slot to the case with |X;| = 2 in the analysis, by which the
capture effect probability is the same for all collision slots,
and is denoted by «. Thus, (3) could be rewritten with K| =
2 as
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Note that the validity of this simplification is verified in the
simulations.

After receiving the tags’ responses, the reader distin-
guishes the status of a slot as follows. If a tag’s ID is ob-
tained correctly in the j-th slot, the slot is understood as
a singleton slot by the reader. Otherwise, the reader treats
the slot as an empty or a collision one if the received signal
power is lower or higher than a certain threshold, respec-
tively. In other words, if we denote by y¢ the threshold, the
undetected slot is judged as collision if

DIl + o > ye, 5)
i€k

otherwise as empty. Note that in (5), without loss of gener-
ality, the transmit power from the i-th tag is assumed to be
1. At the end of the reading round, the detected numbers of
empty, singleton and collision slots are denoted as E, S and
C, respectively.

Figures 2 and 3 describe a simple example of our sys-
tem model with a reading round, where the request L = 4
is first transmitted to all tags, and each tag randomly selects
one of 4 slots to respond (in Fig.2). Due to the impact of
wireless channels, tag 3 is detected in the collision slot 3,
while tag 1 is not observed in the singleton slot 1. In this
case, E=2, S =1, C =1 (in Fig. 3).

2.2 Conventional Approach-CMEBE [20]

In [20], although the detection error in a singleton slot is not
considered, the capture effect probability is introduced with
a fixed value for every collision slot. Under this assumption,
the expected values of E, S and C, which are denoted by
E, § and C, respectively, are written as follows
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Then, the capture effect probability a and the total number
of tags n are estimated by minimizing the distance between
the observed and theoretical reading results (similar to Vogt
approach [11]) i.e.,

C=01-a (6)

(ncMEBE, ®CMEBE)
{(E-EP+E-$)7+(C-0p,

(N
where ncevepe and acmiegpg are the estimates of n and «, re-
spectively. Here, for each of the possible values of «, all

possible values of n are evaluated to find the solution that
satisfies (7).

=arg min
neN, a€l0,1]

3. Proposed Approach

In this section, ML approach will be used to deal with tag
cardinality estimation problem with the FSA based proto-
col, given the analysis of the detection error probability and
the capture effect probability. In particular, we denote by
Do, p1 or p, the probability that a given slot is empty, sin-
gleton or collision, respectively (py + p; + p» = 1), when n
tags respond to the reader in a time slotted frame size of L.
Do, P1, p2 are found in [13] as follows

= po — D1 ()

Under the detection errors and the capture effect, the de-
tected status of the slot (i.e., empty, singleton, or collision)
by the reader might be different from the actual status. Thus,
if we denote by pg, ps or p¢ the probability that the j-th slot
is detected as empty, singleton or collision, respectively, we
have

e = po+Bp1+ (1~ a)szr{Z Ihif* + 0 < ’}’C],
i€K;

ps = (1 =B)p1 +ap,
pc=(-a) {1 - Pr{Z Ihil* + o2 < 70]]172- ©)
i€k

Due to the diversity effects, the received signal power in a
collision slot is supposed to be usually larger than the thresh-
old y¢, which implies that the probability a collision slot is
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detected by the reader as an empty one is very small. Thus,
we assume

Pr[z i + o2 < yc} ~0, (10)

i€k

which will be also verified in the simulations. Therefore,
we could simplify pg, ps, pc by approximated formulas as
follows

PE % po + Bp1,
ps = (1 =pB)p1 +aps,
pc = (1 -a)ps. (11)

If we denote by 71, & and 3 the ML estimates of n, @ and 3,
respectively, we have

(A, & p) = arg neN,n(:f[l%)e([(),l]
where f(L, E, S, C|n,a,p) is the likelihood function of the
number of tags n, the detection error probability S and the
capture effect probability a, given the frame size L, the de-
tected numbers of empty slots E, singleton slots S and col-
lision slots C given by

f(L,E,S,Cln,a,p), (12)

(E+S +0O)!
T Pensre 09

Then, in order to maximize the likelihood function, we
derive the detection error probability and the capture effect
probability as functions of the threshold y, assuming flat
Rayleigh fading channels.

Because ; ~ CN(0, 1), the detection error probability
in (2) is easily obtained as

f(L,E,S,Cln,a,B) =

B=1-¢77. (14)

On the other hand, we denote the random variables
Z;, Z; and Z as follows

P
T+ o
||
Zp = —
T+ o?
Z = max {Z;, Zy} . (15)

(4) is thus rewritten as

In order to determine «, we find the probability density func-
tion (pdf) of Z, which is denoted by fz(z). In particular,
since h;, hy ~ CN(0, 1), the pdfs of Z; and Z;, which are
denoted by f7(z) and fz,(z) respectively, are found as

2 o0 ’ (- 2 ’
f22) = f(2) = ¢ f (@ + 0P T gy
0

P 2
60'4, 260'2

T+ T

7)

1125

Note that, in (17), Eq.3.351.3 in [30] has been used for the
integrations. The cumulative distribution function (cdf) of
Z; (Zy) denoted by Fz(z) (Fz./(z)) is, then, written as

2.

_ _ o 7 2 e ’
FZ,(Z) = FZ,((Z) - L ((Z, + 1)2 + O (Z’ + 1))612

-0’z

e

=1- .
z+1

(18)

Thus, f7(z) can be determined as in [31] as follows

f2(2) = 2f7(2)F7,(2)
efa'zz efa—zz ) efo'zz
=2]1- . 19
( Z+l)((z+1)2+a—(z+l)) (19
(16) is, therefore, rewritten as
© (20 DgleoE

a = 5+ dz

y \(z+1) z+1

00 26—20'21 20_28—20'21
- TE + 7 dz
y (Z + ) (Z + )

2y 2%y

T oTIe (by using (14))
_ 20%(1-p) a2(1-p Y
"2 —In(1-p) "(02—111(1—/3)) ’ e

Since now we have a deterministic relation between «
and S, by substituting « in (20) into (13), we can rewrite the
likelihood function as a function of 8 and n as follows

(E+S +0O)!
E\S!C!

1 o2(1-p) (2 +op-21m(1-p)) |
O T ety )

-1 -p\ )
x((—) p2] . 1)

fLE,S,Cln,p) = (po +Bp))" x

o2 —In(1 - B)

Although we have simplified the likelihood function by
reducing the number of variables from three to two, it is still
difficult to obtain a closed form solution of the ML prob-
lem. In this paper, we utilize the steepest descent algorithm
to find the optimal solution employing the continuous re-
laxation of n. In particular, we denote by 7,, B3,, and Vf,
the estimates of n, 8, and the gradient of the log likelihood
function, respectively, in the 7 round. The update equation
is given by

ﬁr _ ﬁr—l
(5)-(5 )

where £ is the step size, and V, is obtained as

dln f(L,E,S,C|nB)
on
Vir= [ ol f(LES Cnp) ]
ap

n=n,, f=p,
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) — E[(L-DIn(1-1)+g(1+nn(1-

1))l
L-1+p6n
) S [‘%6 ((1—%)"_1 #n(1-1

D (1) 5 (-3 =21 (0-5 +n (- (-
1-p2(1-2" + 1® [1—(1—%)n—% (1‘%)#1]
0= -3 (-4 e (1)
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1—%)).
=40

:( g91(n, ) )
92(n. )

bl

(24
0.25
(23)
n=h., p=p; o
0.2}) —m-y -8
where g»(n, §) can be seen from (24) in the next page, while, Y
g1(n, B) is written as v
0.15f 3
9101, B) = Epi  SCEpi+pfB)  ChHHB) 3 v
T potBpr =B+ fiBp2 1-£i(B) 0.1 M
(25) '
1
with 0.05¢ ‘.\
2 2 2 "
2001 -B) o (1-p T
f‘(ﬂ)zo.z_ln(l fﬂ)_(az—ln(lﬁ—ﬂ)) ’ % 3 Z-‘-‘-E- K g H
Number of colliding tags in j-th slot
2 2 2
B = 20 [ln(l —p-o - 1] [U B —In(1 - :3)] Fig.4  Probability @ w.r.t. |].
[0? ~In(1 - B)I’
(26)
The update process is repeated until

lnf(L7 E,S,Clﬁr,ﬁr) - ln.f(L’ E’Sa C|ﬁr—l’,8r—l) < Ea

Table 1 Pr(z,-e,,(/ I + 0 < ye|ix) = 2).
ye | Pr{Xiex; hil? + 0 < )’c'lel > 2)
04 | 0.0214
0.3 | 0.0062
27
where € is a predetermined constant. Finally, & is deter-
mined with (20) by substituting S, into £.
4. Simulation Results

assumption.

pared as the case with |K;| = 2, which matches with our
In this section, we show the performance of the proposed

increased, and if |7(J| > 2, a takes very small values com-
method under different system parameters via computer

are set to be 0.01 and 107#, respectively. The simulation re-
runs.

simulations. The performance of the method is also com-
sults are obtained by Monte Carlo method with R = 10, 000

pared with that of CMEBE method. The values of & and €

We also validate the assumption in (10) by showing
the probability that a collision slot is judged as an empty

slot Pr Zie’Kj |hil? + o2 < yc'|7<j| > 2| with different values
very small.

of yc in Table 1, where we can see that the probability is
In order to support the validity of our assumption for

the capture effect probability @ in Sect. 2, we first plot & with
respect to the number of tags in a collision slot |‘Kj| The
variance of the AWGN (c2) is set to be 0.1 (if not otherwise

In Fig.5 we plot a typical example of the likelihood
specified). In this figure, vy is selected to be 8 (8 ~ 0.5, based

function f(L, E, S, C|n, 8) with respect to n and (3, in which

the actual values of n, L and 8 are set to be 300, 128 and 0.4,
respectively, when we have observed E = 40, S = 48 and
C = 40. Although it is difficult to verify the convergence

of the proposed algorithm analytically, from the numerical
on (14)), which corresponds to the SNR of 20 dB, while sim-

ilar curves are obtained with other values of y. We can see

the true solution.
that because of the interference, « is decreased when |‘K j| is

example, we can expect the convergence of our algorithm to

In Fig. 6, we plot the probabilities @ and 8 determined
by CMEBE method and the proposed method with respect

to y, in which L = 256 and n = 400. Note that, plots with
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Fig.5 Likelihood function f(L,E,S,Cln,f) w.rt. n and 8 (Peak: n =
310, 8 = 0.36).
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“true” are the true values of @ and 8 in the simulation. Also,
the estimate of S is plotted only for the proposed method
since the detection errors are not considered in CMEBE
method. We can see that the estimate of « obtained by the
proposed method is very close to the true value, and is closer
than that determined by CMEBE method. Thus, we can say
that the proposed method shows a better performance than
CMEBE method in terms of the estimated capture effect
probability accuracy. This is because our method consid-
ers not only the capture effect but also the detection errors,
utilizing ML approach. Note that, the estimates of 8 and «
obtained by the proposed method are underestimated com-
paring to the true values. This is because, we have assumed
that the capture effect happens only with || = 2, while it
actually happens when || > 2 as well, which we can see in
Fig. 4. The underestimated « is compensated by decreasing
the detection error probability S.

On the other hand, we also plot the probabilities a,
determined by CMEBE method and the proposed method
with respect to o (or inverse SNR, in other words) in Fi g.7,
and similarly to the previous case, the proposed method is
observed to have quite accurate estimates of the probabilities
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Fig.8 RMSE of n under capture effect and detection errors.

comparing to the true values, and the estimate of @ is more
accurate than that obtained by CMEBE method. Note that
the performance of CMEBE method can be comparable as
that of our method when o2 ~ 0, because the SNR, in this
case, is very high, and thus the detection error probability in
each singleton slot is approximately equal to 0.

We now study the effect of the detection errors and
the capture effect to estimation schemes via the Root Mean
Square Error (RMSE) performance of the estimated tag car-
dinality obtained by Vogt method [11], CMEBE method and
the proposed ML approach in Fig.8. L and n are, respec-
tively, set to be 256 and from 300 to 800. The RMSE of 7 is
defined as

(RMSE of n) = (28)

where n; is the estimate of n at the i-th simulation run. Note
that, in Vogt method, neither the detection errors nor the cap-
ture effect is considered i.e., (6) and (7) are used with a = 0.
We can see that the CMEBE method gives a more accurate
estimate of n than Vogt method, while our proposed method
shows the best performance. This is because only the cap-
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Fig.9 RMSE of n under capture effect and detection errors w.r.t. 0.

ture effect has been taken into account in CMEBE method,
while our method deals with both phenomena, utilizing ML
approach.

We now show the RMSE performance of the estimated
tag cardinality obtained by all the above methods with dif-
ferent values of 0% in Fig.9. The frame size L and the ac-
tual number of tags n are, respectively, set to be 256 and
400. We can see that when o is very small, which im-
plies that the SNR is very high, almost all tags in singleton
slots are detected successfully, by which the detection er-
ror probability is approximately equal to O (Fig.7). There-
fore, CMEBE method and the proposed method have the
same performance and are better than Vogt method. How-
ever, when the noise power is increased, the detection er-
ror probability is also increased so that CMEBE method,
which does not consider the detection error, is no longer ef-
fective as our method. On the other hand, as seen in Fig. 7,
if the noise power keeps increasing, the estimate of @ deter-
mined by CMEBE method is also not accurate, and is ap-
proximately equal to 0. Hence, CMEBE method and Vogt
method have the same performance, which can be seen in
Fig. 9 with 02 > 0.4.

5. Conclusions

In this paper, we studied tag cardinality estimation in RFID
systems using ML approach and FSA based protocol in the
context of fading wireless channels so that not only the cap-
ture effect but also the detection errors were considered. The
relationship between detection error probability and the cap-
ture effect probability was derived assuming flat Rayleigh
fading channels in order to simplify the likelihood function.
We employed the steepest descent algorithm to find the esti-
mates of the tag cardinality and the probabilities that maxi-
mize the likelihood function. Simulation results showed that
our proposed method gave better performance than conven-
tional methods, where the detection errors were not consid-
ered, in terms of the estimation accuracy.

In the future work, we intend to study RFID tag iden-
tification under both the detection errors and the capture ef-

fect.
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