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Abstract— We first propose the notion of universally anonymizable public-key encryption.
Suppose that we have the encrypted data made with the same security parameter, and that
thesce data do not satisfy the anonymity property. Consider the situation that we would like
to transform these encrypted data to those with the anonymity property without decrypting
these encrypted data. In this paper, in order to formalize this situation, we proposc a new
property for public-key encryption called universal anonymizability. If we use a universally
anonymizable public-key encryption scheme, not only the person who made the ciphertexts,
but also anyonc can anonymize the cncrypted data without using the corresponding sceret
key. We then proposc universally anonymizable public-key encryption schemes b on the
ElGamal encryption scheme, the Cramer-Shoup encryption scheme, and RSA-OAEP, and
prove their security.

Keywords: encryption, anonymity, key-privacy, ElGamal, Cramcr-Shoup, RSA-OAEP

1 Introduction

The classical sccurity requirement of public-key
encryption schemes is that it provides privacy of
the encrypted data. Popular formalizations such
as indistinguishability or non-malleability, under
ecither the chosen-plaintext or the chosen-ciphertext

attacks arc directed at capturing various data-privacy

requirements.

Bcllare, Boldyreva, Desai, and Pointcheval [1]
proposed a new security requircment of encryp-
tion schemes called “key-privacy” or “anonymity.”
It asks that an encryption scheme provides (in ad-
dition to privacy of the data being cncrypted) pri-
vacy of the kcy under which the encryption was
performed. That is, if an encryption scheme pro-
vides the key-privacy, then the receiver is anony-
mous from the point of vicw of the adversary.

In addition to the notion of key-privacy, they
provided the RSA-bascd anonymous public-kcy cn-
cryption scheme, RSA-RAEP, which is a variant
of RSA-OAEP (Bellare and Rogaway [2], Fujisaki,
Okamoto, Pointcheval, and Stern [6]). Recently,
Hayashi, Okamoto, and Tanaka [8] proposed the
RSA-based anonymous cncryption scheme by us-
ing the RSACD function. Hayashi and Tanaka [9]
constructed the RSA-basced anonymous cncryption

* Supported in part by NTT Information Sharing Plat-
form Laboratories and Grant-in-Aid for Scientific Re-
search, Ministry of Education, Culture, Sports, Science,
and Technology, 16092206.

scheme by using the sampling twice technique. In [9],
they also mentioned the scheme with the expand-
ing technique for comparison, however, there is no
security proof.

With respect to the discrete-log based schemes,
Bcllare, Boldyreva, Desai, and Pointcheval [1] proved
that the ElGamal and the Cramer-Shoup encryp-
tion schemes provide the anonymity property when
all of the users usc a common group.

In this paper, we consider the following situa-
tion. In order to send e-mails, all members of the
company use thc cncryption scheme which docs
not provide the anonymity property. They con-
sider that e-mails sent to the inside of the company
do'not have to be anonymized and it is sufficient to
be encrypted the data. However, when c-mails are
sent to the outside of the company, they want to
anonymize them for preventing the cavesdropper
on the public network.

A trivial answer for this problem is that all mem-
bers usc the encryption scheme with the anonym-
ity property. However, generally speaking, we re-
quire some computational costs to create cipher-
texts with thc anonymity property. In fact, the
RSA-based anonymous cncryption schemes pro-
posed in [1, 8, 9], which arc based on RSA-OAEP,
are not efficient with respect to the encryption cost
or the size of ciphertexts, compared with RSA-
OAEP (See Figure 1. Here, k, ko, k1 are security
paramcters and we assume that N is uniformly dis-



RSA-OAEP | Sampling Twice [9] | RSA-RAEP [1] | RSACD |8} Expanding
anonymity No Yes Yes Yes
# of mod. exp. to cnerypt
(average / worst) 1/1 15/ k 15/2 1/1
# of random bits to encrypt 2ky+k+3 , - ko + 160
(average / worst) ko [/ 2ko+k+3 1.5ko [ kyky | 1.5k0 / 1.5k / ko + 160
size of ciphertexts k k k k + 160

Figure 1: The costs of the cncryption schemes.

tributed in (2%-1, 2¥).). Sincc the members do not
require to anonymize the c-mails, it would be bet-
ter to use the standard cncryption scheme within
the company.

We proposc another way to solve this. Consider

the situation that not only the person who made
the ciphertexts, but also anyonc can transform the
cncrypted data to those with the anonymity prop-
erty without decrypting these encrypted data. If
we have this situation, we can make an e-mail
gateway which can transform cncrypted c-mails to
thosc with thc anonymity property without using
the corresponding secret key when they are sent
to the outside of the company.
" Furthermore, we can use this e-mail gateway in
order to guarantee the anonymity property for e-
mails sent to the outside of the company. The
president of the company may consider that all ¢
mails sent to the outside of the company should be
anonymized. In this case, even if someone tries to
send c-mails to the outside of the company without
anonymization, the c-mails passing through the c-
mail gatcway arc always anonymized.

In this paper, in order to formalize this idea,
we propose a special type of public-key encryption
scheme called a universally anonymizable public-
key encryption scheme. A universally anonymiz-
able public-key encryption scheme consists of a
standard public-key encryption scheme PE and
two additional algorithms, that is, an anonymiz-
ing algorithm Y. A and a decryption algorithm DA
for anonymized ciphertexts. We can use PE as
a standard encryption scheme which is not nce-
cssary to have the anonymity property. Further-
more, in this scheme, by using thc anonymizing
algorithm U A, anyonc who has a standard cipher-
text can anonymizc it with its public key whenever
she wants to do that. The recciver can deerypt the
anonymized ciphertext by using the decryption al-
gorithm DA for anonymized ciphertexts. Then,
the adversary cannot know under which key the
anonymized ciphertext was created.

To formalize the security propertics for univer-
sally anonymizable public-key cncryption, we de-
fine three requirements, the data-privacy on stan-
dard ciphertexts, that on anonymized ciphertexts,

and the key-privacy.

We then propose the universally anonymizable
public-kcy cncryption schemes based on the El-
Gamal encryption scheme, the Cramer-Shoup en-
cryption scheme, and RSA-OAEP, and prove their
sccurity.

We show the key-privacy property of our schemes
by applying an argument in [1] with modification.
The argument in [1] for the discrete-log based scheme
depends heavily on the situation where all of the
uscrs cmploy a common group. However, in our
discrete-log based schemes, we do not use the com-
mon group for obtaining the key-privacy property.
Thercfore, we cannot straightforwardly apply their
argument to our schemes. To prove the key-privacy
property of our schemes, we employ the idea de-
scribed in [4] by Cramer and Shoup, where we cn-
code the elements of QR,, (a group of quadratic
residues modulo p) where p = 2¢ + 1 and p,q
are prime to those of Z,. This cncoding plays
an important role in our schemes. We also em-
ploy the expanding technique. With this tech-
nique, if we get the ciphertext, we expand it to
the common domain. This technique was pro-
posed by Desmedt [5]. In [7], Galbraith and Mao
used this technique for the undcniable signaturce
scheme. In [11], Rivest, Shamir, and Tauman also
uscd this technique for the ring signature scheme.

The organization of this paper is as follows. In
Section 2, we formulate the notion of universally
anonymizable public-kcy cncryption and its secu-
rity propertics. We proposc the universally anony-
mizable public-key encryption scheme based on the
ElGamal encryption scheme in Section 3, that based
on the Cramer-Shoup encryption scheme in Sec-
tion 4, and that bascd on RSA-OAEP in Section 5.

Due to lack of space, details have been omitted
from this paper. See the full version [10].

2 Universally Anonymizable Public-
Key Encryption
In this section, we propose the definition of uni-

versally anonymizable public-key encryption schemes
and its sccurity properties.
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2.1 The Definition

We formalize the notion of universally anony-
mizable public-key encryption schemes as follows.

Definition 1. A universally anonymizable public-
key encryption scheme UAPE = ((K,E,D),UA, DA)
consists of a public-key encryption scheme PE =
(K,&,D) and two other algorithms.

o The key generation algorithm K is a random-
1zed algorithm that takes as input a security
parameter k and returns a pair (pk, sk) of
keys, a public key and a matching secret key.

o The encryption algorithm € is a randomized
algorithm that takes the public key pk and a
plaintext m and returns o standard cipher-
text c.

e The decryption algorithm D for standard ci-
phertezts is a deterministic algorithm that
takes the secret key sk and a standard cipher-
text ¢ and returns the corresponding plaintext
m or a special symbol L to indicate that the
standard ciphertext is invalid.

o The anonymizing algorithm U.A is a random-
ized algorithm that takes the public key pk
and a slandard ciphertexl c and relurns an
anonymized ciphertezt .

e The decryption algorithm DA for anonymized
ciphertezts is a deterministic algorithm that
takes the secret key sk and an anonymized
ciphertezlt ¢ and relurns the corresponding
plaintext m or a special symbol L to indicate
that the anonymized ciphertext is invalid.

We require the standard correciness condition. That
is, for any (pk, sk) outputied by K and m € M(pk)
where M(pk) denotes the message space of pk,
m = Dyx(Epk(m)) and m = DA (UApk(Epk(m))).

In the universally anonymizable public-key en-
cryption scheme, we can use P€ = (K,€,D) as
a standard encryption scheme. Furthermore, in
this scheme, by using the anonymizing algorithm
UA, anyone who has a standard ciphertext can
anonymize it whenever she wants to do that. The
recciver can decrypt the anonymized ciphertext
by using the decryption algorithm DA for anony-
mized ciphertexts.

2.2 Security Properties

We now define security properties with respect
to universally anonymizable public-key encryption
schemes.

2.2.1 Data-Privacy
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We define the security property called data-privacy

of universally anonymizable public-key encryption
schemes. The definition is based on the indis-
tinguishability for standard public-key encryption
schemes.

We can consider two types of data-privacy, that
is, the data-privacy on standard ciphertexts and
that on anonymized ciphertexts. We first describe
the definition of the data-privacy on standard ci-
phertexts.

Deflnition 2 (Data-Privacy on Standard Cipher-
texts). Let b € {0,1} and k € N. Let Ay =
(Alas A2,), Acca = (AL, A%,) be adversaries
that run in two stages and where Aca has ac-
cess to the oracles Dyry (), Dak, (-}, DAsk,(:), and
DA,k, (-). Note that si is the state information. It
contains pk,mo,my, and so on. For atk € {cpa,
cca}, we consider the following ezperiment:

Experiment Exp{ip: ac? (k)
(Pk, 3k) - K(k)r (”l'Oamlasi) - A:tk(pk)
¢ — Epx(mp); d — A3, (c,si); return d

Note that mg,m;1 € M(pk). Above it is mandated
that A2., never queries the challenge ciphertext ¢
to either Dsry(-) or Dy, (), and it is also man-
dated that A%, never queries either the anony-
mized ciphertext ¢ € {UApr,(c)} to DAsk,(-) or
€ € {UApk,(c)} to DAk, (-). Foratk € {cpa, cca},
we define the advantage via

A dvd;tus-atk

UAPE Auy (K) = |piatas-atk _ jdataS-atk

0

where
pi*taS = = Pr{ExpiiBe A (k) = 1.

We say that the universally anonymizable public-
key encryption scheme UAPE provides the dala-
privacy on standard ciphertexts against the cho-
sen plaintest attack (respectively the adaptive cho-

sen ciphertezt attack) if Adv&ﬁ‘ﬁéfxp_(k) (resp.

Advaﬁgg‘fj:c‘(k) ) is negligible for any adversary
A whose time complezity is polynomial in k.

In the above experiment, if the challenge is c,
then anyone can compute WA, (c). Thercfore, in
the CCA sctting, we restrict the oracle access to
DA as described above.

We next describe the definition of the data-privacy
on anonymized ciphertexts.

Definition 3 (Data-Privacy on Anonymized Ci-
phertexts). Let b € {0,1} and k € N. Let Ay =
(Al ALL)s Acca = (Alea; A2,) be adversaries



that run in two stages and where A.n has ac-
cess to the oracles Daky(-), Dsk, (-), DAsk,(-), and
DA,k (-). For atk € {cpa, cca}, we consider the
following experiment:
Experiment Expfips ey (k)
(pk, sk) «— K(K); (mo, ma, si) — AL, (o)
¢ Epp(my); & — UApk(©); d — Al ()
returnd

Note that mg,m; € M(pk). Above it is mandated
that A3, never queries the challenge ¢’ to either
DAsry(-) or DAgk, (-). For atk € {cpa, cca}, we
define the advantage via

dataA-atk

AquA'Ps,A..,. ( k) I dataA-atk dauA-ntkI

=P

where

piseh e = PriBxpiSEE s () = 1.

We say that the universally anonymizable public-
key encryplion scheme UAPE provides Lhe dala-
privacy on anonymized ciphertexts against the cho-
sen plaintext attack (respectively the adaptive cho-

sen ciphertext attack) if Advu APE Am(k) (resp.

Adyv, ;}t{“,f‘g“j:ﬁ_(k)) is negligible for any adversary

A whose time complezity ts polynomial in k.

Remark 1. In the CPA setting, if there exists an
algorithm which breaks the data-privacy on anony-
mized ciphertezts, then we can break that on stan-
dard ciphertexts by applying the anonymizing algo-
rithm to the standard ciphertexts and passing the
resulting anonymized ciphertexts to the adversary
which breaks the data-privacy on anonymized ci-
phertexts. Therefore, in the CPA setting, it is
sufficient that the universally anonymizable public-
key encryption scheme provides the data-privacy of
standard ciphertexts.

On. the other hand, in the CCA setting, the data
privacy on standard ciphertexts does not always
tmply that on anonymized ciphertexts, since the
oracle access of the adversary attacking the data
privacy on standard cipherterts is restricted more
strictly than that on anonymized ciphertexts.

2.2.2 Key-Privacy

We define the sccurity property called key-privacy
of universally anonymizable public-key encryption
schemes. If the scheme provides the key-privacy,
the adversary cannot know under which key the
anonymized ciphertext was created.

Definition 4 (Key-Privacy). Let b € {0,1} and
keN. Let Ao = (Aép,, Agp_), Acca = (Al s A2.,)
be adversaries that Tun in two stages and where
Acca has access to the oracles Dyxy(+), Dak, (),

DAsk,(-), and DA, (-). For atk € {cpa, cca}, we
consider the following experiment:

Experiment Exp;‘ii',:zkk“k (k)
(pkO; Sko) - K(k)v (P’G], I9":1) - K(k)
(mo, my,si) — AL, (pko,pk1); € — Epk,(ms)
¢ —UAp,(c); d — A%, (c,si); returnd

Note that mg € M(pko) and m; € M(pk,). Above
it is mandated that A2, never queries the chal-
lenge ¢ to either DAy, (-) or DAg,(-). For atk
€ {cpa, cca}, we define the advantage via

| key-atk _

-atk k -atk
AdviRE (k) = gov-atk|

where

o = gl () = 1.

We say that the universally anonymizable public-
key encryption scheme UAPE provides the key-
privacy

against the chosen plaintezt attack (resp. the adap-
tive chosen ciphertext attack) if Adv:f_i?;’:&”(k)

(resp. Adv,‘}”}';"é‘, ... (K)) is negligible for any ad-
versary A whose lime complezily is polynomial in
k.

Bellare, Boldyreva, Desai, and Pointcheval [1]
proposed a sccurity requirement of public-key en-
cryption schemes called “key-privacy.” Similar to
the above dcfinition, it asks that the encryption
provides privacy of the key under which the en-
cryption was performed. In addition to the prop-
erty of the universal anonymizability, there are two
differences between their definition and ours.

In [1], they defined the encryption scheme with
some common-key which contains the common pa-
rameter for all uscrs to obtain the key-privacy prop-
erty. For example, in the discrete-log basced schemes
such that the ElGamal and the Cramer-Shoup en-
cryption schemes, the common key contains a com-
mon group G, and the encryption is performed
over the common group for all uses.

On the other hand, in our definition, we do not
prepare any common key for obtaining the key-
privacy property. In the universally anonymiza-
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ble public-key encryption scheme, we can use the -

standard encryption scheme which is not necessary
to have the key-privacy property. In addition to
it, anyone can anonymize the ciphertext by using
its public key whenever she want to do that, and
the adversary cannot know under which key the
anonymized ciphertext was created.

The definition in [1}, they considered the situa~
tion that the message space was common to each
user. Therefore, in the experiment of their defi-
nition, the adversary chooses only one message m



from the common mcssage space and receives a ci-
phertext of m encrypted with onc of two keys pko
and pkl.

In our definition, we do not usc common pa-
rameter and the message spaces for uscrs may be
different even if the sccurity paramcter is fixed. In
fact, in Sections 3 and 4, we propose the encryp-
tion schemes whose message spacces for users are
different. Thercfore, in the experiment of our defi-
nition, the adversary chooses two messages mgo and
m; where mg and m; are in the message spaces for
pko and pk;, respectively, and reccives cither a ci-
phertext of mg encrypted with pkg or a ciphertext
of m, encrypted with pk;. The ability of the ad-
versary with two messages mp and m; might be
stronger than that with one message m.

We say that a universally anonymizable public-
key encryption scheme UAPE is CPA-secure (resp.
CCA-sccure) if the scheme UAPE provides the
data-privacy on standard ciphertexts, that on anony-
mized ciphertexts, and the key-privacy against the
chosen plaintext attack (resp. the adaptive chosen
ciphertext attack).

3 ElGamal and its Universal Anony-
mizability

In this scction, we propose a universally anony-
mizable ElGamal encryption scheme.

3.1 The ElGamal Encryption Scheme

Definition 5 (ElGamal). The ElGamal encryp-
tion scheme PEEC = (KES,£ES DES) 45 as fol-
lows. Note that Q is a QR-group generator with a
safe prime which takes as input a security param-
eter k and returns (q,g) where q is k-bit prime,
p = 29+ 1 is prime, and g i3 a generator of a
cyclic group QR, (a group of quadratic residues
modulo p) of order q.

Algorithm KEC(k)

(¢:9) — Qk); z & Zy; y — g°

return pk = (%gyy) and sk = (Q»g’ :E)
Algorithm EEE(m)

r& Zy; ¢y —g'; cg —m-y"; return (¢, ca)
Algorithm Dgl(cy,ca)

m ¢~ cy-¢;"; return m

3.2 Universal Anonymizability of the El-
Gamal Encryption Scheme

‘We now consider the situation that there exists
no common key, and in the above definition of the
ElGamal encryption scheme, cach user chooscs an
arbitrary prime ¢ where |g] = k and p = 2¢ +
1 is also prime, and uscs a group of quadratic
residues modulo p. Therefore, each user U; uscs

a different groups G; for her cncryption scheme
and if she publishes the ciphertext directly (with-
out anonymization) then the scheme does not pro-
vide the key-privacy. In fact, the adversary simply
checks whether the ciphertext y is in the group G;,
and if y € G; then y was not encrypted by U;. To
anonymizc the standard ciphertext of the ElGa-
mal encryption scheme, we consider the following
strategy in the anonymizing algorithm: (1) Com-
pute a ciphertext ¢ over each user’s prime-order
group. (2) Encode c to an clement ¢ € Z, (the
encoding function). (3) Expand ¢ to the common
domain (the expanding technique).

We describe the encoding function and the ex-
panding technique.

3.2.1 The Encoding Function

Let p be safe prime (i.c. ¢ = (p— 1)/2 is also
prime) and QR,, C Zj a group of quadratic residues
modulo p. Then we have [QR,| = g and

QR, = {1* mod p, 2 mod p,---, ¢* med p}.

It is casy to scc that QR,, is a cyclic group of order

g, and cach g € QR,\{1} is a gencrator of QR,,.
We now define a function Fy : QRp, — Z, as

Fg(z) = min {:I::::Ll—'1 mod p} .

Noticing that + 2% mod p arc the square roots
of z modulo p, the function F, is bijective and we
have F;1(y) = ¥ mod p. We call the function F,
an encoding function. We also define a t-encoding
Junction Fy g : (QRy)t — (Z,)t. F,; takes as input
(zlv Tt 1xt) € (Q}."'P)z and returns (yla t ’yt) €
(Z4)t where y; = Fy(z;) for each i € {1,---,t}.
It is easy to see that Fy, is bijective and we can
define Fy}.

3.2.2 The Expanding Technique

In the expanding technique, we expand & € Z,
to the common domain {0,1}*+*  In particular,
we choose t & {0,1,2,- -, [(2¥+* ~)/q]} and set
cd —C+1tq.

Then, for any g where |g| = k, if € is uniformly
chosen from Z,, then the statistical distance be-
tween the distribution of the output ¢ by the ex-
panding technique and the uniform distribution
over {0,1}*+* is lcss than 1/2%~1. In the fol-
lowing, we definc a sct MY**:[g] as

MRl = {0,1,2,..., |(2** - 9)/g)}

and sct k; = 160.
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3.2.3 Our Scheme

We now propose our universally anonymizable
ElGamal encryption scheme. Our scheme provides
the key-privacy against the chosen plaintext at-
tack even if each user chooses an arbitrary prime
g where |g] = k and p = 2¢g + 1 is also prime, and
uses a group of quadratic residues modulo p.

Definition 8. Our universally anonymizable El-
Gamal encryption scheme UAPEES = ((KES, £ES,
DEC) UAEC DAPC) consists of the ElGamal en-
cryption scheme PEEC = (KES, £EC DES) gnd two
algorithms described as follows.

Algorithm UA:: (m)
(61, 82) — F, 2(61,62)
t1 & MEHD[ |, 4, B MEHO[G)
¢ & +thg & — &+
return (c}, )
Algorithm DA (¢}, )
& ¢—c’1modq, cg+—c',modq
(c1,€2) — F3(21,8); m — DE§(c1,c2)
return m

Our universally anonymizable ElGamal encryp-
tion scheme is CPA-sccurce assuming that thc DDH
problem for @ is hard. (The proof is available in
the full version [10}.)

4 Cramer-Shoup and its Umversal
Anonymizability

In this scction, we proposc a universally anony-
mizable Cramer-Shoup encryption scheme.

4.1 The Cramer-Shoup Encryption Scheme

Before describing the Cramer-Shoup encryption
scheme, we review the definition of families of hash
functions.

Definition 7 (Familics of Hash Functions). A fam-
ily of hash functions H = (GH,EH) is defined by
two algorithms. A probubilistic generator algorithm
GH takes the security paramneter k as input and
relurns a key K. A delerministic evaluation algo-
rithm EM takes the key K and a string M € {0,1}*
and returns a string EHx (M) € {0,1}%-1.

We now describe the Cramer-Shoup encryption
scheme.

Definition 8 (Cramer-Shoup). The Cramer-Shoup
encryption scheme PES = (K5, £CS, D) is de-
fined as follows. Let H = (GH,EM) be a family of
hash functions. Note that Q is a QR-group gener-
ator with a safe prime.
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Algorithm K%(k)
(6,91) — G(k); g2 & Go; K — GH(k)
Z1,Z2,Y1,Y2,2 £ Z

Z1 %3,

C+ g1 92% d‘_91 93" h—gf
return pk = (g1, g2, ¢, d, h, K) and
sk = (1‘1,-’32; U, Y2, z)
Algorithm £ (M)
r & Zg up g uz —gh e h'M
a — EHy(uy,uz,e); v e cd™
return (u1,uz,e v)
Algorithm Dy (uy,uz,€,v)
a — E’HK(ul,ug,e)
if ( T1+y10 =:+1/za = 'v) M «— e/u1
else M 4——.1_
return M

4.2 Universal Anonymizability of the Cramer-
Shoup Encryption Scheme

We proposc our universally anonymizablc Cramer-
Shoup encryption scheme. Our scheme provides
the key-privacy against the adaptive chosen ci-
phertext attack even if each user chooses an ar-
bitrary prime ¢ where |g = kand p=2¢+1is
also prime, and uscs a group of quadratic residucs
modulo p.

Note that in our scheme we employ the encoding
function and the expanding technique appeared in
Section 3.

Definition 9. Our universally anonymzzable Cramer-
Shoup cnm/ptwn scheme UAPESS = ((K©S, £SS,
D), UACS, DA®S) consisls of the Cramer-Shoup
encryption scheme PESS = (K©S,£5, D) and
two algorithms described as follows.

Algorithm UASE(m
(u1,uz,e ) « Fy, 4(u1,ug,e v)
t B M:+160(u1)’ t ‘_ M$+160(ﬁ2)
1y B MG, 1, & MbT0 ()
€y — & +tq; ¢ C+tag
e —E+tyq vV —D+iyq
return (u},u), e’ ,v)

Algorithm DA (u}, ub, €, v')
% < uj mod g; Uz « uj mod g
€—¢emodgq; 1 — v modg
(u]_, Uz, €, ‘U) — _q—,tll(ﬁla i, €, 1—’)
m — DG (uy, ua, €,v); Teturn m

Our universally anonymizable Cramer-Shoup en-
cryption scheme is CCA-secure assuming that the
DDH problem for Q is hard and H is universal
onc-way. (The proof is available in the full ver-
sion [10].)



5 RSA-OAEP and its Universal
Anonymizability

In this section, we propose a universally anony-
mizable RSA-OAEP scheme.

5.1 RSA-OAEP

Definition 10 (RSA-OAEP). RSA-OAEP PERC =
(KRO, £RO DROY iy a5 follows. Let k, ko and k; be
security parameters such that ko+ky < k. This de-
fines an associated plaintext-lengthn = k—ko—k;.
The key generation algorithm KRO takes as in-
put a security parameter k and runs the key gen-
eration algorithm of RSA to get N,e,d. It out-
puts the public key pk = (N,e) and the secret
key sk = d. The other algorithms are depicted
below. Let G : {0,1}%e — {0,1}"+* gnd H :
{0,1}+*1 —, {0,1}*0 be hash functions. Note that
[z]¢ denotes the £ most significant bits of z, and
[z]e denotes the € least significant bits of .

Algorithm E-E,? (m)
r & {0,1}%; s — (m]j0*) ® G(r)
t—r®H(s)
¢ — (8|t} mod N; return c
Algorithm D Y(c)
8 + [c? mod N|"t*1; t « [c¢? mod N,
r—t®H(s)
m e« [s®G(r)]"; p— [s®G(r)k,
if (p=0%) z —melse z L
return z

5.2 Universal Anonymizability of RSA-OAEP

To anonymizc ciphertexts of RSA-QAEP, we do
not have to employ the encoding function and we
only use the expanding technique.

Definition 11. Our universally anonymizable RSA-
OAEP scheme UAPERC = ((KRO, RO, DRO) 1y ARO,
DARO) consists of RSA-OAEP PERC = (KR, gRO,
DRO) and two algorithms described as follows.

Algorithm U.AP' O(c)

a & ME+19(c); ¢ — c+aN; return ¢
Algorithm DAC(C)

c—c mod N; z «—Eff(c); return 2

Our universally anonymizable RSA-OAEP scheme
is CCA-secure in the random oracle modcl assum-
ing RSA is one-way. (The proof is available in the
full version [10].)
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