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Abstract

Major international law-enforcement initiatives are currently underway to fight the distribution of illegal pornography over
the Internet. It is commonly believed that peer-to-peer (P2P) file-sharing networks are particularly implicated in this area—
largely because of the anonymity that they afford their users. This anonymity is thought to encourage individuals to engage
in trafficking illegal pornography because it weakens social pressures that would otherwise inhibit such behaviour. In this
paper we present empirical evidence suggesting that this conventional wisdom may be flawed. Extrapolating from our
analysis, we argue that the vast majority of the P2P-mediated illegal pornography is produced by a small subset of the P2P
community who have little or no interaction with the wider law-abiding community.

1. Introduction

Since the release of Napster [1] in 1999, peer-to-peer (P2P) file-sharing communities have been growing in both number and
scale. Today, several deployed P2P file-sharing networks (e.g. [2], [3], [4]) boast users numbering in the millions. Due to
both scalability concerns and legal issues, today’s P2P networks have moved away from the semi-centralized approach
typified by Napster towards more scalable and anonymous P2P architectures [5]. These fully decentralized networks,
because they exist in the absence of any central authority, provide a new and interesting context for the expression of human
social behaviour.

However, the activities of the individuals who compose P2P communities are sometimes at odds with what is considered
acceptable by authoritiesin the ‘real world'. The most obvious example of thisis the phenomenon of copyright infringement,
and the resulting copyright enforcement activities by organizations such as the Recording Industry Association of America
(RIAA) [6]. Thisissue has generated lively debate in the P2P research community, and has given rise to a significant body of
work devoted, on the one hand, to policing user behavior [7] and, on the other hand, to creating radically anonymous
networks in which the enforcement of any form of control is impossible [8]. Copyright infringement has also exercised the
legal world in the shape of recent challenges to the legality of P2P file-sharing systems [9]. More broadly, fundamental
guestions have been raised about the nature of copyright law and its enforcement, which, despite vigorous debate, have yet to
be resolved.

A more clear-cut example of online activity which society finds unacceptable is the use of P2P networks to distribute illegal
pornography. Major law-enforcement efforts are currently underway in both Europe and North America [10] that target the
distributors of such material; and these have resulted in a number of high-profile prosecutions. In addition, there have been
large-scale public awareness campaigns [11] regarding the dangers that the Internet poses to children. Furthermore, a recent
attempt by the Cdlifornia legislature to outlaw P2P file-sharing listed amongst its justifications the sharing of illegal
pornographic material [9].

To gauge the form and extent of P2P-based sharing of illegal pornographic material, we conducted an extensive analysis of
pornography-related resource-discovery traffic in the Gnutella P2P network [12]. The results of this analysis are given in this
paper. We chose Gnutella because it is a good example of alarge-scale, decentralized, anonymous, P2P file-sharing system;
and it also has a well-studied user-base and an open protocol specification. Specificaly, Gnutella was chosen over the
Fastrack [2] and eDonkey [3] networks as the latter feature username and password authentication and therefore cannot be
considered anonymous. However, while our experiments only address Gnutella, there is no reason to suppose that Gnutella
users download any more or less pornography than users of other anonymous P2P networks; therefore our results may be
considered indicative of what one might expect elsewhere.

From the results of our analysis, we indeed find that a small yet significant proportion of Gnutella activity relates to illegal
pornography: for example, 1.6% of searches and 2.4% of responses are for this type of material. But does this imply that
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such activity is widespread in the file-sharing population? On the contrary, we also find that this activity is carried out by a
small, yet particularly active sub-community of users, and that searching for and distributing illegal pornography is not a
behavioral norm.

The remainder of this paper is structured as follows: Section 2 provides necessary background on the operation of the
Gnutella network. Section 3 provides background on the known socio-psychological effects of anonymity on online
behaviour. Section 4 then describes our experimental set-up and the results of our experimental analysis. Following this,
section 5 discusses the implications of our findings and section 6 suggests directions for future work.

2. The Gnutella Networ k

Gnutella is an open protocol designed to support the discovery and transfer of files among its users. Gnutella and similar
decentralized file-sharing systems are considered to be more anonymous than earlier semi-centralized systems such as
Napster [1] as these earlier systems made use of 3 party indexing servers to store information about each peer and the files
it was making available to the network. In entirely decentralized networks like Gnutella, no such entity has knowledge of the
peers or files available on the network.

In technical terms, the Gnutella protocol builds an unstructured, decentralized application-level network [5]. As with any
decentralized P2P network, participating peers are required to forward network maintenance and file discovery messages,
and to share files on the network. The protocol itself is very simple and uses just five message types as shown in Table 1.

Table 1 —The Gnutella protocol messages

Message Description
Flooded onto the network to discover new peers.
PING A peer that iswilling to accept a new incoming

connection will respond with a PONG.

The response to a PING. Contains connection
PONG information and data regarding the number and
size of filesthis peer is sharing.

A search message with a plain-text payload. If a

QUERY peer receiving a QUERY has matching data, it
generates a QUERYHIT.
QUERYHI T A response to a QUERY . Contains the

information needed to acquire the requested data.
A mechanism to support downloads from

PUSH firewalled peers. If both peers are behind a

firewall, no file transfer is possible.

Having connected to the Gnutella network using PING and PONG, a peer’s subsequent activities fall into two distinct
phases: i) discovering resources, and ii) transferring resources (files).

To discover resources, a requesting peer forwards a QUERY message to its neighbors; each neighbor then forwards this
message to some of its neighbors, and so on; thus ‘flooding’ the message onto the network. If a peer is able to satisfy an
incoming QUERY (i.e. it is sharing a file which matches a search-term contained in the QUERY) it responds by sending a
QUERYHIT message back along the same path. QUERY HITs contain the information required to subsequently acquire the
requested file: i.e., the network address and port of the responding peer.

Having received one or more appropriate QUERY HITs, the requester selects a suitable peer, opens an HTTP connection to
it, and dowloads the target file directly using HTTP GET. Thus file transfer itself takes place outside of Gnutella proper.

3. The Effects of Anonymity on Online Behaviour

A significant amount of research has been devoted to the effects of anonymity and perceived unidentifiability in ‘computer
mediated communication’ (CMC) [13]. Some researchers have argued that anonymity results in a general increase in the
likelihood of engaging in ‘deviant’ or ‘disinhibited’ online behaviour [14]. For example, Demetriou & Silke [15] found that
well over half of individuals visiting a website for non-pornographic material nevertheless attempted to access pornography



when presented with the opportunity to do so. Such findings suggest that when online people may find it harder to insulate
themselves from the temptation to engage in behaviours that may ordinarily incur strong social disapproval or sanction.

Other researchers, however, have suggested that the consequences of anonymity in CMC may be better understood in terms
of group-specific social norms [16]. According to this view, anonymity will only lead to deviant or illegal behaviour (as
defined by general societal norms) if the norms associated with a particular group identity allow for it. Thus, an individual
will only be more likely to engage in behaviour that runs counter to general social norms when anonymous online if that
behaviour conforms to group-specific social norms.

These two approaches offer competing predictions for the likely distribution patterns of illegal pornographic material on
Gnutella. According to the first approach (which emphasises the generally negative effects of anonymity), no clear pattern
should be detectable in the way users search for and serve deviant material. Users who share such material will simply be
acting in an individually disinhibited way and any user of Gnutellaiis therefore a potential provider and user of such material.
In contrast, according to the second approach (which draws attention to the importance of group-specific social norms), there
should be a pattern detectable in the behaviour of those searching for and serving deviant material. Specifically, such users
would be expected to form adistinct ‘ sub-class’ within the wider class of Gnutella users.

For example, the effects of online anonymity on the behaviour of someone with a sexual interest in children would be to
facilitate their downloading of images of childhood sexual abuse to the extent that such behaviour is normative for someone
with such a sexua preference. Conversely, anonymity would not be expected to produce such behaviour in someone who
does not identify themselves as having such a sexual preference. The crucia distinction is that whereas in the former
approach the simple act of using Gnutella (or the Internet in general) is assumed to leave an individual potentially at risk of
engaging in deviant behaviour, in the latter approach the anonymity afforded by online activity merely facilitates behaviour
associated with group norms which are more-or-less already inscribed.

If it is true that the anonymity in P2P networks has generally negative affects upon user behaviour, then this would lend
support to those who argue for wide-ranging legal restrictions on P2P technology, as was argued in recent legal action in
Cdlifornia[9]. If, however, this behaviour is due to the influence of pre-inscribed group norms, it may be that the sharing of
illegal sexual material on P2P file sharing networks merely reflects deeper issues in society and that more subtle approaches
to discouraging such behaviour are required.

4. The Experiments

Our experimental work was based on intercepting and analysing QUERY and QUERYHIT messages on the Gnutella
network. Essentialy, anaysing QUERY messages tells us what people are searching for, and analysing QUERYHIT
messages tells us what people are offering to provide.

As each peer in Gnutella participates in routing all network messages, we can intercept these messages simply by deploying a
modified peer onto the network which logs all the QUERY and QUERY HIT messages it routes. Using such a peer (based on
the Jtella classes [17]), we monitored Gnutella traffic over a one month period between February 27" and March 27" 2005.
We maximized the typicality of our sample base by connecting to the network as an ultra-peer [19], by maintaining a large
number of incoming and outgoing connections, and by periodically re-connecting to different areas of the network.

The legality of various types of pornographic materials varies from country to country, and even within countries there are
disagreements over the precise letter of the law [20]. Therefore, for the purposes of the present study we limited our
definition of illegality to those materials depicting practices which are clearly illegal under UK and international law. These
practices are rape, incest, bestiality and the sexual abuse of children.

Our experiments addressed two questions which are explored in sections 4.1 and 4.2 respectively:

1. What proportion of Gnutellatraffic relatesto illegal pornography?
2. Isthisthe activity of adeviant sub-community?

4.1 What proportion of Gnutella traffic relatestoillegal por nography?

To answer this question we examined samples from three Saturdays that fell within our monitoring period (the Saturdays of
March 5™, 12" and 19™). We selected Saturdays due to the relatively higher level of traffic observed during weekends. From



these samples, we randomly extracted 10,000 QUERY's and 10,000 QUERYHITs, and then manualy classified these as
relating to either illegal pornographic material or to ‘other’ material. The samples used in this classification, along with other
raw data, are available online at http://polo.lancs.ac.uk/p2p/deviant.

To ensure accurate classification, the messages were independently classified, according to the criteria given above, by two
independent reviewers. Our approach was to classify messages as relating to illegal pornographic material if they could only
be interpreted as referring to such material. Despite this conservative approach, some level of misclassification was
inevitable due to the nature of plain-text searches. For example, while it is possible that a query for ‘young girl’ may be
intended to retrieve questionable material, it could also refer to legal material (for example a song) and therefore such queries
were not selected. Furthermore, due to the illegal nature of the content being shared, it is possible that individuals may use
code words in order to avoid detection. This seems particularly likely if those sharing such material do indeed form a distinct
sub-community.

The results of the classification are given in Tables 1 and 2. It can be seen that there is a high degree of correlation between
the independent reviewers' classifications (p=0.3 for QUERY's; and p=0.8 for QUERYHITS).

Table 1: Traffic relating to illegal material: reviewer 1

5" March | 12" March | 19" March
Queries 12% | 122 | 1.6% 156 1.6% 158

QueryHit | 21% | 206 | 3.0% 295 2.0% 195

Table 2: Traffic relating to illegal material: reviewer 2

5" March | 12" March | 19" March

Queries 14% | 142 | 18% | 184 | 17% | 174

QueryHit | 23% | 234 | 3.0% 297 21% 208

The results were as follows:

e An average of 1.6% of QUERY messages were classified as relating to illegal pornography. The minimum value we
observed was 1.2% on March5", rising to 1.8% on March 12"". The standard deviation between samples was 0.2%.

e An average of 2.4% of QUERYHIT messages relate to illegal pornography. The minimum value observed was 2% on
March 19", rising to 3% on March 12". The standard deviation was 0.7%.

The disparity between the numbers of QUERY and QUERYHIT messages is primarily due to the fact that QUERYHIT
messages refer to multiple files which may have matched a single received QUERY .

4.2 Isthisactivity the result of a deviant sub-community?

To assess whether or not individuals who share illegal pornography form a sub-community within the wider Gnutella
community, we first produced a ranked list of the top 20 pornography-related search terms. From thislist, we identified peers
who responded with QUERYHITs on our selected dates (the Saturdays within our sampling period). This yielded a list of
peers which could reasonably be assumed to be distributing illegal material.

We selected 100 unique hosts at random from the above set and determined whether or not they participated in sharing other
material. Figure 2 shows the proportion of illegal material that was being served by these 100 peers over the one month
period. As can be seen, the mgjority of peers that shareillegal pornography (57%) share no other material whatsoever, while
only 17% share less than 50% of illegal materials. Table 4 shows the in-between points.
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Figure 2: Percentage of illegal material shared

Table 4: Percentage of illegal material shared

lllegal QUERYHITS Total % of peers sharing
100% 57%
> 90% 66%
> 50% 83%
> 25% 91%

Unfortunately, it is not possible to associate QUERY traffic with specific peers in the same way that it is with QUERYHIT
traffic [12] and therefore it is not possible to ascertain whether the peers serving illegal material are the same as those
generating QUERY messages searching for this material.

5. Discussion

We found that 1.6% of search traffic and 2.4% of response traffic was related to illegal pornography. While this is a small
proportion, it remains significant, particularly given the large size of the Gnutella network. We also found strong evidence
that those peers who share illegal pornography form a deviant sub community: 57% of peers that share such material share
no other material, while only 17% share less than 50% illegal material.

This second finding can be explained in terms of those socio-psychological theories that emphasise the importance of group-
specific social norms. The existence of a sub-community of users sharing illegal pornographic material suggests that the
majority of Gnutella users are not involved in the sharing of such material. Furthermore, although the anonymity afforded by
Gnutella surely makes sharing such material more attractive to this sub-community, it seems unlikely that anonymity alone is
enough to trigger such ‘deviant’ behaviour. It might therefore be speculated that, in this context, anonymity facilitates, but
does not cause, ‘deviant’ behaviour.

Our findings have significant implications for the debate over the legality and future survival of P2P networks. As mentioned
in section 1, there is a growing trend of legal action targeting the online distribution of illegal pornography. This, together
with the significant amount of this material available on P2P networks means that P2P file-sharing is likely to be increasingly
targeted by such activities.

Despite this, our research has shown that those responsible for the distribution of the illegal material are a small and separate
sub-community. Our findings suggest that no action need be taken with regard to P2P file-sharing networks as a whole if it
possible to effectively target this sub-community without encroaching on the wider file-sharing community [21].
Furthermore, recent research suggests that a significant number of users are migrating to P2P networks that are harder to



police [26]. Legal attacks such as [9] may simply accelerate this process, forcing the deviant sub-community onto
technol ogies where enforcement may be more difficult or even impossible.

6. FutureWork

While Gnutella is, in many respects typical of anonymous P2P file sharing networks, it would be beneficia to verify our
results across different P2P file sharing networks. For example, do those networks which emphasise anonymity such as
Freenet [8], have a greater amount of traffic relating to illegal pornography? Significant benefits may also be gained from
extending our study, both over a longer time period and by increasing the depth of analysis. The preliminary study reported
in this paper provides only a ‘snapshot’ of the current situation. Extending it over a longer period, e.g. 12 months, would
expose any underlying trends that the present study has missed. There are other interesting phenomena that a longer term
study might illuminate. For example, do high-profile prosecutions [10] or public awareness campaigns [11] actually reduce
the level of illegal pornography being shared? Such questions may prove important in determining effective law enforcement
approaches. It is also possible to extend our study to obtain more information about the make-up of the deviant sub-
community. For example, does the volume of pornographic material being shared by a peer relate to its geographical
location? Do cultural attitudes and the laws of a peer’s host-country play a significant role in shaping online behaviour?
Finally, the question of whether users who share other materials also form distinct sub-communities should be addressed.
While it appears counter-intuitive, it may be that users sharing legal material, (e.g. jazz fans or punk fans) form communities
that are just as isolated within the broader network as the community of user sharing illegal pornography. Anonymous file-
sharing networks are an ideal environment in which to evaluate CMC-related questions of this type.
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