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Abstract

Our world is constantly changing and the impact that new technologies play in this evo-
lution is undeniable today. Many challenges will have to be met and we will have to live
with these technological advances on a daily basis. Thus, the concept of Smart City has
become more and more important in the last few years and a lot of research has been done
on it. In addition, we can also observe a particular attention to the use that is made of data
in terms of security and privacy.

In the context of this thesis, we have been interested in studying a singular and inherent
application of the Smart City, namely facial recognition. This simple study would not be of
much interest because many people have already looked at it. However, we found that there
was little or no analysis of citizens’ opinions on the subject of facial recognition and data.
However, citizens are a central part of the Smart City concept and special attention must be
paid to them in order to understand their demands and desires. This information has there-
fore prompted us to articulate the thesis research question under: ”What is the perception of
the privacy versus security trade-off of citizens in smart cities : the case of facial recognition”.

To answer this research question, we first sought, through literature research, to under-
stand the concepts involved. Thus, the first part of this thesis will focus on defining and
understanding the very broad concept of Smart City as a whole. The second part of the work
will then describe the complexity of data collection in Smart Cities and list the challenges
and threats in terms of security and privacy. The third part will aim to link and regroup
the first two thanks to the innovative concept of facial recognition.

Finally, in the last part of this thesis and thanks to the theoretical knowledge retained,
we will discuss these issues with citizens in order to understand and analyze their position.
The main objective of this paper is therefore to propose a look at the citizens’ opinion on
the topics discussed. Thus, thanks to the theoretical reading proposed in this thesis, the
reader will be able to form a global knowledge and an opinion in order to confront himself
with the results obtained from other citizens.
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Chapter 1

Smart Cities

Our entire society is currently undergoing a transition to a new way of life, with the
arrival of ICT technologies at the centre of our attention. This society is also facing many
challenges such as climate change, public health issues and the impact of economic crisis.

In addition, we are currently experiencing strong demographic growth and this is also
impacting our cities with ever-increasing urbanisation every year. Indeed, it is estimated
that by 2050 nearly 85% of the population will live in urban areas [25], which will lead to
many challenges in terms of pollution management, mobility and infrastructure [96].

It is in this context of demographic boom, major societal challenges, emergence of new
technologies and increased competition between territories and megacities that the concept
of Smart City has become popular in recent years. The aim of this smart city is to respond to
the challenges we will have to face by delivering a liveable and sustainable city for everyone
[30].

This first chapter aims, first of all, to define the concept of Smart City through its
various names and definitions. In a second step, we will discover the main components of a
Smart City and the requirements to reach that type of city. Finally, some examples of the
deployment of smart cities in Belgium and abroad will be presented in order to have a clear
vision of how this type of technology can work and be implemented.
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1.1 What is a smart city ?

1.1.1 Towards a definition of the smart city

The name Smart City has become more and more popular in recent years all over the
world. This concept is perceived by everyone as the possibility to respond to the challenges
of the present and the future with innovative technological solutions.

However, although this name is quite familiar to the general public, it is rather difficult
to define precisely what a Smart City is. Moreover, the word ”smart” is sometimes replaced
by ”intelligent” or ”digital” cities[6]. There is no real consensus on an exact definition of
the smart city, despite numerous attempts to do so. The name ”Smart City” is in fact a
fuzzy concept[24], which sometimes makes it difficult to understand and fuels debates on the
precise and adequate establishment of a universal definition[81]. Consequently, there are a
number of definitions that are all equally valid, and this section provides a non-exhaustive
list of them in order to understand the principle and the issues behind the concept of ”Smart
Cities”.

The first use of the term actually dates back to the 1990s when people were trying to find
meaning in the new ICT technologies used in modern urban infrastructure[5]. Since then,
many people have sought to define the concept of smart cities precisely by pooling common
ideas.

Although initially strongly focused on the technological side, the definition has recently
been expanded to include more human and social dimensions as well as promoting an envi-
ronmentally friendly city. Many terms are common to the different definitions of the smart
city but as a starting point, we take the definition brilliantly set out by the Smart City In-
stitute, a spin-off of the University of Liège: ”The smart city is an ecosystem of stakeholders
(governments, citizens, businesses, NGOs, universities, international institutions) in a given
urban territory, engaged in a process of sustainable development, while using technology as
a facilitator to achieve these sustainability goals and carry out related actions”[58]. The idea
here is to ensure the sustainability and durability of a territory while putting the well-being
of citizens at the centre of decisions.

Moreover, authors such as Hollands rightly point out that these digital technologies are
the key to developing the social, human sides of a city[53]. In one study, the smart city is
seen as an interconnected city by emerging technologies. Through a number of data col-
lection applications discussed in Chapter 2, the smart city collects and analyzes data to
optimize and improve the quality of life of citizens within the city[51]. On this point, many
authors agree that the city will perform well if its level of digitization is very high.

The use of these technologies must be used in an integrated way by citizens and govern-
ments in order to reap the full benefits and solve the various problems that an intelligent
city might encounter[67]. It is therefore very clear that the ICT sector is at the centre of
the approach and deployment towards a smart city. It is this concept that is at the centre

3



and will make it possible to manage the challenges of tomorrow due to ever-increasing ur-
banisation. In their 2013 report, [37] give us some figures on the weight that the technology
sector could weigh in the smart city approach and tell us that investments in this direction
are already very numerous today: ”the share of technology in foreign investments in the
world’s metropolises is increasing: in 2012, 36% of international investments in Paris were
concentrated in the IT (information technology) telecom sector. For several years now,
these investments have surpassed all other types of investment in these cities, starting with
services and textiles”. Although the notion of deploying new technologies is the basis of a
smart city, it is worth recalling that this notion is not enough and that the human being
remains also a central pawn.

Indeed, the development of smart cities is not simply limited to the massive, pushy arrival
of new technologies. The main objective is, above all, to ensure the longevity of the territory
while putting the citizens at the centre of the concerns and initiatives carried out. Therefore,
ICT technologies must be put to good use in all the sectors that make up the smart city so
that these cities are as environmentally friendly as possible. These technologies must work
hand in hand and join forces in order to facilitate the exchange of information, thus reducing
economic and ecological costs, hence the concept of smart grids as described by[37]: ”The
city tends to be designed no longer in terms of buildings whose performance is assessed in
isolation, but increasingly at the neighbourhood level. Buildings are only truly intelligent
and environmentally friendly when they are connected to each other”. These smart grids
are, therefore, electrical networks that allow the exchange of information between person A
and person B in real life, which makes it possible to adjust the flow of information and to
use only the electricity necessary for communication, allowing for significant savings and a
reduction in the carbon dioxide footprint[100].

Other authors support the importance of human capital in the deployment of smart
cities. Thus, according to[25], it is paramount to have humans co-exist with technology and
work with citizens to overcome the challenges and problems that the city may encounter.
Human capital must be taken into account because citizens are the major actors in a city
and contribute to its evolution and living by sharing their knowledge and expertise for the
benefit of society. The use of technology alone would make it impossible to set up this kind
of city because citizens’ expectations can only come from their own will, technologies must
be thought out and adapted for and with all segments of the population in order to include
everyone in this technological process; ”when social and relational issues are not properly
taken into account, social polarization may arise as a result. This last issue is also linked to
economic, spatial, and cultural polarization”[25]. Thus, by including people in development,
the notions of creativity and knowledge have been added to the concept of the smart city.
Citizens pool their knowledge, and a city can be said to be smart when culture, education
and socialization are improved through the efforts of stakeholders in society[5]. Nam and
Pardo[77] add that the city must also be a motor for people to meet each other in order to
build relationships and create an intelligent community of committed actors. Citizens are
at the heart of the project, and the Smart City plays a role as a facilitator of encounters
between these people, as Moreno explicitly states: ”a Smart City is not a software but must
be a method that aims to make the city a place to live and meet”[32].

4



Therefore, in addition to having a ”Top-Down” strategy, where decisions are made by
governments and leaders, the concept of smart cities adds the ”Bottom-Up”(Figure 1.1.)
side, where decisions and ideas come from the citizens who are at the base of the structure.
In the case of smart cities, little is fixed in advance and it is primarily the voice of the citizens
that is at the centre of attentions and decisions. The citizens therefore form a united system
in order to be able to carry out a sustainable policy that respects everyone’s well-being[58].

Figure 1.1: Bottom-up smart city development path[36]

Consequently, in the end, all the authors agree that the concept of the smart city includes
both the use of ICT technologies on a well-defined territory and with objectives to be
achieved. Humans have a predominant place in smart cities through their social interactions
and they share a common goal of sustainability of their territory and preservation of the
environment. There are many accurate definitions of the ”intelligent” city, of which the table
below is a non-exhaustive list, but we can also take as a solid basis for the continuation
of this work the definition given by [36] in her article : ”A smart city is a well defined
geographical area, in which high technologies such as ICT, logistic, energy production, and so
on, cooperate to create benefits for citizens in terms of well being, inclusion and participation,
environmental quality, intelligent development; it is governed by a well defined pool of
subjects, able to state the rules and policy for the city government and development”.
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Definition Source
”Smart city as a high-tech intensive and advanced city that con-
nects people, information and city elements using new technologies
in order to create a sustainable, greener city, competitive and inno-
vative commerce, and an increased life quality.”

Bakıcı et al. (2012)

”A city is smart when investments in human and social capital and
traditional (transport) and modern (ICT) communication infras-
tructure fuel sustainable economic growth and a high quality of
life, with a wise management of natural resources, through partici-
patory governance.”

Caragliu et al. (2011)

”A city combining ICT and Web 2.0 technology with other organi-
zational, design and planning efforts to de- materialize and speed
up bureaucratic processes and help to identify new, innovative so-
lutions to city management complexity, in order to improve sus-
tainability and livability.”

Toppeta, D. (2010)

”A city “connecting the physical infrastructure, the IT infrastruc-
ture, the social infrastructure, and the business infrastructure to
leverage the collective intelligence of the city” ”

Harrison, C. et al.
(2010)

”A smart city is based on intelligent exchanges of information that
flow between its many different subsystems. This flow of informa-
tion is analyzed and translated into citizen and commercial ser-
vices. The city will act on this information flow to make its wider
ecosystem more resource- efficient and sustainable. The informa-
tion exchange is based on a smart governance operating framework
designed to make cities sustainable.”

Gartner (2011)

”Smart cities are the result of knowledge-intensive and creative
strategies aiming at enhancing the socio-economic, ecological, lo-
gistic and competitive performance of cities. Such smart cities
are based on a promising mix of human capital (e.g. skilled la-
bor force), infrastructural capital (e.g. high-tech communication
facilities), social capital (e.g. intense and open network linkages)
and entrepreneurial capital (e.g. creative and risk-taking business
activities).”

Kourtit and Nijkamp
(2012)

”The application of information and communications technology
(ICT) with their effects on human capital/education, social and
relational capital, and environmental issues is often indicated by
the notion of smart city.”

Lombardi et al.
(2012)

Table 1.1: Definitions Smart Cities
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1.1.2 Main components and framework

After trying to define as best as possible what a Smart City is and who its main actors
are, this section focuses on the different dimensions that make up the Smart City. We have
seen that thanks to ICT technologies, citizens can coexist together with the ultimate goal
of sustainability of their territory. However, this is very complex, indeed the fields of ap-
plication for ICT are very numerous in a city. By means of real-time data collection and
analysis, which will be discussed throughout this work, the intelligent city can be described
as a very complete organic system with many interdependencies between its components.
The challenges are numerous and various fields of applications are therefore necessary in
order to respond as precisely as possible to the challenges facing a smart city. Given the
fact that the Smart City is a fuzzy concept[24], there is also no consensus on the number as
well as the names of the different dimensions that make up the Smart City. For example,
Griffinger[49] sees four main components of a smart city, namely ”industry, education, par-
ticipation and technical infrastructure”. However, this classification has since evolved, and
many people have sought to find the components of a Smart City. As result, there are many
possible domains and sub-domains making the Smart City a very complex framework. For
the sake of ease of understanding, it will be question of explaining the 6 dimensions retained
by[71] in his work in order to have an uniformity in the terms. These 6 dimensions are also
taken up by the Smart City Institute[58] as the main dimensions ”encompassing all aspects
of a Smart City”. These 6 dimensions are, therefore, the following ones:

Figure 1.2: Framework Smart City[34]

7



• Smart Environment

The preservation of the environment is at the centre of our concerns nowadays and the
Smart City seeks, through the use of ICT, to preserve the sustainability of our territories[58].
A so-called intelligent city has to manage natural resources with great care, as these ones are
unfortunately not inexhaustible. This city, which wants to be sustainable, must also take
care to limit the emission of polluting gases, including carbon dioxide, which is responsible
for disastrous damages to the ozone layer. The smart grids[100], which are management
systems using new technologies, therefore allow better management of waste as well as
water and air pollution, thus giving the city an opportunity for significant sustainability.
Intelligent cities also rely on their own production of so-called ”green” and renewable energy
in order to be able to deliver it to all its citizens while limiting the impact for our planet.
Finally, the multinational Deloitte, in a 2015 report, adds the concept of ”Smart Buildings”
where new buildings are equipped with thousands of sensors to continuously collect data
and adapt the amount of energy to be delivered for the viability of the building without
excess of consumption[39].

• Smart People

As previously emphasized by[77], the human dimension is one of the pillars of the Smart
City. Indeed, all technological and digital efforts are made around the citizens, putting them
at the center of the city’s attention. The Smart City Institute[58] speaks of an ”inclusive
society”, working hand in hand with the use of technology and aiming to strengthen human
and social capital. The notions of multiculturalism, mutual aid and creativity, in particular,
are considered essential for a Smart City. The aim here is also to highlight education and
foster the talents present in citizens in order to exploit everyone’s capacities to the best of
their ability. The ”Smart Citizen” is therefore the one who promotes tolerance and seeks to
improve his or her city through the relationships he or she builds and the challenges he or
she takes up.

• Smart Economy

Due to the massive arrival of new technologies, it is essential to review economic models
because our society is undergoing major changes. The goal of the Smart Economy is to
develop a strong economy based on the local and sustainable resources of the city. The
development of this strong economy allows smart cities and territories to be competitive
with each other and thus to push back their limits. The smart economy also supports
business innovation, and this is for many a key to success. This new economy is therefore
digital and numerical-based, but it also aims to increase as much as possible the financial
capacity and well-being of its citizens. One of the solutions already employed is the circular
economy based on the perpetual reuse of waste in order to limit the economic and ecological
impact. Thus, according to[58], the Smart Economy ”concerns innovative business models
that support sustainable economic competitiveness, innovation and interconnections between
local and global economic eco-systems”.

8



• Smart Mobility

Large cities have a significant number of citizens and people working in them. As a
result, all these people travel by car or public transport, which very often causes traffic jams
and recurrent mobility problems. The Smart Mobility concept, therefore, aims to manage
logistics flows and infrastructures as well as possible in order to solve mobility problems to a
considerable extent. This is made possible by providing citizens with digital tools that enable
them to find the modes of transport that best meet their expectations. The impact on the
environment is once again very important for the smart city, and public transport is therefore
favoured, as the Smart City Institute[58] reports: ”Smart Mobility includes a modern and
sustainable transport system, integrated into a plan that emphasises public transport modes
and multimodal options”. Mobility can therefore be seen as a service for citizens and helps
to solve many problems such as; the reduction of road accidents via intelligent sensors
to regulate speed, the decongestion of urban traffic in all types of transport, or parking
difficulties in large cities via intelligent applications that allow to visualize vacant spaces in
real time.

• Smart Living

Large, densely populated cities often face problems of insecurity, housing and public
health. It is in this context that the concept of Smart Living comes into play by aiming
to improve the well-being, health, access to housing, culture and security of its citizens[40].
Through the use of new technologies, smart cities aim to improve the daily life of its citizens
with, for example, the introduction of smart cameras to guarantee greater security in the
city, an example that will be discussed in chapter 3 of this work. E-health[8] has also be-
come popular in recent years and aims to make good use of new technologies in healthcare to
improve the quality delivered. Therefore, according to the Smart City Institute[58], Smart
Living ”is concerned with improving the quality of life and safety in the city through the
range of services offered, changes in citizens’ lifestyles, social cohesion and tourist attrac-
tiveness. It also concerns everything relating to e-health, culture, social services and the
availability of better quality housing”.

• Smart Governance

As previously reported via the ”Bottum-up” strategy, the idea of Smart Governance
is to put the citizen at the centre of attention and to establish collective participation in
the decisions of the smart city. The Smart City Institute[58] defines Smart Governance as
the dimension that ”concerns the services and interactions that link and integrate public,
private, civil and European organisations in a more transparent and open decision-making
process, through the use of new technologies such as e-services, intelligent data management
(especially Big Data Management) and citizen participation”. Smart Governance therefore
aims to increase citizen participation and to become fully transparent with regard to the
collection and use of data. The ultimate goal is to use new technologies as a vector towards
a completely new form of governance, e-government.
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1.2 Requirements and implementation Smart Cities

In this section, we will see what are the steps to evolve towards the smart city denomi-
nation. Indeed, Smart City is a successful process that comes to the end of a long thought
by the stakeholders of a city or territory. This section is intended to be a simplification of
the approach and requirements necessary to build a smart city. The way in which data are
collected and processed using Information Communication Technologies and the resulting
challenges will be further explained in chapters 2 and 3. Of course, there is no one single
method to achieve smart city design, but for the sake of clarity, we are interested in this
work in how the Smart City Institute[58] views the requirements to underpin this ideal of a
city that combines technology and citizen well-being. Here are the steps and requirements
to be completed in order to successfully implement and complete a Smart City project.

Figure 1.3: Implementation of a Smart City

First of all, the will for a transition to an intelligent city must be present in a city’s
decision-making authorities. Indeed, these people involved in the politics of their city, are
an essential element because they are the only ones who have the power to change things.
Nevertheless, as the Smart City Institute[58] reports, some of the will can also come from
the private sector or from citizens themselves through the bottom-up system[5], but these
will not be sustainable in the long term without the obvious support of policy makers. Sec-
ondly, since ICT is a major element of the smart city, one or more people with an attraction
for technology must also be found to motivate and justify the transition that needs to be
made. According to[58], the leader(s) ”are not the only person(s) to act, but rather they are
the one(s) who inspire and bring stakeholders together to jointly undertake and maximize
efforts to achieve common goals”. We have also seen the many domains and sub-domains
that make up the Smart City framework and this transition process is also intended to be a
multi-sectoral and cross-cutting process. This cross-cutting team will be paramount because
it will cover all the areas and challenges that the Smart City comprises. The teams that
make up the project’s start-up are therefore intended to be united and to have a common
goal: the transition towards a sustainable city, concerned about the well-being of its citizens
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through the intelligent integration of new technologies. In order to best respond to the
challenges of tomorrow, the Smart City must promote cross-sectoral work and integrate the
collective participation of citizens[5].

Then, in a second step, it is important to plan projects before implementing them. In
order to clearly identify the objectives to be achieved and the projects to be carried out, it
is imperative to know the specificities of each territory or city in terms of social, economic
and cultural conditions or urban infrastructure. This step is paramount because it will al-
low, in the long term, to meet the objectives with the resources available at the beginning.
Thereafter, it is advisable to carry out benchmarking with other cities similar to ours in
order to correctly analyse the opportunities and threats. This analysis will allow our city
to avoid reproducing the mistakes made by others and to improve the achievements already
made in the past. These objectives and projects to be carried out must therefore be rig-
orously defined and drawn up by a competent team and must be classified in the different
fields of action that make up the Smart City[76]. These projects put on the table must then
be rigorously followed up and monitored through measurement and performance indicators.
Thus, the European project CityKeys[15] has enabled the implementation of numerous Key
Performance Indicators allowing project leaders to continuously measure the proper func-
tioning of their projects. Finally, communication must be a permanent part of the process
because it allows transparency regarding the progress of projects and motivates citizens to
become individually involved in the projects[58]. This communication can of course be done
through all types of channels.

The third step is the most important, as it aims to implement the projects and ideas
designed by the stakeholders, it is the culmination of the work done. The implementation
of these projects, therefore, responds to needs and objectives previously identified during
the planning stage. These projects can, of course, cover several areas and sectors by linking
them via ICTs. It is important to carry out the implementation of these projects in order
of importance and need.

According to [14], it is essential to form competent and cross-cutting teams to supervise
throughout the implementation of projects. Moreover, as seen in point 1.1., the citizen must
also be part of the adventure, and a collaborative environment is necessary for things to
run smoothly. Prior to implementation, stakeholders must have a good knowledge of new
technologies in order to ensure that they are properly integrated into the projects that are
started. It is the responsibility of the project leaders to choose scrupulously the type of tech-
nology for each project undertaken. Thus, according to[17], the available technologies can
be divided into four main families: ”Connectivity infrastructure”, ”Sensors and connected
devices”, ”Integrated operation and control centers” and ”Communication interfaces”. The
concepts of Big Data, Open Data and Internet of Things can also be considered as basic
technological elements for Smart Cities and will be explained and clarified in Chapter 2.

11



However, these projects are expensive, and partnerships and funding are needed to im-
plement them. The sources of financing are varied and numerous, such as funding from
governments, private companies willing to invest in their territory, or a fairly recent solu-
tion: crowdfunding. These different steps are essential and constitute a solid base and a
necessary guarantee to achieve the final objective; the implementation of the project[58].

The last step is to ensure that the projects put in place are running smoothly on an
ongoing basis. The monitoring and evaluation of results can be compared on the basis of
Key Performance Indicators[15] and, depending on these results, adjustments can be made.
Adjustments and modifications are therefore carried out in order to rectify potential devi-
ations and move closer to the initially set objectives. Furthermore, these projects are also
evaluated and criticized by the most important parts of the Smart Cities; the citizens. It
is through feedback from the experiences of its citizens that a city can best align the chal-
lenges of the future with the requirements and well-being of its citizens[17]. An integrative
framework for this Smart City initiave can be available below[63].

Figure 1.4: Framework Smart Cities initiative[63].

The roadmap for implementing a smart city can be also modeled using a BPMN 2.0
process flow using the Signavio tool[90] available in Appendix A. This flow aims to model the
process required to implement smart city projects involving stakeholders and technologies.
For the sake of clarity, this process only models the view of Smart Cities, considering people
and technologies as black boxes. Smart Cities are modelled here as an actor with a sequence
of processes to follow leading to the achievement of a smart city and projects that go in
that direction. The ”Smart Cities” actor, in accordance with what has been reported in this
point 1.2., interacts both with people and technologies.
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1.3 Examples of Smart Cities

After having defined and contextualized the concept of Smart Cities, this section aims to
relate concrete examples of projects already carried out. Indeed, although it is impossible
to have a hundred percent ”smart” city, many cities have tried to innovate in Belgium and
around the world in order to start the transition to a new way of life. These projects are
rooted in each of the 6 dimensions seen above and make it possible to, step by step, make
the city evolve towards a more sustainable management of life by integrating ICT in the
process.

1.3.1 Progress in Belgium

With urbanisation still growing strongly, Belgium is no an exception to the need to meet
the challenges of tomorrow. Consequently, the desire to make the transition to intelligent
cities emanates from the politicians who run our country and our cities. However, with the
possible exception of Brussels, Belgium does not have any cities considered as megacities
where major innovations are urgently needed and where the means of financing are more
substantial. Belgium, on the other hand, has cities of all sizes and where the challenges
to be met are unique and adapted to particular situations. So we are talking about Smart
Cities but also Smart Territories in order to apply the projects to a larger territory with
more people. Belgium remains an innovative territory but is far enough away from the cities
that lead the global dynamic in terms of Smart Cities[48]. As a result, the policies in charge
of cities have, for several years now, accelerated innovation projects to close this gap, which
is still far too wide. In this section, we will briefly report on Belgian cities projects in order
to visualise where we are in terms of Smart Cities.

For example, the Smart City Institute, in a survey on Belgian cities[40], identified a num-
ber of innovative projects that have already been put in place. First of all, the SmartNodes
concept has been implemented in the city of Wavre in the Walloon Region. This project is
part of the ”Smart Environment” category and aims to reduce the electricity consumption
of urban lighting. This intelligent lighting has been implemented in a pilot housing es-
tate with many houses and, unlike conventional lighting, SmartNodes only switch on when
pedestrians, bicycles or vehicles cross the street. The street lamps are interconnected and
can therefore adapt their lighting to the situation at time ”t”. The intensity of the lighting
is also adapted to the target to be illuminated, thus limiting unnecessary lighting. This
solution therefore drastically reduces energy losses[97] and, therefore, reduces the impact on
the environment. This innovation is also positive for the economy and mobility because it
reduces consumption costs and allows the infrastructures to be adapted to the mobility of
the city.
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Another innovative solution, found here by the municipalities of Brussels, is the ”Fix My
Street” application[87]. This application, which is freely accessible to citizens, consists of
counting the places to be improved in the Brussels municipalities[40]. This platform is based
on the engagement of citizens who can use the platform to denounce urban degradation such
as tags on walls, holes in roads or lack of lighting due to broken light bulbs. All these remarks
are geolocalized and competent services for each problem are called in order to mitigate as
soon as possible these permanent damages in our cities. This application therefore helps to
govern better while involving citizens in this sense. The data of these incidents are therefore
listed on a map and allow politicians to resolve these incidents as soon as the necessary
funds are available[83].

1.3.2 Smart Cities in the world

Smart Cities are also strongly present in the world. Indeed, there is even a ranking of
these cities called the ”Smart Cities Ranking”[56] where they are classified according to their
technological advances and their projects carried out in the 6 dimensions that make up the
framework of the smart city. Numerous projects have been created in all four corners of the
world and have enabled megacities such as New York, Sao Paulo and New Delhi to integrate
new technologies into their daily lives. Major Scandinavian cities such as Oslo, Helsinki and
Stockholm are very high in the ranking and have developed car-sharing solutions to reduce
traffic congestion and e-health applications to improve the lives of their citizens.

The city of Singapore in Asia is considered as a pioneer of Smart Cities and was the first
to market autonomous taxis to drive its citizens through the city. The Singapore authorities
decided to create these taxis to meet the ever-increasing demand for mobility at all hours
of the day and night. After extensive testing and the use of artificial intelligence software,
these intelligent taxis are now able to take their customers to their destination in complete
safety[73].

Regarding the ”Smart Living” concept, the megacity of Dubai has set up electronic pay-
ment services ”mPay” and ”DubaiNow” to make life easier for its citizens. Indeed, thanks
to these innovations, citizens can pay for cultural outings, transport tickets, fines and so
on, all with the help of a single application. These innovations make it possible to reduce
time-consuming administrative documents and to centralize everything, making life more
pleasant and liveable[65].

The projects are very numerous and varied, and it is unthinkable to draw an exhaustive
list. The purpose of this chapter was to explain the concept of Smart City and to give the
main components of it. These brief examples from Belgium and elsewhere were therefore
mainly intended to make this concept concrete for the reader. Other examples will be
reported later in this work and will be related to the theme of this work; facial recognition.
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Chapter 2

Data, a gold mine ?

After providing a framework with the first chapter on the definition and main objectives
of a Smart City, this second chapter aims to focus on the use of data within the Smart City.

First, it will list the different technologies used to collect data and visualize how these
data are collected in the Smart City. These data will then be analyzed in order to improve
city life.

Next, we will focus on the privatization of data and how we can protect ourselves against
some cyberattacks. The issue of privacy is more than ever at the heart of the debate and it
is, therefore, paramount to legislate the technologies inherent to Smart Cities.

Finally, it will be question of pointing out some problems concerning data collection and
providing solutions for improvement so that the technologies can be implemented in such a
way as to guarantee respect for privacy and data security for all citizens.
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2.1 Data Collection

Smart Cities are full of new technologies to improve daily life and these technologies are
therefore collecting millions of data continuously. Data are therefore the basic building block
of Smart Cities and is collected in order to be scrupulously analyzed afterwards.

According to[57], data are ”what is known or accepted as such, on which reasoning can
be based, which serves as a starting point for research”. The data are therefore the starting
point for obtaining information and drawing conclusions from it. There are several formats
and types of data making the concept quite complex. First of all, there are the so-called
”primary” data, where the data has been collected for a specific research purpose, and in
contrast, there are the so-called ”secondary” data, being data first collected for another
research purpose and then reused afterwards[54]. The technologies used in Smart Cities
collect both primary and secondary data.

Then we have quantitative data that can be measured using a scale and categorized,
and qualitative data that are not quantifiable. Finally, we come to differentiate between
structured and unstructured data. Unstructured data are raw data, i.e. data collected in
a format that is not directly usable for analysis. This type of data is mostly present and
generated by our human actions. As far as structured data is concerned, which is the rarest,
the Smart City Institute[57] tells us that ”it is data whose characteristics and presentation
allow it to be easily processed and consulted”.

Data sources are numerous in Smart Cities, making the data collection architecture com-
plex and difficult to reach a consensus. A non-exhaustive list of these data sources include,
for example, artificial intelligence mechanisms, the notion of the Internet of Things or IoT,
and intelligent sensors. These technologies are interconnected via the ICT infrastructure
that makes up the intelligent city and allows mass data collection. These data can also be
open, which we will also discuss in this chapter.

After having been collected by various means, the data are stored in most cases via
Cloud Computing. This huge sample of data or mega-data is called Big Data. Big Data
analysis therefore refers to the methods of data analysis that enable us to find solutions
and services that are suitable for the smart city. These numerous interconnections between
data collection, storage and analysis make the data infrastructure quite complex, but this
infrastructure is the basis for the functioning of Smart Cities, as we can see in Fig 2.1.
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Figure 2.1: Data collection technologies[70]

2.1.1 Internet of Things

Data collection in smart cities is fundamentally based on what we call the Internet of
Things or IoT, which is a network of interconnected objects. Thus, according to Mercator[74],
the IoT can be defined as ”objects that capture, store, process and transmit data, that can
receive and give instructions, and that have the capacity to connect to an information net-
work. This network is called the Internet of Things (IoT) and we can distinguish between
wearable, mobile, domestic or leisure, infrastructure or productivity objects”.

The subject of IoT is very broad, but we can summarize this concept to a set of physical
objects that are connected to each other by different technologies and produce and exchange
large amounts of data. These interconnected objects are numerous and present in particular
in our smartphones, our smart watches but also in what we call sensors, sensors that arrive
massively in our cities. Thus, according to the Gartner research institute[47], by next year
Smart Cities will have more than 10 billion connected objects, offering authorities and private
companies a large growth and an attractive market to follow. As a result, the data generated
by these connected devices can either be collected for in-depth analysis but can also be real
time data, sent directly to citizens without being stored in giant databases[57].
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The Internet of Things is, therefore, the main source of data collection and can be seen
as the first layer in the data architecture[2] in the Smart City. The first layer is, therefore,
the physical layer, i.e. the physical objects where data are collected (see Fig 2.2.).

Figure 2.2: Data Layers Architecture

Wearable devices

Connected objects are an integral part of our lives today. This is particularly true of our
smartphones, which we use every day, constantly generating millions of usable data. Social
networks are, therefore, huge sources of data and are very accurate. Indeed, these data are
often geolocalized and specific to each citizen because of his personal use.

These smartphones are interconnected and therefore exchange certain data. However,
wearable technologies do not stop at smartphones. Indeed, it can also be a connected piece
of jewellery such as a watch for example, or an electronically connected item of clothing.
The fields of application of these wearable technologies are limitless, including connected
watches in the health sector to monitor vital patient data in real-time for example[84].

Thus, these wearable devices are a first big source of data when we discuss about the
Internet of Things. Data harvesting on smartphones using telecommunication networks
remains the easiest and cheapest way of implementation because they run on existing devices.
We can think of course of social networks but also of mobility or transport applications[43].
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Sensors

Sensors are nowadays one of the major sources of data collection. These sensors are
mostly located on cars and urban infrastructure. For example, buildings composed of many
intelligent sensors allow to collect data on different variables such as temperature, humidity
or energy use in order to be able to control these uses and make buildings as efficient as
possible[33]. In addition, sensors are also present inside our homes, on our household appli-
ances, allowing us to collect data and improve our quality of life.

Intelligent sensors are also interconnected and can exchange data to improve the lives
of citizens. For example, sensors on public roads are ways for reducing energy pollution by
communicating with each other to control public lighting according to traffic. On the other
hand, intelligent sensors communicate to collect data on urban pollution and the parking
problem in order to solve these problems after in-depth analyses[3]. Thus, according to
Julien Broue[20], sensors ”allow us to convert physical parameters into electronic signals to
make them understandable by humans as well as by autonomous systems: light, pressure,
temperature, humidity, mould, and many other parameters can now be measured by our
sensors to give us a better knowledge of our environments and enable us to adapt each de-
cision according to the different signals”.

The Internet of Things is, therefore, everywhere in our lives and collects data on our
phone calls, the air quality in our cities or the way we drive. The important point with
these physical entities is that they are connected to each other allowing a continuous flow of
data exchange. Therefore, these interactions of sensors and devices can be seen as a complex
and gigantic network[41]. These objects therefore interact with each other via a network,
which constitutes the second layer of our data architecture, the communication network
layer (Figure 2.2.).
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2.1.2 Artificial Intelligence

The concept of artificial intelligence has also gained momentum in recent years. The AI
mechanisms inherent in the smart city use algorithms to better manage data collection. The
simple collection of data has no real interest and therefore, artificial intelligence allows a
better management of the collected data. Therefore, for Futura[61], AI ”consists of imple-
menting a number of techniques to enable machines to mimic a form of real intelligence. AI
is being implemented in a growing number of application areas”. Artificial intelligence thus
transforms the data collected so that we can use it to good effect by extracting information
that is essential to the development of solutions that improve life in the city.

AI is also based on learning or even self-learning by copying human reasoning and then
improving its functionalities thanks to its experiences and failures[57]. Thanks to one of its
branches, namely deep learning, AI can even copy human neural networks through machines.
Artificial intelligence therefore makes good use of the collected data but collects itself a lot
of data in order to continuously improve the services delivered in Smart Cities.

The available technologies using artificial intelligence are very numerous and for some
specialists, the limits of discovery are limitless. The fields of application are also very numer-
ous and make it possible to make the intelligent city more liveable and more sustainable[7].
Among these fields we find for example justice where, using collected data and algorithms,
AI mechanisms can make decisions and judgments without human presence, this is what
we call Legal Tech[85]. Then, car manufacturers such as Tesla for example are develop-
ing autonomous cars entirely based on artificial intelligence to help citizens in their daily
transportation[1]. Robots formatted with artificial intelligence are being born all over the
world in intelligent cities and help improving the lives of citizens through the services they
deliver. Finally, although this list is not exhaustive, we can relate facial and voice recognition
using AI via smart cameras or connected objects. This concept of facial recognition is gaining
in importance nowadays, and will be further defined and discussed in Chapter 3 of this work.

Ultimately, the set of technologies that make up AI thus allows for targeted use of the
data collected and for the collection of more data. In our data architecture (Figure 2.2.), AI
can be found in the first layer, the physical layer, because it collects data, but is also in the
application layer because it provides concrete solutions for the Smart City.
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2.1.3 Open Data, Big Data and Cloud Computing

Cloud Computing

So we discovered the technologies to collect a lot of data and to interact with each other.
However, the storage capacities of connected objects and AI mechanisms are sometimes
limited and it is therefore essential to be able to store and gather all these data. It is in
this context that Cloud Computing is making its appearance and can be visualized as our
third layer of our architecture, the storage layer (Figure 2.2.). Thus, according to[69], Cloud
Computing ”refer to the delivery of on-demand resources and services over the Internet. It
refers to the storage and access to data via the Internet rather than via the hard disk of a
computer. It thus contrasts with the concept of local storage, which consists of storing data
or launching programs from the hard disk”. Ultimately, the Cloud is both centralized and
decentralized storage, using the Internet as a storage medium.

Cloud computing is composed of three categories, namely Infrastructure as a Service
(IaaS), Platform as a Service (PaaS) and Software as a Service (SaaS), and the cloud can be
private, public or hybrid[42]. The good integration of the cloud with IoT objects therefore
solves the data storage problem and completes the data architecture[41]. In addition, the
cloud makes it possible to deliver information to users without encumbering their storage
and this technology is, therefore, very efficient and not expensive.

Cloud Computing stores data for Smart Cities so that they can analyze and process
it, making processing much simpler. In addition, the cloud can provide project-specific
resources tailored to the needs of citizens and stakeholders.

Figure 2.3: Cloud Architecture[9]
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Big Data

The data collected and stored are, therefore, very numerous and take up a lot of space.
All of these data or ”megadata” is known as Big Data. This large set of data, is not the
only meaning of the term Big Data, because the Big Data also describes all the advanced
techniques for analyzing and processing this massive data in order to complete projects; it is
Big Data Analytics. Thus, according to[75], Big Data Analytics is ”a set of techniques and
technologies that require new forms of integration to uncover large hidden values from large
datasets that are diverse, complex and of a massive scale”. Mega-data analyses, in order to
be considered as such, must fulfill 4 main characteristics[41]:

• Volume : ”The amount of all types of data generated from different sources and
continue to expand. The benefit of gathering large amounts of data includes the
creation of hidden information and patterns through data analysis”[52].

• Variety : ”The different types of data collected via sensors, smartphones, or social
networks. Such data types include video, image, text, audio, and data logs, in either
structured or unstructured format”[52].

• Velocity : ”The speed of data transfer. The contents of data constantly change be-
cause of the absorption of complementary data collections, introduction of pre- vi-
ously archived data or legacy collections, and streamed data arriving from multiple
source”[52].

• Value : ”Refers to the process of discovering huge hidden values from large datasets
with various types and rapid generation”[52].

The collected raw data can be directly analyzed, but algorithms can also perform further
sorting and analysis in order to increase the information potential. The Big Data can also
be linked via the Cloud to artificial intelligence, thus enabling data analysis solutions and
services to be multiplied tenfold[57].

Ultimately, Big Data brings together both considerable data and all the analysis tools
that enable decision-makers and public authorities in Smart Cities to facilitate the deploy-
ment of intelligent solutions. With regard to our data architecture shown in Figure 2.2, the
Big Data is on the penultimate layer, i.e. the process layer, as it relates to the last step
before the implementation of intelligent solutions for citizens.
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Figure 2.4: Big Data architecture[22]

Open Data

In parallel to this data collection and analysis, which is mostly private, some data are
disseminated in open access for the general public. Indeed, the concept of open data is a
notion that is deeply rooted in the Smart City dimension and allows citizens to feel included
and concerned by the decisions taken. Thus, according to[46], open data is defined as ”data
that can be freely used, re-used and redistributed by anyone - subject only, at most, to the
requirement to attribute and sharealike”.

The primary purpose of Open Data is that it is open, i.e. available for free access in order
to collect it, use it, or even share it with others. This open data can come from different
sources and applied to many fields such as health, environment or culture. However, in order
to be qualified as open data, they must, according to the Open Knowledge Foundation, meet
3 criteria[46]:

• Availability and access : ”the data must be available as a whole and at no more than a
reasonable reproduction cost, preferably by downloading over the internet. The data
must also be available in a convenient and modifiable form”[46].

• Reuse and distribution : ”the data must be provided under terms that permit reuse
and redistribution including the intermixing with other datasets. The data must be
machine-readable”[46].

• Universal participation : ”everyone must be able to use, reuse and redistribute — there
should be no discrimination against fields of endeavour or against persons or groups.
For example, ‘non-commercial’ restrictions that would prevent ‘commercial’ use, or
restrictions of use for certain purposes (e.g. only in education), are not allowed”[46].

These three criteria to qualify Open Data, lead us to the notion of interoperability
inherent to this technology. Interoperability is in fact the ability to mix several types and
forms of data regardless of their origins and to allow technological tools to work together.
Open access data can therefore be mixed easily and allow the retrieval of much more relevant
information than without it.
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The main advantage of open data is that it offers a high degree of transparency by pub-
lic authorities with regard to the data collected. This information, which is seen as public,
can therefore be considered as common property by citizens who can appropriate it. This
new means of governance, called open governance[11], fits perfectly with the vision of the
Smart City because it allows the integration of new technologies by including citizens in the
decisions. In addition to having visibility over data, citizens can use it and take part in the
functioning of the city.

Open data thus contributes to the development of Smart Cities and the strategies of
this technology are more and more numerous. All these technologies that we have been
able to discover allow us to collect and analyze data in order to bring innovative solutions
to our cities. Moreover, these technologies work hand in hand for a better integration and
understanding among citizens. So open data remain the spearhead of the Smart City but
these open data are not necessarily mega data and these mega data, the Big Data are not
necessarily all open.

Data collection and analysis in Smart Cities are quite complex and the technologies
communicate a lot with each other. For the sake of clarity, the data flow modeling can be
visualized below in Figure 2.5.

Figure 2.5: Data Flow and Interactions in Smart Cities
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2.2 Data Management

We therefore visualized how data are collected in Smart Cities in order to implement
innovative solutions to improve the lives of citizens. However, it would clearly be utopian
to think that these data can be collected freely without posing a risk to the privacy and
security of citizens’ data. Indeed, although technological advances bring many benefits, the
data and the uses to which they are put are very regularly a threat to the privacy of citizens.
Moreover, security breaches can sometimes occur, making citizens and their data vulnerable
to cyber-attacks.

Nowadays, with more and more interconnected objects, we are more concerned than ever
about the use of our data. Recently, there has been talk of regulating the use of our data
by the world’s major corporations. Indeed, the GAFAM[38] have recently been obliged to
guarantee the respect of the privacy of its users and to be transparent in the use of the
data. Data security and privacy are applicable everywhere, as we have noticed during the
CoVid-19 pandemic that we are going through this year. The Belgian government has tried
to develop a tracking application to fight against the pandemic but this poses a problem
because the personal data collected on citizens will be kept for 30 years. All this, is of course
an invasion of privacy.

Threats and abuses related to the abusive collection of data are more than ever present
in Smart Cities. Stakeholders therefore have an obligation to guarantee the security and
privatization of data within their city in order to give citizens confidence. The integration
of new technologies cannot therefore take place without preventive thinking to secure data
and guarantee a high level of privacy for citizens. The threats are therefore numerous,
but solutions also exist. These solutions can be found when the distinction between data
security and data privacy is made. Indeed, although these terms are closely related, they do
not mean the same thing and do not have the same objective either. Therefore, this section
will focus on defining data security and data privacy within the smart city.

2.2.1 Data Security

When we talk about data protection, the terms security and privacy come up very often.
These two terms are regularly, erroneously, mixed up and seen as two equal things. However,
although these two terms are linked and allow for better data management, they need to be
differentiated. Indeed, privacy cannot exist without security beforehand, whereas data can
be secured without respecting privacy[43]). Data security is therefore the basis for ensuring
the integrity of privacy.

Thus according to[72], Data Security ”is focused on protecting personal data from any
unauthorized third-party access or malicious attacks and exploitation of data. It is set up to
protect personal data using different methods and techniques to ensure data privacy. Data
security ensures the integrity of the data, meaning data is accurate, reliable and available
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to authorized parties”. While data privacy focuses more on the ”What”, security focuses
more on the ”How”. Data Security therefore aims to solve the technical problem behind
the use of the data, referring to the mechanisms to be adopted in order to keep the data
confidential. Data security is therefore the first step in data protection, as we can see in
Figure 2.6. This security is therefore a set of mechanisms to protect citizens’ data from
the threat of cyber-attacks. The main objective of companies in this context is to ensure
that malicious persons cannot access user data. These data breaches, which are very real
threats in the applications implemented in Smart Cities, can be resolved through access
controls or encryption for example[44]. These solutions are all based on the CIA model of
data security[43]. This CIA mechanism allows to preserve data and prevent data leakage.

• Confidentiality ”ensures that data is accessed only by authorized individuals”[21].

• Integrity ”ensures that information is reliable as well as accurate”[21].

• Availability ”ensures that data is both available and accessible to satisfy business
needs”[21].

Figure 2.6: Data Protection[72]

Data security cannot be managed by citizens alone, but by companies and public services.
These entities must therefore, by any means, make every effort to ensure that citizens’
sensitive data remain confidential and secure. Citizens and their data, sometimes collected
in open access, are targets for cyber-attacks and this security must be the main objective
when creating intelligent applications.
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Threats and leakages

As we have seen throughout this chapter, there are many technologies available for data
collection. These technologies are interconnected and exchange data, which can increase
the number of threats and the risk of cyberattacks[10]. Indeed, every device has a risk of
being attacked, but if that device is part of a network, then the whole network becomes
vulnerable to that attack and the hacker can infest other devices[4]. A simple vulnerability
on a connected device can become an entry point for the cybercriminal to attack the entire
network. According to[10], these permanent interconnections ”create a system of systems,
the complexity of such collaborating systems increases exponentially. As a result, the num-
ber of vulnerabilities in a Smart City system will be significantly higher than that of each
of its sub-systems”.

Open Data and IoT exchange data sometimes openly and are characterized by ease of
transmission, but this open data also makes hacking much easier for malicious people. Data
Mashup[43] has many advantages, but when data is crossed and some of it are infected, the
impact of hacking is even greater on citizens’ data. There are many types of cyberattacks
that undermine data security in Smart Cities, but the Smart City Institute identifies five
major ones[57]. First of all, we have ”Malware” which is software designed to infect user
data. Second, we have two types of attacks; those based on the web and those based on
mobile applications. Finally, we have what we can call ”Phishing”[57] and DDOS[27].

The cyberattacks mentioned above can come from anywhere. Indeed, according to[43][4],
the attacks can be internal, i.e. coming from ”Service Providers” or ”Involved Parties”, but
these attacks can also come from people external to the manipulation of the data. Their
motives may be diverse and varied, but we are seeing an increase in what we call cybert-
errorism, i.e. cyberattacks with the aim of a terrorist attack[27]. In addition, threats can
come from all types of technology that we can find in Smart Cities. Cybercriminals can,
for example, hack into a sensor to transmit false information and data aimed at harming
citizens[27]. Hackers can also control smart cameras in order to stop the view on security
in the city[27]. Finally, taking the case of open data[27], terrorists could very well collect
real-time data on citizens in order to know when it will be the best time for an attack.

Data security is paramount in Smart Cities because, if security is not present, hackers
can also harm the privacy of citizens. For example, we can imagine a hacker hacking into
a citizen’s mobile data and using it without the citizen’s consent. There would firstly be a
security problem, because the hacker is not a party authorized to use the data, and secondly
a privacy problem via the citizen’s non-consent to the use of his personal data[43]. In order
to guarantee data security, the authorities and companies responsible for technological in-
novations must therefore aim absolutely to respect the principles of confidentiality, integrity
and availability[21]. Fortunately, many solutions exist.
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Possible solutions

What concern the solutions to keep our data safe in Smart Cities, many of them exist.
We can for example mention the notion of cryptography[43], which takes up many notions
and aims to prevent malicious intrusion. Strong passwords or firewalls on ICT applications
reduce the risk of data leakage and data breach[4]. Moreover, keeping only reliable networks
and reducing the data transmission path are also ways to achieve greater data security[4].
Numerous models for data security have emerged in scientific research, demonstrating the
importance that Smart Cities stakeholders should attach to this issue[89].

However, we can point two solutions that are particularly common in many works. First,
we have end-to-end encryption[4] which is a type of cryptography. The purpose of this en-
cryption is to ensure a data path between the transmitter and the receiver without potentially
harmful intermediaries. These encryptions are mostly based on public keys and can also be
”Identity-based” or ”Attribute-based”[43] making the security possibilities adapted to each
type of technology.

Secondly, many experts agree that it is important to ensure security before problems
occur rather than trying to fix them when they have already occurred[4]. The aim should
therefore be to test the security of the technological innovations implemented in the Smart
City before implementing them for real; this is what we call ”Security by Design”[4][43]. As
the saying goes, ”an ounce of prevention is worth a pound of cure”, and therefore this up-
stream monitoring will allow us to discover the potential threats and leaks that the systems
could suffer in terms of security.

Ultimately, the authorities must guarantee the security of the data circulating in Smart
Cities in order to give confidence to citizens. Various threats are present and the ubiquity
of new technologies and data exchanges make this issue even more complicated. However,
the guarantee of security is essential in order to ensure the second part of data protection,
namely data privacy. Many solutions exist and good governance in terms of security must
definitely take place in order to manage this problem as well as possible.

2.2.2 Data Privacy

Preserving the privacy of citizens is paramount nowadays. According to Figure 2.6, data
privacy is the second step in protecting our data and therefore aims to determine which
data should be protected and for what reasons. This privacy goes hand in hand with a
high-level of upstream security[21]. Data privacy is, therefore, a legislative issue and aims
to establish regulations to ensure that the data collected and used respect the privacy of
citizens. It therefore aims to determine the way of governance with which data are collected
and shared[43]. Thus, according to[72], ”Data privacy or Information privacy is concerned
with proper handling, processing, storage and usage of personal information. It is all about
the rights of individuals with respect to their personal information”.
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Privacy is a fundamental right and Smart Cities technologies must respect it. Thus,
according to the Harvard Law Review[88], privacy is defined as simply ”the right to be let
alone”. This definition has evolved and many authors have sought to define and classify
the components that make up the term privacy, making this taxonomy quite complex and
extensive[91].

For the sake of clarity, this taxonomy will be based on the 5 types of privacy selected by
David Eckhoff[43], relying on different authors[91][45]. These 5 types of privacy are therefore
retained as relevant in order to find solutions to preserve them within Smart Cities :

Type Explanation
Privacy of Location ”Location information does not only include the location itself but

also when and for how long it was visited. Location privacy is usu-
ally defined as the protection of spatio-temporal information. Vio-
lating location privacy can reveal a person’s home and workplace,
but also allow inferences about other types of privacy, for exam-
ple habits, purchase patterns, or health. In addition, co-location
information allows inferences about a person’s social life”[43].

Privacy of State of
Body & Mind

”The state of body and mind encompasses a person’s bodily charac-
teristics including biometrics, their health, genome, mental states,
emotions, opinions, and thoughts. Violating the privacy of the
state of body and mind can lead to discrimination by employers
and insurance companies or even to prosecution by totalitarian
regimes”[43].

Privacy of Social
Life

”A person’s social life includes the contents of social interactions,
for example what was said in a conversation or posted on a social
media platform, as well as metadata about interactions, for example
who a person interacts with, when, and for how long. Violating
social privacy allows inferences about other types of privacy, e.g.,
interactions with specialized hospitals or political groupings can
reveal information about a person’s health or opinion”[43].

Privacy of Behav-
ior & Action

”The privacy of behavior and action includes a person’s habits,
hobbies, actions, and purchase patterns. When shopping online or
when using credit cards, potentially intimate details are shared with
retailers. Exploiting this information for other purposes such as
targeted advertisement can constitute a violation of privacy. Often,
this information allows to draw far-reaching conclusions about the
user’s life and therefore other types of privacy”[43].

Privacy of Media ”Media privacy includes privacy of images, video, audio, and other
data about a person [13]. This includes CCTV and other (know-
ingly or unknowingly taken) camera footage or media uploaded to
the Internet. Redistributing or creating user-related media without
consent constitutes a privacy violation”[43].

Table 2.1: Types of Privacy for Data
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Privacy Issues

Security breaches or simply bad governance can lead to violations of citizens’ privacy.
Indeed, even if security is guaranteed between the data exchanged by citizens and the de-
velopers of new technologies, citizens’ privacy can still be violated[43]. Thus, as exemplified
by[66], an autonomous car using a citizen’s GPS coordinates can very well be protected via
an encryption mechanism, but all data concerning the journey can be collected by the man-
ufacturer against the will of the user. This is of course an invasion of the citizen’s privacy
and these issues examples are numerous in such cities.

There is a lot of discussion nowadays about citizens’ consent to the use of their personal
data. However, the Smart Cities, its open access data and its many technologies make pri-
vacy very difficult. Indeed, the data coming from connected objects, smartphones or sensors
are so numerous that ensuring privacy on all data collected is a major issue in Smart Cities.
Some companies looking for profitability through the implementation of intelligent solutions,
do not hesitate to use the data of its users, thus endangering part of their privacy[19]. More-
over, according to[19], there is a disparity in the place given to privacy between the public
and private sectors making the problems even more numerous.

The data mashup[43] also complicates the respect of privacy because independent data
that respect privacy, when they are mixed, could no longer protect citizens and thus open
up the possibility of leaks of personal information. Thus, the possibilities of violation of
citizens’ privacy are numerous and since the preservation of this privacy is important, it is
essential to put in place specific policies and regulations in order to solve this problem[43][4].

Preserving the Privacy of the Citizens

There are many solutions to protect privacy. We can distinguish between technical
solutions on the one hand, which are part of a continuous process throughout the data life
cycle. On the other hand, we have the legal framework that encompasses this, with the
introduction of privacy laws[43].
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Privacy by Design & Process

In parallel to ”Security by Design”, we also have ”Privacy by Design” to reduce the threat
to privacy through the respect of users’ privacy as soon as innovative solutions are put in
place[4]. This concept includes seven rules that have to be followed in order to guarantee
the respect of privacy from the design stage. These principles are taken up by Cavoukian[26]
in her work and are followed by the developers of intelligent solutions:

• Proactive not reactive; preventative not remedial

• Privacy as the default setting

• Privacy embedded into design

• Full functionality with full privacy protection

• Privacy protection through the entire lifecycle of the data

• Visibility and transparency

• Respect for user privacy

This Privacy by Design is therefore a good way to start, but, this concept should be
seen more as the first step in a process leading to privacy as the final goal[4]. These rules
previously listed by[26], must therefore be incorporated throughout the process, which can
be a method of privacy requirements engineering such as PriS[64]. This method, with its
own clear semantics, makes it possible to cite the privacy requirements.

The whole process, therefore, aims to be transparent about the use of data, to test and
verify whether the technologies are indeed privacy friendly and to make cities and their
leaders accountable for the privacy of their citizens[43]. Furthermore, this process can be
incorporated into a comprehensive privacy architecture, such as SensorSafe[29].

Other methods applicable to the different technologies can be used to solve the problem
of privacy. This non-exhaustive list includes, for example, ”Data Minimization”, which aims
to collect only data relevant to the scope of application. Indeed, whether its the sensors, AI
systems or even open data, these technologies often collect more information than necessary,
which can lead to over-consumption of data and a risk to privacy[43]. Finally, as a simple
applicable mechanism, we can also cite data anonymization such as ”k-Anonymity”[94] which
allows the collection of a large amount of data while ensuring a high-level of privacy[43][4].
Other privacy protection mechanisms exist and some are even specific to a particular type
of technology. We will come back to this in more depth in Chapter 3, when we will discuss
facial recognition.
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Legal provisions

Numerous legal provisions have come to surround the preservation of data privacy in
Smart Cities. Technological solutions have a lot of advantages, but the law has a much
stronger power and is, therefore, an ally in the fight for data privacy. Regions, states, coun-
tries and governments have therefore set up strict laws and policies to be respected in order
to preserve the privacy of their citizens.

The best known piece of legislation is undoubtedly the General Data Protection Regu-
lation or GDPR[44] which was adopted in 2016 by the European Union[43][57]. This text
therefore protects the citizen from data abuse and aims to preserve his privacy as much as
possible. The authorities providing Smart Cities solutions are, therefore, required to respect
this law and to manage the data collected with care[4].

Other legal frameworks such as the Consumer Bill of Rights[13], the California Consumer
Privacy Act (CCPA) in the United States[79] or the HIPAA[43][78] specific to the field of
health, allow us to properly regulate the use of our data.

Other less official bodies also advocate for greater transparency, such as those behind
the Open Data Charter for example[43]. Privatization of our data is a fight supported by all
and strict rules must be applied in order to manage this issue as well as possible and limit
abuses[66]. In addition to this desire to guarantee our privacy, many people advocate trans-
parency of algorithms to visualize how our data are used to create intelligent solutions[43].
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Chapter 3

AI application : Facial Recognition

After having introduced a study framework with the concept of Smart Cities, its com-
ponents and its issues, it was a question of relating the different technologies inherent to
this concept and the use of personal data that is made of it. Thus, the second chapter dealt
with the way in which data was collected and the issues that must be respected in terms of
privacy and security.

This third chapter aims to explain a concrete technology integrated in Smart Cities in
order to allow the citizens of our future empirical survey to visualize in a concrete way the
stakes of personal data protection within our Smart Cities.

It is in this context that we will discuss the concept of facial recognition, which can
nowadays enjoy growing popularity. This technology based on artificial intelligence is in-
creasingly present in our cities, and must therefore be clearly regulated so as not to hinder
the privacy and data security of citizens.

This chapter therefore aims to exemplify the massive arrival of technology in our cities.
First of all, it will be a question of clarifying the global concept of facial recognition. Then,
a non-exhaustive list of facial recognition applications will be related and finally, a link with
our second chapter will be made in order to understand the issues concerning our personal
data, specific to this technology. The framework of Smart Cities, the constraints of personal
data protection and a concrete example of technology, will allow citizens to get a concrete
idea and an analysis of citizen opinion can then take place.
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3.1 The arrival of a new technology

3.1.1 What is facial recognition ?

For many years, we have noted a general desire to make our cities and territories safer.
Since then, the introduction of biometrics into our lives has seen the light of day. Accord-
ing to [18], biometrics encompasses all technological applications and methods that make it
possible to identify one or more people on the basis of their intrinsic, physical qualities. For
example, we can mention fingerprint recognition or iris recognition, which allows a person
to be identified with greater or lesser accuracy.

However, this technological recognition requires the willingness of the individual in ques-
tion to want to be recognized, which limits the scope and proper functioning of these bio-
metric technologies[18]. It is in this context that a particularly powerful new technology has
emerged in recent years: facial recognition.

Facial Recognition or Face Recognition can, according to[95], be defined as ”a biometric
software application capable of uniquely identifying or verifying a person by comparing and
analyzing patterns based on the person’s facial contours”. Facial recognition is based on an
artificial intelligence mechanism and therefore a series of algorithms[55], which, after math-
ematical operations, will allow us to identify a person on the basis of a correspondence[60].

Facial recognition will therefore allow us to identify a person on the basis of a still image
or video[102], by performing biometric matches using giant databases. By having a reference
image of a person’s face, the facial recognition system will compare a new stream of images
collected in order to know if the person in these new images is the same person as the one in
the reference image[99]. The facial recognition system works like a human brain to compare
two things and infer a match or not, this is what we call deep learning[55].

3.1.2 How does facial recognition work ?

There are different systems that create the facial recognition mechanism, but overall we
can say that they work with the same central process. In order to allow readers to easily
and quickly understand how this technology works, we will not dwell on a non-exhaustive
list of the different methods from the scientific literature. We will therefore see with which
process matches between images can be made in order to recognize the identity of a person.
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First of all, facial recognition can have two main objectives, both using the same operat-
ing mode. On the one hand, we have Verification. In this case, we will be able to compare
a voluntarily chosen individual with the information in the database in order to verify that
this person is the right person based on his biometric data[12]. This first mode is also called
”one-to-one” because it associates a target person with a precise match. On the other side,
we have Identification. In this case, facial recognition is going to identify a person who is
part of a crowd of other people in order to look for a match in the database and identify
who he or she is. This second mode is also called ”one-to-many” because it associates an
individual with all the individuals in the database and to look for a robust match[12].

Facial recognition can be visualized as a process leading to a positive or negative conclu-
sion of the face comparison. This process involves a series of steps, but first of all, input is
needed. This input can either be a still image such as a photograph, or a video filmed by a
camera and allowing to have a flow of images in real time[12]. Then, after having obtained
a source of images, the facial recognition mechanisms have the following different steps :

• Face Detection

Initially, the facial recognition algorithms will aim to detect a face among the source
of images obtained[99]. These algorithms will thus allow to differentiate faces from other
objects contained in the input. It is clear that the proper functioning of this first step is
closely linked and correlated to the quality level of the initial images. Methods inherent to
facial recognition algorithms will therefore enable the detection of the characteristics that
are predominant in the selection of a face. For the sake of clarity, these different methods
will not be explained during this work.

• Analysis of the face

In a second step, this previously selected face will be analyzed in order to extract unique
characteristics. Each person has an unique set of facial features and this combination will
allow for subsequent identification. A widely used method to list the different characteristics
is Principal Component Analysis or PCA[102][98]. This method used on faces in 2D or 3D
will allow to complete the matrix of features of the person studied[55]. Thus, geometric
characteristics such as the size of the forehead, the distance between the two eyes or the
shape of the chin can be identified. The analysis can prove to be extremely precise because,
according to[82], the human face has more than 80 nodal points which constitute our facial
landmarks.
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• Conversion of the features

The characteristics collected in the previous step will be converted into data. These data
in the form of digit codes will allow the intelligent system to have a unique combination for
the face being studied[82]. This numerical code is most often called the faceprint, and this
faceprint will be recorded in the database[95]. The transformation of features to specific
combination of numbers by deep learning technology can be visualized below[93].

Figure 3.1: Conversion of features into numbers using deep learning[93]

• Comparison and results

In a final step, the facial recognition system will compare the single faceprint collected
in the previous step with all the faceprints already existing in its database in order to find
a match[12]. The algorithm inherent to this technology will then try to find the best match
with the highest accuracy according to the features. Thus, finally, a decision can be made
whether or not there is a match between the face of the initial photo and a known face
in the database[55], which will allow verification or identification. All this process can be
visualized as a BPMN process, available on Appendix B.
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3.1.3 Limitations of Facial Recognition

Although this technology has many advantages and areas of application, which will be
discussed in the next section, there are limitations. Accuracy difficulties can hinder the
proper functioning of facial recognition. We can cite a few of them in order to understand
the complexity of facial recognition in depth, but this list of limitations is obviously not
exhaustive.

First of all, according to[55], the main problem is the variation in the images captured by
the cameras. Indeed, the face of the person under study may be subject to movement and
therefore different angles of facial posture, which very often complicates the correspondence
with a still image in the database. The variation in facial posture and the multitude of facial
expressions that a person may have, makes comparison very difficult and thus reduces the
probability of finding a match[102]. The face rotation angle and possible facial distortions of
the real-time images can be so different from the reference image that the detection thresh-
old of the algorithm is not reached and prevents a true match.

Secondly, the intensity of illumination of the image source has a fundamental impact on
the proper functioning of facial recognition[60]. Indeed, lighting that is much too bright or
too dark can considerably modify the physical appearance of a face and thus distort the
match. Thus, the accuracy of the facial recognition system may be affected if the images
collected are taken outdoors or indoors or under extreme lighting conditions.

Other factors may affect proper operation. Indeed, haircut, beard style or the use of
glasses can considerably change the overall appearance of a face[98]. The absence or presence
of these components in various scenarios will lead to a failure of the facial recognition tool.
Lastly, a database with little biometric information will lead to a lack of efficiency because no
match can be found[60]. It is therefore necessary to take all these problems into consideration
in order to increase the performance of the tool and achieve high accuracy. If this information
is not well calibrated and therefore the recognition threshold is not correctly established,
this would lead to efficiency problems. For example, we can imagine that a person identical
to the person registered in the database but wearing glasses and a large beard might not
be recognized by facial recognition technology. In this case, we would have a false negative
answer because the tool would give the wrong answer[18].
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3.2 Applications of this technology in smart cities

Facial recognition aims to make our cities and citizens’ lives safer through a variety of
uses. As this technology is constantly growing, the fields of application are, therefore, very
numerous. In this section, we will limit ourselves to recounting the main applications of
facial recognition in Smart Cities with the help of examples.

Criminal identification

With security as its main objective, facial recognition will allow, thanks to intelligent
cameras, to identify among a crowd of people wanted by the police. Whether for minor
offences or, as we have experienced more recently, terrorist attacks, smart cameras equipped
with facial recognition will be able to identify a wanted criminal[18]. This technology will
be of great help to police officers and will assist them in their daily duties. For example,
Interpol reports that, thanks to its facial recognition system, more than 650 dangerous
fugitives wanted by all the world’s police forces have been apprehended[59]. In addition to
being able to identify and arrest wanted persons, certain crimes and violence can now be
prevented through the use of facial recognition.

Videosurveillance

Artificially intelligent cameras can also make a significant contribution to the daily lives
of law enforcement and governments. Indeed, with a global view of their cities in real-time,
the authorities are able to manage their actions on a daily basis. Intelligent cameras placed
in our streets can, for example, help law enforcement authorities to find missing persons
or children on the basis of their biometric information sheet[18]. These cameras installed
throughout our cities also make it possible to detect incivilities and, if necessary, to punish
citizens who do not respect the laws. Thus, for several years now, China has decided to
introduce a social credit system[28]. This system aims at rewarding or punishing, in the
form of points, a citizen according to his good or bad deeds and thus to grant him or not
services and advantages[16]. Although this system raises citizens’ awareness, it is subject to
much criticism because it is very often discriminatory if a citizen’s social credit is very low.
Indeed, if a citizen loses his credit points, he will not have anymore, for example, access
to buy a train ticket or visit a museum. This observation makes it clear that this system
may not be efficient and, as many people point out, violates the right to privacy and other
fundamental rights of citizens.
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Access and authorization

Facial recognition can also be used to allow access to public places only to persons autho-
rized to enter them, such as airports[18]. Thus, based on facial recognition at the entrance
to boarding gates, the authorities will be able to grant boarding only to persons who have
reserved their tickets. This security will make it possible to prevent possible identity thefts
and to get the right people in the right seats[92]. This technology will also be able to secure
other enclosed public places such as schools or offices. Indeed, smart cameras will be able
to collect images of the public place in real time and will detect if unauthorized persons are
present in the building in order to emit an alarm[18].

Facial recognition will also be able to secure online access. Indeed, we use our smart-
phones and social networks intensively everyday. It is in this context that this technology
can be used to guarantee access to our personal information only to our own person. The
unlocking of our smartphone or the entry in our accounts of social networks using facial
recognition, thus makes it possible to guarantee access to the right person at the right time
and in complete security[101]. Facial recognition is much more secure than passwords for
malicious attacks.

Payments

Payment systems are also subject to facial recognition. Indeed, in some cities, it is now
possible to take your metro ticket or cinema ticket via facial biometric detection. This
system makes payment easier and faster, which is what many citizens are looking for[68].
Online payments via smartphone are also following suit and many banks are already offering
this unique service. Mobile or real payments using facial recognition can considerably reduce
the risk of money and bank data theft because they offer a high degree of security[23].

Advertising

Another possible application of facial recognition is the ability to scrutinize citizens’
habits in order to develop targeted advertisements. Thanks to smart cameras placed in
shopping areas or via facial recognition by smartphone when we use it, companies are able
to list what our habits are[18]. Specific advertising spots will therefore be able to appear on
our phone screens or on billboards in town to show us the things we like. This is what we
call facial recognition marketing[35].
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3.3 Towards an invasion of privacy ?

Facial recognition has, as we have seen, many advantages in various fields of application.
This technology makes the lives of citizens in Smart Cities considerably safer thanks to its
ubiquitous presence in their daily lives. However, many voices are being raised nowadays
warning of the extent of facial recognition[31]. Indeed, many people find this technology
very intrusive and not very respectful of privacy[18].

First of all, the main criticism that is made is that facial recognition mechanisms track
citizens everywhere and at all times. As is the case, for example, in China with their social
credit system[28], the slightest actions of citizens are scrutinized and analyzed. However,
this problem would lead us to a standardization of surveillance and therefore to an invasion
of privacy of each individual[86]. This invasion of privacy must be limited and regulations
must be put in place, such as the GDPR, in order to use this technology wisely[31].

The collection of personal data, and in particular biometric data, tells us that the risk
of invasion of privacy is very present because these data are used to track us and analyze
our behavior[31]. These images and personal information can also be under threat of cyber-
attacks and thus data leaks. Facial recognition must therefore be properly secured so that the
risks in terms of data theft do not outweigh the advantages that this technology can offer[80].

The introduction of this technology in our Smart Cities must therefore be well framed
and regulated in order to preserve the privacy and rights of citizens. One question we can
ask ourselves is whether there is an ethical way to introduce facial recognition into our lives
and how to achieve it. The consent of citizens and the transparency of public and private
bodies using this technology must be scrupulously respected in order to limit the drifts and
inconveniences of facial recognition[80]. Citizens, tomorrow’s actors of our cities, must ask
themselves today about the importance they attach to the security of their data and their
privacy. Finally, they must ask themselves whether they are prepared to set aside part of
their private life if it is to improve their security in everyday life.
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Chapter 4

Citizens and data collection in Facial
Recognition

After carrying out a theoretical research on the concept of Smart Cities, the use made of
the data and one of the many applications, namely facial recognition, this chapter aims to
investigate the theoretical concepts previously discussed.

In this chapter, we will explain how to proceed in order to carry out a survey, from the
collection of the numerous data to the analysis of the results. Thus, the elaboration of the
study question will be the first step. Then, we will explain the methodology that allowed
us to carry out our questionnaire and to be able to collect our data. The final goal of this
survey is to infer on the results obtained in order to be able to draw conclusions.

The aim of this chapter is therefore to support the theoretical notions of this thesis with
practical experience. We will try to collect the citizens’ opinion about the introduction of
facial recognition, its applications and its challenges in terms of data security and privacy.
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4.1 Context and study question

4.1.1 Context

Thanks to our theoretical literature review, we were able to observe the rise of the Smart
Cities phenomenon in our lives. Information and communication technologies will indeed
become an integral part of the lives of citizens in the very near future. Among these technolo-
gies, we were able to explain the concept of facial recognition by including its applications,
its advantages as well as its disadvantages.

In parallel to these notions, we have also addressed the crucial issue of the use of data.
Data collection is an integral part of Smart Cities and facial recognition applications, and
poses crucial issues. Indeed, via these technologies, there are concrete risks concerning our
data in terms of privacy and security. Nowadays, citizens have the right to ask themselves
questions about the use of their personal data within the framework of the technologies
present in the Smart Cities.

4.1.2 Study Question

The various reflections that have emerged from the context have motivated to deepen the
connection between the parts of this thesis. It also seemed important to be able to under-
stand the opinion of those most affected by these technologies, namely the citizens. Indeed,
citizens are major actors of Smart Cities and they are the ones who will be able to enjoy
the facial recognition applications but they are also the ones who will be under the threat
of data theft and violation of privacy. These citizens will be able to improve their security
in the city through facial recognition mechanisms but may be vulnerable to data theft and
privacy violations. Therefore, it seemed relevant to ask as a study question, ”What is the
perception of the privacy versus security trade-off of citizens in smart cities: the
case of facial recognition”.

This study question therefore brings together the concepts discussed in this thesis and
seeks to know and understand the opinion of citizens on this subject in order to find a
trend. It is also necessary to divide this research question into several sub-questions in order
to understand precisely the situation in which citizens find themselves regarding the issue
addressed.

First of all, it is important to understand where citizens stand in terms of their knowledge
concerning our subject. Since the concepts of Smart Cities and facial recognition are fairly
new and complex terms, it is good to know where citizens stand in terms of their knowledge
of these terms. In addition, it seems important to know how much citizens know about
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them in order to be able to perceive whether citizens can consider themselves experts in
these fields. It seems plausible that citizens have already heard about these concepts but do
not know more about them, in which case awareness would be high but knowledge of the
concepts would be limited. Thus, as a first sub-question, we can ask ourselves:

• Question 1 : What is the awareness and knowledge of citizens regarding
the concepts of smart cities, facial recognition and their current fields of
application?

Then, with the knowledge they have, it was important to find out what citizens thought
about the introduction of facial recognition. In trying to understand what is at stake, it is
important to understand the position of citizens on the scope of facial recognition they wish
to apply and the concrete applications that are important to them. Thus, we can elaborate
as a question to be answered :

• Question 2 : What is the opinion of citizens regarding the introduction of
facial recognition mechanisms in our cities and its fields of application?

In another time, we will look at the notions of data security and privacy. After having
discussed these data management issues in Chapter 2 of this thesis, it is obvious that citizens
must be aware of the use that is made of their personal data. It therefore seemed important
to understand the importance citizens attach to the security and privacy of their data and
to apply this to the facial recognition framework. The notion of drifts of these two concepts
also needs to be analyzed and we can, therefore, ask ourselves the following question:

• Question 3 : What is the position of citizens regarding the respect of their
privacy and the security of their data in the context of facial recognition?

Finally, after observing and analyzing citizens’ views on facial recognition and the use of
their data, it seems relevant to know what their overall positions are. Knowing the possible
risks to their data, we will look at whether citizens are willing to let facial recognition become
part of their lives. If this is the case, we will seek to observe the nuance that these citizens
can issue, what obligations and conditions they have to respect if they accept the arrival of
facial recognition in their lives, and where they stand between the dilemma of feeling safe
thanks to this technology and keeping their data out of harm’s way. It will therefore be a
question of whether citizens think that facial recognition and privacy can coexist together,
so we can ask ourselves the following question:

• Question 4 : Are citizens willing to integrate facial recognition into their
lives at the expense of a possible invasion of privacy: is there a trade-off,
in their view, between feeling safe and keeping their privacy invaded?
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4.2 Methodology

In order to understand and find out the citizens’ opinion on the study question and the
sub-questions previously mentioned, it was decided to carry out a quantitative study. Indeed,
in order to generalize the results obtained in our sample to the population, a maximum
number of respondents was necessary. Our sample must therefore be large enough to be as
representative as possible. To do this, the quantitative study seems to be the best thing to
carry out compared to a qualitative study. The data collection will be done in a structured
manner and the data collected will be analysed statistically[50].

4.2.1 Target population and sampling frame

Since the study of this thesis aims to perceive the opinion of citizens regarding facial
recognition and the use of their data, it is obvious that the target respondents are citizens.
Being limited concerning the answers of non-Belgian people, it was decided that the target
population should have Belgian nationality to answer this quantitative study. Furthermore,
in order to avoid fear and language barriers but also to obtain honest and thoughtful an-
swers, it was added as a constraint that Belgian citizens should be French-speaking and of
older than 18 years old. No other constraints are added in order to obtain answers from
citizens of all possible age groups and population classes, with the aim of obtaining robust
results that are representative of the entire French-speaking Belgian population.

There is therefore no sampling frame for the target population because it would be
impossible to draw up a list of target citizens without adding selectivity bias. A list of
French-speaking Belgian citizens would be far too large to draw up and selecting only one
group among them would not necessarily cover all age groups.

4.2.2 Survey method

To carry out this quantitative study, a particular method was chosen, namely the elec-
tronic survey method via the internet[50]. This method seems to be the most relevant as it
allows to obtain many answers quickly. In fact, methods such as face-to-face or telephone
interviews will have collected much fewer responses and therefore obtain a sample that is
not necessarily representative of the target population. The study will be disseminated on
social networks such as Facebook for example[50].
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The study is based on an inference of a large number of respondents and therefore this
method seems to be the most efficient. Moreover, this method is very advantageous. Indeed,
the questionnaire is not administered by the interviewer, the respondent is therefore free and
also remains anonymous. The interviewer’s bias is therefore very limited at this level. In
addition, data collection is fast and access to a large amount of data is possible. The main
disadvantage is the fact that the response rate may be low and that the respondents behind
the screen may not always answer seriously[50].

4.2.3 Sampling method

With regard to the sampling method, the method of convenience sampling was chosen.
This method is a non-probabilistic method that works very well with the chosen survey
method. Respondents are therefore chosen at the right place and at the right time via social
networks in order to answer the questionnaire[50]. This method is practical and inexpensive
but can be subject to self-selection bias.

Thanks to social networks, we can also use the snowball method[50]. Indeed, thanks
to the possibility for respondents to share the questionnaire with others, it is possible to
reach more people. This method is therefore based on a first sample of people chosen to a
certain extent, randomly. These people, through their sharing, also indicate other possible
respondents to the questionnaire, which makes it possible to reach even more target people.

In order to obtain a sample that is as representative as possible of the population, it is
important that this questionnaire is seen and completed by as many people of different ages
as possible. With regard to the size of the sample, it would be essential to obtain at least
150 responses to our questionnaire. However, there is good hope of obtaining more in order
to have a sample that is as representative as possible of the population.
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4.3 Realization of the questionnaire

Citizens’ global information

As a first step, it is important in this questionnaire to focus on the characteristics of
the survey respondents. Thus, although the answers remain anonymous, the first set of
questions focuses on information about the respondent himself. It is important to give re-
spondents confidence from the outset when completing a questionnaire, and simple questions
about their personal information help to achieve this. This personal information is of course
limited, but will allow conclusions to be drawn about the target population. Thus, simple
questions such as the age group in which the respondent is located, his or her sex, profes-
sion and whether the person lives in a rural or urban environment allow information to be
gathered while respecting the anonymity of the answers. It is also important to add that
this questionnaire was conducted in French. Since the target population is French-speaking
Belgian citizens and adults, the choice of language was made in French in order to make
it easier for respondents to understand and to perceive all the information and nuances
involved. The questions related to this part can be found on Appendix C.

First set of questions

The next step of the questionnaire deals with questions related to our topic of study.
First of all, it seemed important to introduce respondents to the concepts of Smart Cities
and facial recognition so that they could get an idea of the subject and feel comfortable for
answering. The concepts explained in this introduction therefore remain global and do not
go into detail, they are only presented for information and understanding.

First of all, it was a question of answering our first study question, which aims to perceive
the awareness and knowledge of citizens regarding the concepts mentioned above. Thus, two
questions with binary answers aimed to find out whether respondents from the target pop-
ulation had simply already heard about the concepts of Smart Cities and facial recognition.
These two questions therefore aimed to situate citizens’ awareness on this subject. In a
second step, questions with so-called Likert[62] interval scales were drafted to ask citizens to
what extent they situate their knowledge about these concepts and their fields of application.
All of these questions are available in Appendix D.
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Second set of questions

In a second step, we will try to answer our second study question on the opinion of citizens
in the context of the introduction of facial recognition in our cities. We will therefore seek
to ask them if they are generally in favour of this introduction, if they are confident and
what their fears are. We also sought to ask them if they see advantages and disadvantages
to this technology and, in their opinion, who are the people responsible for overseeing this
technology. Finally, using the scopes of application cited in Chapter 3, we sought to see
which of these applications citizens are willing to adopt. All of these questions are available
in Appendix E.

Third set of questions

The second part of the questionnaire aims to answer our third and fourth research ques-
tions. First of all, in order to facilitate understanding, a brief reminder was sent to respon-
dents regarding the issues in terms of security and privacy of personal data. Secondly, we
sought to understand in general terms whether citizens were concerned about the security of
their data and the respect of their privacy. We then refocused this opinion on facial recog-
nition in order to see where citizens stand regarding the possible threats that exist. Facial
recognition technologies are implemented by governments but also by private companies
and, therefore, it was important to question citizens to see which part they trust the most
when it comes to security and privacy. All of these questions are available in Appendix F.

Fourth set of questions

Finally, the last part of the questionnaire aims to answer our fourth question we asked
ourselves, namely the final position of citizens. Are citizens willing to let facial recognition
into their lives and to what extent? Do they find it important that their data is secure and
that their privacy is respected? If so, we will ask whether they are confident about facial
recognition if safeguards are put in place. Finally, we will look at whether citizens prefer
more data security or privacy and whether they prefer to feel safe in their cities or keep their
privacy unimpaired. Through these questions, we will aim to nuance this dilemma and to
find out whether there is a trade-off between these two extremes for French-speaking Belgian
citizens. All of these questions are available in Appendix G.
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4.4 Analysis of the results

4.4.1 Sample description

We have therefore collected the responses of Belgian French-speaking citizens and adults
over an extended period between 12 July and 27 July 2020. We have tried to satisfy the con-
ditions of the typical respondent population as best as possible so that it is as representative
as possible. We therefore wanted to obtain numbers in each age group, in each profession,
as well as a good distribution between the sexes and places where they live. After collecting
the results, we noticed that 238 respondents from our target population had responded to
our survey. This significant figure allows us to continue our analysis.

With regard to the age of the respondents, there are at least 14 respondents in each
segment of the population. Young people between 18 and 24 years of age are the most
numerous with 33.2% of respondents. This high figure is quite normal as it is partly due to
our survey method. Citizens aged 55 and over also responded in large numbers, with 28.6%
of respondents. Next came the 45-55 age group with 23.5%, then the 35-44 age group with
8.8% and finally the 25-34 age group was the least represented with 5.9%.

There is a significant disparity between the genders of the respondents since 65.1% of
them were women and 34.9% were men. This rather inequitable distribution has, in our
opinion, no proven significance and is not due to our survey method. Moreover, 67.2% of
the respondents live in the country and 32.8% live in the city. Employees and students are
the most represented professions with 42.4% and 32.7% of respondents respectively. Next
come retirees with 13.4% and the independents with 7.1%. The liberal professions, the
unemployed and the workers are the least represented occupations with 2.5%, 2.5% and
1.3% respectively.
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4.4.2 Data manipulation

In order to manipulate the collected data and to be able to analyze them, it was decided
to use the program ”R Studio”. This tool allows to easily import a dataframe and to ma-
nipulate the data contained in it. We will therefore, by means of statistical analyses, try to
answer our four research sub-questions and finally be able to draw relevant conclusions on
our research question.

First of all, since we are focusing on the perceptions of citizens in general, we will conduct
univariate analyses for each question in our survey. Thus, the numbers and frequencies of
citizens’ responses for each question will be extracted and analyzed in order to understand
citizens’ perceptions and to be able to answer our research questions. As this study is there-
fore based on the perception of citizens in a global way, we are therefore carrying out what
we can call a flat sorting.

In a second step, thanks to data manipulation in R Studio, we will carry out bivariate
tests. We will try, as far as possible, to establish links between the characteristics of the
citizens in our sample and the answers we were able to collect. Thus, the Chi Squared and
Fisher tests will be carried out and will allow us to infer whether there are dependencies be-
tween the variables. These results will obviously be relativized because our sample, although
consistent at our level, is certainly not entirely representative of the population.
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4.4.3 Answers to research questions

Question 1 : What is the awareness and knowledge of citizens regarding the con-
cepts of smart cities, facial recognition and their current fields of application?

First of all, we can observe that there is a significant difference between citizens’ awareness
about Smart Cities and awareness about Facial Recognition. Indeed, as we can see in Figure
4.1, only 63.4% of the citizens in our sample have already heard about the concept of Smart
Cities, while 97.1% of them have already heard about the concept of Facial Recognition.

Figure 4.1: Awareness Smart Cities and Facial Recognition

Then, with respect to the results of the other questions available in Appendix D, we
obtained the response frequencies available in Figure 4.2. From this table, we can say
that a majority of citizens disagree with the assertion that they have a good knowledge
of the Smart Cities concept. On the contrary, more than half of the respondents believe
that they have a good overall knowledge of the concept of facial recognition. Regarding
the knowledge of facial recognition applications, citizens do not think they have a good
knowledge of facial recognition applications and therefore mostly disagree with the last two
assertions. In addition, we can also note that citizens are very little aware of the technological
advances in facial recognition that already exist in Belgium, with barely 17% of cumulative
positive responses.
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Figure 4.2: Frequencies of responses

Then there was talk of cross-firing the data. We therefore seek to verify whether there is
a significant dependency between the characteristics of the respondents and their responses.
To do this, we conducted Chi Squared and Fisher tests to test the dependencies. We tested
the characteristics of the respondents’ gender, age group and place of residence. Indeed,
we did not have enough respondents in each profession category, so we could not test for
addiction with this characteristic. We therefore tested the hypothesis of dependence at a
95% level of reliability (p-value = 0.05).

First, it appears that there is a significant dependency between the gender of the re-
spondent and the knowledge and awareness he or she has about Smart Cities and facial
recognition. There is therefore a dependency between the gender of the respondent and
the positive and negative answers he or she gave. Indeed, we find that, according to our
sample, males have a better awareness and knowledge of concepts. With regard to the age
and location of the respondent, there is no dependency with the answers given. We can
therefore say that at a level of 95% reliability, there is no link between the level of awareness
and knowledge of the respondent with regard to his age and place of residence. In order to
answer our first research question, we can draw the following conclusions :

• Citizens have already heard more about Facial Recognition than Smart Cities.

• Citizens have generally already heard of the concepts but are not experts. They do
not have as much knowledge as awareness.

• Citizens have an average knowledge of the technological advances involved in facial
recognition, but few are aware of the facial recognition technologies that already exist
in Belgium.

• The gender of the citizen has an impact on the level of awareness and knowledge. Men
have, on average, a better knowledge of facial recognition compared to women.
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Question 2 : What is the opinion of citizens regarding the introduction of facial
recognition mechanisms in our cities and its fields of application ?

First of all, in Figure 4.3, we can see that half of the citizens are not in favour of
introducing facial recognition in Belgium’s cities. However, this trend is completely reversed
if guarantees in terms of safety and privacy are applied to this introduction of technology.
With this constraint, almost 55% of citizens are in favour of the introduction of facial
recognition. The citizens in our sample, on the other hand, are not really confident about
the introduction of facial recognition. Indeed, more than one citizen in two is not confident
and only 5.5% of respondents are very confident. Finally, from this table, we can also
note that consent before to the introduction of facial recognition is paramount according to
citizens. Indeed, 80% of respondents agree with the assertion that citizens’ consent must be
introduced.

Figure 4.3: Frequencies of responses

With regard to citizens’ opinions about the advantages and disadvantages of facial recog-
nition, this opinion is fairly fair, as can be seen on the left side of Figure 4.4. Indeed, almost
half of the respondents, 42.9%, think that there are as many advantages as disadvantages
regarding facial recognition. Furthermore, 29.8% of respondents think there are more advan-
tages than disadvantages and 24.8% think the opposite, that there are more disadvantages
than advantages. Very few citizens hold extreme positions, i.e. only advantages or only
disadvantages. On the right side of Figure 4.4, we can see citizens’ opinions about the im-
pact that governments and policy makers should have regarding the introduction of facial
recognition. The citizens responding to our survey were broadly of the same opinion, 73.9%
of them finding that stakeholders should not prohibit facial recognition technologies, but
should limit the scope of application. Another 9.7% and 10.5% respectively have a clear
opinion that they want to ban these technologies or not ban them at all without any limits
on their application.
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Figure 4.4: Left : Advantages and disadvantages of Facial Recognition.
Right : Impacts of governments and decision-makers

In terms of the applications that citizens are willing to adopt, there is a great contrast
between the different applications as we can see in Figure 4.5. Indeed, a large number of
citizens are willing to adopt facial recognition as a support for law enforcement to find miss-
ing persons (A) and to identify suspicious and dangerous persons (B) with, respectively,
87.8% and 84.5%. Then, more than half of the respondents (56.7%) are in favour of in-
creased surveillance in schools, airports and public places (E). Citizens are 39.9% in favour
of introducing facial recognition as a means of safe transaction (F) and 36.1% in favour of
continuous video surveillance in cities (G). Then, only 20.6% of respondents are in favour of
facial recognition as a means of identification on social networks and unlocking smartphones
(D). Finally, very few citizens want facial recognition to be used to create advertisements
personalised to their situation (C), with only 3.4% of respondents in favour.

Figure 4.5: Applications of Facial Recognition in Smart Cities
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Then we again performed bivariate analyses using Chi-Square and Fisher tests to see if
there were any dependencies between the respondents’ personal characteristics and the an-
swers they gave. From the analyses we performed, we can say that there is no dependency
between the age of the respondent and his or her opinion regarding the introduction of facial
recognition. Furthermore, the place where the respondent lives does not have an impact on
the opinion he or she holds.

The gender of the respondent has very little impact on the respondent’s opinion. Indeed,
we found p-values below 0.05 for only two questions. On the one hand, this shows that
women have a much less extreme opinion about the introduction of facial recognition if safe-
guards are introduced. The majority of women are more in agreement with this statement,
while the majority of male respondents fully agree with this statement. On the other hand,
female respondents are overwhelmingly of the opinion that there are as many advantages as
disadvantages in the introduction of facial recognition, while we do not see any trend among
male respondents. However, these differences in these two questions do not allow us to say
that there is a dependency between the gender of the individual and the opinion he or she
has regarding the introduction of facial recognition mechanisms in our cities. In order to
answer our second research question, we can draw the following conclusions :

• Citizens are not really confident about the implementation of facial recognition tech-
nologies and are only in favour of them if there are guarantees in terms of privacy
security.

• Citizens believe that their consent is paramount before implementing facial recognition
technologies.

• Citizens do not think there are more advantages or disadvantages regarding facial
recognition technologies.

• Citizens believe that governments and decision-makers should limit the impact and
scope of applications of facial recognition.

• Citizens strongly favour, as applications, the support of law enforcement to find missing
persons and the identification of suspicious or dangerous persons.
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Question 3 : What is the position of citizens regarding the respect of their pri-
vacy and the security of their data in the context of facial recognition ?

First of all, in order to try to answer this question, we wanted to know whether citizens
felt concerned about the use that was being made of their data. Our analysis in Figure 4.6
shows that citizens are generally concerned about their data. Indeed, 35.3% of respondents
said they were very concerned about their data and 37.4% were somewhat concerned. A
minority of 3.4% do not feel concerned at all and 15.1% feel very little concerned. Finally,
8.8% of respondents feel they should be concerned but admit that they are not concerned
at present.

Figure 4.6: Are Citizens concerned by their personal data ?

Secondly, we can see from Figure 4.7. that citizens find it important to respect their
privacy through the introduction of laws and regulations such as the GDPR. Indeed, 88.8%
of the respondents agree with the statement that the GDPR must be respected in all cir-
cumstances to ensure privacy. In addition, more than 7 out of 10 respondents believe that
these laws and regulations are essential in the context of facial recognition. From the anal-
ysis, it also appears that citizens believe that there are privacy risks in the context of facial
recognition. Indeed, 33.2% of respondents fully agree with this sentence and 41.2% agree
rather.

As far as data security in the context of facial recognition is concerned, we can say that
citizens globally feel concerned. Indeed, 36.6% are very strongly concerned and 37.8% are
concerned. Moreover, 76% of citizens believe that there is a risk of data leaks and security
breaches in the context of the introduction of facial recognition. Finally, almost 2 out of 3
respondents agree that identity theft is a real threat when we talk about facial recognition.
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Figure 4.7: Frequencies of responses

Next, we asked citizens in which stakeholders they trust the most regarding privacy
and security in facial recognition (Figure 4.8). Firstly, we found that citizens’ opinions
are broadly the same regarding both their privacy and their data security. Indeed, a large
proportion of citizens, 40% of them, agree that they do not trust governments and the
public sector, or companies and the private sector. Secondly, almost three times as many
citizens trust governments and the public sector more than companies and the private sector.
However, we do see a slight increase in trust in companies when it comes to data security
issues.

Figure 4.8: Citizens’ confidence in stakeholders regarding their data (Left : Privacy , Right
: Security)
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In a final step, we cross-fired our data on this study question. The first thing we learned
from these tests was that the respondent’s place of residence does not influence his or her po-
sition on privacy and security. However, p-values below the threshold of 0.05 were found for
three questions, two related to the gender of the respondent and one related to his or her age.

Firstly, concerning the gender of the respondent, it was noted that this characteristic
influences his or her choice in terms of trust in stakeholders concerning the respect of our
privacy and the security of our data. Female citizens are more inclined to distrust neither
the private nor the public sector, and this choice is favoured by them in the first place. Male
citizens, on the other hand, make a choice and trust governments to the public sector as
their first choice. Secondly, on the question of whether citizens are concerned about the use
that is made of their data, we note a disparity according to age group. Indeed, citizens aged
45 and over are very strongly concerned, while those under 45 are also concerned, but to a
much lesser extent. We can therefore assume that the older people are the ones who feel
most concerned by their data. However, these dependencies on a few questions do not allow
us to say that gender or age influences the position that the citizen has regarding privacy
and data security in facial recognition. In order to answer our third question, we can draw
the following conclusions :

• Citizens are concerned about the use of their data.

• Citizens believe that laws and regulations governing facial recognition are necessary
to ensure their privacy.

• Citizens are concerned about ensuring the security of their data in the context of facial
recognition.

• Citizens believe that there are privacy risks as well as data leaks and security breaches
in the implementation of facial recognition technologies.

• Citizens generally do not trust the different stakeholders responsible for ensuring their
privacy and the security of their data when stakeholders introduce facial recognition
technologies.
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Question 4 : Are citizens willing to integrate facial recognition into their lives
at the expense of a possible invasion of privacy : is there a trade-off, in their
view, between feeling safe and keeping their privacy invaded ?

In order to answer this last sub-question of the study, we gathered the citizens’ opinion
via a few questions available on Figure 4.9. First of all, it emerged that more than 9 out of 10
respondents agree that guarantees in terms of privacy and security must be introduced before
facial recognition technologies are implemented. Secondly, almost 50% of the respondents
believe that there are too many risks regarding privacy and security for facial recognition to
be properly introduced. Subsequently, citizens also agree with almost 60% that governments
should regulate facial recognition mechanisms. Finally, when we asked the question whether
governments have a responsibility about the use of our data, 46.7% of respondents totally
agreed and 37% somewhat agreed with this assertion.

Figure 4.9: Frequencies of responses

The graphs in Figure 4.10. show us the position of citizens on two other issues. On
the left, we can observe the level of citizens’ favour concerning the introduction of facial
recognition if guarantees in terms of privacy and security are put in place. On this graph,
we have two poles, point A where the citizen is totally unfavourable to this idea and point E
where the citizen is totally favourable, point C being the neutral opinion. We can therefore
say, looking at the graph, that the citizens are rather favourable with this idea with more
than 50% positive opinions.

On the graph on the right, we looked at whether citizens had a preference between respect
for their privacy and the security of their data. Point A being a very strong preference for
security, point E a very strong preference for privacy and point C an equivalent preference
for both concepts. This shows that citizens attach slightly more importance to their privacy
than to their security. However, the majority opinion, with almost 37% of respondents, is
an equivalent preference between privacy and security in the context of facial recognition.
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Figure 4.10: Feeling about Facial Recognition (Left). Privacy or Security of Data (Right).

In the last set of questions in Figure 4.11, we can see that citizens do not think that
the security of their data is more important than their privacy. The reverse is also true,
since they also do not think that their privacy is more important than the security of their
data. They therefore put these two issues on an equal footing. Finally, when we asked
them whether they are prepared to lose some of their privacy if it is to improve their safety,
citizens tend to disagree. In fact, more than half of the respondents are not prepared to
lose part of their privacy, 18.9% are neutral and 30% are still prepared to lose part of their
privacy if it is to feel safer in the city.

Figure 4.11: Frequencies of responses
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We then conducted again the Chi-Squared and Fisher tests to test for dependencies be-
tween respondent characteristics and their responses to this study question. The results
show that there is no dependency according to the age or place of residence of the respon-
dent. The dependency according to the gender of the respondent is very low since only 1
question of the questionnaire is impacted.

Indeed, we found a p-value of less than 0.05 concerning the preference between privacy
and security of citizens’ data. As a result, the main opinion of female respondents is that
there is a clear equivalence between these two concepts, but with a slight advantage for
privacy. Male respondents do not have a very clear-cut main opinion, but their tendency is
more towards a preference for data security. This difference alone to this question obviously
does not allow us to conclude that the gender of the respondent has an impact on the general
opinion of our study sub-question. Therefore, in order to answer our last study sub-question,
we can draw the following conclusions :

• Citizens are not prepared to feel more secure at the expense of invading their privacy.

• Citizens place as much importance on privacy as on the security of their data.

• Citizens believe that there are many risks regarding privacy and security and that
guarantees in this respect should be introduced before implementing facial recognition
technologies.

• Citizens believe that governments should regulate facial recognition because they have
a responsibility for the personal data collected.

• Citizens are confident in the introduction of facial recognition in our cities only if strict
guarantees in terms of privacy and data security are in place.
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4.4.4 Answer to our research question

Based on the preliminary findings of our four sub-questions, we can now attempt to an-
swer our research question ”What is the perception of the privacy versus security trade-off
of citizens in smart cities : the case of facial recognition”. The purpose of this research
question was therefore to understand the position that citizens take when we talk about
Smart Cities, Facial Recognition and the use of their data. It is also worth remembering
that the citizens interviewed in this survey were drawn from a sample of the population, and
this sample was intended to be as representative as possible.

First of all, we could see that the citizens have already heard about the concepts of Smart
Cities and Facial Recognition but are not really aware of the technological advances on this
subject, especially in Belgium. However, awareness and knowledge of these concepts are
very important because they allow citizens to measure the issues at stake and to express an
opinion about the use that can be made of their data.

In a second step, we could see that citizens are not really confident about the imple-
mentation of facial recognition and that they plead for strict guarantees in terms of security
and privacy. These security and privacy concerns should, in their view, be reduced through
citizen consent and government directives limiting the scope of applications. On the other
hand, citizens see also in facial recognition some benefits that will make their lives safer,
such as assistance to law enforcement and the detection of dangerous persons.

Citizens want to improve their safety in cities but they are also concerned about the use
that is made of their data. Citizens believe that there are many risks of privacy breaches
and security leakages in facial recognition. They also believe that governments and com-
panies should do everything possible to protect their data before putting facial recognition
technologies on the market.

Finally, we can say that citizens want to feel safe, but they are not prepared to let
their privacy be violated. As a result, citizens are calling for a trade-off between these two
opposites. Indeed, citizens feel ready to let facial recognition into their lives on the only
condition that strict safeguards have to be introduced to guarantee the security of their
data and respect for their privacy. There are, in their view, many risks concerning this
technology and stakeholders must now regulate this technology because they have a respon-
sibility towards our data. It is essential that clear guidelines are introduced to frame this
technological breakthrough so as to maximise the benefits while minimising the drawbacks.
The precautionary principle is therefore the answer to this research question because, as the
saying goes, an ounce of prevention is worth a pound of cure.
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Chapter 5

Limits and discussion

5.1 Limits of the study

This study of citizens’ perceptions has therefore enabled us to gather a great deal of infor-
mation and reach certain conclusions. However, it is obvious that our study has limitations.
Indeed, we did not have a sampling frame and therefore had to choose our respondents on
a somewhat approximate sampling frame. In addition, the sampling method we used was
not probabilistic, which would have been ideal in order to obtain the best possible external
validity. It is also important to remember that due to certain constraints such as time,
money and resources, we used only one survey method, namely the electronic method. This
method allows us to collect many responses but there is unfortunately a risk that the re-
spondent, behind his screen, may not always answer honestly. However, we have tried to
limit this inconvenience by reassuring the respondent about the complexity of the subject
and by limiting the length of the questionnaire.

The main bias that can affect our results is that of self-selection. Indeed, due to the survey
method used, i.e. via social networks, it is obvious that younger people are more inclined to
be affected. The people most affected by this questionnaire are therefore those who belong
to the same age group and, more often than not, the same social class as the interviewer.
This is why it is obvious that young people and students are the most represented. This bias
can be dangerous as it can threaten the external validity of the study. However, we have
tried to reduce it as much as possible. Indeed, through the sharing of this questionnaire,
we were able to reach more people from outside the interviewer’s environment. Thus, many
older people and non-students were able to answer our questionnaire in order to try, to
a lesser extent, to obtain a very representative sample. The experimenter’s bias was also
considerably reduced by the choice of the self-administered questionnaire. Finally, another
bias that may impact the internal validity and reliability of the survey is the Halo effect.
However, we tried to limit this effect by mixing items in our survey.
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5.2 Discussion and future research

In the previous chapter, we were able to analyze the results of our survey and draw
conclusions. These conclusions are, at our level, relatively relevant and representative of
the population. Thanks to our literary research and the practical application that has been
made of it, the reader can now be in a position to grasp precisely all the issues involved in
the subject of this thesis. It emerges that citizens will come to question the massive arrival
of information and communication technologies and the use that is made of their data.

In terms of the research itself, we can only recommend to go further in analysing citizens’
perceptions on this subject. Indeed, it would be judicious to apply this study to a larger
part of the population in order to increase the robustness of the results. This target popu-
lation could also be made more heterogeneous by covering all professions and social classes
in order to be more representative of the population’s opinion. It would also be a good idea
to submit this study to a panel other than that of Belgian French-speakers. In this way,
differences of opinion between French-speakers and non French-speakers or between Belgians
and foreigners could be found in order to draw relevant conclusions.

In view of the results obtained, we can also ask ourselves how the world of tomorrow
will be made, the one integrating these technologies into our lives. Thus, the opinion of
the citizens is essential in the framework of Smart Cities and we must aim to respect their
demands. However, Smart Cities and the use of data are not limited to Facial Recognition
and it would be good to go further in this direction. The opinion of citizens will have to be
carefully analysed and listened to in order to integrate these things into our lives in the best
possible way. Listening to their demands and understanding their fears would be a good
thing and it would be wise to go deeper in this direction.

Finally, a lot of research has already been done on the integration of technologies in our
cities and how well they work together. However, given the issues we have addressed in
this work, it is clear that this issue goes far beyond our cities. The use of our data now
impacts our lives in a significant way and is a current issue in law, politics and industry.
It is therefore obvious that a framework for this use must be introduced so that all these
systems can live in harmony and respect each other. Data are nowadays a source of richness
but also of fears and therefore pushes us to review and rebuild our systemic environment. It
would therefore be important to aim to seek a framework that encompasses respect for our
data in all these environments and to achieve harmonisation.
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Chapter 6

Conclusion

The purpose of this thesis was to link various concepts that have become popular re-
cently. First of all, we could see that the concept of Smart City can be a significant help in
meeting the future needs of our cities and territories. Indeed, this concept of the new city
allows the efficient integration of information and communication technologies in order to
make the life of its citizens better, thanks to its many applications.

Next, we looked at the issue of data collection and management in these smart cities. It
is obvious that these technological advances bring many benefits to our lives, but unfortu-
nately there are risks in terms of security and privacy. It is therefore essential that these
technologies take place in our lives while ensuring that these concepts are guaranteed.

Thirdly, we were able to discover a technological breakthrough that is widespread today,
namely facial recognition. We have been able to see that this technology using artificial in-
telligence has many applications in Smart Cities, making it possible to considerably increase
citizens’ sense of security.

This theoretical knowledge allowed us to ask ourselves what is the opinion of citizens
regarding this information and thus to aim at answering our study question ”What is the
perception of the privacy versus security trade-off of citizens in smart cities: the case of facial
recognition”. We have seen that citizens do not have a great deal of knowledge about facial
recognition and the applications that are already in use today. It also emerged from this
analysis that citizens attach great importance to the respect of their privacy and the security
of their data. These citizens are ready to see facial recognition become an integral part of
their lives because concrete applications can significantly improve their security. However,
in order for this technology, and more generally Smart Cities and technologies, to evolve
properly, it is obvious that measures must be taken with regard to our data.
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In today’s world, with ever-increasing innovation, it seems important to include guar-
antees before the situation gets out of hand and takes on unwanted proportions and drifts.
These technologies are vectors for innovation and continuous improvement in our lives, but
it is also important to guarantee our integrity and privacy. Indeed, we are currently going
through an unprecedented economic and health crisis. Technological advances will certainly
make it possible in the near future to try to return to a stable situation, but it is clear that
citizens must be included in these transitions and in this change. It is important for citizens
to regain confidence in society and this requires transparency of new technologies in terms
of respect for privacy. Therefore, clear regulations governing these technologies seem to be
essential and will make it possible to turn these inventions into powerful and indispensable
tools for tomorrow’s world.
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Smart City Process
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Facial recognition
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Appendix D
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