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Abstract

Nowadays, huge volumes of data are generated with increasing velocity through various systems,
applications, and activities. This increases the demand for stream and time series analysis to react
to changing conditions in real-time for enhanced efficiency and quality of service delivery as well
as upgraded safety and security in private and public sectors. Despite its very rich history, time
series anomaly detection is still one of the vital topics in machine learning research and is receiving
increasing attention. Identifying hidden patterns and selecting an appropriate model that fits the
observed data well and also carries over to unobserved data is not a trivial task. Due to the increasing
diversity of data sources and associated stochastic processes, this pivotal data analysis topic is loaded
with various challenges like complex latent patterns, concept drift, and overfitting that may mislead
the model and cause a high false alarm rate. Handling these challenges leads the advanced anomaly
detection methods to develop sophisticated decision logic, which turns them into mysterious and
inexplicable black-boxes. Contrary to this trend, end-users expect transparency and verifiability to
trust a model and the outcomes it produces. Also, pointing the users to the most anomalous/malicious

areas of time series and causal features could save them time, energy, and money.

For the mentioned reasons, this thesis is addressing the crucial challenges in an end-to-end pipeline of
stream-based anomaly detection through the three essential phases of behavior prediction, inference,
and interpretation. The first step is focused on devising a time series model that leads to high average
accuracy as well as small error deviation. On this basis, we propose higher-quality anomaly detection
and scoring techniques that utilize the related contexts to reclassify the observations and post-pruning
the unjustified events. Last but not least, we make the predictive process transparent and verifiable by
providing meaningful reasoning behind its generated results based on the understandable concepts
by a human. The provided insight can pinpoint the anomalous regions of time series and explain

why the current status of a system has been flagged as anomalous.

Stream-based anomaly detection research is a principal area of innovation to support our economy,
security, and even the safety and health of societies worldwide. We believe our proposed analysis
techniques can contribute to building a situational awareness platform and open new perspectives in

a variety of domains like cybersecurity, and health.

Keywords: time series; anomaly detection; time series anomaly detection; stream data; explainable

Al cybersecurity; deep learning
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Chapter 1

Introduction

Life is not starting today and is not finishing right away. We know of history and take advantage
of the collected information over time in our current decisions and future resolutions. The same
approach can be fulfilled in the data analysis context, especially in the big data era, which provides
easy access to massive volumes of data from demographics, social networks, heterogeneous sensor
networks, climate data, and so on.

Recent advances in technology have brought major breakthroughs in data collection, enabling
a large amount of data to be gathered over time. Sets of observations that have been recorded in
an orderly fashion and are correlated in time are called time series (TS) [30]. Time series analysis
(TSA) comprises methods for analyzing time series data to extract meaningful knowledge and data
characteristics that can be useful to track the targeted system’s behavior and its evolution over
time [126]. Keeping the end-users involved in this continuous analysis and monitoring process
is time-consuming, expensive, and almost impossible. However, being aware of the changes and
the events of interest is pivotal; this mission can be fulfilled utilizing anomaly detection (AD) in
time series data, which examines anomalous behaviors across time [122]. Time series anomaly
detection is essential and attracting significant interest in various event-sensitive scenarios such
as causal disease discovery, robotic system monitoring, heterogeneous networks, and data center
security [47,152,300]. For example, in the modern world of digital telecommunications, not only our
communication and information are distributed through computer networks, but also electric power
grids, transportation systems, public water utilities, like other critical infrastructure, routinely rely
on automated control through network connections for their continuous operation. However, they are
vulnerable to attack and are increasingly targeted with the aim to expose, alter, or steal information.
Autonomous monitoring and tracking of anomalous behaviors is thus crucial for situational awareness
and detecting suspicious events [10, 152,292,300].

Temporal anomaly detection is one of the primary approaches that can contribute to find and
distinguish anomalies in the trace of observations. While general AD problem has a rich history
within the data mining and statistical machine learning communities [35,205], and a variety of
stand-alone as well as ensemble methods have been proposed to handle this problem [55,76], it is

still one of the pivotal topics in the context of TS analysis [287]. A unique quality of temporal data



differentiating it from other data studied in the classical AD literature is the presence of dependencies
among measurements induced by the temporal dimensions. Further, the observed system behavior
is usually stochastic making modeling and anomaly detection a very tricky task, and thus often

requiring customized methods.

1.1 Motivations and Research Objectives

As aforesaid the nature of large-scale systems, like critical infrastructure, demands situational aware-
ness and understanding of the decision-maker. Therefore, as illustrated in Figure 1.1, this study
mainly focuses on providing awareness through an end-to-end framework of anomaly/event detec-
tion in stream data. Also, most practical and real-world applications of stream data lack supervised
information about the anomalies (e.g. how many are, where they are). Thus, approaches that require
data labels, such as supervised classification-based methods, are naturally inappropriate for contin-
uous learning and real-time anomaly detection [8]. Therefore, herein, we assume that the training
data (or a majority of that) is normal and the AD model is supposed to discover future anomalies.
The following main steps are required to realize our targeted situational awareness framework. In

this process, we assume the system behavior can be represented using a multivariate time series Xr.

= Inference stage £ L
)
el
o [ A c
= nomaly Scorer J b=
©
g Feedbacks A Labels| 5
5 ; } i
. an ¢ cores
G |Predictions > >
= Decision g
% Maker )
- L y <
Lr) i )
|
e i N
Online Stream | Analysis <

+“— <
Repository Domain Knowledge. Interpretable Results

Figure 1.1: Schema of an end-to-end anomaly detection framework

Online behavior predictor. In the first place, we need to learn the knowns and normal behavior.
Applying a predictor model [98,196] capable of capturing the latent complex patterns within the data
will unquestionably contribute to higher quality anomaly detection methods. However, identifying
hidden patterns and selecting an appropriate model that fits the historical observations well and also
carries over to unobserved data is not a trivial task. Also, in critical applications, a model is required
to process millions, or even billions of time series data in near real time. So, efficiency is one of the

major prerequisites for online AD models. Traditional statistical models [233] can easily be adopted

2



online, but their accuracies are not sufficient for industrial applications. Even though the models
with large time complexity are good at accuracy, they are often impractical in online stream data
analysis. Thus, devising an efficient TS model which leads to high average accuracy and small error

deviation is one of the key objectives of this research.

= An online behavior predictor is required to predict the next observations of a specific

stochastic time series:
TSF(xt-w,....c) = X1+

.....

Online anomaly detection. AD is beyond modelling normal behavior. Increasingly diverse data
sources and associated stochastic processes make this vitally important research topic more complex
than ever. Further, the restrictive closed-world assumption [284] and the fundamental issues AD
faces (e.g., clustered anomalies, masking, swamping) can mislead the model, generating a high false
alarm rate [260]. Conversely, due to base-rate fallacy [221,260], a small false-alarm rate in the train
set can lead to significant false-alarm rates during monitoring of real systems— occasionally large
enough to make the model futile. And surprisingly, a very small false-alarm rate means an over-
whelming number of false-positive cases, especially for complex and critical systems. This is one
of the notorious challenges that even state-of-the-art Al-based anomaly detection systems have not
overcome, which may lead to serious short-term and long-term consequences. Because of the factors
described, I target the false-alarm mitigation problem in an end-to-end framework and propose a
higher-quality anomaly scoring technique by utilizing the related contexts to reclassify observations

and post-prune unjustified events.

= An online anomaly detection framework is needed to spot suspicious anomalous event:

ADF (x1411Xr) — [0, 00)

Online anomaly explanation. An AD process should be transparent, ethical, trustable, and
verifiable. To this end, the model needs to provide driving factors leading to the generated results
based on understandable concepts by humans. Providing insights which enhances plausibility will
keep users involved and let them trust a model’s prediction. This especially matters when users
should take action but are unsure of the associated risk. For example, it is not easy to interrupt or
shut down a critical control system just because of some unknown and enigmatic risks based on
vague threats predicted by normally accurate Al models. While sometimes it takes months or even
years till the organizations determine the exact causes behind cyberattacks.

Most advanced Al methods, like deep neural networks, extract complex patterns without any
explicit programming, turning them into intractable and uninterpretable black-boxes [78]. In other
words, they imprison the knowledge and intuition and just provide us with the final results. In light

of this, I formulate the explainability aspect of time series anomaly detection and also propose



temporal explainers to provide easy-to-understand and precise explanations of anomalous behavior

in multi-dimensional, real-valued datasets concerning sequential relations between stream data.

= An online explainer is needed to identify the most significant, conspicuous and ideally

intuitive causal characteristics (F}") associated with an arbitrary anomaly detector:

TADExp(W,', BBy{Z)) — Fi*

1.2 Applications

The main focus of this thesis is novel/anomaly detection in stream data. However, anomalies of
interest may, and often do, vary from one context to another. For example, differentiating anomalies
of interest in a cybersecurity context, when dealing with zero-day exploits or other suspicious
anomalous behavior indicating a potential security threat, from the set of those anomalies considered

irrelevant to security turns out to be an even more intricate task than finding all the anomalies [260].

1.2.1 Cybersecurity application

To produce concrete results and evaluate the proposed algorithms’ performance on complex systems,
I consider tracing cyberattacks on critical infrastructure as the main application, specifically super-
visory control and cyber-physical systems (CPS) used for the continuous operation of such infras-
tructure. Cyberattacks are becoming increasingly routine. Information security breaches frequently
compromise protection of sensitive data and information, exposing personal identities [166,247],
intellectual property, or financial assets and potentially cause substantial damage that can ruin lives
and businesses [1, 166]. Even more troublesome, such attacks go often unnoticed for extended peri-
ods of time. Still, things can get a lot worse when cyberattacks target supervisory control systems and
CPSs essential for operating critical infrastructure on which we all depend in our daily lives, such as
water management systems, power grids, and transportation systems. Besides temporal disruption of
critical services, sophisticated attacks may cause physical damage of vital system components, and
ultimately even threaten human safety. Despite the similarities, CPSs come with their own unique
threat spaces because of the discrepancies in their basis and application [28].

Since CPSs and simple embedded controllers for operating critical infrastructure interact with
processes in their physical environment by reading data signals and generating control signals
in response, there are plenty of latent stochastic, or semi-stochastic, external factors or behavior
instabilities that can influence the control process and complicate identifying hidden patterns [301].
Also, anomalies can originate from various sources like cyber or physical attacks, errors in control
or communication networks, and other malfunctions with system-wide or local effects. Since fully
immunizing these systems against cyberattacks is not feasible, it is crucial for organizations operating

in public or private sectors to invigorate the detective, predictive, and preventive mechanisms to



mitigate the risk of disruptions, resource damage or loss. I therefore propose a methodical approach
to cyber situation analysis for critical infrastructure by monitoring its behavior and raising a red-flag
in the presence of any suspicious activity.

Cyber Situation Analysis Framework (CSAF). This study proposes a high-level architecture for
CSAF based on two existing frameworks: /) STDF [167] which mainly focuses on information fusion
and situation analysis processes; and 2) CSOC [217] which identifies generic yet crucial components
for cyber situational awareness. The main aspects of each of these two frameworks are outlined,

followed by the proposed architecture.

¢ STDF (State Transition Data Fusion) framework—an extension of the JDL data fusion model
[239]—provides a unification of both sensor and higher-level fusion across three principal
levels [167]: object assessment, situation assessment, and impact assessment. Like the JDL
model, STDF is a functional model, although less abstract than the JDL model, and seeks to

demonstrate a unifying framework across the three levels.

* The CSOC (Cybersecurity Operations Centre) [217] framework is proposed as a model for
security centers that comprise people who monitor ICT systems, infrastructure, applications
and services. In [217], the main responsibilities of the CSOC are split into three major
categories: collection, analysis and response. Generally speaking, security operation centre
(e.g., CSOC and MSOC—maritime security operation centre) is a generic term describing the
essential building blocks of a platform providing prediction, detection, and reaction services
for security purposes [29]. Crucial elements of a CSOC framework include, but are not limited
to: /) data collection components along with a processed data repository; 2) incident analysis

and knowledge base components; and, 3) reaction and reporting components [29,217].

Like STDF, our framework compromises three logically separated levels: object assessment,
situation assessment, and impact assessment, where objects refer to individual evidence (e.g., logs
from different sources), situation refers to behavior of the target system in the real-world, and impact
is defined in terms of the severity level of threats or attacks. As illustrated in Figure 1.2, each level
consists of a number of components. The first level is responsible for data collection from various
sources. The second level is the analytic heart of CSAF and responsible for modeling the normal
behavior of the target system to provide anomaly detection and behavior prediction services. The
third and last level is responsible for assessing the impact of the detected/predicted situation as well

as reporting the incidents to domain experts.

1.2.2 Generic applications

Even though, I exemplify and experimentally validate the proposed framework for the cybersecu-
rity domain, the proposed algorithms can conceptually be applied to various real-world domains.
Discovering unexpected events or rare patterns in sequential data is very important and popular in

many other applications. For example, accurate online anomaly detection in industrial applications
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can trigger troubleshooting, help to avoid loss in revenue, and maintain the reputation and branding
for a company [233]. Some of the well-known applications of temporal anomaly detection can be
described as follows [30,51]:

* Fraud detection. It targets detecting criminal activities occurring in commercial organiza-
tions. The malicious activities may be caused by the actual or disguised customers of the
organization. Fraud is any type of unauthorized access or consumption of the organization’s
resources. The organizations are interested in the immediate detection of such frauds to pre-
vent economic losses. Some of the specific applications of fraud detection are in credit cards,

mobile phones, insurance claims, and insider trading businesses.

* Medical and public health anomaly detection. The health domain is strongly entangled with
patient records. Anomalies in this context can be caused due to several reasons, such as disease
outbreak, abnormal patient conditions, instrumentation errors, or recording errors. This is an

extremely critical and challenging domain with a very high cost of misclassification.

* Industrial damage detection. Most of the industrial units, including CPSs, suffer various
damages due to continuous usage and typical corrosion. Early detection of such damages

based on sensor data helps to prevent cascading damages or losses and also enhances the



system health management. Fault detection in mechanical units and structural defect detection

are two major specific applications in this domain.

* Anomaly detection in text data. Novel topics, events, or new trends in social media, news
articles, or other collections of documents is the main application of sequential anomaly
detection in textual data. High-dimensionality, sparsity, and variety of documents are some of

the challenges in this context.

* Other domains. There are a variety of other domains such as vision, speech recognition,
robotic, traffic monitoring, click-through protection, web applications, biological data, cen-
sus data, computational criminology, astronomical data, which take advantage of anomaly

detection in their applications.

1.3 Thesis Contributions!

This research proposes novel algorithms in an end-to-end pipeline of temporal anomaly detection to

address several crucial issues.

1. An interpretable anomaly detection algorithm. Interpretable and online anomaly detec-
tion algorithms are required to trace suspicious activities in critical infrastructures. Hidden
Markovian models (HMM) are one of the very well-known family of techniques in the AD
domain, but they suffer from several drawbacks. For example, applying log-likelihood to find
anomalies is not robust to detect all the adversarial attacks. Also, existing HMM-based AD
techniques do not specify the exact source of the anomaly. In Chapter 3, I address these prob-
lems and propose a novel hierarchical hidden semi-Markovian model (HSMM) framework.
This research is published in [300].

Most significant contributions: 1) A novel hierarchical model to follow the system behavior
in different granularity levels, 2) A robust anomaly scoring technique utilizing the reference

windows.

2. A novel behavior modeling algorithm. As mentioned, identifying hidden patterns and select-
ing an appropriate model that fits the observed data well and also carries over to unobserved
data is not a trivial task. Devising a temporal forecasting model which leads to high aver-
age accuracy and small error deviation is one of the key objectives of this research. Beyond
accuracy-related measures, this method is expected to produce high quality results, meaning
areliable estimation of the expectations and anomalies, in the presence of an unobserved/un-
known event [35, 60, 96]. While current forecasting algorithms have achieved their highest

levels of accuracy, the next level of improvement can be realized by combining several models

1Zahra Zohrevand has provided the main research and technical contributions of the referenced joint publications that
she has been listed as their lead author.



with different properties. For example, the limitations of data-intensive techniques such as
lacking a confidence interval or the possibility of generating off predictions can be covered by
model-driven techniques. In Chapter 4, I propose a new hybrid method capable of handling
complicated TS comprising linear and non-linear components. These results are published
in [301]

Most significant contributions: 1) A novel hybrid time series forecasting technique to limit the

error interval, 2) A novel multi-branch data augmentation technique robust to noise.

. Dynamic attack scoring using distributed local detectors. Not all the novel or isolated
events are anomalies of interest. This matter is domain-specific; for example, in the context
of cybersecurity, differentiating suspicious anomalous behavior indicating a potential security
threat from the set of those anomalies considered irrelevant to security is an even more intricate
task than finding anomalies. There is a need to devise powerful anomaly scoring algorithms
that maintain an acceptable trade-off between recall and false-alarm rates still exists [299].
To address this issue, in Chapter 5, I formulate the inference engine concept and propose a
hierarchical platform to perform dynamic anomaly/attack scoring in distributed systems. This
research is published in [298,299].

Most significant contributions: 1) Devised a method to ignore contextual noise and reduce

false-alarm rates, 2) Orchestrated a network of detectors to detect collective attacks.

. Anomaly detection explanation. Having an effective anomaly detection method is of great
significance, and the interpretability of the underlying decision-making process matters.
Causality inference is an implicit but entangled part of this task to address questions like
why a given point or collection of points in a stream data is considered anomalous compared
to other data points. This is while the increasing diversity of data sources, the complexity
of hidden factors, and the continuous evolution of normal behavior push advanced anomaly
detection techniques to develop sophisticated decision logic, which turns them into myste-
rious and unexplainable black-boxes. This leads to the prime focus of Chapter 6 which is
explaining why a time series is flagged as anomalous. I propose a few techniques including
model-agnostic and model-specific explainers to provide the required interpretation for both
convincing the human analyst about the isolating factors and highlighting the potential model
limitations. One of these studies is published in [197] and the rest will be submitted.

Most significant contributions: 1) Formulated temporal anomaly detection explanation prob-
lem, 2) Proposed a novel explanation technique, 3) Overcame the fidelity-interpretability

problem in finding the proximity measure of the explanation.

. Spatiotemporal situational awareness. Spatiotemporal data differs from the previously ana-
lyzed time series because of having both space and time as the ubiquitous aspects of observa-
tions. This introduces another type of sequential dependencies among measurements induced

by the spatial dimension, which have their own additional challenges that need to be dealt



with. In Chapter 7, we present two projects focusing on spatiotemporal aspect in the context

of maritime domain awareness. These studies are published in [14,253].

Thesis structure. The remainder of this thesis is organized as follows. Chapter 2 explains the
basic concepts, formulates and justifies a collection of requirements which should be addressed in
anomaly detection. Subsequently, Chapters 3, 4, 5, and 6 explain the four main phases of this study.
For each phase, I first set out the problem definition and then provide an informal description of the
background and the challenges targeted by the proposed method in that Section. Then, Chapter 7
explores the world of spatiotemporal data and briefly explains our proposed analytical algorithms
toward maritime domain awareness. Finally, Chapter 8 briefly highlights the key lessons learned and

outlines directions for future research.



Chapter 2

Background

In this chapter, I present the basic definitions of time series (TS) and then drill down into different
meanings of anomalies. Following this, I will outline anomaly detection (AD) techniques and describe
other key concepts and requirements involved in anomaly scoring and false alarm mitigation for AD

systems.

2.1 Time Series

It is important to have a formal definition of time series (TS) to present the properties and algorithms
based on the same notation. TS are interpreted as consecutive observations at relative time points
X ={x; :t € Ty, T C N. Formally, each x; is an m-dimensional vector, x, € R™, where x* refers
to the value of the k™ variable of x, for 1 < k < m. Mathematically speaking, TS can be categorized
as linear, or non-linear (see Figure 2.1). A model for a TS (O,) is linear if it can be expressed as
0y = @o+aiuy s +aun s +. . .+ Qully  +27¢, Where u; ; is the value of the i predictor (or explanatory)
variable at time t; z; is the error at time t; and «g, @1, ..., a; are model parameters, which can be

estimated by least squares. Non-linear TS are those that cannot be modeled by a linear formula.
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Figure 2.1: Example of linear and nonlinear TS

Randomness may also be used to categorize TS as non-stochastic (i.e., deterministic) or stochastic
(i.e., non-deterministic). Non-stochastic TS are a collection of non-random variables that can be
described by explicit mathematical relations. Thus, predicting exact future values is possible within

a non-stochastic TS. Non-stochastic TS can be categorized by periodicity:
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* Periodic: A'TS is composed of repeated values in a regular period or intervals

* Non-periodic: There is no explicit pattern in the TS data. This property can happen in the

following two ways of almost periodic and transient non-periodic.

Conversely, stochastic TS are a collection of random variables. Each variable is uniquely associated
with an element, and is indexed by time. Forecasting the exact value of a sequence is impossible due

to randomness. Stochastic TS can further be categorized by stationarity:

* Stationary sequences are those in which statistical properties such as mean, variance, and/or
autocorrelation stay constant over time. Most statistical methods are applicable to (almost)

stationary TS.

* Non-stationary sequences are those in which statistical properties change over time. Most
temporal, real-world data are highly random and mainly non-stationary due to the influence

of external factors such as human interaction.

As aforementioned, most of the temporal real-world data obtained from monitoring systems, social
networks, financial data, and other datasets of interest, which are influenced by external factors and

have interaction with the human being, are highly random and mainly non-stationary.

2.2 Anomaly Definition

A general definition of anomaly (outlier) builds on Hawkins’ statement in [128]: "An outlier is an
observation which deviates so much from the other observations as to arouse suspicions that it was
generated by a different mechanism". This abstract view is ambiguous and it can lead to different

AD systems, based on the following interpretations:

1. Rare events, because anomalies do not happen frequently.
2. Distinct events, because anomalies are odd.

3. Abnormal events, because anomalies diverge from normal expectations.

However, these definitions are not comprehensive enough to account for all anomalies or sus-
picious events. Neither rarity, distinctness, nor abnormality are meaningful without adopting a
threshold; however, an ill-defined or otherwise poorly estimated threshold may result in a huge rate
of erroneous readings (i.e., false positives/negatives). Further, methods which focus on rarity scores
are often incomparable because rarity is highly dependent on the AD algorithm. Other methods
such as clustering [224], which focus on distance to compute anomaly scores (i.e., the distance of an
anomaly to the closest clusters, or the sparsity of the cluster to which it belongs), assume distance
or density are meaningful when this may not be the case. Also, the normal data should be labelled,

while it is not the case in many target domains like IDS [91].
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An ideal definition should be applicable to all of the possible distributions without need for
additional stipulations [91]. Moreover, it should enable comparison of anomality across variables.
Accordingly, I propose a new definition for anomaly, within the context of AD: "An event is
considered a suspicious anomaly if it is highly distinct in terms of feature values, or clustered but
unobserved previously; and persistent or close to previous suspicious cases to reduce their noise
likelihood."

Anomalies categories. Anomalies are classified into the following three categories:

* Point anomalies, which refers to a data point that is obviously distinguishable from the other

data points.

* Contextual anomalies, which refers to a data point that is anomalous only in a specific context

and normal in all other contexts.

* Collective anomalies, which refers data points that may not be anomalous individually, but

are anomalous when they occur collectively.

However, these categorizations are not mutually exclusive. For example, a contextual anomaly
may refer to a point anomaly, or a collective anomaly. Further, from a statistical point of view, the
TS anomaly detection problem is formulated as finding data points which are different relative to
some standard or usual signal. Traditionally, certain types of TS anomalies are more important, and
include [4]:

* Additive anomalies, which refer to any unexpected growth within a short period, resembling

a spike. These are comprised of point anomalies.

» Temporal changes, which refer to any short-term differences in target metric behaviours. These
are comprised of collective anomalies, though they may comprise additive anomalies up to a

point.

* Level or seasonal shifts, which refer to changes in the total value of the metric over a long

period. These usually do not change the shape of the target signal.

2.3 Anomaly Detection

As the name implies, AD is concerned with detecting anomalies (i.e., outliers) within a data set. AD is
also referred to as outlier detection, event detection, novelty detection, deviant discovery, changepoint
detection, fault detection, intrusion detection, and misuse detection. While the aim of anomaly
detection is straightforward, the definition is not transparent. Moreover, AD can be challenging
because of various reasons such as lack of knowledge, ambiguous normal region (see Table 2.1 and
Section 2.4). Further, there are unique challenges associated with AD of temporal data (see Table 2.1).

Multiple methods have been developed to perform AD, including classification, clustering, nearest
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neighbour, density, statistical methods, information theory, spectral decomposition, visualization,

and signal processing. These techniques can be classified as:

* Supervised methods, in which all train labels are accessible. To this end, we can apply any
classification method to handle imbalanced datasets like Support Vector Machines (SVM),
or Artificial Neural Networks (ANN). These methods are inefficient for real life because

real-world data is dynamic and often we are not aware of anomaly cases.

» Semi-supervised methods, in which a majority of the data is labelled, while a minority is not.
One popular model, one-class classification, presumes there are no anomalies in the training
set. The model is trained based on all normal cases and anomalies are distinguished based
on their deviation from the trained model. Other, popular semi-supervised methods include
autoencoders, one-class SVM, and probability density estimators, such as kernel density

estimation or Gaussian mixture-models.

* Unsupervised methods, in which no data label is available. This family of methods assign
anomaly scores to data points based on the configuration of the data’s features. These include
neighbourhood-based methods like k-nearest neighbours algorithm; clustering-based methods
like cluster-based local outlier factor; statistical-based like histogram-based outlier detection;

and subspace-based methods like robust principal component analysis.

Anomaly scoring. An anomaly detection system (ADS) aims to order anomalies based on their
anomalous score. One basic method transfers the original order in feature space through a scoring

function Sap : X — R+, which assigns smaller scores to more anomalous points [302].

2.4 Challenges in Anomaly Detection

As mentioned earlier, anomaly detection and scoring are challenging for many reasons including
high dimensional spaces, stochastic behavior, potential data drift, seasonality or highly irregular
data observation rates, uncertain environments, mixed data types (e.g., continuous, integer, or lattice
data), limited available data, varying lags in the emergence of anomalous behavior in one dimension
compared to the others, and unknown hidden factors. Therefore, strong anomaly detection and scoring
methods should be sufficiently capable and flexible to address these challenges using observed
data [275]. AD methods are mainly evaluated according to their detection rate (i.e., the ratio of
correctly detected anomalies to the total), and false-alarm rate (i.e., the ratio of misclassified normal
data points to the total number of normal points). However, by focusing on meta-learning for
AD algorithms [81, 82], I have devised and summarized criteria for anomaly scoring as well as
corresponding measures to evaluate the strength and performance of these algorithms in addressing

the specific circumstances of cyberattack detection and protection.
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TS anomaly
detection

Open-ended definition
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Being interpretable and explainable

Ambiguous definition of the normal regions (No precise bound-
ary between normal and anomalies)

Robust to noises

Scale and dynamics

Challenging and ambiguous validation

Complexity and dynamicity of data

Lack of knowledge and noisy labels

Imbalance nature of data (rare vs common)

Asymmetric error (Application-based trade off between preci-
sion and recall)

Considering time dependencies

Handle data evolution (including trend drifts)

Being time efficient in stream data analysis

Managing distributed data streams

Handling complex and nonlinear patterns

Deriving confidence interval

Handling massive scale of history
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Table 2.1: Anomaly detection challenges
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2.4.1 Masking effect

One anomalous point masks a second anomaly if the latter can be considered an anomaly only by
itself but not in the presence of the first point. Thus, a masking effect may occur if the estimated
mean and covariance are skewed toward a cluster of outlying observations such that the outlying
point is not sufficiently far from the mean so that it can be detected [25].

A toy example of this scenario, which involves a method that dynamically updates its threshold
value, is shown in Figure 2.2. Here, an attacker, who has probably realized the strategy of this AD
algorithm, takes a gradual data poisoning strategy; in such an approach, the attacker intentionally
feeds the system fake data that are similar enough to the normal process to be included in the
confidence interval but slightly different to make the system shift its threshold value.

Thus, the attacker will subsequently be able to perform a masked attack (A) without being
captured by the manipulated AD algorithm. In another example of masking in Figure 2.3, a rarity-
based AD algorithm has missed A and B because of the limited number of anomalous points. In other
words, if the method only looks for a very small rate of isolated cases, clustered anomalous points
may influence the statistics so that none of them be declared as anomalies [184]. One statistical
representation of this phenomenon is when o2 < 0'12\,, where O'i and 0'12\, are the normalized sample

variance of the selected anomaly points and selected normal points, respectively.
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Figure 2.2: A simple example of Masking and Swamping effects

2.4.2 Swamping effect

The swamping effect is the reverse of the masking effect and occurs if the swamped data point can
be considered an anomaly only in the presence of another data point(s). The false-positive cases
B, A, and D, illustrated in Figure 2.2, which have been swamped by the orange observations are
some examples of this phenomenon. If a group of outlying instances skews the mean and covariance
estimates toward itself, it can swamp some non-outlying instances by increasing their distance from

the shifted mean such that they are isolated as anomalies [25]. If a statistical test or AD algorithm
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Figure 2.3: An example of rarity assumption based masking

overestimates the number of anomalies in a dataset, it might be influenced by the swamping effect.

Therefore, any type of AD algorithm must be fine-tuned to avoid falling in such traps.

2.4.3 Variable frequency of anomalies

If anomalies are highly rare (1-10% of the whole observations), the rarity based techniques can
perform very well. However, in some difficult configurations, more than 30% of data might be
anomalous [154, 184], like DoS attacks, which happen more frequently than some other specific
individual normal scenarios. For example, in Scenario I shown in Figure 2.3, the AD algorithm has
missed a group of anomalies only due to the rarity assumption. In such circumstances, the rarity
assumption is a failed theory, so the group of methods that learn the boundary of normal behavior
to highlight the anomalous cases might perform better.

Hence, the relative frequency is equal to the contamination rate or plurality as the proportion
of anomalous incoming data points [82]. The reliability of an algorithm under variable frequency
conditions is measurable based on its tolerance level under different levels of relative frequency

without losing accuracy.

2.4.4 Curse of dimensionality

Having access to more features and detectors decreases the risk of losing influential information

when performing the task of interest, but may cause other problems as follows [297]:
* [rrelevant features. A significant number of attributes may be irrelevant.

» Concentration of scores and distances. Numerical measures such as distance might be ex-

tremely similar.
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* Incomparable and uninterpretable scores. Obtained scores produced in each domain are
incomparable with the others, resulting in a final score that is neither strong nor semantically

meaningful.

» Exponential search space. A non-systematically analyzable search space leads to an enormous

possible hypothesis for every observed significance.

Although there are existing methods that can resolve one or more of these problems, some
challenges remain as open research questions. From a statistical perspective, each irrelevant feature
increases the dimensionality of the space. This phenomenon causes a problem in (naive) density
estimation methods that their required sample size scales exponentially with dimensionality, which
is not always available. Moreover, having irrelevant features decreases the recall and precision. On
the one hand, as the dimensionality of the data increases, anomalous data points may be covered
under the similarity of the other unrelated and unimportant dimensions. On the other hand, the data
domain space grows with dimensionality which may cause normal cases to fall apart from the others
and be labeled anomalous. In other words, from a statistical perspective, the possibility of having
more tails increases, which might consequently push the normal points towards the tails of some

unimportant feature distributions [81].

2.4.5 Lag of emergence

Different parts of a complex system might react to an anomalous input very differently. For instance,
some of the features might react to the occurred event sooner than the others. Consequently, the
AD algorithm might bombard the end-user with the same anomaly on the time span, which is not
desirable.

This phenomenon might happen because of various reasons say feature correlations and inter-
actions, potential influential hidden factors, temporal relations. For instance, the response time of
a computational system is highly correlated to a memory leak, through causality relation based on
process footprints. So, a memory leakage event is first recognizable due to a spike in the process
footprint; then, the increased response times caused by the frequent process swapping.

Also, having a very irregular rate of sampling in different dimensions is another potential
reason for such lags. Thus, features with a smaller sampling rate (longer interval) might indicate the
extreme or anomalous events, which have been already deciphered by analyzing other high-frequency
features [275].

2.4.6 Domain specific criteria

Defining domain-specific measures may help evaluate ADS capabilities in very specific target
domains. For example, [172] applies "burst detection rate (BDR)" to capture potential bursts which
indicate attacks involving many network connections. This measure represents the ratio of the total
number of intrusive network connections with a higher score than the threshold to the total number

of intrusive network connections within attack intervals.
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2.5 Anomaly Detection Approaches

The most important AD approaches are reviewed in the following sections. Each section corresponds
to an AD category [2,122,264,271], and each category groups AD techniques according to criteria.
These criteria include, though are not limited to, the type and distribution of input data; the flexibility
of the learning phase; the availability of data and resource constraints introduced by the application

domain; and the availability of target labels.

2.5.1 Model-based and data-driven categorization

At the macro level, TS anomaly detection methods can be classified into model-based and data-driven
strategies. Model-based categorization refers to a group of methods that use an existing framework
to estimate data distribution. Data-driven categorization refers to methods that extract patterns from
training data. Essentially, model-based category represents a top-down approach while data-driven
represents a bottom-up approach. One issue with this categorization is model-based and data-driven
groups are not mutually exclusive. Rather than positioning these techniques in a binary relationship,
they are more accurately represented as a spectrum. Thus, traditional model-based (e.g., parametric
statistical) methods are one end of the spectrum, while fully data-driven (e.g., deep learning) methods

are at the other.

2.5.2 Technique-based categorization

Technique-based categorization is grounded on a combination of underlying techniques and mea-
sures. The main weakness of this categorization type is its lack of comprehensiveness; for example,
several methods such as deep learning are not included in this categorization. Moreover, several
methods can be included in more than one category. For example, there are many clustering-based
AD methods that take advantage of the sliding window [140].

Statistical anomaly detection

These methods have some assumptions about normal observations, like data distribution restrictions.
Therefore, anomalies are points with a low probability of generation by overall presumed distribution.

Statistical anomaly detection methods can be divided into two major groups:

* Parametric methods, which lack of knowledge about unobserved data and the high-probability

of behaviour-change over time, making them impractical to use for stream data.

* Non-parametric methods, in which the model learns the systems normal behaviour from the
input data. There is greater potential to apply these methods to stream data, however not for

high-dimensional scenarios.
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Depth-based anomaly detection

This technique is a variant of statistical methods applicable to quantitative and low-dimensional data.
Instead of considering statistical distribution, depth-based anomaly detection highlights anomalies
based on the border of data space [242]. Each data point is represented in an n dimensional space
with an assigned depth. According to the assigned depth, data points are organized into convex hull

layers, and shallow depth values are declared anomalies.

Distance-based anomaly detection

In this approach, anomality is scored based on the distance of data points to k-nearest neighbors in a
time window of length w. This approach is limited to data points in which distance computation is

possible.

Deviation-based anomaly detection

This approach marks as anomalous those points which do not fit the general characteristics of the
given set, thereby minimizing variance by removing anomalies. For example, a histogram-based
method may be applied to decrease deviation [142]; however, this approach is not applicable to

multivariate or distributed data.

Density-based anomaly detection

Density around a data point is compared with density around its local neighbours. Generally, any
points far from dense areas are classified as anomalous. One method, Local Outlier Factors (LOF),
computes the ratio of the local density of the target point versus its neighbors. A related method,
Incremental LOF [123], has the same performance as standard LOF and can detect changes in
data behaviour, making it more suitable for stream data. However, this method cannot distinguish
new normal behaviour (resulting from potential trends or pattern shifts) from a real anomaly [44].
Generally speaking, density-based methods are impractical in presence of high dimensional datasets,
because the accuracy of density estimation decreases with the increase of the number of dimensions.
Moreover, while they are more successful than distance-based methods, they are also more expensive

and computationally complicated.

Sliding window-based anomaly detection

The aim of this approach is to maintain statistical information on past observations. Choosing the best
window-size is challenging, because a large window may cover outdated information and negatively
decrease the importance of the recent points. Conversely, an overly small window-size may risk the

loss of historical and statistical information like seasonality and cyclic patterns.
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Clustering-based anomaly detection

Normal observations are usually clustered into several groups, while anomalous cases do not belong
to any cluster. Generally, anomalies are far from their closest centroid; or they belong to small or
sparse clusters while normal observations belong to large and dense clusters. This approach may
encounter two main challenges: (1) Most clustering methods prioritize finding clusters rather than
anomalies, and are thus not fully optimized for AD, (2) Most clustering algorithms require the

number and shape of the target clusters, however the number of clusters is not definite in stream data.

2.5.3 Strategy-based categorization of anomaly detection techniques

Some studies argue that TS data are very similar to discrete sequential data, and thus shared methods
can be applied in both contexts; however, this is not the case given basic differences between these
types of data. TS include numeric data, while discrete sequences are symbols across time. Further,
TS anomalies are usually detected based on their forecasts, while discrete data can be handled in
various ways similar to distance anomalies. TS data are primarily explored using techniques like
AR, VAR, ARIMA models, et cetera, while discrete sequences are explored using data mining
techniques such as Markov models and deep learning. These datasets can be transformed into one
another; for example, TS can be discretized to sequences to take advantage of sequence analysis
methods. Moreover, techniques such as clustering can be used for both types of data.

AD methods appropriate for temporal data and their main approaches are described here. They
are ordered based on the fundamental strategy and the type of data taken as input by methods [2].
The following can be grouped into two main families based on their input and goal: (1) Input: TS
database, Goal: Identify anomalous sequences or subsequences; (2) Input: One TS, Goal: Identify

anomalous point or subsequences.

Anomalies in TS databases

Several methods for AD in TS databases compute anomaly scores based on the entire sequence,
while others do so by aggregating scores through overlapped fixed-size windows. These differences
are explained further in the follows.

Direct detection of anomalous TS. These AD approaches are predicated on the assumption "anoma-
lies are rare events." By training a model based on an entire database, it learns the normal behaviour
and assigns a specific score to each TS, which can highlight anomalies. Multiple algorithms can be
included in this category, some of which are included below.

Unsupervised discriminative approaches. The defining features of these approaches are similar-
ity functions and the measures used to determine similarity. Discrimination is based on two principle
rules: within-cluster similarity should be maximized, while between-cluster similarity should remain
minimized. The anomaly score of a test sequence is defined as the distance to the centroid (or medoid)

of the closest cluster. The primary variations across approaches in this group are due to differences of
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the similarity measures and/or the clustering mechanism. The overall algorithm can be summarized

as:
1. Compute clustering space (features)

2. Define a similarity function to compare two TS

3. Cluster the sequences using clustering algorithms based on the data type.
4. Obtain anomaly score of each test sequence

The anomaly score is defined based on the distance of each data point to the closest centroid
or medoid. Two popular similarity measures include simple match count [169], and the normalized
length of the longest common subsequence (LCS) [41]. The former measure is very efficient, while
the latter is more computationally expensive; however, the latter is also applicable to segments in
noisy sequences. Numerous studies have applied optimized versions of this technique for TS anomaly

detection, including:
¢ nLCS with kmedoids [41,42];

* nLCS with a variant of KNN [52], in which the anomaly score was computed based on the

datapoint distance to the k" closest sequence;
* Count-based sequence similarity evaluation of the window-based subsequences [168];
* Window-based subsequences with K-Means [209];
¢ Phased K-Means [232] ;
¢ One-class SVM [88, 193] and one-class SVM with discretized data [268];
* Kernel-based feature maps of raw data with kNN or one-class SVM [86];
» Self-organizing maps with windowed subsequences;

Unsupervised parametric approaches. The overall process of methods in this category is based
on computing the probability of any data point in the series based on the values at the previous few
time steps. Therefore, the TS anomaly score is a function of its datapoint’s anomaly score, so that a
point with a very low generation probability will be marked as an anomaly. Three main high-level
methods in this category are Finite State Automata (FSA), Markov Models, and Hidden Markov
Models (HMM), which cover many anomaly detection studies and applications in various areas like
intrusion detection and speech recognition.

The overall process of these methods is based on computing the probability of any data point in
the series based on the values at the previous few time steps. The TS anomaly score is a function
of its datapoints anomaly score, so a point with a very low generation probability is marked as an

anomaly. Three main high-level methods in this category are Finite State Automata (FSA), Markov
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Models, and Hidden Markov Models (HMM). These include many AD studies and applications in
various areas such as intrusion detection and speech recognition [86,281].

Finite state automata. These methods are applicable to fixed-size subsequences. After training
FSA, all possible subsequences with the same length are extracted from the test TS and fed into FSA.
If FSA ends in a state that does not have an outgoing edge to the next value in the test sequence, it
is labeled as an anomaly (see figure 2.4) [52]. It is important to note that generating FSA is highly

dependent on the application domain.
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Figure 2.4: FSA-based anomaly detection (adapted from [52])

These approaches have been used in multiple studies [52,201, 245, 288], and all follow these

general steps:
¢ If the next observation matches the current states characteristics, remain in the current state;
« If the next observation matches the next states characteristics, transition to the next state;

* If the next observation matches neither of the current nor the next one, transition to an anomaly

state.

Markov model-based anomaly detection. Markov models use generation probability to obtain
the conditional probability of the observed symbols, their transition to each other and to detect
anomaly series. There are different approaches to produce and preserve this distribution probability
information; for example, probabilistic suffix trees (PSTs) are an efficient method [266] . The other
advantage of Markov models is they do not limit the size of the historical subsequences, and thus
the history size may be fixed, variable, or selective. Selective-size Markovian techniques, also be
referred to as sparse Markovian techniques, compute conditional probability of the sequence through
previous / symbols; however, they do not need to be continuous or last / preceding items of the current
one [86].
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Hidden Markov model-based anomaly detection. An HMM is a probabilistic model in which
the system being modeled is represented as a Markov process with hidden states. Unlike the simple
Markov model, in an HMM the state is not explicitly visible, while the output depends on the state.
Even though stronger than the previous two methods, HMMs suffer a few drawbacks; they are not
easily scalable to real-world datasets; their training usually needs significant manual intervention,
experience with the data; and judicious selection of the model, the parameters, and initialization
values of the parameters. Nevertheless, because they are highly interpretable and theoretically well-
motivated, HMMs are one of the most widely used AD approaches and have been applied across
various domains. Using HMM for intrusion detection was first proposed by Warrender et al. [281],
in which they proposed an HMM-based approach to detect anomalous program traces in operating
system calls data.

Supervised approaches. As previously mentioned, supervised approaches are those in which all
train labels are accessible. Thus, various methods can be applied to the dataset, including: Positional
system calls features with the RIPPER classifier [175]; Subsequences of positive and negative strings
of behavior as features with string matching classifier [45, 111]; Bag of system calls features with
decision tree, Naive Bayes, SVMs [145], Classifier neural networks [66]; Elman network [107].

Window-based detection of TS anomalies

Window-based approaches break sequences down into the same size overlapping subsequences, as
illustrated in Figure 2.5. Thus, the anomaly score of each test sequence is computed based on the
aggregation of anomaly scores of the underlying windows. There are advantages and disadvantages
to these approaches. Unlike previously mentioned approaches, window-based methods can localize
anomalies in smaller sequences, and thereby do not mark the entire sequence as an anomaly. However,

this requires finding the best window length which adds another layer of complexity.
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Figure 2.5: Window-based anomaly detection (adapted from [122])

Windows may also be referred to as look-back windows, fingerprints, pattern fragments, n-grams,
sliding windows, motifs, et cetera. Window-based methods can be divided into the following:

1. Preceding based normal repository. The aim of these approaches are to extract and maintain a
normal repository of subsequences, with size w, based on the training set. The repository is generated

based on the preceding items. Anomaly scores are based on the degree to which each test sequence
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matches existing subsequences in the repository. Sequence Time-Delay Embedding (STIDE) [133]
is one such method that follows these general steps: (1) Divide the normal sequences into size k
overlapping windows; (2) Obtain size k subsequences of the test sequence; (3) Subsequences that
do not occur in the normal database are considered a mismatch. Now, if a test sequence has a large
number of mismatches it is marked as an anomaly; however, if a test sequence is not in the database,
the mismatch score is computed as the minimum Hamming distance between the window and any
of the subsequences in the normal database normalized by k. This method, with slight variation, has
been applied in several other ways as well [45, 83,99, 106, 107].

2. Look-ahead based normal repository. Time-Delay Embedding (TIDE) [95] extracts patterns

out of look-ahead items, and follow these general steps:

* Record the elements occurring at the distance 1, 2, ..., k in the sequence, for every element in every

normal sequence;
¢ Create a normal database of such occurrences;
* Given a test sequence, find a look-ahead of the same size k;

* Compute the number of mismatches by checking each pair of element occurrence with the normal

database;

* Score anomalies based on the number of mismatches normalized by the total number of such

occurrence pairs .

3. Negative/mixed pattern database approaches. These methods create a repository of anomaly
sequences and evaluate the test subsequences against this repository. They follow these approximate
steps: (1) Extract all of the normal subsequences of length w from the input; (2) Find all subsequences
with size w not in the set, and label them as detectors or negative cases [65,66,111]; (3) If a test
sequence matches any detector in the repository it is considered an anomaly.

Detectors, which are included in the anomaly subsequences repository, should be far enough
from normal cases and maximize the coverage of the non-self space. Different approaches can be
applied to find these detectors which include extracting subsequences with at least r contiguous
positions difference [65, 75]; having at least r different contiguous chunks [66]; or finding detectors

in an n-dimensional hypersphere with r > 1 relative to all normal cases [111].

2.5.4 Anomalous subsequences in a test time series

This represents a collection of AD methods, with the aim of finding anomalous patterns or subse-
quences in a given test TS. Given a previously observed TS, the frequency of an anomalous subse-
quence in the test series will be substantially far from the expected value. Much research has applied
different methods with this principle idea; for example, the TARZAN algorithm [151,179, 180]:

» Builds a suffix tree based on discretized test and reference trees;

24



* Calculates the adjusted frequency of occurrence in both reference and test sequences for each

subsequence in the test string;
» Checks the subsequence as anomalous if the difference of frequencies is greater than the threshold;

* Picks the longest set of subsequences from the reference that covers w; and uses a Markovian
method to estimate its frequency in the test sequence, if w in the test sequence does not occur in

the reference.

There are other methods with more relaxed matching criteria [17, 125] that evaluate and accept

matching of any permutations of subsequence.

2.5.5 Anomalies within a given time series

Given a single TS, particular datapoints or subsequence as anomalies within the TS can be found.
The primary difference between this category and the previous one is the input source (i.e., a singular
rather than multiple TS) and consequently the algorithm. These methods identify anomalies in finer
granularity as anomaly data points or subsequences rather than labelling the whole sequence as
an anomaly. Consequently, these methods are more suitable for finding anomalies in stream data.
Proposed methods in this group can be categorized as: (1) Point anomaly detection methods; (2)

Subsequence anomaly detection methods.

Point anomaly detection methods

These include multiple approaches that look for anomalous points in TS.

Prediction based approaches compute the anomaly score of a point in the TS based on its deviance
from the predicted values by the prediction model. There are various prediction models that have
been applied, including median-based predictors [22]; average-based predictors; single-layer linear
network predictors; multilayer perceptron (MLP) predictor [129]; deep learning predictors [98]; and
support vector regression [192].

Profiling based approaches maintain a normal profile and compare the value of the upcoming
time point against this profile to identify an anomaly. For example, the normal profile is tracked,
based on the smoothed version of the historical TS and a variance vector [283]. An anomaly score is
assigned after a new point is compared with the normal profile and the variance vector. Others [256]
have used an ML model to maintain the normal profile, and new points are evaluated based on
estimation of the next value.

Deviant based approaches find the points in a given TS, whose removal from the series decreases
the error bound of representative histogram [142]. The number of buckets can be reduced to account
for separate storage of these deviated points. To solve the AD problem, a dynamic programming
mechanism with recursive relation, which breaks down the optimal set of k deviants to the deviants in

the / highest or k — [ lowest values, has been proposed [142]. Another approach is an approximation
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method, which finds a partial solution for a few scattered indices of the TS rather than for each
value [207].

Subsequence anomaly detection methods

In some instances, detecting subsequences of anomalies is more important than focusing on specific
points. This group of methods is highly practical for identifying collective anomaly patterns.

Discord discovery is a method in which the subsequence s of length / is called a discord (or
anomaly) if it has the greatest distance to its nearest non-overlapping match [150]. The brute-force
solution considers all possible subsequences and computes the distance of each one with every other
non-overlapping subsequences of S. There are several methods to decrease the time complexity of
this technique, such as applying top-k pruning; or heuristic methods for reordering candidates using
Symbolic Aggregate Approximation (SAX) [149] and locality sensitive hashing [282].

Wavelet and Augmented Trie (WAT) [40] applies Haar Wavelet transform and symbol word
mapping onto the TS and generates a prefix tree. Following this the algorithm applies a breadth-first
search on the obtained tree to find an approximation of all candidate discord subsequences.

Multi-scale anomaly detection aims to find anomalies in several scales. Some can handle irregular
TS analysis; for example, irregular cases are handled by defining a pattern as a subsequence of two
consecutive points [282]. If the pattern is rare in respect to its slope and length relative to the other
patterns, it is labelled an anomaly. Others [149] determine anomalous subsequences based on the
level of their similarity with previous parts of the sequence. This method uses SAX to produce

symbols and in the next step, a chaos bitmap is used for evaluating similarity.

2.6 Advanced Temporal Anomaly Detection Techniques

Since origination of Artificial Neural Networks (ANN) in 1943 and subsequent advancement of
advanced deep learning, advanced temporal AD techniques have solved various problems in diverse
contexts such as robotic processing; object recognition; speech recognition; handwriting classifi-
cation; and even real-time sign-language translation [98]. Common and popular deep structures
include the "Elman and Jordan Neural Network", "Convolutional Neural Network (CNN)", "Fully
Convolutional Networks (FCN)", "Recurrent Neural Networks (RNN)", and the "Long Short Term
Memory (LSTM)". Recently, deep learning has been applied in various domains of TS analysis, like
classification, forecasting, and AD. Classification and forecasting can be considered fundamental

tools to perform AD [298]. I briefly overview the most common TS deep-learning based analysis.

2.6.1 Deep learning based classification

CNNs are the most commonly used structures in classification related tasks. One of the main
challenges is how to find the best classifier features, which greatly influences the accuracy and
performance of the final model. Historically, manually engineered features by domain experts were

preferable given the shortcomings of the available feature engineering methods. However, CNNs
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overcame this challenge by learning and extracting important features without need for manual
intervention, thereby mitigating the need for human experts [170]. One of the common approaches in
handling and classifying TS is flattening data over the time dimension and considering each datapoint
as one feature, which generates a very high-dimensional dataset. The intrinsic convolution-based
feature selection of CNNs enables this approach to handle a very high-dimensional flattened series.
For example, CNN has been applied for the classification of audio signals [173]. Others [5] have used
features learned by CNNs as an input for hidden Markovian models, resulting in an improved error
rate. However, most applications of CNNs in TS classification are based on univariate TS, which does
not apply to real-world contexts. Some have proposed a specific structure to solve this problem [296].
Another drawback to CNNs is the independency of features, especially in relation to flattened TS.
Tiled CNNs [280] is one technique that addresses this problem, which is primarily trained with a
variety of independent Component (IC) calculation techniques. This structure forgoes the previous
assumption that each component is statistically independent and attempts to find a topographic order
between them [137]. Two different CNN-based TS classifications include multi-scale convolutional

neural network (MCNN) and image processing-based TS classification.

Multi-scale convolutional neural network (MCNN)

This framework improves TS classification by representing features in different time scales and
handling noises [62], and includes three sequential stages (Figure 2.6). (1) The transformation
stage applies various transformations on the input TS, such as identity mapping; down-sampling
transformations; and spectral transformations in the frequency domain, and feeds the CNN with
these branches; (2) The local convolution stage applies several parallel convolutional layers to
extract features of each branch, separately; (3) The full convolution stage concatenates all extracted
features and applies several more convolutional-max pooling layers, fully connected layers, and a
softmax layer to generate the final output.
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Figure 2.6: Overall architecture of MCNN (adapted from [62])
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Image processing-based TS classification

Another classification method proposes transforming TS into an image and applying CNNs to
classify the TS image [280], given CNNs have proven capabilities in image processing with a
very high level of accuracy. Two suggested methods are: 1) Gramian Angular Field (GAF), and
2) Markov Transition Field (MTF). These transformations, based on the size of TS, may generate
prohibitively large images and thus strategies are required to reduce image size without losing too
much information. A two-channel image is obtained by combining both image processing methods
for classification, which outperforms learning from each individual image. However, this method
is only applicable to one-dimensional TS. Other drawbacks of this technique relates to binning the
TS values are: 1) Determining the optimal size of bins can be challenging, as increasing the size
measure may result in a loss of detailed information while decreasing the size of the bins results in
massive images; 2) Very large TS values can be aggregated, or broken down into smaller windows.

Moreover, handling non-stationary cases is impossible; and it is not very interpretable for end-users.

2.6.2 Deep learning based forecasting

Recently, various deep-learning methods have emerged for TS modeling and forecasting, several of
which are very popular and repeatedly used in this context. For example, RNNs are effective structures
in TS modeling and prediction, given their abilities to adapt the backpropagation algorithm to unfold
the network through time [241]. Additionally, RNNs keep the memory of the previous inputs by
limiting how learned weights change over the training process; however, a major drawback of RNNs
is the vanishing gradient [26]. LSTM introduces a complex block of computing units with specific
input gates to trap errors without losing the sequential properties of input data [132]. Autoencoder is
also a common structure for learning TS features. Stacked denoising autoencoders (SDA) have been
used to predict indoor temperature [238], and stacked autoencoders have been utilized to predict the
flow of traffic and weather conditions [185, 191]. Deep belief networks (DBN) along with restricted
boltzman machines (RBM), are other NN structures that work as a generative graphical model. These
include several layers of connected latent variables without any connection inside each hidden layer,
and have recently obtained promising results in weather forecasting [118].

Undecimated fully convolutional neural networks (UFCNN) are another variation of CNNgs,
which have been used for TS forecasting [203]. Some argue fully convolutional networks (FCN)
architectures are a type of wavelet transforms simulation and are not robust enough for small
translations in the input signals. To overcome this issue, they propose UFCNN as undecimated
wavelet transforms are translation invariant. The aim of UFCNN is to substitue both the upsampling

and pooling operators from the FCN architecture with upsample filters at the /"

resolution level by
a factor of 2! — 1 through the time dimension.

DeepMinds WaveNet is another breakthrough in TS forecasting, demonstrating the ability of
convolutions to capture recurring patterns like specific autocorrelation structures or seasonality

[33,274]. Their convolutional architecture effectively predicts the next observation in a TS, and has
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outperformed state-of-the-art recursive networks. This ability comes from dilated causal convolution
layers, are able to track temporal aspects even in presence of very long-term dependency (Figure
2.7). Dilated convolutions enable receptive fields, which increase exponentially based on the depth
of the convolution layer. Instead of applying causal filters on all points in the sequence, it skips a
constant dilation rate of under-process inputs. WaveNet architecture takes advantage of the efficiency
of convolutional layers. Moreover, this solves the problem of long-term dependencies over very long

time steps, which is one of the long-standing challenges, even for RNNs and LSTMs.
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Figure 2.7: A stack of dilated causal convolutional layers (adapted from [274])

2.6.3 Deep anomaly detection

While studies that directly apply deep learning techniques for AD in TS data are not abundant, AD can
be performed indirectly based on other main tasks (e.g., classification [171], and prediction [196]).
In the second approach, the applied method models the TS behaviour and detects dissimilar regions
of data with predicted values as anomalies. Stacked Denoising Autoencoder (SDA) [90] is one such
approach, which feeds raw trajectories into a SDA to generate a less noisy, but more robust and

meaningful representation of trajectories to feed one-class SVM and detect anomalies.

2.6.4 Reinforcement learning for anomaly detection

Reinforcement Learning (RL) is another type of machine learning models that learns through the
exploration and exploitation of an agent or trainer. RL agents’ strategies work on the basis of
executing actions and observing the feedback from the environment in the form of positive/negative
rewards. After receiving a reward according to the performed action, the agent observes any changes
in the environment and updates its policy in order to maximize the future rewards [267].

The AD problem can be formulated as a reinforcement learning problem, where an autonomous
agent interacts with the environment and takes actions (such as allowing or denying access) and
gets rewards from the environment (positive or negative rewards for correct or wrong predictions
of an anomaly, respectively) and over a process learns to predict anomalies with a high level of
accuracy [286]. Currently, there are a few studies that utilize RL to address AD challenges. For

example, [188] applies forward RL to detect anomalies and [70] utilizes inexplicability scores to
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find goal-directed trajectories. Furthermore, [215] proposes sequential anomaly detection using
inverse reinforcement learning (IRL) in order to determine the decision-making agents underlying
function which triggers his/her behavior. The agents normal behavior will be understood by the
reward function, inferred via IRL. Also, a deep reinforcement-learning-based approach that seeks
novel classes of anomaly beyond the labeled training data is proposed in [220].

It is worth noting, most of the designed RL-based AD methods still require the predefined
notion of reward signals. Also, depending on the feedback loop and reward establishments, they may
need more than the current data item in order to define states. In general, RL is a great solution to
problems that require making decisions that influence the world; for example, RL-based AD helps
where the target agent is intentionally malicious or goal-directed [215]. Also, RL may be more useful
in hyperparameter learning or data collection rather than deciding which observation is normal or

anomalous.

2.6.5 Hybrid methods

Ensemble and hybrid methods utilize the information fusion concept in slightly different ways.
Ensemble models combine multiple but homogeneous, weak models, and typically apply various
merging methods at the level of their individual output [147]. Hybrid methods primarily combine
heterogeneous models and various machine learning approaches. Both techniques can lead to consid-
erably higher accuracy and perform ace solutions. Individual methods are grouped together because

the existing models:

* Lack sufficient data to represent data distribution;
* Provide locally optimal results due to the dependency on starting points;

» Cannot be modeled based on a single hypothesis given the functionality of the data, which is better

approximated by a weighted sum of several datasets.

In the TS analysis context there are multiple studies and frameworks that can be categorized
as an ensemble or hybrid method. Among these approaches, several have applied very interesting
logic to combine model-driven and data-driven methods to cover the potential weaknesses of both.
Others have considered ANNSs as suitable candidates for a data-driven mode; for example, ANN has
been combined with ARIMA for TS [152], water quality [89], and photo-voltaic power generators
forecasting [80], respectively. Another hybrid method combines SVM, ensemble empirical mode
decomposition, and partial autocorrelation function to forecast the speed of the wind [135], while
a hybrid fuzzy model takes advantage of the Fuzzy C-means method for fuzzification and ANN for
defuzzification [80].

2.7 Summary

In this report, a variety of TS analysis algorithms in the context of TS based anomaly detection are

reviewed. To this end, I have categorized them based on the main paradigm and highlighted their main
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features and approaches. A summery of the reviewed algorithms and their specific characteristics is
presented in Tables 2.2, 2.3.

Notwithstanding having a very rich history, TS modeling and anomaly detection is still an
ongoing topic in machine learning research. Nowadays, embedded control systems for operating
critical infrastructure interact with their physical environment by reading data signals and generating
control signals in response. Hence, latent stochastic, or semi-stochastic, external factors influence the
system behavior and complicate such predictive problems. Reviewing the existing works provided us
with enough insight to discover the existing challenges and promising directions for future research

to improve the state of the art approaches.
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Chapter 3

An Anomaly Detection Algorithm

The primary purpose of this chapter is to systematically identify and analyze possible vulnerabilities
as a step toward enhanced risk awareness and management. In other words, the study addresses
situational awareness and the proactive side of cybersecurity, rather than the reactive side dealing
with emergency response and digital forensics to mitigate the impact of attacks and identify the
source [51]. Cyber situational awareness and assessment as discussed here are based on Big Data
analytics used for anomaly detection, specifically methods for automatic detection of suspicious
abnormal behavior pointing to a cybersecurity breach or other illegal activities. Intuitively, anomalies
are isolated events in data that do not conform to expected or normal behavior. Given some set of
observations, the problem of anomaly detection is that of separating a small minority of anomalous
data from a large majority of data. In the study of cybersecurity, the more sophisticated task is
differentiating suspicious anomalous behavior (any behavior that points to a potential threat to
cybersecurity) as anomalies of interest from the set of anomalies considered irrelevant to security.

Hidden Markov model (HMM) family are well-established and interpretable methods for mod-
eling and recognizing temporal patterns as well as differentiating between normal and anomalous
behavior of a target system [269]—especially in cases where one needs to identify the unobservable
state of the system based on its external observable characteristics. HMM-based anomaly detection
methods are mostly evaluated based on likelihood measuring factors or entropy [141,269], which
summarizes and represents the overall observable evidences (i.e., observations). However, in some
real-world problems, it is crucial to put a magnifier on the observation sequence for the purpose of
situation analysis.

In this chapter, I propose a novel methodical framework, called AnomalyTracker, which learns the
normal behavior of a water supply system to trace anomaly scores for each data point. The proposed
anomaly detection framework aims at advancing the state-of-the-art in temporal anomaly detection
by making the following contributions: /) Proposing a multi-granular anomaly detection approach
by applying a hierarchical model with the possibility of detecting anomalies in different sizes of
test-windows. This approach, not only does enhance the true positive ratio but also reduces the false
negative ratio. 2) Using an improved HSMM-based anomaly detection method with the possibility
of detecting the exact anomaly point in a given data sequence. The proposed approach outperforms
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HSMM-based anomaly detection methods which use log-likelihood or entropy measures [141,269]
or the number of mismatches [281]. 3) Addressing collective and contextual anomalies of the system

as opposed to point-based anomalies [51] which are generally addressed in the literature [208].

3.1 Problem definition

This project is focused on proposing an efficient and interpretable anomaly detection algorithm to
trace suspicious activities in supervisory control systems of critical infrastructures. The considered
system’s behavior is monitored over some time interval 7', comprising ¢ consecutive time steps, forms
a multivariate time series Xr = (x;, : t € T) , T C N. Intuitively, each element of this time series is
a multivariate process with m observed features (x, € R™), meaning x; = (x},xl.z, ..., x;"). Thus, an
online and interpretable anomaly detection framework (ADF) using Hidden Markov Model (HMM)
is desired to spot any suspicious anomalous event in near real time by continuously analyzing the

stream data. The goal is to distinguish the anomalous events, which likely correspond to a cyberattack.

ADF (x441|X7) — {Normal, Anomaly} 3.1

3.2 Background

This section discusses published work on anomaly detection in supervisory control systems and
HMM-based anomaly detection.

3.2.1 Anomaly detection in supervisory control systems

Nowadays, critical infrastructure widely used for municipal water management, energy supply, oil
and gas pipelines, public transportation and beyond typically depends on computer networks and
automated control systems to operate and monitor routine processes. Supervisory control systems
or Industrial Control Systems (ICS), such as Supervisory Control and Data Acquisition systems
(SCADA), improve the services and their reliability. However, this reliance on ICS leaves critical
infrastructure potentially vulnerable to targeted cyberattacks or accidental cyber events [7]. Any
interruption in water management services caused by a cyber or physical attack could erode pub-
lic confidence or, even worse, have significant public health or economic consequences [7, 117].
Particularly, in water management services, supervisory control systems generally control various
equipment and monitor water transport, distribution, and treatment. Analog and digital input and
output modules track and measure different attributes including water levels in large reservoirs,
tanks, water pressure, and flow in pipes [117].

Improving the security of supervisory control systems is not a new topic but an important
one. A large body of literature exists on enhancing SCADA safety and security to prevent physical
destruction as well as economic losses and threats to humans. Most of these studies are related to

network intrusion detection systems using supervised approaches [116]. These methods are able to
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detect attacks with simple mechanisms already known before, while detecting new malicious actions
is not easy for such methods. A major drawback of intrusion detection-based methods is that they
require prior knowledge of different types of attacks for efficient anomaly detection.

Another category of works related to the security of SCADA systems is anomaly detection
approaches using machine learning methods [208]. In such methods, the periodicity of SCADA
traffic is used to define normal behavior and detect attacks to SCADA protocols as anomalous
behavior. Hidden Markov Models (HMMs) and their variants are one of the popular machine
learning approaches extensively used for anomaly detection in time series. In the next section, I

briefly study HMM-based anomaly detection approaches.

3.2.2 HMM-based anomaly detection

An HMM is a probabilistic model in which the target system is represented as a Markov process
with hidden states. Unlike the simple Markov model, in a hidden Markov model the state is not
explicitly visible, while the output depends on the state. As expressed in [226], "An HMM is a
doubly stochastic process with an underlying stochastic process that is not observable (it is hidden),
but can only be observed through another set of stochastic processes that produce the sequence of
observed symbols."

An HMM is specified by a triple 6 = (mr, P, b), where x is the distribution of the initial state, P is
the transition matrix of the underlying Markov chain, and b is the emission distribution—conditional
distribution of observed variables given the unobserved (or hidden) states [59]. In some real-world
problems, it is unrealistic to assume the sojourn time, or mean waiting time, is geometrically
distributed but instead the probability of a state change depends on the time spent in the current state.
A possible solution is to estimate the duration density d which produces a Hidden Semi Markov
Model (HSMM). An HSMM is specified by a quadruple 6 = («, P, b, d) where « is the distribution
of the initial state, P is the transition matrix of the underlying Markov chain, b is the emission
distribution—conditional distribution of observed variables given the unobserved (or hidden) states
and d estimates the duration density [59].

HMM is one of the most widely used traditional approaches for anomaly detection and applied
across different domains. Using HMM for intrusion detection has been first proposed by Warrender
etal. in [281], in which they propose an HMM-based approach to detect anomalous program traces in
operating system calls data. In this work, an HMM is trained using the training sequences and tested
using two methods. In the first method, the likelihood of a test sequence generated by the learned
HMM is computed using the Viterbi algorithm. In the second method, the underlying Finite State
Automaton (FSA) of the HMM is used to count the number of times that the HMM makes an unlikely
state transition or outputs a mismatch. Then, the number of mismatches indicates the anomaly score
of the input sequence. In [294], a hierarchical HMM-based anomaly detection approach is proposed
which decides based on the number of mismatches using a second-level HMM.

In [225], the authors build a database of state transitions of normal sequences obtained from a

fitted HMM. Given a test sample, the method then compares its state transitions to the normal ones
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in the database. The test sample is considered an anomaly if the number of mismatches exceeds a
threshold. In [141], the normal behavior of user browsing and network-wide traffic is modeled using
HSMM to detect rare sequences. The authors of [202] apply HSMM in the same problem domain to
detect anomalies based on the likelihood difference of every sequence in comparison with normal
behavior.

In this work, I present an HSMM-based multi-granular anomaly detection approach using a
hierarchical model. The closest group of methods to this work, particularly in regard to computing the
anomaly score based on predicted FSA, are two basic methods presented in [225,281]. Unlike [225],
which maintains a repository of normal sequence of states to evaluate the anomaly score of test
windows regardless of contextual information, my method creates an online normal sequence of
states based on the context of test windows in order to test and identify their anomaly level. Therefore,
my method is stronger in detecting contextual anomalies as discussed in Section 3.4.2.

Similar to [281], my method evaluates the anomaly score of each data point using FSA. However,
as I explain in Section 3.4.2, due to specific properties of the decoding phase, the number of
mismatches cannot be a reliable criterion for detecting the actual anomaly score. This issue can be
addressed by evaluating the anomaly score of each point individually and switching to regression-
based anomaly detection in cases where the HMM cannot follow the real trend of the data. In
the studies related to anomaly detection in supervisory control systems data, [208] addresses the
same problem as I do and propose an SVM-based classification approach for this purpose. In [208],
a labeled dataset is used, which is not the case in this domain and usually leading us to apply
unsupervised or semi-supervised approaches. The method proposed in [208] ignores the temporal

aspect of data affecting its performance and usability in detecting contextual anomalies.

3.3 Addressed Challenges

Generally speaking, most of the previously proposed HMM-based techniques suffer three major
limitations, which have been addressed in this study.

First, to score and find the anomalies, most of the related studies are using measuring factors
such as log-likelihood [141], entropy [202]. While some others are using the frequency of mis-
matches [281] or a database of normal state transitions [225]. However, there exist some types of
anomalous scenarios that cannot be efficiently detected using the mentioned factors (see Section
3.4). Particularly, in adversarial settings, adversaries try to blend in with the distribution of normal
points [82]. When the attacks (targets of interest) are not confined to extreme anomalies, or when the
extreme anomalies are not anomalies, like swamping phenomena, the anomalies of interest will be
confused with normal points or with uninteresting anomalies. So, only relying on the sequence-based
likelihood to find the anomalous/suspicious activities would be inefficient to detect attacks.

Second, none of the existing HMM-based techniques can address point-wise anomaly detection

or specify the exact point of an anomaly. Likelihood-based techniques give an idea about the overall
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condition of the test window, while sometimes it is very valuable to locate the exact timestamp of
anomalous events in order to identify the criticality level.

Third, finding the right size and granularity for the input window is a very fundamental concept
and highly challenging in statistical and ML models. The input window should be long enough to
be informative and representative of a system’s behavior; meaning that a window covering all of the
change-points provides more knowledge. However, various methods have different levels of capacity;
sometimes, more information may misguide a method and diminish the role of closer intervals. Also,
the granularity level of reconstructed trajectories matters. A very fine granular input may decrease
the performance, whereas a coarse-grained sampling rate may limit the real-world practicability.
The proposed method solves these challenges by utilizing a hierarchical model with the possibility

of detecting anomalies in different sizes of test-windows.

3.4 Proposed Method

AnomalyTracker is proposed to: /) learn the behavior of water stations from historical data; 2) use
the extracted patterns to detect anomalies in the current time; and, 3) predict the future state of water
stations. The high-level overview of AnomalyTracker, which comprises four main components (see

also Figure 3.1), is followed by the definitions of fest window and reference window.

Basic Definitions:

o Test Window (TW) is defined as a period of time which is under investigation to detect any

possible anomaly.

* Reference Window (RW) is defined as the most recent genuine (i.e., normal) window to a TW,
which is also in approximately the same context (e.g., temperature and time interval) of the
TW.

Approach Overview:

* Behavior Tracking: This step constructs a hierarchy of Markovian models representing various-
length baseline bahviour of the system based on historic data to be used for the purpose of

anomaly detection in the test data.

» Threshold-based Filtering: This step applies a rule-based method on the test data to filter out

the outliers—values in the time series which are out of the range of predefined thresholds.

* Anomalous Pattern Matching: Given a TW, a set of test sequences is constructed by extending
the TW using its various-length prefixes. This way, TW can be examined against existing
various-length anomalous or misuse pattern profiles. If any of the test sequences matches with
an existing profile, TW will also be flagged as suspicious and ranked based on the critically

level of the matching pattern.
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Figure 3.1: Control Flow between Analytic Components

* Fine-grained Anomaly Tracking: If none of test sequences of TW matches with any anomalous
profile, then itis required to analyze TW with the baseline behavior, represented in the hierarchy
of Markovian models, for detecting any possible unknown anomalies. This step measures and
compares the distance between a given TW and a set of RWs to decide on the existence of any

possible anomaly and its critically level.

3.4.1 Behavior tracker

The state of water stations changes with meaningful patterns. Analyzing water stations states shows
long-range dependency property for different features of water stations. For instance, one can see
such dependency in the scale of several minutes for the flow level feature.

Since, there is a high dependency between the values of consequent observations in the time
series of the water station states I use HMM to model the behavior of water stations. On the other
hand, the state duration distribution is not uniform making it difficult for HMM to model water
stations behavior. Among different variations of HMM, I specifically employ HSMMs, which is
able to successfully address the long-range dependency phenomena and model state duration in the
continuous time series which is a characteristic of water station states.

The proposed behavior tracker approach customizes HSMMs to overcome challenges related
to the water stations characteristics, including seasonality effect and irregularity, and learn their

behavior more efficiently. These two issues and the proposed solutions are described below.

Irregularity. The water stations data is distributed unevenly, meaning that timestamps are not

periodic, which results in so-called irregular time series. Standard HSMM is not able to handle
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such time series because they rely on the assumption that observations are recorded in evenly
time intervals [101]. However, in many real-world applications, capturing the observations in exact
timestamps is not feasible. To address this issue, I propose a different approach by adding a new
derived feature—time difference between every two consecutive observations—and training the
model with the new multivariate time series data. There is a latent correlation between the time
difference feature and original features such as flow level which contributes to HSMM to overcome

the irregularity aspect.

Seasonality Effect. The seasonality effect is about occurrence of any periodic variation in the
time series data [79]. For instance, the covariance between temperature and flow level confirms the
seasonality pattern that flow level trends peak during the summer and decline until the winter. We
can see other seasonality patterns related to people’s lifestyle as described in the next section. It is
discussed in the literature that there is no established predictive method to be continuously successful
for a long period of time [113].

To address this issue, I propose using an agglomerative hierarchical approach. Starting from
a short time interval which includes more similar data points, I train an HSMM representing the
water station behavior for that time interval. Then we should merge time intervals to larger and
larger intervals until all data points are in a single sequence. During the merging procedure, one
is constructed in each step for each time interval. This way we are able to extract the patterns in
different time intervals which might be completely different than the overall pattern.

The HSMMs learned from shorter time intervals are located in lower layers of the hierarchy.
They include more detailed description of the water stations behavior but are very context sensitive.
On the contrary, the HSMMs learned from longer time intervals are located in upper levels of the
hierarchy. They have a more global view of water stations behavior and do not loose the information
in transition between shorter time intervals; however, their performance is easily affected by the
seasonality patterns. Combining HSMMs learned from shorter and longer time windows resolves

the overfitting/underfitting problem.

3.4.2 Fine-grained anomaly tracker

Markovian models are well-established for anomaly detection in different real-world domains. In
this section, I propose an approach to detect anomalies of interests and infer anomaly score using
the combination of Markovian (e.g., HMM and HSMM) and regression models. Viterbi decoding
algorithm is utilized to define a metric for measuring the criticality level of detected anomalies.
Viterbi is a dynamic programming algorithm that recursively generates the most likely sequence of
hidden states for a given sequence of observations using the optimality [24].

In many real-world scenarios, the decoded states related to a normal observation sequence is
expected to follow the time series trend with ignorable differences; however, this statement is not

always valid—especially in cases that the divergence of observed normal sequence are high with
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Figure 3.2: Drawbacks of Log-likelihood and Mismatch Counting in HMM-based anomaly detection

respect to the baseline model. Many HMM-based anomaly detection methods are using measuring
factors such as log-likelihood [141], entropy [202], and counting the number of mismatches [281];
while there exists some types of anomalous scenarios that cannot be efficiently detected using such
measuring factors.

Let’s briefly exemplify two scenarios highlighting the weakness of the log-likelihood measur-
ing factor. Figure 3.2a illustrates the first eight hours of a day, in which the normalized negative
log-likelihood of the fitted model is 1.61 with the standard deviation of 0.2 for about 80% of
observations—meaning the observation values between 1.41 to 1.81 are normal. The normal trend
is shown by green dotted line with the average negative log-likelihood of 1.501 with one improbable
emission. The predicted state sequence is shown by blue dashed line. Red line shows a possible
anomalous scenario which starts before 4:00 AM and ends 10 minutes before 7:00 AM. The Viterbi
algorithm decodes the red sequence with order of states shown in purple with the negative log-
likelihood of 1.56 and one improbable transition after the anomaly interval. This example illustrates
that some anomalous cases do not change the likelihood (entropy) in a way that it helps for anomaly
detection. In Figure 3.2b, the Viterbi does not detect any improbable transition or emission and the
normalized negative log-likelihood is 1.68 which misleads toward a normal window. Weaknesses of

the likelihood measuring factor are:

* On the one hand, some anomalous scenarios do not change the likelihood much—particularly
when some parts of the scenario can be seen in the overall normal behavior; on the other hand,

likelihood is highly sensitive to very rare observations which can also be a noise.
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 Likelihood gives an idea about the overall condition of the test window, while sometimes it
is very valuable to locate the exact time stamp of anomalous events in order to identify the

criticality level.

Therefore, I propose a novel method, called state-based sequence analyzer to investigate a TW
based on related RWs. Considering the context (i.e., flow level and temperature) of TW, the closest
model in the leaf nodes of the hierarchy is selected to decode the most likely state sequence of
TW using Viterbi decoder. Since patterns in real-world data are not identical, in order to increase
the confidence factor, it is essential to expand TW with (various lengths) prefixes to also use the
Markovian models in the higher levels of the hierarchy. Based on the context of TW, one of the
higher level models is used to generate the sequence of states corresponding to the observations in
the larger window, as well as the overall sequence of transitions of the test window TW and all of

the reference windows RW;.

State-based sequence analyzer. The behavior tracker is expected to follow the overall trend of data
in the RWs. This phase decodes and compares the most probable state sequences of RWs and TW

based on the hierarchy of Markovian models to detect possible anomalies of interest.

Step 1. Since trained Markovian models can diverge from the real-world overtime, we first need
to verify that these models are able to fit genuine normal RWs. Therefore, we should reconstruct
the observation sequence of each RW, called decoded sequence, using the Viterbi algorithm and
the emission matrices, and compare the corresponding observations in real and decoded sequences.
Then, the number of mismatched cases in which the difference between the real and decoded
observation is greater than a threshold is counted and the sequence is marked as unfitted if the

number of mismatched cases is higher than an expected value.

Step 2 If the weighted rate of unfitted RWs is higher than expected—meaning that the Markovian
models are not up-to-date and need to be retrained—then the regression-based sequence tracker

should be used to compare TW with RWs; otherwise, the algorithm proceeds to the next step.

Step 3 For each sequence RWy in the reference group, first the fitted sequence of states on TW
with the predicted ones for RW}, is computed to calculate the distance between TW and the RWs as

follows:

Voi € TW : dy, = |o; = x| wheretx, € RWx A nj_giqs |(Tx, = To,) = (Th -9 3.2

J

le and TA’} are the minimum and maximum timestamps in RWy. T; and Ty, are the minimum

and maximum timestamps in TW. Then mismatch observations should be calculated as follows:
di, > confidence X (o, + a'sxj) = map;, = false (3.3)
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Figure 3.3: (a) Water level for the year of 2013; (b)Water level for the days of weeks of July 2013.

The number of false values of map;, shows the mismatch rate which is used in reporting the anomaly

score of TW sub-windows.

Regression-based sequence analyzer. This phase constructs and trains a weighted regression model
on RWs. The difference of each observation of TW with the regression is calculated to compute
the Least Square Error (LSE) of TW. If this error is higher than the expectation with respect to the

training data, then TW is reported as anomaly with highlighting its main anomalous sub-windows.

3.5 Dataset Characteristics

The set of experiments are performed based on a dataset from the SCADA-based water supply system
of the City of Surrey in BC, Canada for the time period of 2011-2014. This dataset contains the
historical log-files of various water stations including drinking water, drainage, sanitary and vacuum
stations. For this study, I use the data of water stations in the form of multivariate time series for the
mentioned time period. For each water station, at a specific time, there are several features including
inflow, outflow, water level, temperature, and running status.

Seasonal fluctuations can be a major reason for variations in residential water consumption.
Through analyzing the dataset, I determined the seasonality patterns at various levels of aggregation,
which contributes to detecting irregular patterns more efficiently. One can observe daily, weekly and

monthly as well as seasonally strong patterns in the water consumption.
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Figure 3.4: (a) Water level for four different week days of the month July 2013; (b) Water level for
four different Fridays of the month July 2013; (c) Water level for four different weekends of the

month July 2013.
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Figure 3.5: (a) Opposite trend in comparison of water level of months in different years; (b) Opposite
trends in comparison of water level of seasons in different years.

For instance, each year can be divided into high-demand and regular-demand seasons. Weather,
specifically the outside temperature, is the primary factor in determining the partitioning time. As
expected, water demand increases with higher temperatures. As Figure 3.3a shows, the flow level in
a high-demand season (May to September) is higher than for the rest of the year. In AnomalyTracker
and the related experiments, I divide the training data into high and regular seasons.

Additionally, as Figure 3.3b shows, in the flow level for the four weeks of the month July 2013,
one can observe different usage patterns for different days of one week but a similar pattern for the
same days in all of the four weeks. Interestingly, there is a different pattern on Fridays compared
to the other four weekdays. The weekends have their own specific patterns in terms of the trend
and peak times. The mentioned pattern is more obvious in Figures 3.4a, 3.4b and 3.4c, which show
the similarity of patterns in three different categories: weekdays, Fridays, weekends, and also the
significant difference in comparing the patterns of a category with another one. For instance, the peak
times on weekdays are early morning and evening, while this is shifted in the weekends. Moreover,
one can observe that the flow level at nighttime is lower than at daytime regardless of the day of the
week. AnomalyTracker considers these extracted patterns to fit the best model to data.

Another important pattern is observable when comparing the pattern of changes in two different
time intervals. For instance, in Figure 3.5a, the flow level in July 2013 exceeds the one in July 2012,
while we see an opposite pattern for the month of January, where the flow level in January 2013 is
less than in January 2012. A similar phenomenon is depicted in Figure 3.5b, where the trends of

the flow level for summer and winter seasons are different. Therefore, simply deciding based on the
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Figure 3.6: Time difference with respect to the water level in a sample day (July 25'%)

overall trend of the flow level over years is not enough but rather we need to consider the temporal
context.

Time series data are typically assumed to occur at regular time intervals. But the data used in this
study is irregular, meaning that the measurement of water station features did not happen at a regular
time interval. We can see this irregular pattern in Figure 3.6, where the water flow level and time
difference between each pair of consecutive data points is shown. On the other hand, Figure 3.7a
displays the periodic pattern of time difference over four years that indicate hidden patterns in time
difference sequences. Moreover, Figure 3.7b at a finer level shows that the distribution of time

intervals over a regular-demand season is more scattered than over a high-demand season.

3.6 Experimental Evaluation

This section presents the experimental results for evaluating the proposed method in comparison with
the baseline methods. To evaluate the performance of anomaly detection methods, three measures,

precision, recall, and F-measure are used.

3.6.1 Experiments setup

In this study, I use records of the first three years for training the anomaly detection model and the
last year to generate the test data. The used dataset is unlabeled and not including anomalous cases
confirmed by the domain experts. This set of experiments use three main features of water stations
including water flow level, temperature of water station, and time difference between each pair of
consecutive data points denoted by FlowLevel, Temperature and TimeDifference, respectively. The

test samples are generated in three ways:

Anomalous Samples. For evaluating the performance of AnomalyTracker, a set of possible anomaly
scenarios should be defined. For each scenario, the anomalous cases are generated and inserted into
the normal data. The augmented data is used as the test data. In collaboration with domain experts,

four types of out-of-distribution scenarios are identified:
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Figure 3.7: (a) Time difference of data points for the years 2011-2014; (b) Time difference of data
points for the years 2013.

* Maximum Flow. Every water station can produce a range of flow and pressure. Water flow
exceeding the maximum flow capacity should be considered as an anomaly and a critical
situation for the water network. To test the AnomalyTracker performance in detecting this type

of anomaly, extreme noises with values greater than the maximum flow capacity are added.

* Minimum Flow. We are able to learn the minimum flow level of a water station from the
historical data. If the water flow level falls below the predefined minimum flow level, it is
an anomaly that can risk water network operation. To experiment on this type, distributed

synthetic noises with values smaller than minimum flow levels are added.

* Continuous Overflow. Assuming that the flow level can be predicted successfully, we may
continuously encounter cases with the real flow level greater than the expected value but less
than the maximum flow capacity. Although this type of anomaly is not as harmful as exceeding

the maximum capacity, it should be considered as an anomalous case.

* Frequent Overflow. This type of anomaly is similar to continuous overflow anomaly but

happening intermittently, not continuously.

For each of the above categories, 10000 samples are extracted from the data of the year 2014

and noisy data are added to each of them as representative of anomalous behavior.
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Manipulated Samples. For making a real data test sample, I extract a times series of records of the
year 2014 (not used for training the model) and then remove a continuous subset of the extracted
time series with the size of 100. In other words, a real data sample is a subset of records of the
year 2014 not containing a continuous subset of 100 records to generate an abnormal sequence.
Although a manipulated sample does not belong to one of the above-mentioned anomaly types, one
would expect that a strong model differentiates a manipulated sample from a normal sample. This
set includes 1000 different samples.

Noisy Test Data. For more realistic evaluation of HMM-based methods in which log-likelihood is
used to detect anomalies— where these methods are not able to identify and differentiate the fype of
anomalies from the mentioned four types—a separate test data, called noisy test data, is generated.
Each sample of this test data includes at least 15% contextual noisy points or out of range values

representing an anomaly sequence. This test data includes 1000 samples.

3.6.2 Evaluation of HMM-based models

This section compares the performance of variations of HMMs. This experiment helps to select
the strongest version of HMMs to be used in AnomalyTracker. Below is the list of evaluated HMM

variations:

e U-HMM. This is a univariate HMM trained using the FlowLevel feature as the main feature

representing the behavior of water supply system.
* U-HSMM. This method is a univariate HSMM trained using the FlowLevel feature.

* M-HMM. This is a multivariate HMM fitted using FlowLevel, Temperature and TimeDifference
features. The Temperature and TimeDifference features are supposed to provide more contex-

tual knowledge about the reasons of seasonality in water flow level.

* M-HSMM. This is a multivariate HSMM fitted using FlowLevel, Temperature and TimeDifference

features.

 HM-HMM. This method is a hierarchical multivariate HMM working on three layers of daily,
weekly, monthly time intervals.

* HM-HSMM. This is a hierarchical multivariate HSMM working on three layers of daily,

weekly, monthly time intervals.

I define two experiments to study the performance of HMM variations:

Experiment 1. HMMS is fitted to the training data and then compare their log-likelihood for
a set of test data sequences. The method with the smallest average log-likelihood works best. To
perform this experiment, the manipulated samples are used. As presented in Table 3.1, HM-HSMM
outperforms the other methods.
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Train-based interval approximates the interval of log-likelihood for randomly selected group of
train sequences based on the fitted model. The less sparse distribution of log-likelihood shows that
the fitted model follows the trend of train data better. As shown in Table 3.1, the train-based interval
of HM-HSMM is the densest among all studied methods.

The superior performance of HM-HSMM has three main reasons: /) Using HSMM instead
of HMM: due to the long-range dependency of data, the statistical distribution of state duration
in HSMM works better than explicit self-transition in HMM. As shown in the results, even in
the same situation, U-HSMM and M-HSMM outperform U-HMM and M-HMM, respectively. 2)
Applying multivariate data instead of univariate: Temperature and the TimeDifference of observed
flow levels are used as contextual information for modeling the behavior water supply system. The
more successful performance of multivariate methods comparing to the similar univariate ones shows
the latent relation between the mentioned contextual features and FlowLevel feature in the context
of time. 3) Applying hierarchical model: modeling data based on windows in different granularity
provides the model with the possibility of fitting better to the data in more related context. The
experimental results in Table 3.1 justifies this argument where the HM-HSMM and HM-HMM

outperform the other methods.

Table 3.1: Performance of variations of HMM using anomalous samples

Model Negative Log likelihood | Train-based Interval
U-HMM 1.843 [1.508, 2.075]
U-HSMM 1.784 [1.493, 1.998]
M-HMM 1.732 [1.562, 1.984]
M-HSMM 1.691 [1.426, 1.821]
HM-HMM 1.662 [1.502, 1.825]
HM-HSMM 1.593 [1.447,1.709]

Experiment 2. In the second experiment, the noisy fest data is used to compare the performance
of HMM variations in detecting anomalies. As shown in Table 3.2, H-HSMM outperforms all other
methods in terms of precision, recall, and F-measure, and U-HMM has the worst performance. For
the same reasons mentioned in Experiment 1, HM-HSMM has the superior performance. Using a
hierarchical HMM results in a higher recall where the anomaly score of each data point is verified by
referring to higher level models and the final decision is made based on more contextual knowledge.
While in security-related data mining applications the prior goal is generally achieving high recall,

HM-HSMM gains higher precision without losing recall.

3.6.3 Baseline methods

In this part of experiment, AnomalyTracker is compared with the following baseline methods:

ARIMA-based anomaly detection. ARIMA [51] is a linear time series forecasting model that
works based on the linear dependency of the future values on the previous data.

49



Table 3.2: Performance of variations of HMM using noisy test data

Model Precision | Recall | F-measure
U-HMM 70.61 71.6 71.10
U-HSMM 76.06 75.6 75.83
M-HMM 71.79 72.8 72.29
M-HSMM 75.28 79.2 77.19
HM-HMM 76.99 79 77.98
HM-HSMM 78.87 81.4 80.12

SARIMA-based anomaly detection. SARIMA is a variation of ARIMA considering the sea-
sonality aspects [39].

Local Outlier Factor (LOF). LOF is a density-based method that compares the local density
of a point and its neighbors to find the isolation degree of the point [37].

Log-likelihood-based HSMM. This method assigns an anomaly score to test windows based

on the difference of log-likelihood of their state-sequence with a normal interval [141].

Mismatch-based HSMM. This method counts the number of mismatches and assigns anomaly
score to test windows based on the number of improbable emission and transitions happened in their

predicted state sequence [281].

For running the experiment, anomalous samples are used. As presented in Table 3.3, AnomalyTracker
outperforms all other baseline methods significantly. AnomalyTracker outperforms the results from
the overall second best method by 19%, 8% and 14% for the precision, recall, and F-measure,

respectively.

Table 3.3: Performance of baseline methods

Method Precision | Recall | F-measure
LOF 67.09 79.76 72.86
ARIMA 62.66 68.03 65.24
SARIMA 65.21 76.3 70.32
Log-likelihood-based HSMM 63.78 84.37 72.65
Mismatch-based HSMM 55.75 65.76 60.34
AnomalyTracker 82.36 92.13 86.97

The stronger performance of AnomalyTracker has two important reasons: /) Hierarchical model-
ing provides AnomalyTracker the possibility of following the trend of flow level in various contexts
using relevant customized models. 2) The regression-based module provides it with more knowledge
of trend of data which addresses and covers important weaknesses of HSMM-based models. Using
this module, AnomalyTracker is able to track the actual trend of data in cases that HSMM is not able
to do so. The experimental results show that combination of Hierarchical HSMM and regression
can follow the trend of data in any special contexts very well in comparison with other methods. As

discussed in Section 3.4.2, an important advantage of AnomalyTracker is detecting the exact point of
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anomalies rather than only differentiating between anomalous and normal data sequences, which is

not the case in the studied baseline methods.

Log-likelihood-based HSMM outperforms mismatch-based HSMM, meaning that just counting
the number of mismatches [281] is not efficient in this problem domain and log-likelihood-based
HSMM is a more reliable approach. Comparing SARIMA and ARIMA, we again notice the im-
portance of handling the seasonality issue as SARIMA outperforms ARIMA. The result of LOF
shows that this method is not successful in our problem domain since it only relies on the statistical
divergence of data and not able to handle seasonality and trend of data.

AnomalyTracker performance for detecting different anomaly types is presented in Table 3.4.
AnomalyTracker is able to detect all maximum flow and minimum flow anomalies while it has weaker
but still good performance—with the recall of 89% and 85%—for more complex anomaly types,
continuous overflow and frequent overflow. Detecting these types of anomalies is more challenging
since their behavior is very similar to normal sequences in the context. A successful anomaly detection
method for detecting these complicated anomalies should be very sensitive to small changes which
can result in increasing false positive ratio and consequently decreases the precision value. While in
security-related data mining application the focus is on increasing the recall value to detect positive
sample as much as possible, AnomalyTracker is able to present high precision value comparable to

its recall value which is a significant advantage of this method.

Table 3.4: Performance of AnomalyTracker for different anomaly categories

Anomaly Type Precision | Recall | F-measure
Maximum Flow 100 100 100
Minimum Flow 100 100 100
Continuous Overflow 81.49 89.1 85.13
Frequent Overflow 77.91 84.76 81.19

3.7 Conclusions

This chapter proposed AnomalyTracker, a method which traces anomalies in SCADA-based systems
using an improved variation of hierarchical HSMM. AnomalyTracker is able to detect various types
of anomalies in the context of critical infrastructure protection. Considering the trend of transitions
between data points boosts the AnomalyTracker performance to significantly outperform the baseline
methods in detecting collective anomalies. An important advantage of AnomalyTracker compared
to the existing methods in the literature is to employ a multi-granular approach for verifying the
anomaly score of the test windows under investigation. Furthermore, switching to the regression-
based mode in cases where HSMMs are not able to follow the trend of normal data is another novelty
of the proposed method. To evaluate AnomalyTracker, real-world data from the municipal water

supply system is used and extensive experiments is performed in which AnomalyTracker outperforms
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the best baseline method by 19%, 8% and 14% for the precision, recall, and F-measure metrics,
respectively.

Cybersecurity research is a principal area of innovation to support our economy and the security
of societies worldwide. Building a situational awareness platform that addresses the various elements
of physical and cyber threats to critical infrastructure is crucial and cannot be overlooked. We believe
the proposed situation analysis framework (CSAF) and the anomaly detection methodical approach
(AnomalyTracker) can open new perspectives in cyber-physical security of common and widely

deployed critical infrastructure.
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Chapter 4

A Novel Behavior Modeling Algorithm

Nowadays, automation is essential for operating equipment and monitoring conditions of machinery,
production processes and plants; it enhances the efficiency and quality of service delivery, the safe
operation and also the protection of critical assets in case of internal or external disruptions, for
instance, caused by system failures, physical attacks or cyberattacks [10, 152,292, 300].

Situational awareness requires continuous situation analysis on massive volumes of time series
data from heterogeneous sensor networks. The system behavior being observed is usually stochastic,
making the next value prediction, or Time Series Forecasting (TSF), a tricky and challenging task
that often needs customized methods. Although the general TSF problem has a rich history within
the data mining and statistical machine learning community [35,205], and a variety of stand-alone
as well as ensemble methods have been proposed to handle the problem [55,76], it is still one of the
pivotal topics in the context of time series analysis.

Embedded control systems for operating critical infrastructure interact with their physical envi-
ronment by reading data signals and generating control signals in response. Hence, latent stochastic,
or semi-stochastic, external factors influence the system behavior and complicate the prediction
problem. Devising a TSF method that has high average accuracy as well as small error deviation is
the main goal of this chapter. Identifying hidden patterns and selecting an appropriate model that
fits the observed data well and also carries over to unobserved data is not a trivial task. Beyond
accuracy related measures, the quality of the forecasting method is essential, meaning for each data
point there is a reliable estimation of the next value [35,60,96]. For example, anomaly detection is an
important application of prediction that needs a qualified value estimation; otherwise, measures like
MAE (Mean Absolute Error) are not helpful in setting any threshold for differentiating anomalies
from normal observations, increasing the risk of high false alarms. The same scenario applies to
quality of service applications.

Advanced statistical methods address different characteristics of time series by transforming
non-stationary time series into stationary ones, enabling process modeling and prediction [35, 67].
The main drawback of such parametric methods is their restriction to a predefined model, which is an
ideal case that does often not reflect reality. System behavior may be affected by external factors that

are difficult to capture; for example, the behavior of an overloaded device may deviate so far from
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what is considered a normal operation that it becomes impracticable to reason about the effective
variables [195]. Further, unknown latent factors can lead to heteroscedasticity and non-Gaussian
errors, contradicting the basic premise of parametric methods. Thus, under such circumstances, TSF
is difficult for parametric methods, even for very near subsequent steps.

This chapter proposes a novel Multi-Branch Predictor Framework (MBPF) for time series analysis
and prediction as an ensemble of deep learning and a parametric method, called TBATS, which
stands for Trigonometric Box-Cox transform, ARMA errors, Trend, and Seasonal components [67].
Compared to nonparametric methods, parametric methods have certain advantages for time series
prediction, they are more accurate in linear parts and also more robust against overfitting than
nonparametric methods.

In the first phase, both TBATS and the deep network are trained individually. To address the
problem of possible overfitting and keep a good generalization, the deep network is trained using
transformed versions of data based on various seasonality patterns and statistical properties. Then,
in the second phase, the results obtained from deep learning and TBATS are exploited by applying a
deep neural network (NN) as the backbone for voting between the two methods, taking advantage of
its ability to learn discriminatively the mapping between inputs and outputs. Additionally, contextual
and structural information about the dataset in the training network are used. This approach takes
advantage of extracting features at different time scales to improve accuracy without compromising
reliability in comparison with the state-of-the-art methods. The experimental evaluation is performed
based on real-world SCADA data from a municipal water management system to show that our
proposed method outperforms the baseline methods evaluated here. MBPF beats the other methods

regarding accuracy as well as reliability.

4.1 Problem definition

Considering the formulated multivariate stream (X7 ), the main goal of this project is designing a
Time series forecasting (TSF) or behavior predictor technique to predict the next observation values
X7+ of the representative stochastic time series (where T+ = {¢t+1,...,t+1| [ > 1}), based on the
previously observed time points {¢f — w, ..., t}, where w defines the length of the lookback window.
A reliable accuracy is desired, meaning symmetrically distributed prediction error, with limited
standard deviation.

TSF(xX;—vy.._ 1) = Xg+ 4.1)

.....

4.2 Background

Time series forecasting has a long history and a variety of parametric and nonparametric techniques
such as ARMA, ARIMA, Regression, Functional coefficient model, SVR family, and Neural Net-
works have been proposed for time series forecasting [205]. Applicability and efficiency of each of

these methods depend on the problem domain and properties of the time series data. We briefly recall
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some important methods in this field. Box-Jenkins models [35] have been developed by statisticians
as systematic methods applying Auto-regressive Integrated Moving Average (ARIMA) to find the
best fit of a time series model to previously observed values. These models use an iterative three-stage
approach, including model identification and selection, parameter estimation, and model checking
steps.

To apply a forecasting model to a non-stationary time series, it needs to be transformed into a
stationary one [195]. In this process, a time series data is decomposed into three components of
trend, seasonality, and random remainder that can be interpreted as stationary and predictable parts
of the data.

The TBATS model is the most generalized version of traditional seasonal investigation models
which is able to capture multiple seasonality. Since TBATS can have a very large number of states,
it is able to detect a huge number of values for seasonal patterns [67].

Also, there are some other widely-used and well-accepted traditional data-driven techniques like
Support Vector Regression (SVR) [246], which map time series data to a higher dimensional feature
space using a kernel function to learn from non-linear time series. However, they are facing a variety
of other challenges, like parameter learning, and limited capacity, which restrict their applicability.

Traditional algorithms are not scalable enough to handle complex behavioral patterns in big data.
Besides, reducing dimensions or selecting the most important features out of thousands of dimensions
is not a trivial task for traditional models. While neural network models [49, 53, 80, 135, 152] and
deep models are qualified to address all of the mentioned challenges.

For instance, Recurrent Neural Networks (RNNs) are effective structures in modeling time series
data. The reason is the ability of RNNs in adapting their backpropagation algorithm to unfold the
network through time [241]. Also, RNNs keep the memory of the previous inputs by limiting how
learned weights change. Since the vanishing gradient is the major drawback of RNNs [26], LSTM
introduces a complex block of computing units with specific input gates to trap the errors without
losing the sequential properties of input data [98, 132]. Recently, many other TSF deep models have
emerged [69,228], which mentioning all of them is out of the scope of this document and I refer the

reader to the following research surveys [6, 164,204].

4.3 Addressed Challenges

TS modeling and anomaly detection is still a challenging and ongoing topic in machine learning
research [287]. Identifying hidden patterns and selecting an appropriate model that fits the observed
data well and also carries over to unobserved data is not a trivial task. Beyond accuracy-related
measures, the quality and reliability of forecasting is essential for anomaly detection tasks.

Even though both traditional model-based and advanced data-intensive methods have hugely
contributed to this field, they suffer some drawbacks. Extremely data-intensive models like deep
learning have achieved very high accuracy in TS analysis and handling non-linear complex patterns;

but because of not having any confidence interval and being exposed to potential changes in the data,

55



they may provide biased and off predictions. Whereas, the strong restrictions and assumptions help
the traditional statistical methods to control forecasting and provide a realistic confidence interval,
especially in presence of linear sections of TS. However, we know that the traditional statistical
methods suffer some fundamental limitations in detecting seasonality, trends, and dependencies
among data points in complex time series [108, 136, 195]. Thus, this study takes advantage of both
approaches and proposes a new hybrid model that is able to handle more complicated TS consisting
of both linear and non-linear components.

Also, the lack of sufficient data to represent data distribution and noisy data are some other
problems, which cause none of the existing standalone techniques can be considered as an ideal pre-
dictor. This chapter proposes an approach that improves accuracy without compromising reliability

by taking advantage of the extracted features at different time scales.

4.4 Proposed method

I propose a novel Multi-Branch Predictor Framework (MBPF) to perform time series analysis and
prediction. The main pillars of the proposed methodical framework, and the way that it addresses the
challenges to enhance time series prediction problem is discussed here. MBPF captures the observed
stochastic time series and predicts the next value by introducing two novel contributions: /) applying
distinct augmentations of data to feed a deep network, which leads to higher accuracy and lower
deviancy; and 2) applying a special ensemble of the deep network and parametric components to
increase the accuracy in the potential linear and semi-linear intervals. As illustrated in Figure 4.1,
MBPF consists of three consecutive phases: /) Pre-learning transforms and prepares the input data
by extracting influential contextual factors, removing some outliers, and finding potential complex
seasonality patterns; 2) Individual-learning, which itself contains two main components: a) multi-
branch deep network and b) parametric learning. The former learns particular features of different
variations of the input time series and the sequential relation of observations in local branches.
Each local branch is considered a feature learning module based on one specific modality of the
time series, and the joint representation is finally obtained through multimodality layers. The latter
fits the best parametric model on the pre-processed time series; 3) Consensus obtains concordance
through an ensemble component by training a Multi-Layer Perceptron (MLP) on the multi-branch
deep network and parametric based prediction as well as contextual and structural information. The

following elaborates on the rationale behind the building blocks of each phase.

4.4.1 Pre-learning

This section explains the main components of the pre-learning phase.

1. Feature extraction. To extract certain meaningful features, the primary characteristics of the

input dataset are to be analyzed and checked as explained below. The purpose is twofold: first, it
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Figure 4.1: Structural architecture of the MBPF framework

leads us toward deciding whether or not the parametric method is sufficient for the prediction task;

second, it helps in making required adjustments for the subsequent levels.

® Seasonality evaluation analyzes the type of relationship between values observed over time. If the
relationship is either nonlinear or inconsistent, the parametric model may perform poorly. To this
end, a time series decomposition approach based on an additive decomposition model [190] is used.
The input time series can be represented as O, =T, +S; +Z; (t =1,2,...,n), where T; is the trend

component, S; is the seasonal component, and Z; is the stationary random noise component.

® Curvilinearity adjustment. The parametric methods cannot handle the non-periodic cycles, there-
fore, fading them is preferable. Based on the (Partial) Auto Correlation (PAC) analysis [190], the
combination of appropriate transformation functions (e.g., d-lag difference) can be determined. The
residual of the transformed data is then analyzed to find artificially inflated standard errors. If the
p-value of the normal residual is lower than a threshold, parametric models are inappropriate for

prediction.

® Qutlier elimination. Another important analysis prior to modeling and prediction is removing
solid exceptional phenomena as outliers. Although various methods show different sensitivity and
robustness in the presence of outliers, empirical studies show that removing these kinds of definite
abnormalities will lead to a more accurate predictor, especially in data-driven methods [35]. In this
method, in addition to decreasing the variance of residual in the parametric learning component, it
helps to select a more realistic variance for Gaussian distribution which MBPF applies to generate

the noisy sequence.

® Contextual feature analysis. Contextual features (explanatory variables in statistics) should be
found and considered in the method. Correlation analyses between the main variable and other
explanatory variables is performed by evaluating the following properties: 1) Heteroscedasticity: A
specific parametric model is fitted based on the main variable and the heteroscedasticity test [190]
is applied on the model to identify the normality of residuals. If the p-value is relatively small, then
we reject the heteroscedasticity assumption. 2) Multicollinearity: Redundancy is a serious issue and
such variables should be removed from the model (or possibly be modified by creating interaction
variables or increasing the sample size) to avoid having a biased, unstable, and unreliable model.

The Variance Inflation Factor (VIF) test [190] is used for this purpose.
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2. Fork component

Neural deep networks can easily get overfitted with limited accessible data. Therefore, a data aug-
mentation approach should be used toward fading random noises. In real-world time series, an often
inescapable phenomenon is random noises and deviations that affect discriminative and specific
patterns in the data. [62]. As Figure 4.2 illustrates, the dataset is augmented by preparing three

variations of the input sequence to learn primary features:
® Original sequence. The original version of the time series is useful to extract features directly.

® Smooth sequence. The idea behind augmenting data with a smooth version of the time series is based
on an assumption that the distribution of random parts leads to a constant mean over time. Convolution
transformation based on the Moving Average Box (MAB) approach is used to create a smooth
sequence with lower frequency. However, instead of taking random parameters for the length of MAB,

the length of potential levels of seasonality is used. Considering O,, the convolution-based moving

average, transforms O, into Smooth;, where MAB' = {(1/1,...,1/1) : | € {multi-seasonality}}.
Smoott; = (O + MAB'), = " omab,_,, 4.2)
m

® Noisy sequence. Additive White Gaussian Noise (AWGN) is a basic noise model used in the field of
information theory to mimic the effect of many random processes occurring in nature. Therefore, to
prevent the network from getting overfitted, we can apply AWGN, which only increases the noisiness

of the data but does not affect its overall distribution and pattern. The formula of noisy time series
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is as follows, where Int; is defined as max (| Smoozhﬁ -0; ).
Kg = {(k], Cee kn) | k; = Smooth; + Z; ~ N(Smoothi,ll’ltl)} 4.3)

3. Sub-interval creator

Analysis of all available log data in one step is not usually very helpful. This is mainly because the
representative features can easily get lost in long sequences; therefore, the input should be broken into
smaller intervals. However, window-size is a very fundamental concept in time series analysis (e.g.,
prediction), and finding the best window-size is often problematic. On the one hand, there is a direct
relation between the span of cycles, seasonality, and trend change-points with lookback windows;
meaning that a lookback covering all of the change-points provides more knowledge. On the other
hand, the appropriate size of the lookback window is highly dependent on the forecasting mechanism
of different methods. Sometimes, more information misguides the method and diminishes the role
of closer intervals. Moreover, a longer lookback means more neurons, which indeed needs more
training data to avoid overfitting. Therefore, the difficulty lies in a tradeoff between the effective
score for an observation’s significance versus gaining more knowledge regarding change-points over
time. The following formula is considered to balance the number of hidden layers, inputs, and the
size of the training set. @ represents the degree of freedom in the formula and the generalization
level [72].

Nj = Ng/(a* (N;+ N,)) 4.4)

4.4.2 Individual learning

This phase trains a deep network and a parametric model separately. The main reason for training
these models separately is to allow each method to try its best to fit an independent predictor and
to provide its best estimations. The final model forecasts the next value based on the results of two

main components.

Deep network learning

This component is the heart of MBPF and trains a predictor for the next value. It is responsible
for parallel local learning of different representations of each time series and also for finalizing the
learning process through multi-modality learning. Each branch consists of an autoencoder and a
Long Short Term Memory (LSTM) which learns different representations of input time series. As
shown in Figure 1.2, we have the following three branches:

1) Original sequence-based branch: The autoencoder of this branch, which is a compression
autoencoder, is trained based on the same input-output as the original sequence. The learned
representation feeds the following LSTM.

2) Smooth sequence-based branch: For each smooth representation of the original data, the same

process is followed: First, pre-train a denoising autoencoder, which maps the original sequence on
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Smoothg. Then, the following LSTM learns the sequential relation based on the data representation
that the autoencoder provides. As mentioned in Section 4.4.1, the number of learning sequences in
this branch is equal to the number of identified levels of seasonality in the data.

3) Noisy sequence-based branch: It has the same structure as the previous one, except in the
I

pre-training of the denoiser, it maps the noisy sequences as input (Kf) to the smooth version Smooih; .
Let’s briefly go through the definition and reasoning behind applying the following elements in our

framework.

* Autoencoder. Empirical research studies [85] show that deep networks with more than a few
layers do not outperform simple structures, especially when the training has been initialized by
random weights, the result can go even worse. But pre-training techniques [131] overcome these
challenges by supporting a better generalization of the training dataset through guiding the learning
process towards a lower minimum of the empirical cost function. Autoencoder is an unsupervised
pre-training technique which is very powerful in extracting patterns of data [85] based on minimizing

different approximation of the log-likelihood.

® Denoising autoencoder. Based on [276], “A good representation is one that can be obtained
robustly from a corrupted input and that will be useful for recovering the corresponding clean input.”
This theory uses two important points: 1) targeting the robustness of the higher-level representation,
and 2) making the extracted features focus on the fundamental structure instead of the random part.
From the mathematical point of view, the noisy parts are farther from real ones and a successful

denoising method should be able to substitute low probable points with high probable ones.

® Long short term memory. LSTM by applying special neuron structure is a very appropriate
Recurrent Neural Network (RNN) to extract the sequential features of time series. Its memory cells
have the ability to store information over an arbitrary period of time. As illustrated in Figure 4.3,
three gates control the information flow of the memory cell. Each gate gets the same input as the
input of the neuron, forget gate decides what information should be thrown away, input gate decides
what new information should be stored in the cell, and finally output gate determines the output of
the cell.

Forget Gate

Input Gate Output Gate

Figure 4.3: Structure of each LSTM neuron

® Multimodal layers. After parallel training each branch, the obtained features should be combined.
The first layer combines the results of the noisy and smooth models and the second layer concatenates
the results of the parallel components and provides the network with the possibility of multi modalities

prediction, a state-of-the-art deep learning method [211].
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Parametric learning

This component prepares the final result of the parametric model, which has been configured based
on extracted statistical properties of the input time series. As aforementioned, the TBATS is applied
which has proved its efficiency in comparison with other parametric methods in coming up with
complex seasonal patterns. Going through the details of this method is out of the scope of this study.
Relying on a new method that has greatly reduced the computational burden of maximum likelihood
estimation, using exponential smoothing and trigonometric based decomposition are the key features
of this time series. After fitting the best TBATS model on time series, its estimation for training data

will be collected for the next phase.

4.4.3 Consensus phase

This phase concatenates the results of the parametric model in the presence of auxiliary information
with the results of the deep network and gets the final output through a Multi-Layer Perceptron (MLP).
Auxiliary information is considered as related contextual dimensions and time-related properties of
the next expectation. The reason for applying these structural and contextual properties as an input to
the second deep network (MLP) is to generate the best prediction based on the results obtained from
both components with more information. This is another contribution of the proposed framework,
distinguishing it from existing ensemble-based predictors. Instead of simply voting between the
parametric and nonparametric components, a second deep network learn how to select between two

results. Therefore, it can potentially learn any arbitrary relationship between inputs and outputs.

4.5 Experimental Evaluation

This section presents the experimental evaluation of MBPF in comparison with the baseline methods.

4.5.1 Experimental setup

For the experimental evaluation, SCADA data from the public water supply system of the City of
Surrey in B.C., Canada (total population > 500 thousand) for the time period of 2011-2014 is used.
The dataset contains historical data of various water stations including drinking water, drainage,
sanitary and vacuum stations. For each water station, the SCADA data is a multivariate time series
with one data point per minute comprised of several features including Inflow, Flow-Level, Air-
Temperature and Air-Humidity.

Seasonality patterns indicate fluctuations in residential drinking water consumption, providing an
important data characteristic. Seasonality patterns at various aggregation levels, which can contribute
to detecting irregular patterns, are identified. We can observe daily, weekly, monthly and seasonally
strong patterns in the water consumption. Not surprisingly, Air-Temperature is the main factor in

shaping seasonality patterns.
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We break down the prediction task into short-term and long-term forecasts. Specifically we
differentiate here between hourly forecasts and daily forecasts to predict the average water Flow-
Level for the next hour and the next day. Short-term prediction tends to be more relevant to safety
and security objectives such as detecting cyberattacks, whereas long-term prediction is more geared
towards improving water management and quality of service by predicting future trends based on
regular patterns in historic data.

As explained in Section 4.4, the noisy and smooth versions of data are generated based on the
detected levels of periodicity. For example, in the process of generating smooth version of time series
for daily forecast, we use convolution transformation based on three sizes of MAB including: 7, 31,
90 for the weekly, monthly and seasonally periodicity, respectively. In accordance with each of the
smooth versions, another noisy version is generated by applying additive white Gaussian noise. The
variance of added noise is set based on the maximum difference of data points in the original version
compared to the smooth ones.

To compare the accuracy and reliability of the proposed method with the studied baseline
methods we use four different measures. We use two commonly adopted scale-dependent measures
Mean Absolute Error (MAE) and Root Mean Square (RMSE) working based on the absolute errors

and squared errors:

N
, 1 ,
MAE(O,,0,) = N; loi — 0 4.5)
1 N
’ _ - YAV
RMSE(0,,0,) = N § (0i —0’;) (4.6)

i=1

where o; is the predicted value and o’; is the observed value. The RMSE measure is minimized
by the conditional mean, while the MAE is minimized by the conditional median. Using these two
similar measures helps us to recognize whether the learning method is fitted in an unbiased way.
Moreover, since RMSE exaggerates error values, it is able to measure the reliability of methods by
considering the limited deviations between the forecast and original values.

The third measure we use for evaluation is Absolute Deviation (AbsDev). AbsDev measures the
reliability and quality of forecasting method based on the deviation of residuals; smaller values of

AbsDev corresponds to a more symmetric error distribution:

N
/ 1
AbsDev(0,,0;) = N—Z(|0i - 0'i])? 4.7

2, 0; =
i=1

Relative Errors (ReErr) is another measure to evaluate the efficiency of forecast methods in
comparison with the random walk model. For generating the next value of a time series data, a

random walk model adds a random error value with zero mean to the current value of the time series.
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ReErr(0,,0;) = (4.8)

4.5.2 Evaluated methods

We use three sets of baseline methods in comparison with MBPF. The first set consists of long-
established methods.

Auto Regressive Integrated Moving Average (ARIMA) is one of the general classes of linear equations
to fit on “stationary” time series for better estimating and forecasting future data. TBATS is a variation
of ARIMA which can handle complex seasonal patterns [67]. Support Vector Regression (SVR) is
an extension of SVM for regression based on e—non—sensitive loss functions. This model computes
a linear regression function in a high dimensional feature space mapping the input data by means of
a nonlinear function [246]. Multilayer Perceptron (MLP) is one of the feed-forward neural networks
that maps sets of input data to a set of respective outputs. MLP has been used widely in time series
prediction [160].

The second set of baseline methods consists of RNN-based methods that memorize temporal de-
pendency of data points in time series to predict the future. Stacked LSTM is a stack of two or more
LSTM layers which allows for greater model complexity similar to multi-layer networks [105, 146].
Regularized LSTM is an LSTM with dropout layers to decrease the chance of overfitting. The
dropout operator corrupts the information carried by the units, pushing them toward performing

their intermediate computations more robustly [293].

Regarding the last set of evaluated methods, we perform an ablation study based on different variations
of MBPF to understand the effect of MBPF components to its performance. The individual learning
phase has two major components, parametric learning and a multi-branch deep network, which are
unified through a consensus phase. MBPF-1BDN is equal to one autoencoder and one LSTM. It
uses only the original sequence based branch (see Section 4.4.2 for details) of the multi-branch deep
network component, while ignoring other branches. This is the simplest variation of MBPF and is
comparable to the method proposed in [104]. MBPF-2BDN uses two branches (original and smooth)
of the multi-branch deep network component, while ignoring the noisy branch. MBPF-MBDN uses
all three branches of the multi-branch deep network component.

It is noteworthy that the MBPF-1DBN, MBPF-2DBN, and MBPF-MBDN configurations all
ignore the parametric learning component and the consensus phase. All of the methods are trained
using a training set and are applied on a test set to predict the next observation. Therefore, all of the
methods that use a lookback window in their prediction process may take advantage of the available

data till o; to predict 041.
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4.5.3 Experimental results

This section compares the performance of MBPF with the evaluated baseline methods and explains

how the elements of MBPF contribute to the performance.

Comparison with baseline methods. Tables 4.1 and 4.2 show the best obtained results from
different configurations of baseline methods and MBPF with respect to the reference measures.
These results show that MBPF outperforms all other baseline methods in terms of both accuracy and
reliability. MBPF surpasses them by 10%, 11%, 16% for the measures MAE, RMSE, and AbsDey,
respectively. Further, the ReErr value of MBPF is about 0.2, which is significantly better than the
best baseline method with ReErr of 0.5.

This experiment supports the inefficiency of parametric and nonparametric methods used sepa-
rately for TSF. The main drawback of ARIMA and TBATS is using strict assumptions in the data fitting
process, as our experiments indicate. Moreover, being sensitive to small changes in the training data
can cause overfitting and performance decreases in the test phase. This issue is observed in some of
the evaluated methods like Stacked LSTM.

The MAE measure of MBPF is improved by 14% and 6% for hourly and daily forecast, respec-
tively, in comparison with the second-best baseline method. Achieving the lowest MAE value for
MBPF in both training and test data shows that the proposed method using a multi-branch deep
network is able to efficiently learn the specific features of time series without getting overfitted to
random parts of data. Moreover, MBPF has the lowest RMSE compared to the baseline methods.
This measure for MBPF is improved by 15% and 7% for hourly and daily forecast, respectively,
compared to the second-best baseline method. The results of MBPF obtained for daily and hourly
forecasts are dissimilar due to the different size of the training samples in these two settings. While
MBPF outperforms the baseline methods in both settings, it can achieve a better performance for
hourly forecast.

In critical infrastructure related applications the reliability of forecasting is a vital issue. Relia-
bility can be measured in terms of the deviation of forecast errors. So that if the forecast error follows
the normal distribution, then the predicted values are more reliable. Achieving the best AbsDev
shows that MBPF is a more reliable approach without significant skewness in forecast values. Having
close values for RMSE and MAE leads to the conclusion that the error values of different data points
are close as well. This result strongly indicates reliability of MBPF in the forecasting process. As
discussed, the close values of of MAE and RMSE for a forecasting model, MAE = RMSE, show that
such a model is unbiased, another indication of quality of prediction.

MBPF works two times better than the second best baseline method with respect to relative errors,
which is a significant result. This result implies that MBPF is able to learn deep patterns of time
series data to forecast the next value. Comparing different variations of MBPF, as Figure 4.4 shows,
MBPF-2BDN outperforms MBPF-/BDN on the training data but not on the test data, which can be a
sign of model overfitting. On the other hand, MBPF-MBDN is able to significantly outperform both
MBPF-2BDN and MBPF-/BDN methods on the training and test data. This comparison highlights
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Figure 4.4: Comparison of train and test on MAE

two important points about MBPF: 1) By taking advantage of smooth and noisy versions of data, the
multi-branch augmentation approach in MBPF is able to capture and memorize the main underlying
structure of time series; 2) Obtaining very close values of performance measures on the test and
training data shows that the augmentation approach is not overfitted to random parts of the observed
data. Adding a noisy version of data empowers MBPF to distinguish fundamental features of data

from random noises.

Lookback window size effect. The time series window size, or lookback window, is an important
parameter affecting a forecasting method’s performance. The lookback window size decides the
number of previous observations that will be used in forecasting the next value. Based on the given
relation in Section 4.4.1 by keeping the value of @ between 4 to 8, different sizes of window,
including 20, 50, 100, 200, 500, and 1000, are tried to find the best lookback size for MBPF. Our
experimental results show that MBPF works best with the lookback windows of size 200 for hourly
and 100 for daily forecasts. Even though the size of lookback window is an influential factor in the
MBPF performance, changing window size has a similar effect on values of the evaluation measures.
For instance, the performance of hourly forecasts with a lookback window size of 200 is improved
by 15%, 13%, 9%, and 26% for MAE, RMSE, AbsDev and ReErr measures, compared to the second
best results with the lookback window size of 500.

Autoencoder comparison. The performance of different autoencoders using loss value and
RMSE measures are evaluated. Loss value measure computes the deviations of input data from the
fitted values. This measure evaluates the ability of autoencoder in preserving and reconstructing
the input data. The output of each encoder is used as the input of an LSTM network. Then, RMSE
measure is used to evaluate the prediction accuracy of each network to verify the effect of using

autoencoder on the performance of LSTM network. Smaller values of RMSE show higher quality of
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Table 4.1: MBPF variations and the evaluated baseline methods performance in hourly forecast

Method | MAE | RMSE | AbsDev | ReErr
ARIMA 9.617 | 9.619 | 30.84 | 10.991
TBATS 0.107 | 0.142 | 0345 [ 2.069
SVR 0.042 | 0.056 | 0.137 | 0.1

MLP 0.036 [ 0.049 | 0.115 | 0.713
Stacked LSTM 0.054 | 0077 | 0.142 [ 0.895
Regularized LSTM | 0.037 | 0.048 0.117 0.701
MBPF-1BDN 0.034 | 0.047 | 0.106 | 0.628
MBPF-2BDN 0.038 | 0.052 | 0.099 | 0.647
MBPF-MBDN 0.033 [ 0.046 | 0.085 | 0.286
MBPF 0.029 | 0.040 | 0.079 | 0.193

Table 4.2: MBPF variations and the evaluated baseline methods performance in daily forecast

Method | MAE | RMSE | AbsDev | ReErr
ARIMA 9.639 | 9.639 | 33.19 | 176.827
TBATS 0.166 [ 0.184 | 0572 | 3.368
SVR 0.059 [ 0.071 | 0.147 | 0.939
MLP 0.057 [ 0.086 | 0.149 | 1.018
Stacked LSTM 0.058 [ 0.078 | 0.150 | 0.988
Regularized LSTM | 0.033 | 0.046 | 0.0901 | 045

MBPF-1BDN 0.042 | 0.055 | 0.133 | 0.797
MBPF-2BDN 0.051 [ 0.075 | 0.141 | 0.802
MBPF-MBDN 0.035 [ 0.047 | 0.103 | 0.282
MBPF 0.031 [ 0.043 | 0.084 | 0.251

an autoencoder in obtaining an appropriate generalization of input data without losing its underlying
structure.

While in many vision applications convolutional autoencoders could outperform other types of
autoencoders, in time series analysis context stacked autoencoder outperforms all others, as shown
in Table 4.3. This result indicates that in our studied domain a convolutional autoencoder is not able
to memorize the long-range dependency among data points and consequently the structure of time
series. Moreover, based on this result we can conclude that a 1-layer autoencoder is not strong enough
to learn the complex and nonlinear aspects of time series data. The result of applying the stacked
autoencoder on one sequence of test data has been illustrated in Figure 4.7. The input sequence
shown in red color is encoded into another sequence in more sparse representation, displayed in

green color; then the encoded version is perfectly decoded to a smooth representation, shown in blue
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Table 4.3: Comparison of denoising autoencoders

Concretization Train-Loss Validation-Loss Train-RMSE Validation-RMSE
1-layer autoencoder  4.8285¢7%  0.0011 0.06 0.09

Stacked autoencoder 7.1088¢%  5.8526¢% 0.04 0.05

LSTM autoencoder  2.1245¢7%  7.5158¢=% 0.06 0.06
Convolutional AE 0.0132 0.0029 0.11 .1

5 0 54 0 4 8 10 12 5 15 25

random seasonal trend observed

Time

Figure 4.5: Time series and its decomposition components

color. The matching between the inputs and outputs indicates that the stacked autoencoder is able to

learn an suitable smoothing function for denoising the time series data.

4.5.4 Feature extraction findings

This section briefly discusses important findings of MBPF’s feature extraction step.

As shown in Figure 4.5, the daily-recorded observations of the studied time series data has a
trend and seasonality. Moreover, the seasonality of this data remains after decomposition, creating a
skewed error distribution. Because of this property, learning patterns from this time series data needs
curvilinearity adjustment using an appropriate transformation. This process is generally performed
using a hybrid of befitting lag difference and logarithmic transformation of data.

As Figure 4.6a shows, the transformation removes a significant part of non-stationary properties.
However, the normality test shows that the error values do not follow a normal distribution. In
our case, the result of normality test is 0.001, much smaller than 0.5, the threshold for a normal
distribution. This claim is illustrated in Figure 4.6b, which shows the quantile-quantile normal plot
of residuals. This finding and the results presented in Tables 4.1 and 4.2 both confirm the inefficiency
of parametric methods in modeling the studied time series, especially ARIMA.

MBPF applies a local-distribution based outlier-detection method to identify the most probable
outliers. As Figure 4.6c shows, MBPF is able to substitute the outliers (shown by the red points) with
coincident points in the smooth version of the data. Although removing outliers does not lead to a

normal distribution of error values, it can improve the variance of the normality test.
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Figure 4.6: (a) Transformed version of a time series; (b) Quantile-quantile normal plot of transformed
version of time series; (c) Refined time series after removing outliers
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Figure 4.7: Representation of denoising autoenccoder on one sample of daily test data

Table 4.4: VIF of water supply system dataset

Variables VIF

Flow-Level 1.28
Air-Temperature 1.36
Air-Humidity 1.22

In the process of contextual feature analysis, MBPF applies the Durbin-Watson test [190] to find
autocorrelation in the forecasting errors of the regression analysis. The experiment shows that there
is more heteroskedasticity in the analysis of water flow level without involving air humidity or air
temperature features. Based on the results of the Variance Inflation Factor (VIF) test, presented in
Table 4.4, the problem of multicollinearity does not occur between the abovementioned features,
because their VIF values are about one, a very small value to indicate any significant collinearity.

VIFs between 5 to 10 are signs of serious multicollinearity.

4.6 Conclusions

This chapter proposes a novel deep learning based framework, MBPF, for analyzing the structure
of a time series and predicting the next value. To address the respective drawbacks when using
either parametric methods or nonparametric methods exclusively, the framework takes advantage
of ensemble learning based on TBATS and deep networks. MBPF evaluation through extensive

experiments on real-world data from the public water supply system of the City of Surrey, B.C.,
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Canada. MBPF outperforms the best baseline methods by 10% for MAE and 16% for RMSE,
confirming the efficiency of the framework. Higher accuracy and reliability in predicting the next
observation makes MBPF more reliable.

Next observations prediction is a principal area of innovation with many potential applications.
Critical infrastructure protection—increasingly vital for the safety of our society and for our economy
in dealing with a rapidly evolving threat landscape—is only one example. Beyond prediction, the
main aim behind this research, the method can potentially lead to a situational awareness platform
that addresses various elements of physical and cyber threats. We believe the proposed framework
and time series analysis approach provides new perspectives in analyzing the behavior of common

and widely deployed critical infrastructure.
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Chapter 5

Dynamic Attack Scoring Using
Distributed Local Detectors

This chapter targets the challenging problem of anomaly scoring in distributed systems to filter
out irrelevant anomalies and raise alert for the potential attacks. Cyber-physical systems (CPS)
[114] integrate embedded computers, software, and networks in control loops routinely used in
industrial automation to monitor and control physical processes [74]. The work presented here
focuses on supervisory control [254], [9] of critical infrastructure and services, i.e, the overall
operation of a complex physical system with multiple lower-level control functions and peripheral
process controllers that interact directly with the physical system through actuators and sensors.
This generally includes common control architectures like SCADA and distributed control systems
(DCSs) [157]. For stream signal processing we use a combination of advanced time series analysis
and forecasting methods [223] to dynamically detect and analyze abnormal system behavior in near
real time.

Contrary to the benefits, in the evolving cyber threat landscape, increasing reliance on automation
also increases the attack surface for advanced persistent threats and amplifies the risk of cascading
effects. In light of the cyber threats and existing vulnerabilities that expose critical infrastructure to
a variety of adversarial scenarios, this work promotes anomaly detection based intrusion detection
methods used for cyber situational awareness in the analysis of automated control processes.

Intrusions and security breaches are a reality that can compromise the protection of sensitive data
and information, exposing personal identities, intellectual property or financial assets, causing dam-
age that may ruin lives and businesses. Things can still get a lot worse though when attacks on critical
infrastructure cripple vital system components physically, e.g., by disabling safety instrumented sys-
tems [43]. Beyond transient disruptions, the potential damage could be long-term, threatening human
safety beyond comprehension. This situation calls for advanced intrusion detection solutions.

Intrusion Detection. Intrusion detection systems (IDSs) are devices or software applications
that monitor networks or systems for malicious activity or policy violations [19] and are essential for
protecting industrial control systems and critical infrastructure [157]. Generally, protective measures

are either reactive or proactive. The former deal with emergency response and digital forensics to
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mitigate the impact of a security breach and identify the source of the attack; the latter enhance
cyber situational awareness, e.g., by analyzing logs to detect suspicious activities pointing to an
attack in progress [51,300]. The rational behind proactive measures, which are the main focus of
our study, is mitigating risks—the probability of cyberattacks occurring multiplied by the potential
damages that would result—by improving defense mechanisms. A first step towards enhanced risk
awareness and management is developing an understanding of the attack space and the potential
system failures [247]. This calls for systematic threat analysis to identify and assess adverse effects
on the physical system and its subsystems.

Analytic Framework. Considering the challenges mentioned above, we propose AttackTracker
for tracing potential attacks using a hierarchical network of atfack detectors operating across a
distributed control architecture. In this framework, a local detector learns the latent patterns of the
local control process it monitors using a Behavior Predictor to find attacks by utilizing a dynamic
anomaly scoring scheme. Detectors in higher levels aggregate knowledge obtained from lower level
detectors and communicate the system status and severity of any attacks to the system operator.
AttackTracker advances the state of the art in online cyberattack detection by making the following

technical contributions:

1. Applying a dynamic scoring method which does not only enhance the true positive (TP) ratio

but, at the same time, also reduces the false positive (FP) ratio.

2. Improving attack detection through a distributed detector network based on local Behavior

Predictors powered by a multivariate temporal convolutional network (TCN) model.

Our experiments and evaluations show AttackTracker can detect cyber threats in a challenging real-
world dataset [109] and outperforms state-of-the-art methods. Since the framework proposed here is
not specifically customized for this testbed, it can also be applied to analyze any given input sequence
of events in other contexts such as network intrusion detection and anomaly detection in trajectories
to determine complex collective anomalies [51]. This chapter extends our work published as a
conference paper [298] by describing and discussing the data exploration, the cyberattack detection

framework, and the experimental analysis and results in significantly more detail and depth.

5.1 Problem definition

A supervisory control system as considered here has multiple local control components (each
associated with some subsystem). The history of system behavior monitored over some time interval
T, comprising ¢ consecutive time steps, forms a multivariate time series Xr. Intuitively, Xr is
collectively generated by S local control processes, S > 2, one for each control component. For a given
time series X7 = {x(1),X(2), ..., X(s) }, €ach element at time (i) is a multivariate data point x;) € RS

composed of S elements, x(;) = (x .,x(Si)). Each local control process s, for s =1, ..., S,

1,2
(0%
is a multivariate process with K observed features, meaning xfi) = f(ll.), f(zl.), s f(Il{.)‘}, where the

number of features may vary from one component to another.
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An online ADF is supposed to spot any suspicious anomalous event in near real time by
continuously analyzing the stream data. The goal is to assign a score to each data point in the stream
data for the likelihood of being associated with an attack. Given the online setting, we do not assume

an upper bound for attack scores but allow for any degree of anomaly in future observations.

ADF (x1411X1) — [0, 00) (5.1

5.2 Background

Intrusion detection systems (IDS) [19] are vital for protecting industrial control systems and critical
infrastructure [157]. Protective measures can be reactive or proactive. The former deal with emer-
gency response and digital forensics to mitigate the impact of a security breach; the latter enhance
cyber situational awareness, e.g. by analyzing logs to detect suspicious activities pointing to an
attack [51,300]. Proactive measures, which are the main focus of our study, aim at mitigating risks—
the probability of cyberattacks occurring multiplied by the potential damages that would result—by
improving defense mechanisms. A first step towards enhanced risk awareness and management is
developing an understanding of the attack space and the potential system failures [247].

Intrusion detection. Network security and protection has a very rich and well-defined back-
ground and has been addressed in extensive studies [19,100,204,248]. There are three major detection
methods applied by IDSs. Signature-based (a.k.a. misuse detection) IDS mainly focuses on creating
and tracking the signature of previously detected attacks to capture them if they reoccur [248,252].
An AD-based IDS, the main target of this study, aims to extract the normal traffic patterns so as to
identify suspicious abnormalities as attacks [198,204,290]; as aforementioned, various approaches
such as statistical, knowledge-based reasoning and ML are in principle applicable to find anomalies.
The third group is specification-based techniques or hybrid systems, which take advantage of both
signature and anomaly detection methods [100,204]. Lately, the attacks against cyber infrastructure
are growing so fast that the volume of new signatures exceeds the ability of human operators to add
those signatures to traditional IDSs. Therefore, AD-based IDSs are receiving increasing attention.
Further, patterns in the complex stochastic processes are too complicated to be defined by rule-based
or traditional ML methods; while studies on applying advanced ML algorithms in new approaches
for addressing cybersecurity problems, including detection of zero-day attacks or new variants of
malware, have demonstrated significant improvements. On the other hand, the presumption of la-
beled datasets is too naive and notably, the presumption that features are correlated is too strict in
high-dimensional datasets obtained from dynamic real-world systems with hidden ongoing attacks.
Thus, ML semi-supervised, profiling based methods are increasingly becoming desired in the stream
analysis and threat detection context.

Intrusion detection in cyber-physical systems. Most of the existing research focus on applying
ML to perform computer network intrusion detection, while there are not enough studies related to

CPS as a new emerging and growing target area for ML-based security algorithms [28]. Despite the
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similarities, CPSs bring their own unique threat spaces, because of the discrepancies in their basis and
application. Since CPSs and simple embedded controllers for operating critical infrastructure interact
with processes in their physical environment by reading data signals and generating control signals
in response, there are plenty of latent stochastic, or semi-stochastic, external factors or behavior
instabilities that can influence the control process and complicate identifying hidden patterns [301].
Further, anomalies can originate from various sources like cyber or physical attacks, errors in
control or communication networks, and other malfunctions with system-wide or local effects.
Differentiating anomalies of interest—suspicious anomalous behavior indicating a potential security
threat—from the set of those anomalies considered irrelevant to security, turns out to be an even
more intricate task than finding anomalies [260]. Plenty of the existing methods are inappropriate to
be applied on CPS, because they cannot handle correlated features in high dimensional and sparse
spaces, differentiate noise from the original behavior and, last but not least, are not applicable on
stream data [301].

Nowadays, the remarkable progress of deep learning methods in various contexts such as image
analysis and vision [183,240], object detection [127], IoT and stream analytics [204], as well as the
advances in anomaly and intrusion detection [198,290] have distinguished these types of techniques
as capable candidates for extracting hidden patterns in complex data and consequently demystify
potential anomalies [28]. Since an IDS should monitor stream data, we need to apply models that
are able to analyze sequential and temporal data. For the past few years, long short term memory
(LSTM), or generally recursive neural networks (RNNs), were known as one of the best fits for such
data. But training them is very challenging because their optimization process suffers from two major
inherent problems. First, they are almost unable to recall a very long history, which is highly desired
in any historical data analysis context. Moreover, because of the sequential processing of inputs,
RNNs cannot take full advantage of parallelization techniques like convolutional neural network
models (CNNs). Therefore, temporal convolutional networks (TCNs) [21] are proposed to address
these challenges by being faster, highly memory efficient and flexible in adjusting the historical
window to the longer input sequences. Accordingly, several AD methods have been proposed based
on such powerful deep learning models [164] and some have boosted the accuracy of profile-based
AD systems [204].

All in all, none of the existing techniques are off-the-shelf [270, 300] and fully transferable
to a new context [12,270] due to being highly dependent on the system properties and unique

vulnerabilities. Thus, they might face a very high false alarm rate or low recall in the new context.

5.3 Addressed Challenges

There are a few challenges toward applying an anomaly detection algorithm to detect intrusions,
which are tried to be addressed in this study.
First and foremost, the distributed nature of control systems and their dependence on multiple

latent stochastic factors may cause behavior instabilities which complicate customizing a model
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to identify hidden patterns and also carry over to unobserved data to trace potential attacks in a
complex system. Behavior modeling applied in the training of anomaly detection algorithms has
caught more attention in comparison with the decision-making process of post pruning, threshold
setting, anomaly scoring, and labeling. Just relying on predictive models is very risky due to uncertain
boundaries, continuously evolving behavior, and potential data drifts [260,284]. Especially, in the
real world, usually, AD systems might need to handle heterogeneous set of models based on different
detectors. This makes the problem more complicated because a very slight mistuned threshold can
unexpectedly lead to an unemployable system that produces a huge false alarm rate or misses most
of the attacks by labeling them as normal [38]. And, ‘chasing ghosts’ confuses data analysts and is
a waste of valuable resources after all.

Also, most research efforts are focused on applying machine learning (ML) to perform network
intrusion detection, while CPS related attacks, although an emerging and growing area, was almost
neglected [28]. The new attack space of CPS varies due to the discrepancies in their structure,
platform, and applications. Thus, many of the well-known methods are not appropriate for CPS, as
they do not handle correlated features in sparse and high dimensional space, differentiate noise from
the original behavior, and are not applicable to stream data [301].

Besides, anomalies can originate from various sources like cyber or physical attacks, errors in
control or communication networks, and other malfunctions. Differentiating anomalies of interest,
suspicious anomalous behavior indicating a potential security threat, from the set of those anomalies

considered irrelevant to security, is often an even more intricate task than finding anomalies [260].

5.4 Proposed Method

AttackTracker is a scalable framework applicable to supervisory control systems. As Figure 5.1
illustrates, a hierarchy of attack detectors continuously monitor the operation of controllers at
different levels of a control system. (/;)-detectors monitor peripheral controllers such as PLC units
at the local level. While, at higher levels, (I;), i = 2,3, ..., detectors monitor the output of multiple
detectors at level (/;_1). At the top level, a single detector determines the global operational status
of the entire system and reports attacks in progress in any one of the subsystems. A local detector
continuously analyzes the operation of a subsystem as reflected by the state of its sensors and
actuators to spot deviating observations in the data stream that form a collective anomaly associated
with an attack targeting this subsystem. Each local detector consists of a Behavior Predictor (Section
5.4.1) feeding the ’expected’ next observation values into an inference engine (see Section 5.4.2).
The inference engine processes and labels observations, assigns attack scores, and raises red flags
based on the deviation of observed values from predicted ones relative to a dynamically adjusted
threshold. For i > 2, (/;)-detectors aggregate data and information received from their lower-level
detectors to identify the attack scope in the underlying levels. This way, detectors operating at the

higher levels are able to distinguish distributed threats in addition to centralized attacks.
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Figure 5.1: AttackTracker framework architecture

5.4.1 Behavior predictor

A behavior predictor learns hidden patterns from a history (X7) of discrete observations in the
form of a multivariate stochastic time series in order to predict the next observations X7+, where
T*={t+1,...,t+1]|1 > 1}, with a reliable accuracy, meaning the error deviation is limited with
a symmetric distribution. In the AttackTracker framework, each Behavior Predictor (BP®) uses a
customized mutivariate TCN (MTCN) model [21] to learn the normal behavior of a subsystem and
forecast the next local feature values (x7, ) based on the previous observations {t — w, ..., 1}, where

w defines the length of the lookback window.
BP*(x? ) =x_,s€S 5.2)

To be suitable for time series forecasting, TCN models apply a unique convolution, called causal
convolution, where inputs can only be connected to future time-step outputs in a causal structure.
Moreover, taking advantage of dilated filters and stacking the convolutions [21], empowers TCN

models to handle the entangled properties with real-world CPS signals and find latent patterns:

» Long-term events. The scale and duration of latent patterns are highly different from one
another, depending on seasonality, cycles and other independent stochastic factors. Therefore,
a profiling method should be able to memorize observations and complex patterns occurring
over a rather long historic window. There are two essential features which make TCN suitable
to fulfill this requirement, while it converges faster with higher accuracy than other methods
such as RNNs:

— Dilated filters provide the possibility of covering a larger area of input data by skipping
fixed steps between every two adjacent selected points for the next level. Therefore,
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based on the convolution layer depth, the neuron’s receptive field will exponentially

increase.

— Stacking the dilated convolutions increases the reception fields, while it preserves the

input resolution and computational efficiency.

* Noisy environment. Signals may include unrelated noise because of sensor faults, noisy net-
works, or other external factors. Hence, the profiling method should be able to avoid being
overfitted to noise, when learning the underlying hidden patterns. Because of the dilated filters
property, a TCN is able to skip noise and memorize reoccurring patterns in different levels of

granularity.

Besides increasing the scalability of the framework, having a hierarchy of local predictors helps to

accurately learn the behavior of each individual subsystem.

5.4.2 Inference engine

Cyberattack detection is going beyond the profiling of normal behavior and labeling any violation
from the expectation as an anomaly. The main aim of AD is finding the isolated points or events
not been observed before, like real malicious events, or any kind of noise or benign events [260].
Therefore, AttackTracker should filter the unrelated anomalies to mitigate the false alarm rate, while

keeping a very high accuracy level. Thus the inference engine is responsible for:

* Anomaly scoring. Assigning proper scores that imply the likelihood of an event to be anoma-

lous in comparison to the previous observations [91].

* Boundary approximation. Finding a suitable isolation boundary to differentiate potential sus-
picious events from normal ones, based on available information and observed discrepancies

in the train and validations sets.

» Flagging. Analyzing the collected scores to filter out insignificant outliers and flag the col-

lective events in case their behavior is suspicious.

Moreover, there are two major concerns that the inference engine is supposed to address: 1) Data-
driven predictors may suffer from abrupt unsteady results potentially caused by temporal predictor
faults, or outliers due to noise or data drift; 2) Each predictor is learning the subsystem behavior and
is able to address potential feature correlations, but is oblivious to the subsystems handled by sibling
detectors (other detectors at the same hierarchy level). Therefore, AttackTracker is distinguishing real
threats by applying a strategic aggregation and prioritization of alarms obtained from the network

of detectors, considering available contextual information and subsystem correlations.
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Individual scoring

This phase will be performed in two steps, one offline and one online. The offline step prepares
the decision-making logic of the inference engine, while the online step automatically detects the
suspicious events.

Offline step. The raw error vector E, with Eg : €5 = |yS — y/5|,s € S for S local subsystems,
is normally not a reliable source for anomaly detection due to several reasons such as possible
deficiencies of the fitted model and the variance of its quality over the entire feature space. Moreover,
the results of predictors (BP*®) across local detectors (in /) refer to unlike scales. Each inference
engine applies the modified z-score (Z*) [138] on the divergence error (E*) from the real-world
observations to make them compatible for anomaly scoring. The modified z-score applies median
absolute deviation (MAD) and median, which makes it more reliable in the presence of outliers

compared to the standard z-score.
75 : 75 = 0.6745 « (e$ — Median(train)®) /MAD(train)®, e$ € ES (5.3)

Also, this way of scaling is highly insightful and interpretable because of presenting the divergence
degree of each single observation (x;) based on the number of MADs that it is far from the expectation.

Then, to find the isolation boundary a log-based threshold (Thresh) of anomaly scores will
be computed based on a normal reference set (Ref) which has not been observed by the Behavior
Predictor. To loosen the threshold-based filtering, considering the potential trends in the near future, a
confidence interval, called slack, is added to the threshold; the slack value is the maximum difference

in z-scores of the reference set in comparison to the train and validation set.

Thresh® = max(lMADf Ref) |) + slack® (5.4)
slack® = max(|MAD‘EZS(Reﬂ) - MAD‘ZZS(WW)) [, |MAD‘EZS(Ref)) - MAD‘EZS(WM)) N (5.5)

Online step. Based on the knowledge extracted in the offline step, the online step is focused on
flagging the suspicious events of local systems. Attacks aimed at severely disrupting or damaging the
system, usually cause cascading effects which may impact the system behavior for a while, meaning,
an important indicator for filtering out unrelated noises is the duration of anomalous events. Hence,
a persistent anomalous interval is more suspicious of being an attack than a single strike caused by
sensor noise or predictor faults, while the rate of divergence matters. Thus, AttackTracker considers
a novel approach to perform the dynamic flagging based on the tradeoff between deviation and
persistence. To this end, it computes the moving average (M?) of absolute z-score vectors (Z*)
within the temporal window (w ), selected as the average number of steps that an anomalous event
is typically expected to last to be associated with an attack. This decision-making strategy helps
AttackTracker to identify collective and correlated anomalies as one single attack.

N

m; = mf_l +(z7 - Z}Y—wp)/wp (5.6)
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Thus, the first observation (x7) with an m; value higher than the threshold will trigger the system
to raise a red flag for a local attack, provided that at least 50% of the points are detected as anomalous
in the considered w,, which is the direct predecessors of x?. The second condition is an offset to
mitigate the influence of unrelated massive strikes. If the system raises an attack flag under this
condition, it keeps the system in the same status as long as the listed conditions persist. In other
words, the system status will go back to normal as soon as one of the two aforementioned conditions
disappear.

The window length should be short enough to warn the reactive controllers as soon as possible
so that immediate actions be taken to stop potential cascading effects of an attack on the other critical
subsystems. For example, in the SWaT testbed as the dataset applied in this study, there is a sequential
and a circular dependency through Stages 3 to 6. As Figure 5.6 illustrates SSSPg is an attack on
DPIT of Stage 3, which spreads to Stages 4 and 5 after a considerable lag; so, the persistency should
be customized based on the system properties and its cascading lags.

System-wide scoring

Since complex CPSs include interconnected subsystems, the higher level detectors ((/;),i = 2,3,...)
efficiently aggregate the results obtained from individual detectors to point out all the system-wide
attacks. For example, there are situations where the whole network is under attack but the individual
detectors are unable to detect this scenario because of losing their trace in the distributed nature
of the network. Further, having simultaneous anomalies pointed out by more than one detector is
another strong indicator of potential threats. For this reason, we need to calculate the global log-
based anomaly scores. The z-score scaling does not guarantee that the local processes follow the
same distribution; in fact, their range of thresholds and score variations may vary considerably. To
illustrate this aspect consider Figure 5.2, which shows the result of the local detectors belonging to
the 3rd and 4th stages in a short interval of test streams.

As shown, the scores assigned by local detectors to the same events are hugely disparate, because
of different levels of sensitivity to the events. Moreover, some attacks might be missed by one or
another due to not being aware of the global system view. To unify these values, each detector
(1;) computes the rate of anomalies (R%) in its underlying subsystems (/;*) as the scaled value of
anomaly scores by their own threshold (r; = z7 /Thresh® — 1), so that the scaled scores higher than

zero represent the system-wide anomaly scores A:

1..s
_ max(r No anomaly subsystems
A:a, = (_’ ) YD (5.7)
Y;(r]),r] >0 Joutof S are anomalies

Finally, the inference engine at the global AD level uses a strategy similar to the one used by
local inference engines. A red flag for a system-wide attack will be raised for observations with a

moving average, computed based on a system-wide score, higher than zero (m; ,, > 0).
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Figure 5.2: The difference of scoring in the 3 and 4 local detectors

5.5 Data Characteristics

In this study, we target the fully operational secure water treatment (SWaT) testbed [109] provided by
Singapore University of Technology. The SWaT data has been collected from a complex real-world
facility targeted by a variety of realistic attacks on different parts of the system!. We briefly describe
here the testbed’s general properties and refer the reader to [109] for further details

The main goal of this plant is to supply drinking water purified through a six-stage process,
comprising control and physical components. Each stage includes 1) sensors monitoring the water
level, flow meters, conductivity analyzers, PH analyzers, pressure meters and more; and 2) actuators
for operating valves to control the inflow and different types of pumps. The treatment process starts
in P1 by taking in raw water and storing it in a tank. Then the water quality assessment and chemical
dosing are done in P2. Subsequently, P3 removes undesirable materials and any remaining chlorine
is destroyed in P4. Next, the water from P4 is pumped into P5 to reduce inorganic impurities.

Eventually, P6 stores the treated water for distribution in a water distribution system.

IThere is limited availability of operational datasets in the field of securing CPSs. Even though there are a few datasets,
such as DARPA Intrusion Detection Evaluation Dataset [182] and the NSL-KDD99 [23] for IDSs, these datasets are: 1)
Primarily focused on network traffic and not suitable for CPS IDS. 2) Most of them are easy datasets and do not face
any challenges (even redundant records). 3) Many of them are synthetic datasets and cannot reflect real-world behavior.
Also, there is another set of publicly available datasets for CPSs provided by the Critical Infrastructure Protector Center
at Mississippi State University. However, these datasets are found to contain some unintended patterns that can be used to
easily identify attacks versus non-attacks using machine learning algorithms [109]. Hence, to the best of our knowledge,
there is no other publicly available realistic dataset of sufficient complexity from a modern CPS that contains both network
traffic data and physical properties of the CPS.
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Control units interoperate with the system through a layered communication network. Pro-
grammable logic controllers (PLC) read sensors and trigger actuators at the local layer in each of
the six stages; while the global layer combines the local views using a supervisory control and data
acquisition (SCADA) system linked to each of the locally operating PLC units. In the data collection
process, only network data through wired communications is collected.

The data was collected over 11 consecutive days of continuous operation, one data point per
second. The recorded logs represent normal operation over the first seven days. During the following
four days, the system was targeted by 36 different attacks. Table 5.1 lists four different types of attack
scenarios, each lasts from a few minutes to an hour, targeting one or several points in a single or
multiple stages. The scenarios are referred to as single point single stage (SPSS), multi point single

stage (MPSS), single point multi stage (SPMS), and multi point multi stage (MPMS), respectively.

Att. cat. | freq Targets
SSSP 26 MVio1, MVspa, Pro2, Pro2, LIT101, ATy, LIT301, DPIT301, FITy1,
MV3o3, MV304, AITs04, P302, LITs01
(P203, P205s), (P201, P203, P20s), (LIT401, Pso1), (MVio1, LITi01),
SSMP 4
(P01, P102), (Pso1, FITs02)
MSSP 2 (P1o1, LIT301), (P302, LITs01), (AlTyn, AlTs02), (FIT401, AlT502)
MSMP 4 (P02, DIT301, MV302), (UVaor1, AlTs02, Psor), (LITio1, P1o1, MVao1)

Table 5.1: Attack types and their target points

5.5.1 Dataset Exploration

We performed a comprehensive data exploration and analysis on the SWaT dataset to learn about its
statistical characteristics, feature distributions, and their stability. In this section, we examined some
aspects of the available test set; however, to adhere to a semi-supervised approach, we did not use
the knowledge obtained from the test set in the method section. Also, since the data collection has
been started from an empty state and the system shows remarkable instability in the first few hours,
we exclude this part of the training set. Further, we apply two basic outlier filtering techniques of fast
Fourier transformation (FFT) and rolling mean on the random features to remove short-term noises.

Invariant variables. The training set includes ten actuators, mainly backup feeding and dosing
pumps, the status of which is steady; we exclude, these zero standard deviation features from our
predictive model because the behavior predictor will predict the same constant values for them.
However, our system will continuously monitor this set of features and logs any anomalous event
that triggers a change in their constant status. For example, a few attacks in the SWaT dataset affect
the NaCl and HCl levels, which in turn affect the settings of the corresponding dose pumps (P201,
P204).

Feature distribution. Assuming that unseen data originate from the same distribution as the

training data is a typical pre-requisite for most predictive machine learning models, since unfore-
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Figure 5.3: (a) KS test result on scaled feature values of train vs. validation sets, (b) KS test result
on scaled first order difference of train and validation sets

seeable statistical property changes may hugely influence the final results. A common method to
evaluate the similarity of the training and test distribution is KS test? [153,244], however, since this
method needs to observe the whole test set beforehand to prune the drifted feature sets, it is not
appropriate in an online setting stream analysis context. To make sure that the system behavior is
predictable over the course of time, we have applied the KS test on the training and the validation
set. As Figure 6.1 (a) illustrates, the KS difference of many of the features is notable with significant
p-value. But, statistically speaking, this test is sensitive to differences in both location and shape of
the cumulative distribution, so part of this difference is caused by incomplete temporal dependencies.
Thus, we applied the Augmented Dickey-Fuller test3, which confirms that most of the features are
non-stationary. In the next step, Ljung-Box test* revealed that they are highly auto-correlated. Hence,

we applied the KS test on the scaled first order difference of the original features, which removed

2The Kolmogorov-Smirnov (KS) test is a nonparametric test of the equality of one-dimensional probability distributions
that can be used to compare a sample with a reference probability distribution, or to compare two samples.

3Augmented Dickey-Fuller is a statistical test to verify the presence of a unit root in analyzing how strongly a time
series is distorted by an arbitrary trend.

4LjungBox is a statistical test which evaluates if any group of auto-correlations of a time series is different from zero.
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part of the auto-correlation. As Figure 6.1 (b) shows, the distribution of the transformed version of
the train and test set are quite similar, with insignificant p-value. Thereby, the soundness of the train
set features is confirmed and there is no significant drift in the predictors to be filtered out. Even
when applying a principal component analysis (PCA) clustering on the dataset the result confirms
that the validation set follows the same distribution as the train set. PCA is not able to partition
these two sets from each other. While, as part (b) shows, the normal cases in the test set are simply

separable from the train set observations.

PCA Clustering
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2nd component
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Figure 5.4: (a) PCA clustering on scaled feature values of train vs validation, (b) PCA clustering on
train vs normal cases in test set

Therefore, some of the predictors in the test set should be fairly different from the given train
set. By way of illustration, consider the feature AIT201, a conductivity analyzer which measures the
NaCl level. As Figure 5.5 shows it has a drastic dropping trend, which causes an entire dissimilar
test set distribution. If we scrutinize the sequence of this predictor, this divergence starts right after
attacks 19 and 20, which are targeting AIT504, hugely affecting the NaCl level. Such significant
drifts of data may influence the result and generate too many false alarms. But, since the test set
is not available in stream analysis, all the features have been included in this study and the applied
method decides based on the overall picture of subsystems, not one specific predictor.

Correlated features with delayed cascading influence. SWaT has highly correlated features at
the local and system level, some of them are based on causal relationships. For example, some of
the features (sensors) from Stages 5 are highly correlated. To avoid multicollinearity, excluding the
highly correlated features is a general practice in statistical models, but there are two major drawbacks
that make this strategy undesirable in our context. First, if a filtered feature is under ongoing attack,
the model might be able to detect the threat based on the other correlated features, but would not be
able to point at the targeted features; this problem is more severe in high-dimensional datasets.

Second, since we are presuming that the majority of the available data in the training phase is
normal, we are not sure how the attack may impact the system behavior. In other words, there is a
slim chance that an attacker would be able to correctly detect all the other correlated features and

force them to stay within the normal range. Hence, to capture the potential attacks in the fastest time
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Figure 5.5: Feature AIT 201 in train and test set with red subsections as attack

possible, simultaneous monitoring of all the signals is required. However, to mitigate the false alarm
rate, the detector model should be advanced enough to handle the latent correlations.

As an example, attack #28, presented in Figure 5.6, shows that a few seconds after P302 is closed
by attackers, the DPIT301 status changes, but its influence propagates to the subsystems 4 and 5
with a delay of about 35 minutes. While, when considering the same targeted stage in attack #23,
the DPIT301 value is affected, but the problem does not cascade through the system because the

duration of the threat is shorter than the cascading delay interval.
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Figure 5.6: Delayed cascaded attack impact in the subsequent stages

84



Long-term Recovery Phases. Due to inter-system dependencies and the impact of events on the
system, after each attack, it takes a while for the system to recover and return to its normal operation.
For example, as Figure 5.7 illustrates, during the recovery period for two different attacks, MSMP3
and SSSPg, with {LIT o1, P1g1, MVy01} and {DPITsq;} respectively as attack targets, the system
is not behaving normally and AttackTracker may keep the red flag on. While this is correct, it also
causes false positives (FP) in the log-based analysis. Not raising a red flag in the recovery phase
can be very challenging. The fact that some of the attacks have been launched when the system was

unstable and recovering from a previous attack potentially increases the complexity of our problem.
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Figure 5.7: Real examples of recovery interval

Unsupervised clustering. To determine the separability of under-attack intervals from the
normal operation, we applied t-SNE on the raw and window-based sequences of this dataset. Figure
5.8 represents two principal t-SNE dimensions> of attacks versus normal data points. Some of the
attacks, depending on their feature values and their correlation, are easily separable from the normal
cases, while most of the tricky cases are tightly interwoven and obscured in the normal observations.
Being highly dependent on various external factors, the observed system behavior is stochastic,

which makes finding potential attacks a tricky and challenging task requiring a customized analysis
method.

St-distributed stochastic neighbor embedding (t-SNE) is a non-linear technique for dimensionality reduction that is for
the visualization of high-dimensional datasets.
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Figure 5.8: A t-SNE of normal and attack observations with attacks highlighted in red

5.6 Experiments

In our experimental evaluation, we compare AttackTracker to the other research performed on the
SWaT testbed. Since none of the techniques were fully reproducible or available to apply, the results
reported in the corresponding literature are considered as peer method’s performance. And, as the
other studies, we have ignored the attacks which have no impact on the physical system behavior.
Experimental settings. In our experiments, each of the six local SWaT stages is considered
a separate subsystem. We follow a 2-level hierarchy and train separate MTCN models on each
local stage to predict the upcoming values of sensors and aggregate the results in the system level,
called AttackTracker,. However, to find the best level of granularity for the whole system, two other
model configurations are also analyzed: 1. AttackTracker;: the whole system is considered as one
subsystem and one Behavior Predictor is trained; 2. AttackTrackers: Each feature is considered as
a subsystem and the model is trained at three hierarchy levels. Further, to verify the influence of
our proposed scoring and labeling method, the attack detection experiments use a modified version
of the three aforementioned settings, called MTCN;, MTCN;, and MTCN3, which apply a basic
scaled prediction error and mean-based aggregation to detect attacks. As aforementioned, the SWaT
signal set has been used in several cyberattack detection studies, the reported performance of which
we compare to AttackTracker. Further, the Behavior Predictor hyper-parameters are optimized based
on the loss value of the first validation set. The optimization process is based on a grid search, so
potentially there is room for further improving the behavior prediction results. The lookback window
size (w) is 100 and the w, is set to 40. Some of the fixed hyper-parameter implementations across all
of the MTCNss include: kernel sizes are set to the constant value of 8 with a filter size of 24 to avoid
being very local; dilation factors are d = 1, 2, 4, 8, 16. Model parameters are optimized using the
RMSE loss value through Stochastic Gradient Descent and ADAM step updates and the activation
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functions are normalized ReLLU. Last but not least, two transformations are applied to the input data.
The first-order-difference is computed to remove the trends and varying means. Then, these values

are normalized (using a standard scale) to stabilize the variance.

5.6.1 Behavior predictor evaluation

First and foremost, we evaluate the performance of Behavior Predictor to show the reason behind
applying MTCN. To this end, we utilize the two quadratic error measures of root mean square error
(RMSE) and mean absolute error (MAE) as the success criteria for the comparison, which use the
full-spectrum of the outcomes. As Table 5.2 shows, MTCN outshines multivariate LSTM, support
vector regressor (SVR), and random forest regressor (RF) by achieving 0.006 and 0.004 as RMSE
and MAE, respectively.

Table 5.2: Behavior Predictor performance for standard scaled values

Mode Train Validation

MAE RMSE MAE RMSE
RF 0.012 0.016 0.013 0.016
SVR 0.007 0.008 0.009 0.013
LSTM 0.003 0.004 0.006 0.009
MTCN 0.002 0.002 0.004 0.006

5.6.2 Log-based evaluation

Real labels

Detector A

Detector B

F1(A) ~ F1(B)

Figure 5.9: An example of a logical detector vs. a fluky detector

This subsection presents the log-based evaluation of AttackTracker’s performance in comparison
with the related studies and peer methods. The evaluations are performed based on binary labels
because the unified anomaly score of the ground truth is not available.

As Table 5.3 shows, AttackTracker outperforms the other state of the art techniques by achieving
an outstanding F1-score in the presence of a very acceptable recall and precision tradeoff. Another
key point to note is the difference in performance in the series of MTCN; detectors compared to their
respective AttackTracker;, which highlights the influence level of the Inference engine algorithm.
This improvement is mainly due to the persistence in the scoring of computations, which filters out

the potential short-term spikes caused by noise or model errors. It is worth noting that the authors
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of [161] report a very high F1-score based on 1D-CNN. However, the reported scores in their study
are not log-based and are computed based on the attack entities, similar to the evaluation approach
presented in the Section 5.6.3, but on the basis of false positive (FP) and true positive (TP) metrics.
They also ignored the recovery windows in the recorded result, which can hugely influence the

reported scores.

Table 5.3: The log-based performance of AnomalyTracker

Model Precision Recall F-measure
TABOR [181] 0.862 0.788 0.823
DNN [139] 0.983 0.678 0.803
one-class SVM [139] 0.92 0.699 0.796
MTCN; 0.709 0917 0.801
MTCN, 0.64 0.986 0.789
MTCNj3 0.691 0.982 0.811
AttackTracker 0.91 0.813 0.859
AttackTracker, 0.947 0.855 0.898
AttackTrackers; 0.869 0.843 0.856

5.6.3 Event-based evaluation

AD-based cyberattack detection is beyond anomaly detection and there is no value in achieving
a very high precision and recall just by chance and dispersed labeling of observations because
security threats are mostly related to collective and correlated anomalies. As Figure 5.9 illustrates,
a hypothetical detector, called A, could attain almost the same Fl-score as B by coincidence.
Obviously, the fluky detector A generates many scattered false alarms over the time span, which
are not desired; while detector B systematically chases the event-based correlated and collective
anomalies in order to raise significant and intuitive alarms. Besides missing the collective aspects
of attacks in analyzing the labels assigned by AD methods, log-based evaluation is not appropriate
in an unbalanced context, which is the basic property of attack-based labeled datasets like SWaT.
Moreover, when small randomness in results is unavoidable or close-calls are possible, which is
highly probable in AD contexts, distinct labeling may not be a reliable source to measure the quality
of one method versus another. As aforementioned, the recovery of subsystems and features under
attack may take some time. If the attack detection system properly keeps the red flag on during this
period, that may result in a high volume of FP in the log-based analysis.

Hence, in [181], event-based FP is defined as a detected subsequence without overlapping with
any attack scenarios; they analyze the TPs based on two detailed metrics, coverage proportion (CP)
and penalty score (PS). CP evaluates the quality of detection coverage based on the fraction of
overlap and the total length of ground-truth scenarios (higher is better), while PS indicates the length

of detection outside the overlapped interval (lower is better).
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We evaluate AttackTracker’s delay in detecting attacks according to another metric, referred to as
average of delay (D), which is a highly crucial factor in real-time AD but is missing in any of the
other measures. As the obtained results demonstrate, our method outshines TABOR in CP and PS,
while raising only a single false red flag. AttackTracker’s delay, D, is 18 seconds; TABOR’s delay is

not mentioned in [181].

Table 5.4: Event-based performance of AnomalyTracker

Model FP CP(%) PS(s) D(s)
TABOR [181] 0 19.5 831 NA
MTCN, 7 61 1543 4

AttackTracker, 1 37 342 18

5.6.4 Discussion

The high quality of AttackTracker has several principal reasons: 1) It utilizes a vastly accurate Behavior
Predictor, which is able to precisely forecast subsequent observations in multivariate settings. To the
best of our knowledge, our experiments, for the first time, demonstrate the forecasting capabilities
of multivariate TCN, in the presence of highly correlated features. 2) It utilizes a novel inference
engine for dynamic attack scoring. The anomaly scoring and labeling process has been overlooked in
most profiling-based AD studies, however the benefits of systematic anomaly scoring for improved
accuracy is exemplified by time-wise anomaly scoring of data points used by AttackTracker. 3) By
utilizing a hierarchical structure, it can trace the attacks at different levels of granularity. While each
local detector learns the detailed behavior of the subsystems, aggregation of their status provides a
bird’s eye view of the system situation. Another applied contribution of our studies is improving the
accuracy level of cyberattack detection on the challenging SWat testbed.

We are aware of the fact that the results of our study may have certain limitations as follows.
First, as for generalizability, one may argue that the experimental results obtained on SWaT may not
carry over directly to other types of critical infrastructure and CPS because most of the anomalies
in SWaT are arising from injected attacks and the AttackTracker’s performance has not been verified
for other types of attacks. We believe, not making any specific presumption about the underlying
dataset or the type of attacks dissociates AttackTracker from specific system characteristics. Still, we
realize further experiments are needed to verify the performance of AnomalyTracker on a wider range
of real-world CPS and IoT datasets to cover additional types of attacks and anomalies.

Second, the current average attack delay is 18 steps, which might not be practical in some highly
critical application domains. As we argued, in the context of the SWaT testbed and probably many
similar CPSs, AttackTracker can be considered to operate in near real-time because of its cascading
delay tolerance. Although the delay can be decreased by tuning the model, we aim to improve the

scoring technique toward decreasing the delay in attack detection without losing the precision level.
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Also, we are planning to enhance AttackTracker’s performance in three other ways: 1) Improving
the interpretability level of the results by highlighting the attack target and its potential cascading
influences. This insightful information helps the end-user to choose the best mitigative action. 2)
Boosting the Behavior Predictor component to find potential drifts in the stream data and adapt
itself so as to not being fooled by attacks. 3) Enhancing higher level detectors by utilizing Behavior
Predictors to trace the collective behavior of their underlying subsystems. Accordingly, an inference
engine should decide based on a multi-modal view provided by its associated Behavior Predictor

and the underlying detectors.

5.7 Conclusions

Behavior-based intrusion detection complements signature-based detection in dealing with increas-
ingly common zero-day exploits. AttackTracker presents a novel, distributed online attack detection
framework for processing supervisory control signals from the continuous operation of cyber-
physical systems. Dynamic attack scoring boosts the analytic performance to efficiently detect
collective attacks by orchestrating a network of detectors and reduces the false alarm rate by ignor-
ing potential contextual noise and errors in the Behavior Predictors. Being able to handle regular
spikes of observed ’anomalies’ in cases where Behavior Predictors have not captured all the patterns
of normal data is another advantage of our framework.

AttackTracker significantly outperforms the other state-of-the-art methods and studies applied
to the SWaT testbed by sustaining a high rate of precision and recall, while achieving a 7% log-
based F1-score improvement. Further, it raises only one false alarm event, while it is able to find
all of the attacks that physically impact the system. Cybersecurity research is a principal area of
innovation to protect our economy and enhance the security of societies worldwide. Building a cyber
situational awareness platform that addresses vital elements of physical and cyber threats to critical
infrastructure is a crucial problem that cannot be overlooked. We believe the proposed intrusion
detection framework opens new perspectives for advanced cyber-physical security, not only in the
operation of common and widely deployed critical infrastructure but also in other applications of

IoT systems.
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Chapter 6

Anomaly Detection Explanation

High-performing, complex, black-box models are prevalent and inevitable. Despite the outstanding
successes of advanced methods in many areas, there are some critical doubts about their precision
when they are exposed to adversarial attacks. In particular, assigning nonzero weights to useless
features or out-of-range values, deep learning models are known targets of attackers. Besides,
achieving better numerical results without presenting the required intuition behind the applied
decisions is not a sufficient and worthy contribution. Acknowledging that such techniques are not
transparent and fully mature, and their transition might be timely, developing explainable algorithms
to clarify the decision-making logic of such complex models is warranted, especially in large-scale
and/or critical deployments.

However, it is highly challenging to explain temporal anomaly detection techniques. On the one
hand, it faces the difficulties of anomaly detection, such as ambiguity and unclear definitions [299].
On the other hand, extracting patterns from highly auto-correlated and stochastic temporal sequences
adds to the complexity of the problem [56,298]. Furthermore, if the understanding stemming from a
given explanation is not in any sense a true representative of existing affairs, then the explanation is
misguiding and is not genuine. Therefore, this section describes a set of our researches that target the
problem of temporal anomaly detection explainability from different perspectives. In Section 6.3, I
propose a fully model-agnostic framework to explain any arbitrary model. In the next step, Section
6.4 is focused on explaining the autoencoder’s results. Finally, in Section 6.5, I briefly explore the

idea of a causal explainer on the basis of a causal profile discovery framework.

6.1 Introduction

Consider a multidimensional dataset of tabular features, such as signals continuously recorded by
sensors in a highly interconnected system, which contains data points labeled as anomalous by
an arbitrary black-box detector: (1) what is the best way to describe these anomalies and their
differentiating factors to a human, and (2) how can the results be simultaneously succinct and

effectively interpretable?
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Anomaly detection (AD) has a rich history within the data mining and statistical machine
learning communities [35, 205]. Various advanced standalone and ensemble time-aware, Al-based
AD methods that learn data patterns and their evolution over time to precisely locate anomalous
events in their temporal context with the least possible rate of false positives have recently been
developed [50,298]. Such key methods are urgently required for various event-sensitive scenarios
such as causal disease discovery, robotic system monitoring, heterogeneous networks, and data center
security [47,152,300]. However, the increasing diversity of data sources and associated stochastic
processes are making this pivotal topic in data analysis more challenging than ever.

Considering existing challenges and vulnerability to adversarial attacks, AD should be trans-
parent and verifiable to justify trusting the outcome. Thus, a detector is expected to build trust by
involving the human analyst in the predictive process. To this end, a model should provide meaning-
ful insight into its decision-making process and reasoning based on its input features. Meanwhile,
not clarifying the internal behavior of complex black-box models makes them appear mysterious to
the user; such models are doomed to be abandoned even if only a few unpredictable and inexplica-
ble mistakes occur. For example, it is not easy to interrupt or shut down a critical control system
just because a normally accurate Al model predicts some unknown, enigmatic risk or threat. This
challenge could be even more difficult if the user needs to take action but is unsure of the risk factor.
This is why most advanced Al methods, such as deep neural networks that learn from knowledge
and extract complex patterns without any explicit programming, are intractable and uninterpretable
black boxes [78]. In other words, they imprison knowledge and intuition and only offer the final
results.

In the last few years, the topic of explainable artificial intelligence (XAI) has been highly
appreciated in Al communities and various strategies, frameworks, and measures have been proposed
to explain or assess the interpretability of black-box models [78]. Given that the black-box nature
of such complex Al-based techniques is far from being interpretable [16], wrapper explainers, also
called post-hoc explainers, are considered to bridge black-box machines and humans. This matter
has been performed through rule-based, mathematical formalizations, feature attribution, visual
explanations, etc. [16,78]. Such explanations can be local or global [78], dependent on a specific
model [257], or fully independent of the black-box [235].

While there is considerable prior research on both XAI [16,120] and AD [50,298], the literature
on AD interpretation is comparably sparse. An XAl model for AD should be able to handle complex
challenges of the open-ended definition of anomalies [128] and the fundamental ambiguity about the
actual nature of an anomaly and its potential boundaries with the normal events. Anomalous events
might originate from heterogeneous statistical or structural sources, result from various causes, and
occur in very different and even difficult-to-predict ways [176]. Moreover, such contexts require an
unsupervised or semi-supervised technique, which might be extremely challenging or impossible for
the existing XAl techniques as a labeled training set is not available for their explanation process.

Given that many advanced AD models utilize sequential or temporal aspects [298], their feature

space is highly autocorrelated and too complex to be explained by generic and model-agnostic XAl
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methods [121, 235, 249]. In addition, increasing the size of the temporal window provides the Al
model with extra knowledge of data, but might cause a loss of information about the exact location
of the occurred attack and decrease the model’s interpretability level. This is because the alarm is
not necessarily raised at the exact time of which anomalous event is observed. Also, if a model
misses a few of the actual anomalous points due to inconsistency, it might generate false alarms for
subsequent normal events.

Motivation. To the best of our knowledge, within the literature on anomaly explanation or
description, there are no reports of model-agnostic XAl for temporal AD, let alone for explaining
anomalies in multi-dimensional stream data. Most of the generic explainability frameworks are based
on simplistic presumptions such as independent and identically distributed random (i.i.d.) variables,
balanced datasets, linearity, and supervised settings, which contradict the challenging nature of
anomaly detection in stream data due to various factors such as non-linear and non-stationary

processes, latent confounding causes and potential noises.

6.2 Background

If an event with very rare properties is observed, an anomaly detection algorithm raises a red flag.
The rarity of an event may be latent with respect to various properties or patterns associated with the
feature values or their context. Nowadays, advanced methods such as complex deep learning models
are powerful enough to discover such differences but are not crystal clear. Anomaly detection concepts
face fundamental challenges such as complex latent patterns, concept drift, and overfitting that can
mislead the model and cause a high false alarm rate [260]. Furthermore, the restrictive closed-world
assumption [284], which only specifies the normal profile and considers anything else a negative
case, can increase the chance of false alarms. Therefore, not knowing a model’s internal process
deprives the end-user of the ability to be familiar with the model’s logic and trust it. Moreover, such
obscurities restrict developers from addressing the model’s potential vulnerabilities.

Another major barrier to applying advanced anomaly detectors in critical systems is their vul-
nerability to adversarial scenarios. Well-performing complex models might be easily fooled by very
slight perturbations that are inappreciable to humans [212,291]. Thus, such approaches may not be
effective or reliable against various types of attacks.

General Background. Deciphering the black-box of machine learning models is one of the most
challenging, top-priority, and critical problems. This is not a new problem; one of the earliest black-
box puzzles goes back to Dean Pomerleau’s 1991 tussle when teaching a computer how to drive.
Complexity-wise, that problem was childish compared to the technique of deep learning in the big
data era, which had broad applications in different contexts such as security systems, self-driving
cars, and creative systems [46]. The purpose of explaining a system or model can vary depending
on the type of the users addressed by the explainer. For instance, the work in [261] categorizes

such purposes into five common types: transparency, learning, conceptualization, justification, and
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relevance. This study focuses on the combination of transparency and relevance, but the results
provided can also implicitly be applied toward justification of the system.

A few promising approaches have been proposed to improve the explainability of Al models. In
order to deeply understand the key criteria and challenges for developing such an approach, we direct
the reader to previous comprehensive studies [119,120,229] that have scrutinized the explainability
context; herein, we review the major concepts and highly relevant techniques. The existing techniques
can be classified according to several aspects. Concerning the coverage span, the explainers may be
global or local. A global explainer provides a generic explanation using interpretable models [61]
or rulesets [165]. Meanwhile, a local explainer interprets a specific decision and is faithful to the
black-box model, although there is no guarantee that the same explanation holds true throughout the
whole domain space or even the proximate neighborhood [272].

On the other hand, these techniques can be categorized as either model-dependent or model-
agnostic techniques. The former is customized for a specific method—for example, attention models
[20] or some other previously reported techniques [103, 194]. Being aware of the internal process
helps to contribute to highly accurate and advanced explanations, although such techniques are
inapplicable to any arbitrary black-box. Meanwhile, model-agnostic techniques can interpret an
arbitrary Al model as a black-box and are transferable. Examples of such techniques are LIME [234]
and LEMNA [121], which provide the set of essential features that influence the black-box models
decision in the local area.

Early XAI techniques focused on defining the black-box models on the basis of common rules
[36,199,273] or visualizing the most important features [206], such as visualizing Bayesian models
using nomograms. Later on, modern techniques such as LIME [234] and SHAP [189] aimed to
find the most important features in the neighborhood of a specific data point by applying iterative
perturbations. Therefore, these techniques may suffer from being too sensitive to non-influential
features, which can consequently lead to unreliable explanations [279] and fail to provide faithful
and local interpretations.

Also, given its focus on the authentication problems, LIME is customized to handle binary
decisions such as image processing; therefore, it considers an independent and identically distributed
(i.i.d) assumption, which is not the case in most real-world scenarios. Moreover, LIME is unable
to handle the "curse of dimensionality", and the surrogate model distributes the feature importance
among all the features. On the other hand, SHAP [189] introduces Shapley values [189] from
coalitional game theory, as the unique solution in the class of additive feature explanation methods.
However, SHAP has some critical drawbacks: it is undesirably exponential and substituting the
feature values with all previously observed values can cause a loss of the locality assumption.

Nevertheless, most of the aforementioned model-agnostic explainers are unable to handle
anomaly detection in the stream analysis context for three reasons. First, unsupervised techniques
are mainly focused on generative features instead of creating boundaries, which are used by the

existing classification-based explainers (e.g., perturbation techniques). Second, they cannot handle
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the unbalanced distribution of anomalies. Third, they ignore the impact of contrastive contexts on or
potential correlations with the isolating factors in the provided interpretation.

Anomaly detection explanation. A great number of studies have aimed to improve the efficiency
of anomaly detection algorithms, but explanations of the reasons behind the anomalousness of the
detected instances and their distinguishing features have not received enough attention. To date, a
few studies have investigated the explainability of the identified anomalies, especially in numerical
applications, but they are not strong enough to explain an arbitrary semi-supervised AD model.
One of the earliest studies in this context [158] investigated the type of knowledge required by the
end-user to understand anomalies and their differences. Moreover, that study categorized anomalies
as strong or weak according to distance-based algorithms.

A Fisher linear discriminant classifier is applied by [64] to fully separate an anomaly from
its neighboring samples determined using quadratic entropy. Another study applied classification
accuracy to interpret the result obtained from an anomaly detection model [186]. However, balanced
training sets created by generating artificial samples around the anomalous point were required.
Meanwhile, an exceptionality score [13] is defined as a measure that highlights the extent of the
difference in the feature distributions of outliers compared to those of inliers. Thus, this attribution can
characterize the abnormality level of the given anomalous point or group. Based on the infrequency
property of feature combinations in the outlier events, two main steps are taken to highlight outliers
[13]: (1) generating a base condition, which includes conditions associated with each feature directing
toward an anomaly, and (2) combining base conditions, which combines the conditions to form
relevant explanations to represent a property of an individual. In other words, an infrequency
property should be able to highlight the abnormality of an object if its combination of attributes
would be far enough from the normal distribution.

COIN has been proposed as a detector-agnostic explainer that interprets an outlier on the basis
of three aspects: its outlier score, the attributes contributing to its abnormality, and its contextual
neighborhood [186]. This algorithm clusters the normal points in the anomaly’s neighborhood and
achieves interpretation by solving a series of classification tasks like LIME. The major drawback
of COIN is that it performs synthetic upsampling to apply the classifiers; this may result in a loss
of the correct isolating features. Sapling random forest is an ensemble of specifically trained binary
classification trees that explains an anomaly on the basis of a subset of features in which the sample
is the case that deviates most from the normal cases [159]. Sapling random forest recursively applies
iForest and subsequently explains a specific data point by a conjunction of the atomic condition
defined by the extracted features. LOOKOUT is another method that aims to present interpretable
pictorial explanations of outlying behavior to the limited attention of human analysts [124]. This
model outputs a few pictures from purposefully chosen feature subspaces on the basis of a plot-
selection objective.

Meanwhile, model-specific attempts to explain differential temporal models, like attention tech-
niques [134], estimating gradients of stochastic computations [87,250], or reconstruction based

methods [265] are another line of XAl research, which are only focused on deep learning models.
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Despite the considerable performance of some of these techniques, their application is limited and
cannot explain any arbitrary temporal AD model. In summary, most of the existing anomaly detec-
tion explainers configured for supervised settings, focus on explaining the anomalous observations
distinguished by a classifier. However, this is not the case in the context of stream analysis using a

semi-supervised model.

6.3 Dynamic Temporal Anomaly Detection Explainer

In light of the points developed in the previous sections, in this study, we formulate the explainability
aspect of temporal anomaly detection in order to address the abovementioned challenges. In addition,
we propose a framework for providing precise and simple explanations of anomalous behavior in
multidimensional, real-world datasets concerning the sequential relations between stream data. The

major contributions of the present study are as follows:

* The explainability problem of temporal collective anomaly detection, which is in demand in stream

data analysis, is realized and formulated.

* The explanation algorithm reported herein is both domain- and detector-agnostic; furthermore, to

our knowledge, this is the first model-agnostic study to explain anomaly scoring in temporal data.
* Case base and counterfactual reasoning were combined to highlight the isolation level of the input.

* The proposed solution can be internally applied to score anomalies; in this condition, it can be

considered as an in-place explanation (i.e., an interpretable technique).

6.3.1 Problem definition

In this section, we propose a model-agnostic explainer that dynamically generates interpretable
explanations for unsupervised temporal anomaly detection problems. In general, we assume a mul-
tivariate data stream X = (x; : t € T) interpreted as consecutive observations at relative time points,
T C N. Formally, each x, is an m-dimensional vector, x; € R™, where x* refers to the value of the
k™ variable of x, for 1 < k < m.

Consider a black-box method B8 # o trained based on observations, O C X, to determine the
anomaly status of X at current time point i according to the sequence of observations within a given
look-back window w; = (x(;—p), ..., X(;)) of length p. The status is expressed as a scaled anomaly

score, «;, and an anomaly label, B;, assigned to w;:

BBap(wi) — (i, Bi) (6.1)

BB 4p calculates the anomaly status on the basis of its internal logic learned from the training set
associated with X. Therefore, the model’s input contains causes as the particular feature configu-

rations for this instance that the model used for prediction. These causal relationships between the
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assigned status (a;, 8;) and the related observations from w; are to be explained as interpretable
characteristics in order to make the black-box intelligible. Such interpretable characteristics should
enable a comprehensible causal chain of reasoning—for example, as in “having a spike bigger than
the threshold isolates this observation from the expectation".

Let f; be the set of all possible causal characteristics that can assign (a;, ;) to w;. Then, the
goal is to identify the most significant, conspicuous, and ideally intuitive causal characteristics f",
fi € fi, associated with Expression 6.1. Specifically, if the distinguishing causal characteristics (or
their underlying patterns) disappear from the input, the black-box’s result may change significantly.
This goal is referred to as the Temporal Anomaly Detection Explainer (TADExp). Thus, given

w; as input, F;* is supposed to be provided as follows:
TADExp(W,-,BBJqD) 4 Fi* (62)

Furthermore, the model’s local reasoning may differ from one input w; to another w; owing to

various significant latent patterns in local spaces (i.e., f;* may differ from f;* for j # i).

6.3.2 Addressed Challenges

The restrictive closed-world assumption [284] and other fundamental challenges that anomaly detec-
tion concepts face can mislead the model and generate a high false-alarm rate [260]. Moreover, the
vulnerability of advanced anomaly detection techniques to adversarial scenarios is a major barrier to
their application in critical systems. Well-performing complex models might be easily fooled with
very slight or humanly imperceptible perturbations [212,291]. Therefore, such approaches might
not be completely effective or robust against various types of attacks.

To the best of our knowledge, within the literature related to anomaly explanation or description,
no model-agnostic anomaly detection XAl for time series has been reported, let alone an explanation
of anomalies in multidimensional stream data. Most generic explainability frameworks are based on
simplistic presumptions such as independent and identically distributed random variables, balanced
datasets, linearity, and supervised settings, which are unrepresentative of the challenging nature of
anomaly detection in stream data due to nonlinear and nonstationary processes, latent confounding
causes, potential noise, etc. Moreover, anomaly detection explainers are configured for supervised
settings and focus on explaining the anomalous observations distinguished by the classifier model.

Meanwhile, this is not the case in the context of stream analysis using a semi-supervised model.

6.3.3 Interpretation approach

Theory. The outlying status of isolated events might occur for various reasons; notable anomalous

scenarios are as follows:
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Potential short- or long-term anomalies—also called trend breakout or changes—which are significant

in the marginal distribution of univariate time series data.

P(X' € A) is unlikely, A C R’

Multivariate changes in feature associations; in certain cases, the marginal distributions remain

the same, but the joint feature distribution might differ (e.g., covariance changes).

P((X7,...,X*) € A) is unlikely, A C R/-¥

Multivariate changes of temporal aspect; some anomalies may be latent in the tails of the time

dimension, for example, outside the temporal context or out-of-order events.
P((Xij:.l, ...,Xl.’f_l) € A) is unlikely, A CR/** and {i..I} € T

Some of the known temporal change scenarios may cause a variety of anomalies. For example,
trend mean-shift occurs because of sudden process changes. Trend ramp up/down is a gradual
transition process from one stable state to another compared to the mean-shift. Pulses are mainly
related to specific and sharp changes such as the predictor state transitioning (i.e., increasing or
decreasing) from its typical state for a while and then revert to the normal status after a certain

interval; this break can last from a very short peak/valley to a wider sinusoidal or stage peak.
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Figure 6.1: TADExp Framework
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Explanation definition

The main goal of explaining an anomaly detection technique, 88 #p, is to highlight the reasons
behind its anomaly/normal claims about the given input w;. An anomalous input stands out from
the normal cases according to its isolating characteristics, but the normal events should only be
justified based on their normality in comparison to the other normal events. Thus, a semi-supervised
explanation can be formally defined based on the 88 4 5 ’s normal expectation in the given temporal
context, {w! | B/ = Normal}. To this end, an intuitive and interpretable representation can be

configured as follows:

* Difference analysis. To delineate why an input w;, is anomalous (8; = Anomaly), a user needs

to know how it could be converted into a normal case in its context {; with minimum cost,
Min, isi . . 3

wi — w/. Ideally, the corresponding normal observation(s) w; € W/, which represents the

model’s expectations, should have the minimum distance relative to the given input.

» Similarity analysis. To delineate why an input w; is normal (8; = Normal), the user expects to

see patterns similar to w; in the previously observed cases w; by the model.

Therefore, w’ should have the following property:

Mingi

{w] | BBapw!) = (a], Normal) & wi == w'} (6.3)

Interpretable data representations

It is important to distinguish between the model’s input and interpretable data representations to
explain a black-box model. An interpretable explanation must employ a humanly comprehensible
representation regardless of the actual features used by the model.

Analyzing the raw time series is computationally expensive and unintuitive in terms of features
contributing to the task of interest. However, deeper-encoded theoretical concepts and measures
derived from the shapes of temporal sub-sequences can enhance the quality of provided explanations
and extend our understanding of sequential and temporal patterns. For example, we might learn
that suspicious cyberattacks have signal intervals with lower entropy, or include some fluctuations
following the onset of a trend ramp-up.

Therefore, TADExp utilizes a temporal feature generator (TFG) component to abbreviate each
input window, w;, into a set of artificial measures (w; = TFG(w;)) as its unique signature by
capturing both "local" and "global" characteristics. After thoroughly reviewing the literature [58,73,
97,230,231,277] on time series quantitative statistical features, we utilize the following measures
as the core engine to quantify a wide range of time-series properties: serial correlation, skewness,
kurtosis, mean, median, standard deviation, chaos, energy, entropy or majority (for categorical
features), periodicity, number of peaks, minimum, and maximum. Moreover, the same type of
artificial measures is generated based on highly associated features. This measure set is extendable

or replaceable with more complex functions [58] according to the user’s interest. However, the user
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should be aware of each representation’s benefit in terms of the type of understanding that it can
provide about a given problem.

Next, given the feature correlation and prediction strength analysis, the final set of measures will
be summarized on the basis of multiple test procedures. Some advantages of this approach are that it
(1) captures most essential information independent of the window size, (2) is relatively insensitive
to potential noise or missing values, and (3) is highly intuitive because of the type of the extracted
interpretable features. It is worth noting that any choice of interpretable representations has some
limitations. Especially in presence of complex 885 4, the generated temporal features may not be

sufficiently advanced to truly represent the black-box’s behaviors.

Fidelity-interpretability trade-off

As mentioned earlier, TADExp acts over a set of interpretable characteristics, ¥, extracted from
the original temporal inputs “W. Since not every combination of ¥ and TADExp may be simple
enough to be understandable by humans, we clarify the existing fidelity—interpretability trade-off by
following the same notation as previously reported [234]. In the following, we omitted index i for
convenience. Let us consider m,, as a proximity measure between w and the instances in its local
cluster w’ € C(w).

To make the explanation faithful, the loss of TADExp should be minimized in approximating
the causal reasoning of BB 45 in the locality of w (L(TADExp, BB a9, 7y )). Meanwhile, the
complexity of the representative causal characteristics provided by TADExp should be minimized
in order to be interpretable to humans Q(TADExp, f). Thus, the provided explanation is defined

according to the following trade-oft:

&(w) = arg min L(TADExp, BB a9, 1y, ) + Q(TADExp, f) (6.4)
TADExp, f

Various TADExp techniques, proximity measures 7, , complexity measures Q(( TADExp), f),
and fidelity functions £ can be replaced in this formula. However, in this present study, we configure
TADExp based on a hybrid of case base reasoning, CBR, and counterfactual explanation, CE,
clustering-based weighted techniques to indicate the local proximity 7, and a set of statistical and

structural characteristics to realize Q((TADExp), f).

Clustering for local exploration

In order to have a model-agnostic explainer, the loss of L(TADExp, B8 4 p, 1, ), considering its
local neighborhood, must be minimized. However, sample perturbation is very tricky and can cause
various anomalies in temporal anomaly detection configurations. Therefore, to realize x,,, a set of
weighted reference samples W’ ~ Wi is drawn from the historical observations most similar to
w. To this end, the train set should be clustered to put similar cases in the same bin and find their

Clust
representatives for the explanation phase D —e, {1,800,k }
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However, to maintain a reasonable fidelity to 88 4, it is preferable to base observation clus-
tering on associated anomaly scores. This comparison method reflects the observations’ similarity

from the black-box’s perspective.
Sk = (Wi, Ak) = {(wj, @) }| Wi C segment(O)} (6.5)

In general, this process can be realized with a regression clustering method that considers a family
of limited functions ® = reg and a loss function (e() > 0) to solve the following minimization

problem:
N

reg® = arg min Z e(reg(TFG(w;)), a;) (6.6)
reged T

While there are various approaches to approximate this regression clustering optimization, here we
utilize a variational autoencoder (VAE)-based regression model [77,295]. Thus, the cluster C(w)
of a test observation w can be dynamically found according to the similarity of its embedded

representation in latent space in comparison with the embedded train set observations, O.
C(w) = {w’|encoder(w’) € K closest neighbors of encoder(w)}

As VAEs are unsupervised generative techniques, they are expected to tackle the latent space
irregularity problem and model the distribution of each cluster of training data in the compressed
manifold of their latent space [77]. A VAE consists of a probabilistic encoder ENC : R”™ — R¢ and a
decoder DEC : R? — R™. The encoder defines a distribution over latent codes ¢(z;|w;), typically in
a two-step process of mapping w; — z;(u;, o) followed by sampling z; from a Gaussian distribution
with these parameters. Next, it decodes the samples z; into a mean value and standard deviation
of the output variable and finally samples from the output variables distribution to reconstruct the
inputs p(W;[z;).

However, in VAE-based regression, the VAE is expected to be associated with each w; with a
latent representation z € R™, which is dependent on its anomaly score «;. Thus, the modeling of latent
representations differs from the traditional VAE. In this structure, instead of using a single Gaussian
prior, z is explicitly conditioned on an anomaly score «, such that the conditional distribution p(z|a)
captures an anomaly score specific prior to latent representations. p(z|a) can also be called a latent
generator, from which latent representations can be sampled for a given anomaly score.

The parameters of this generative model are optimized by maximum likelihood estimation—that
is, by maximizing the sum of log likelihood Zf\i  log(p(w;)). However, the standard procedure of
variational inference is modified by introducing an auxiliary function ¢(z;, @;|w;) to approximate
the true posterior p(z;, a;|w;) [295]. Thus, in addition to probabilistic encoder ¢ (z;|w;), the model
includes one probabilistic regressor ¢ («;|w;). Hence, the latent representations are linked with the

predicted anomaly scores, because (1) latent representations generated from the predicted @ must
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resemble the latent representation of the input w, and (2) score-linked variation in the latent space is
encouraged to follow a direction associated with a.

Now, given this set of validated reference cases C(w) = ‘Wkg, and their encoded difference with
w, my, is realized, so Equation 6.4 can be approximated using a systematic explainer to obtain the

desired explanation, &(w).

Hybrid explanation

Here, we describe a concrete instance of the proposed generic framework that addresses the challenges
discussed above by comparing the anomalous input w; with the collected reference cases ‘Wg ; and
highlighting the main characteristics that contribute to its isolation. This instance also presents the
most similar entities among reference cases ‘Wi ; to explain why a given input is normal.

As formulated in Algorithms 1 and 2, the explanation process includes one offline training stage
that will be executed only once to prepare the explanation platform as well as another online stage for
explaining the input. First, the required transformations are applied to handle non-stationarity of the
normal train set. After segmenting the train set along with its corresponding anomaly score signals,
the VAE-based regressor is fitted to model the latent space of the train set and the corresponding
anomaly scores per Section 6.3.3. In the online stage, as Algorithm 2 describes, the test window, w;,
will be transformed by passing through the same prepossessing steps. Then, its most relevant cases
‘Wg_; are found by utilizing the dynamic time warping (DWT) similarity measure [251].

The final inference about the model’s reasoning is drawn on the basis of the test input and its
own reference cases ‘Wg ; from the two main perspectives of similarity evaluation and isolation
evaluation: the former asks, "how close are the most similar normal cases to the given input?"
(Sim(w;, Wg,;)) and the latter asks, "how different is the given input from the normal cases in its
own context?, and how significant are its differences?" (Dift (w;, W ;)). These results will ultimately
be explained and illustrated using interpretable plots.

Isolation evaluation. The main goal of isolation evaluation is to look up the characteristics that
contribute to distinguishing this window from the reference cases ‘W ; and is realized through a

counterfactual explanation strategy in TADExp. The overall procedure is as follows:

1. Test window upsampling is applied using step-wise block bootstrapping(SWBB) to generate
slightly different versions of the test window Wg ; labeled as anomalous by the black-box
model (see Figure 6.2).

2. By utilizing TFG component, the interpretable characteristics for D’ = {w; U Wg ; U Wy ;}
are generated and subsequently filtered according to the most relevant characteristics.

3. Interpretable models of iforest are trained based on D’, and the distinguishing features that
contribute to the black-box’s decision about w; are extracted; iforest is iteratively retrained in

the absence of the extracted features and their highly correlated and confounded features.
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4. The extracted causal features are sorted by training a decision tree regressor based on the
pruned dataset D’ in the previous phase; thus, the order of contributing characteristics are

found based on their correlation with the anomaly scores.

5. Finally, the anomalous sub-intervals are found; if there is a commonality in the replaced
intervals in the subset of bootstrapped windows, which are categorized to the same branch as
wy, it is highlighted as an anomaly center; any pattern-matching algorithm can be used in this

step.

Figure 6.2: A representation of upsampling using step-wise bootstraping

Step-wise block bootstrapping. Simple re-sampling does not work for time series anomaly detection
because it destroys the dependence between successive values in the time series [222]. Thus, inspired
by block bootstrapping [222], we have devised an effective step-wise algorithm that works and
surrogate data with the same sort of dependence as the original latent space of cluster. As described
in Algorithm 3, in brief, it swaps random blocks of the full test window w; with the same size and
position in reference windows ‘W ;. These sorts of replacements generate bootstrapped cases ‘Wg ;
consisting of random blocks from both reference and test window cases w;. In the next step, W' ;
is generated by filtering and extracting a subset of anomalous perturbed windows whose embedded

representations are close to both Wg ; and w;.

Algorithm 1: Offline Training

Input: (Os4in, BB ap): (train set, temporal anomaly detection black-box)
Output: (encoder, Zyaent): (VAE encoder, embedded train set)

O/.in < handleNonStationarity (Ojrain)

Oseg, @seg < segmentData(O; ., BB ap(0,;.))
VAEregressor = (encoder, decoder)
train(VAEregressor, (Ogeg, Useg))

Ziatent = enCOder(Oseg)

return encoder, Zjatent

A U1 A W N -
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Algorithm 2: Online Explanation

Input: (w;, Ziatent BB ap): (anomalous input, embedded train sets, black-box model)
Output: F}: sorted causal features

w; « transform(w;)

(W(R,i) — NNDWT(enCOder(Wi)’ -Zlatent)
(W(B,i) — SWBB(W{,(W(RJ‘))

D’ «— TFG({w;} U W(R,i) U (W(g,i))
D’ « selectFeatures.transform(D’)
Fr—{}

Loop

est « iforest(D’)

v « extractlsolatingFeatures(est)

10 if contb is not isolating then

1 L break

12 ¥.*.add(y)
13 D’ « removeFeatures(D’, y)
14 D’ « pruneClusters(D’)

15 DT « decisionTreeRegressor(D’[F;*])
16 ¥ « getSortedFeatures(DT)

17 A « findAnomalousIntervals(DT, w;, W(g ;)
18 return 7., A

e 0 N A N AR W N =

Algorithm 3: Step-wise Block Bootstrapping (SWBB)

Input: (w;, Wi i), BB ap): (anomalous input, Reference train cases, black-box model)
Output: Wz ;): Bootstrapped input

1 Wg; ={}
2 for p: 1to Pdo
q < random(max : len(w;)/2)
st « random() & end « st+ ¢
Weub = {}
Wiang < random.choice(W g ;))
for w, € W,4,q do
Waub-add(w,-[: st] + w; [st:end] + w, [end :])
L Woup-add(w; [: st] + w, [st:end] + w;[end :])
10 | W, -append(Wsu)
1 {A.,i)).B(,i)} « BBap(Ws.,i))
12 (W(B’i) «— {W € (W(gg,i) | ,8]' = ’anomaly’}
13 Z(B,1atent) = encoder(W(g;)) , z; < encoder(w;)
14 (W(B’,i) — NNDWT(Zia Z(B,latent)) | DWT(Z(B,latent)’ Z(R,latent)) <

DWT(Zi, Z(R,latent))
15 return Wz ;)

N=T-HEE N B W) B )
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Similarity evaluation. By taking advantage of case base reasoning, TADExp looks for the m closest
cases in comparison to the test window from the reference cases W4 ;. As a modified instance-
based learning technique, our descriptive method goes beyond the generalization of the train set to
an abstract model: it aims to explain the underlying nature of the target data on the basis of the
previously observed cases. Based on some studies [63,216], in many different contexts, the users
prefer to see very similar real cases instead of general rule-based explanation.

In general, it is expected that a normal test window will be close to some of the samples in its

cluster, whereas an anomalous one will be quite different.

Diff(wq, Wg ) > Diff(w,, Wg.,) &
Sim(w,, Wg. o) < Sim(w,,, Wg »)

(6.7)

This approach follows Hawkins idea [128] that, "a sample containing anomalies would show up such
characteristics as large gaps between outlying and inlying observations and the deviation between
outliers and the group of inliers, as measured on some suitable and standardized scale." If the
contrary happens, the provided explanation might contribute to the model assessment and provide

the required insight to improve it.

6.3.4 Experimental Evaluation

In our experimental evaluation, we need to answer the following questions corresponding to the

claims made in Section 6.1:

1. What is TADExp’s performance in discovering the features contributing to the BB model’s
decision? To this end, TADExp’s average performance is measured in identifying the significant

characteristics.

2. Is TADExp able to detect complex causal patterns behind events? To answer this question, we
measure how the explanation quality changes as the anomalies’ scale ratio or length of the

collective anomalies, i.e. the number of temporal steps involved in the event, are modified.

3. How robust is TADExp concerning noisy data? To evaluate this property, we assess the method’s

results in the presence of different noisy features embedded in the train set.

4. How strong is the explanation process? The internal validity of TADExp can be influenced by both
search performance in finding the reference cases W (g ;) and consequently finding representative
characteristics and their fidelity to the black-box model’s internal logic. Evaluating the impact
of detected factors by TADExp on the model’s results can address the second property to some

extent. Also, a quality analysis of reference cases found by the clustering stage targets the former.

Assumptions. TADExp holds the following assumptions regarding the input stream data:

» The given time series represents a causal process; otherwise, it would not apply to real-time

systems and our framework would not handle it.
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Figure 6.3: Average absolute correlation of the provided explanation with the BB’s results with
respect to a) the length of anomalous patterns (/), b) the injected anomaly scale ratio (r).

* The underlying time series is regular, or almost regular; otherwise, it should be stationary.

* The training repository is updated systematically if the data is evolving and the future observations

are very different from the previous ones.

* All the non-stationary time series should be time-aware so they can be decomposed.

Dataset Description

The underlying time series is a synthetic wave which was generated by adding up a few sine waves
and some noise. We then utilized a modified version of temporal anomaly generator [148] to add
different types of anomalies to the test set of this time series. The anomaly generator simulates
extreme, shift, trend, and variance related anomalies. These anomalies can be in different length /,
frequencies n, or scales rate r. We set the default values of the length of causal anomalies (/), and
scale rate () to 10 and 6, respectively; and vary them in Section 6.3.4. In the end, we have trained a
semi-supervised LSTM model to find the anomalous cases based on their error range.

Impact evaluation approach. Since there is no specific ground-truth for XAI tasks, one main
challenge lies in how to evaluate the quality of TADExp’s results and guarantee that the interpretations
are indeed faithful to the original model. Some studies perturb the detected features to measure their
impact on the model’s decisions. However, the detected characteristics by TADExp are not the raw
features, observed by the model. So, we have devised the following strategy. Utilizing Algorithm
3, we generate a set of normal and anomalous perturbed samples, ‘W« ;), which are local to
both w; and W ;); this fills in the gaps between references and the target-of-interest. Then, the
explained characteristics’ association with the assigned anomaly scores and labels are verified using
Spearman’s rank coefficients (s,) and point biserial correlation coeflicient (r,), respectively. We
believe a significant coefficient confirms the fidelity of the provided explanation. We perform these

analyses for iter times to reduce randomness influence.
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Robustness to anomalies length and scale rates

TADExp’s average performance (iter = 20) with various lengths (5 < / < 15)is shown in Figure 6.3.a.
Spearman’s rank and point biserial correlations of the discovered causal characteristics are relatively
stable around 48% and 62% concerning very short profile lengths, where the differentiation of the
pattern offset is more challenging. However, these measures slightly increase to above 71% and 85%
for longer anomalies. Also, the same analyses concerning various scale rates (2 < r < 15) is shown
in Figure 6.3.b. The association of the discovered causal characteristics with the model’s results is
relatively stable around 72% and 86% with respect to larger scale-rates, but it sharply falls off to
above 41% and 48% for smaller scale-rates, where the anomalous cases are closer to the normal
observations. The results show that TADExp’s performance remains acceptable even for complex

anomalous patterns like a very short or limited range of scales.

Robustness to noisy datasets and features

To this end, we change the settings of the original data generator to create a multivariate synthetic
dataset. But, we only embed the anomalies in the main feature {f;}, and add some white noise to
the other two (irrelevant) features { f>, f3}. Then, we train three different semi-supervised anomaly
detectors using LSTM, autoencoders (AE), and support vector regression (SVR). Based on our
experiments, as Figure 6.4 illustrates, the percentage of times that artificial characteristics generated

based on irrelevant features appear in TADExp’s explanations is almost negligible.

Noisy settings impact
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Anomaly detection models

Figure 6.4: TADEXxp’s robustness in presence of noisy features

Quality of local neighborhood

To have a high-quality explanation, we also need to make sure of locality of the detected reference
cases and perturbed samples (considering the BB’s reflection). Let’s consider the generated test set
shown in Figure 6.5 along with the predicted anomaly scores and status by an LSTM-based anomaly
detector (LSTM_AD). For this specific experiment, TADExp’s VAE achieves a mean squared error

of 0.006 in predicting the anomalous samples, which is reasonable for values between O and 1.
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Moreover, the average error of 0.097 and 0.113 for reconstructing normal validation and test sets,
respectively, confirm VAE’s quality of the latent representation. The average distance of the k = 30
closest reference cases found by NNpwr for all the normal test cases in the latent space is 0.12,
while this value increases to 1.734 for anomalous test cases. All these statistics indicates our trained

VAE’s capabilities in embedding similar observations to the same neighborhood.
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Figure 6.5: a) The actual test signals, b) Predicted signals by LSTM model, ¢) Prediction squared
error, d) The final predicted anomaly status

Running example

Figure 6.7 illustrates a running example of the isolation evaluation process. Let’s consider the
temporal interval shown in Figure 6.7.a as the target instance (T). Figure 6.7.b shows the transformed
representation of T encoded by the trained VAE, in blue, and a few of the nearest transformed
reference samples (r) in this latent space. The original representation of the discovered reference
samples is shown in Figure 6.7.c. As you see, TADExp has not observed any similar case to T, so it
matches T with observations from two different scenarios: 1) The normal cases that start from the
same maximum pick and continue the decremental trend toward the minimum value in sinusoidal
wave, 2) The opposite normal cases that have more commonality with the second half of the target
instance, but their incremental trend starts from smaller values.

Then, applying Algorithm 2 generates the perturbed instances illustrated in Figure 6.7.d. The t-

SNE representation of these samples in Figure 6.7.e confirms that they keep their locality around our
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target of interest (T) and fill the gap between this sample and the normal reference cases (‘Wg). Figure
6.7.f depicts a contour representation of the target input in presence of the normal reference cases and
similar perturbed anomalous cases. This plot provides some sense of the implicit boundary which
isolates the anomalous input and the degree to which it is different from the normal observations.
The tree-based representation in Figure 6.7.g illustrates the same explanation from a rule-based
perspective. Also, Figure 6.7.h represents a few of the approximated counterfactuals based on the
most similar normal perturbed samples. Also, this contributes to specifying the main parts of the
target instance that cause abnormality status and need to be replaced to change the assigned label.
As this case study shows, such an analogy-based explanation is coming from common sense, its
reasoning is based on real-world and tangible evidence and highly related to the specific problem
domain.

To validate the reference cases discovered by TADExp, we extracted a second set of normal
cases utilizing the temporal context of target instance (T) (i.e. considering the seasonality and trend),
which match the normal trend that the anomalous T was expected to continue (see Figure 6.6). As
we see, some of the normal reference cases found by TADExp (in Figure 6.7) are very similar to the
temporal reference cases; this also demonstrates the quality of local sample discovery process. So
the approximated counterfactuals highlight the divergence from real-world expectation, which can

be especially helpful in detecting the set of adversarial attacks.

T TR2 TR A4
TR1 — TR3 — T_R5

Figure 6.6: Temporal reference cases of T
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6.4 An Interpretable Variational Autoencoder to Find Cyberattacks

Motivation. This section analyzes the existing challenges in the CPS context based on a real-world
scenario. Thus, we aim to present an interpretable autoencoder model to distinguish attacks from
natural events and analyze the events to find the main source of attacks and their characteristics in
order to address the vulnerabilities and prevent future incidents. Autoencoders are specific types of
unsupervised ANNs for efficiently learning embedded features of data. An autoencoder basically
represents the normal data in lower dimensionality and then reconstructs the data in the original
space. One of the main applications of autoencoders is toward learning a more-efficient representation
of data for various purposes—for example, dimensionality reduction [155]. Recently, autoencoders
have been widely adopted for unsupervised anomaly detection tasks [84,243]. The overall process
of system modeling and anomaly detection is founded based on embedding data and accurately
reconstructing them. The autoencoder will generate larger reconstruction errors for different and
unobserved inputs, thereby distinguishing anomalies.

Although autoencoder models are very efficient and popular in anomaly detection, they are far
from being interpretable. In brief, such models decide based on the whole input and are unable to
clarify the discovered patterns, determine the exact time point of attack, or determine the features
that contributed to the detected anomalies. Furthermore, to our knowledge, existing XAl methods are
mainly proposed to explain a supervised predictor and there are only very limited studies regarding
explaining unsupervised anomaly detection methods and they are typically model-specific or need to
have access to the model’s internal stages [227,250]. For example, one line of such studies is about
techniques that try to explain the latent space by employing a particular interpretable model [162].
Also, combining graphical models with AEs to interpret unsupervised techniques [144,259] looks
promising.

The main challenge of explaining unsupervised trained models, like autoencoders is how to find
the contributing features, especially because there is no specific boundary to surrogate it. Thus, we
have developed a fast method to distinguish anomalous events representative of cyberattacks and an
unsupervised autoencoder model. Our experiments with real-world data confirm the performance

and applicability of our proposed solution.

6.4.1 Problem Definition

This project aims to propose an advanced, but interpretable unsupervised anomaly detection algo-
rithm to trace suspicious activities in CPSs like the smart grid. The considered system’s behavior is
monitored over some time interval 7', comprising ¢ consecutive time steps, forms a multivariate time
series Xr = (x; : t € T) , T < N. Intuitively, each element of this time series is a multivariate process
with m observed features (x;, € R™), meaning x; = (xl.l,x?, ..., x["). Thus, our online framework is
desired to learn the hidden patterns of the data and detect suspicious cases, and then interpret the

results by highlighting the exact point of anomalies.
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6.4.2 Method Description

In light of the motivational points developed above and to address the challenges, we now propose our
method for CPSs like the smart grid (Figure 6.8). This framework includes two main components:
it first learns the latent space of the collected data using VAE and then highlights the exact attack
points using combination of reconstruction error-based and perturbation-based analyses.

Algorithm 4: Interpretable Attack Detection: Training

Input: Xtrain
Output: (AE, threshold) : Autoencoder and an optimized anomaly score threshold

encoder, decoder = GenerateNetworks()
AE = (encoder, decoder)
trainAE(AE, Xuin)
€rrotreconst = AE(Xtrain) = Xurain
Ziatent = eIlCOdeI'(lem)
threshold = Max(erroryeconst)
trainAE() :
input = generateBatchData(X/4in)
Zimean» Zvar = €ncoder(input)
noise, = sampleNoise()
Z = Zimean + NOISE; * Zyqy
output = decoder(z)
13 loss = computeLoss (input, output, Zyean, Zvar)
14 backwardLoss()
15 computeLoss() :
16 [0SSreconss = MSE(input, output) = batchgi,,
17 lossgr = —1/2 % (1 + Zyur — zﬁmm — exp(Zyar))
18 10SSipra1 = l0SSroconss + 10SSk]
19 return AE, threshold

e 0 AN N AR W N =

-
N =D

_________________________________________________________________________

PowerGrid Database Latent Space Modeling

Attack Explanation

Figure 6.8: Schema of the proposed method
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Algorithm 5: Interpretable Attack Detection: Test

Input: x € Xie5, Xirain» Ziatent
Output: (scorey, label,, Fy): (attack score, status, set of contributive features

1 Xreconst = AE (x)
2 scorex = |Xyeconst — X|

3 Fr ={}

4 if scorey > threshold then

5 label, = suspicious”

6 Ni = topKDivergedFeatures (X econst, X)

7 for f; € N; do

8 M = findNeighbours(encoder(x), Ziarens)
9 M’ = replaceFeature(M, f;)

10 contrib; = AVG(|AE(M’) — M’)

1 Fy.add((f;, contrib;))

12 else

13 L label, = "benign”

14 return (scorey, label,, Sorted(Fy))

Latent space modeling

In order to model the compressed manifold of the latent space in the dataset, we train a VAE as
shown in Algorithm 4. The VAE model is used because it can tackle the problem of the latent space
irregularity [11]. A VAE is an unsupervised generative technique that comprises a probabilistic
encoder ENC : X — R4 and a decoder DEC : R?Y — X. The encoder defines a distribution over
latent codes g (z|x), typically in a two-step process of mapping x — z(u, o) and then sampling z from
a Gaussian distribution with these parameters. Therefore, the VAE encoder returns a distribution
over the latent space instead of a single point. Moreover, to ensure a better organization of the
latent space, a regularization term is added over the returned distribution in the loss function. This
embedded stochasticity helps to obtain perturbed versions of the input.

In this step, we also extract a criterion to determine the suspicion level of a future event. By
presuming a normal error distribution for the training observations, the anomaly scores are fitted
on the basis of Q-function as the tail distribution function [110,255]. Thus, Q(x) is the probability
that a normal (i.e., Gaussian) random variable obtains a larger value than x standard deviations.
Accordingly, the suspicion level of the observations will be determined in comparison to the range

of reconstruction errors observed in the training phase.

Attack explanation

In the next step, in order to determine the exact attack point, we propose the procedure shown in
Algorithm 5. In unsupervised techniques, the causal reasons behind the detected anomaly are only

latent in the input values in comparison to the rest. Thus, the reconstruction error of autoencoders
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is a good source of knowledge to explain them. On this basis, first, the features whose reconstructed
values differ from the original values are found. To this end, the normal Mahalanobis distance for
the features is calculated. Applying a distribution-based distance helps to have an initial ordering of
the features that have contributed to the obtained reconstruction error difference.

The next step permutes each candidate feature value to find their range of impact on the obtained
anomaly score. For this purpose, the set M closest neighbors of the test observation x are found
according to their embedded representation in the latent space encoder(x) <> Zjuzens. This facilitates
a fair distance evaluation independent of unimportant features. Then, the impact of each feature f;
is evaluated by inserting its value in the set of M and evaluating its impact significance. Because of
the features dependencies, two different scenarios might occur: (1) a contributive feature in which
the feature positively affects the predicted anomalous status; (2) compensator feature in which the
feature negatively affects the predicted status (i.e., the feature reconstruction difference is caused by

feature relations).

6.4.3 Experimental results and Evaluations

This section evaluates the anomaly detection performance and explanation quality of our proposed
method.

Experimental settings. The utilized dataset in this study is an open-source smart grid attack
repository [130] including both Information Technology (IT) and Operational Technology (OT)
attributes [218]. We refer the reader to [130, 218] for further details about its architecture. This
dataset includes 128 features and its numerical feature values have been standard scaled. In our
experiments, the encoder and decoder are both single-hidden layer networks with 80 dimensions;
the latent dimension includes 40 nodes. We used fully-connected NNs in both the encoder and the
decoder with fanh activation functions. The model parameters are optimized using RMSE loss value
through stochastic gradient descent and ADAM step updates. Further, the optimization process is
done by a grid search; so potentially there is room for improvement regarding the behavior prediction
results.

Peer methods. A few studies have used this dataset in their experiments [71,218,219]. However,
they have mostly utilized supervised learning to detect the attacks. While our research is focused
on unsupervised modeling of the system to detect zero-day attacks. Anyhow, we compare the
performance of our method with some of the high-performance supervised and other unsupervised

techniques, as follows:
* XGBoost (XGB). Effective implementation of gradient tree boosting.

* Hybrid. A combination of multiple diverse models of Random forest, Extra trees, and K-

neighbors optimized by SuperLearner framework embedded in the Mlens package.
* Multi-layer perceptron (MLP). A feed-forward neural network.

* iforest. A tree-based anomaly detection algorithm.
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* One-class SVM (OSVM). A modification of SVM to support one-class classification.

Performance evaluation

This section evaluates the performance of our proposed method in comparison with the peer su-
pervised/unsupervised methods. As Table 6.1 shows, our interpretable VAE outperforms the other
unsupervised baselines by achieving a higher ROC and F1-score in the presence of a very acceptable
recall and precision tradeoff. Also, the performance of our unsupervised VAE is almost compara-
ble with the optimized supervised hybrid method. This shows the capabilities of this technique in

learning the latent space of normal data to reconstruct them effectively.

Table 6.1: The performance evaluation of our method

Model Precision Recall F-measure ROC ‘ Unsupervised

XGB 0.92 0.96 0.939 0.951 X
Hybrid 0.986 0.964 0.975 0.983 X
MLP 0.93 0.95 0.969 0.98 X
iforest  0.763 0.851 0.804 0.818 v
OSVM  0.798 0.742  0.769 0.75 v
VAE 0.932 0.957 0.944 0.966 v

Interpretation examples

Result’s explanation, especially in the context of anomaly detection, is very new and different in
various tasks and domains. Thus, there is no standard evaluation technique or measure to verify
their soundness. This research evaluates our local intepretability approach through two different
perspectives.

1) Interpretation correctness. This experiment is designed to verify the impact of important
features’ perturbation on the anomaly score. To this end, we have selected a subset of (k = 30)
normal observations in the close proximity to the anomalous test case and perturbed their feature
values one by one. Hence, we would be able to find the impact of each feature based on its average
changes in the reconstruction error. Since this is a local explanation, we do not expect to observe
the same ordering of feature importance for all the anomalous samples. Therefore, we measure the
explanation quality and effectiveness using Normalized Discounted Cumulative Gain (NDCG) [278].
As Figure 6.9.a illustrates the NDCG of the most important feature in the first rank is almost 81%
and this value does not drop to less than 46% for the top-10 features, which is a very acceptable rate
for our interpretation technique.

2) Interpretation robustness. This experiment is designed to evaluate the robustness of the
explanation. To this end, we have created a synthetic dataset and labeled its records to normal/anomaly

only based on a subset of features { f1, ..., f5} and filled out the other (irrelevant) features { f, ..., fio}
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Figure 6.9: a) Interpretation performance for top-10 explained features, b) Interpretations’ robustness
in presence of noisy features.

with the marginal distributions for each label. Then, we configured a VAE for this dataset and obtained
the final feature importance for each sample through the same procedure. Figure 6.9.b illustrates
the cumulative feature importance detected by our model for every single sample. As we see, top-5

contributive features are almost stable through all the experiments, and the interpretation process
has ignored the noisy features.

116



6.5 Heidegger: Interpretable Temporal Causal Discovery

Motivation. While machine learning and Al have made impressive progress in predictive and
descriptive tasks, establishing causality has remained a challenge [262]. As aforementioned, XAl
comprises various techniques which seek to improve the interpretability of Al results. Interpretability
is much needed to demonstrate the accuracy and value of the results, and engender user trust.

Multiple attempts have been made to develop XAI, but these are inadequately grounded in
theories of explanation and range from non-causal to strongly causal explanations; however, non-
causal variants of extra-mathematical, and model explanations appear to be receiving greater attention
than causal techniques. Some of these studies hold the view "all scientific explanations are causal
explanations" (i.e., causal imperialism) [32], while others assume that anything other than a causal
explanation is a rationalization or fictionalization [32,236] and thereby do not have any explanative
value. Within causal explanation framework, all non-causal explanations are attempts to articulate
how possibly rather than the ideal standard of how actually [115]. In other words, correlative
relationships are important and further our understanding. However, correlation does not imply
causation. A dedicated class of methods is needed to address the problem of causal discovery.

Causal discovery strives to identify cause-effect relations between a set of candidate variables
and an outcome variable of interest, where any change in a causal variable will result in a change
in the outcome [262]. Various methods have been introduced to discover causal relations using
observational data [263]. However, most of the existing techniques are limited as they are concerned
with causality in a restricted sense and only demonstrate if a treatment can change an outcome or
not. Inability to determine causal profiles (i.e., a temporal pattern that results in the most significant
change in an outcome variable) greatly limits the interpretability of the results; understanding the
minimum duration of an event to be effective, treatment-effect persistence, or the time delay between
an treatment and the outcome is critical. While some methods are flexible in terms of defining the
hypothesis [31,48,258], a user must identify the true hypothesis, possibly resulting in erroneous
conclusions or data dredging.

Motivated by these issues, we believe our research in [197] can be modified to open a new
perspective to provide causal explanations for temporal AD, illuminating the factors driving an
event and the outcomes of counterfactual scenarios. This can significantly contribute to intervention

activities (e.g., dementia risk reduction, and/or prevention).

6.5.1 Problem Definition

We assume a given dataset with observations at discrete time points for a set of variables and samples.
Among the variables, we distinguish the labels assigned by black-box (BB) corresponding to outcome
variable Y, the set of candidate variables X, and the set of potentially confounding variables Z.
Formally, Y!(1 <t <T,1 < s <S) is the value of the BB’s outcome for sample s in ¢, where T is the
number of time points, and § is the number of samples; Xé’f(l <t<T,1<s<8,1< f<F)isthe

value of f candidate variable of sample s in ¢, where M is the number of candidate variables; and
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Z, (1<t<T,1<s<N,1<c<C)isthe value of c™ confounding variable of sample s in ¢, where
C is the number of confounding variables. An instance, referred to as (s, ), is a pair of sample s
and time point ¢.

We define CP as the set of all temporal causal profiles. The goal is to identify causal variables
associated with the BB’s outcome, denoted as X, and their corresponding temporal causal profiles,
denoted by CP*, such that elements in X* and their corresponding patterns in CP* provide the most
significant causal association with the outcome when controlling for the effect of confounders and
the other candidate variables. If a causal variable follows the pattern indicated in its corresponding
causal profile, the outcome of BB’s model will experience a significant change. We refer to this
problem as the Causal Profile Discovery (CPD). Hence, each element of the causal profile set,
CP, corresponding to a causal variable, x € X, represents a hypothesis, where the treatment group
receives the treatment in the form of the identified causal profile. We define a causal profile, cp € CP,

based on the two following components:

L. Treatment Pattern: A vector of {0, 1} values, denoted by cp,, where 1 means receiving the

treatment while O means not receiving the treatment.

2. Pattern Offset: A vector of time offsets, denoted by cp,, where each offset indicates how many

time points before the current time the corresponding element of treatment pattern is applied.

Meanwhile, the corresponding control group of the hypothesis is defined based on no-treatment pro-
files. More specifically, each profile in this group has the same Pattern Offset as the causal profile,
but its Treatment Pattern is a zero vector. For instance the hypothesis that "if x; exist at time ¢ and
does not exist at time ¢ — 2 then y at time ¢ changes" (Figure 6.10) corresponds to causal profile
(ep, + [0 1], cp, : [2 0]), and control profile (cp,, : [0 0], cp, : [2 0]).

Required Modifications. The original HEIDEGGER framework was focused on solving the causal
profile discovery (CPD) problem based on a given dataset and was not associated with black-box
explanations. However, we believe it can be easily modified to explain temporal anomaly detection

black-boxes. To this end, we need to apply two modifications:

1. Predicted labels by the black-box need to be considered as the output variable. This increases

the final explanation’s fidelity;

2. A systematic data generator must be utilized to produce the required control profile sets. For
each candidate causal profile, HEIDEGGER receives the corresponding control profiles from
the data generator and labels them using the black-box. Following this, HEIDEGGER would be
able to evaluate each explanation hypothesis utilizing the randomized-block design component

and identify the main cause(s) leading to an anomalous prediction.
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6.5.2 Addressed Challenges

Most existing XAl techniques are not able to determine causal profiles (i.e. a temporal pattern that
results in the most significant changes in an outcome variable), undermining the interpretability of
the results. We propose HEIDEGGER [197] to address this problem. HEIDEGGER goes beyond a
temporal causal discovery technique and is capable of detecting underlying causal relations along
with their corresponding causal profiles. Further, HEIDEGGER is robustly designed to accommodate
noise and detect complex temporal treatment-outcome relations. In the context of XAI, we believe
this is one of the earliest attempts that goes beyond rationalization and deals with the issue of

temporal anomaly detection models by actually determining causal relations.

6.5.3 Method Description

Our CPD method, HEIDEGGER, overcomes the previously mentioned challenges by utilizing an
efficient graph search algorithm to find potential causal variables and their corresponding causal
profiles. A novel randomized block quasi-experimental design (QED) is applied to evaluate the
significance of each hypothesis (i.e., the causal variable and associated causal profile). QED is an
offline framework for estimating the causal impact of an intervention without random assignment by

manipulating the independent variables.
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Figure 6.10: HEIDEGGER Framework: in each step of the graph search, the most statistically
significant of neighbors (green) of the current node (blue) is selected as the current node of the next
step. If the current node is more significant than its neighbors (yellow), the run stops. For each node,
to compute the significance level, QED process is applied [197].

For each candidate variable the hypothesis search space is modeled as a graph, referred to as
the profile graph, where each node indicates a potential causal profile ( 6.10). HEIDEGGER runs
a heuristic search for each candidate variable at a time on the profile graph to identify the most
significant profile and dynamically generates the local neighborhoods in the search space. Upon

visiting each node, the corresponding causal profile is evaluated using a randomized block QED.
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This consists of: 1) Identification of treatments and controls; 2) Matching and clustering of instances;
3) Significance evaluation. The significance level of the candidate variables and their causal profiles
are adjusted for multiple hypothesis testing based on false discovery rate criteria. A brief description

of each phase is presented in the following sections.

Hypothesis search

The strength of HEIDEGGER is the traversal of the profile graphs to identify the most significant
candidate profile. Each node represents a causal profile, and there is an edge between nodes A and
B if the causal profile of node A can be converted to the causal profile of node B with the change
of a single element. Given this, the shortest distance between two nodes in the profile graph is equal
to their minimum edit distance. The discovery process in Graph is guided by the assumption that
the p-values across the network are cohesive, (i.e., hypotheses with similar profiles are expected to
have similar p-values). HEIDEGGER uses a simple but efficient strategy to build the search space;
at every step, it expands the neighborhood of the current hypothesis, and finds the most promising
neighboring candidate to be processed by the QED (explained in Section 6.5.3).

To expedite the search, an early pruning mechanism discards the causal profiles with permutation
entropy above a given threshold because in practice, the causal profiles are expected to have low
permutation entropy. For instance, a high entropy causal profile (cp) such as (cp, : [101 1], ¢p, :[8
5 3 1]) is unreasonable, but a causal profile with a lower permutation entropy such as (cp,, : [0 1],

cp, :[2 0]) is acceptable.

Randomized-Block Design

HEIDEGGER needs to evaluate the significance of the adjacent hypotheses to find the most promising

profile in the local neighborhood of a current node, which is likely to lead to the global solution. To
this aim, our framework applies QED to find treatment and control groups for each hypothesis and
compute the significance of the difference in the outcome between the two groups.

The specific QED, used in HEIDEGGER is an extended version of the randomized block design
that pairs instances based on their history of confounders, treatments, and the outcome, guarantees
the effect of these variables is controlled across time. The randomized block design is adpoted for
its flexibility, lack of constraining assumptions, and its proven effectiveness in similar studies [15],
while its major disadvantage is confounders must be directly controlled resulting in loss of statistical
power. However, HEIDEGGER compensates for this by considering combinations of time points and
samples as instances, increasing the number of effective samples by a factor approximately equal to
the number of time points. The process of finding and evaluating the treatment and control pairs is

done in the following three main steps:

* Identifying the treatment and control groups by comparing the values of the candidate variable of

each instance with the causal profile and the no-treatment (control) profile, respectively.
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* Clustering the union of treatment and control group instances into blocks, where all instances in
a block are similar enough, and randomly matching treatment and control instances within each
block.

* Performing a paired statistical test to evaluate whether there exists a statistically significant differ-

ence between the outcome of the two paired groups.

Multiple Comparison Adjustment

Evaluating a wide range of causal profiles for several candidate variables results in a large number
of hypothesis tests. Considering that each hypothesis has a specified type (I) error probability,
evaluating the set of hypotheses as a whole sharply increases the chance of some type (I) error.
Conversely, evaluating the causality of multiple candidate variables and causal profiles for an outcome
variable produces a large number of hypotheses [27]. A standard approach to counteract the multiple
comparisons problem is to adjust p-values and the threshold to accept them based on the false
discovery rate. This is the most reasonable multiple hypothesis correction criteria in the context of
CPD, because it is not overly conservative for a large number of hypotheses and does not rely on
the tuning of the test statistics [27]. HEIDEGGER uses the well-known Benjamini-Hochberg false

discovery rate adjustment method [27] for this purpose.

6.6 Conclusions

High-performing, complex, black-box models are prevalent and inevitable. Despite the outstanding
success of complex methods in many areas, there are some essential doubts about their precision,
when exposed to adversarial attacks. Especially, due to assigning non-zero weights to the useless
features or out of range values, deep learning models are a known target of attackers. Besides,
achieving better numerical results without presenting the required intuition for the reasoning behind
decisions is not a sufficient and worthy contribution.

Acknowledging that such techniques are not transparent and fully mature and their transition
may be timely, it is wise to develop explainable algorithms to clarify the decision-making logic of
such complex models, especially in large-scale and critical deployments. We believe our proposed
methods can contribute to the field in two ways. Such explanations expose the users to an intuitive
presentation of the local decision-making process of temporal anomaly detection concerning the time
dimension. Also, it can help the model developer to find the model’s vulnerabilities and improve it,
which eventually may lead to higher resilience and precision alongside a lower false alarm rate.

Explainability research is a principal area of innovation to support end-users. Building an
explainable situational awareness platform that addresses the various suspicious elements is crucial
and cannot be overlooked. Our proposed methods can certainly open new perspectives in various

contexts like health and cybersecurity.
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Chapter 7

Spatiotemporal Situational Awareness

Nowadays, larger volumes of spatiotemporal data are increasingly collected and studied in diverse
domains including epidemiology, transportation, and earth sciences [18]. Spatiotemporal data differs
from previously analyzed time series because they have both space and time as the ubiquitous
aspects of observations. In fact, this introduces another type of sequential dependencies among
measurements induced by the spatial dimension, which brings its own additional challenges that
need to be dealt with. Having access to the space information provides the possibility of extracting
more exciting patterns from the stream data, however, it may increase analytical challenges because
of the dynamical essence of space. Thus, the real-world processes in these domains are expected to
be inherently spatiotemporal in nature.

Thus, to specify a few of the extra challenges caused by the space dimension, this chapter
describes some of the relevant spatiotemporal projects that I have technically contributed to them
and have been listed as a co-author in the outcome publications. This topic does not specify any
particular phase in the end-to-end pipeline of anomaly detection. But, it is highly relevant in the
case of utilizing the end-to-end framework to detect anomalies in spatiotemporal stream data.
The remainder of this chapter is organized as follows. Section 7.1 provides a concise review of
spatiotemporal anomaly detection techniques. Then, Sections 7.2 and 7.3 provide a summary of two

relevant spatiotemporal studies.

7.1 Background

To the best of my knowledge, there are different types of anomaly detection in spatiotemporal datasets
which can be distinguished based on their goal. This section provides a summary of some of these

techniques.

7.1.1 Spatiotemporal Anomaly Detection

The main goal of this task is finding the spatiotemporal object whose thematic (non-spatial and
non-temporal) attributes are significantly different from those of the other objects in its spatial and

temporal neighborhoods, as spatiotemporal anomaly (ST-anomaly) [2].
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In [143] a set of temporal logic rules have been proposed to capture normal activities. This
relation set includes: before, contains, overlaps, meets, starts, started-by, finishes, finished-by, and
equals. The conditional probability of each event Z given Y can be computed based on these relations
and the likelihood of Z will be computed based on all of the observed events till that point in time,
to get the final anomaly score as 1 — P(Z). Some of the other proposed methods in this group are

explained in the succeeding parts.

Density-based spatiotemporal anomaly detection

The density-based methods focus on the density of the available data points in the location dimension.

For example, the algorithm proposed in [163] includes the following main steps:

* Clusters the data using a modified DBSCAN. It supports the temporal aspect using a traversal

tree to find the spatial and temporal neighbors of each object within a given radius
* Compares the new coming values with the average value of all the obtained clusters
* Detects the spatial anomalies by checking their spatial neighbors

* Verifies the temporal neighbors of the spatial anomalies to find the ST-anomalies [2].

Cluster differentiation based spatiotemporal anomaly detection

The algorithm proposed in [57] is founded based on cluster differentiation, which includes the

following four main steps:
* Applies classification or clustering to find the regions
* Reduces the spatial resolution of the data by aggregating them

» Compares the result obtained in two different granularity levels. The objects which are found
in fine-grained regions, but not in aggregated regions, will be considered as potential spatial

anomalies

* Evaluates the temporal neighbors of the suspected anomaly points to find the final set of

spatiotemporal anomaly candidates.

7.1.2 Spatiotemporal Anomaly Tracking

This task focuses on tracking solid anomalies based on their volume through time dimension in a
specific space dimension. So, if the volume is higher than the average through time dimension, then

it is a solid anomaly [2].
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Outstretched-based tracker

Outstretch [285] is proposed to track the anomaly movement patterns over the time periods. This

method needs two inputs:
1. Top-K spatial anomalies for each year and a variable r,
2. The region stretch, which is the number of grids to ’stretch by’ on each side of an anomaly

For all the years, each of the anomalies from the current year is examined to see if it is framed by any
of the stretched regions from the previous year. The anomalies that meet this condition are added to
the end of the previous years’ child list. As a result, all of the possible sequences over all years get

stored in the anomaly tree and can be retrieved for analysis.

Spatial center-based tracker

In [187] Wavelet transformation is applied to the input data to extract its hidden distinct patterns.
Then, edge detection with a competitive fuzzy classifier is extended to identify the boundary of region
anomalies. The center of an anomaly region will be computed based on the fuzzy-weighted average
of the longitude and latitude of the boundary locations. In the end, the movement of anomalous
regions can be traced by linking the centers of the anomalous regions in consecutive frames.

7.1.3 Trajectory Anomaly Detection

This task mainly aims to find anomaly trajectories, which is more challenging than analyzing static
objects in space and time dimensions. Until now, different clustering, classification, or distance-based

methods have been proposed which a few of them are explained in the succeeding parts.

Distance-based trajectory anomaly detection

Trajectory anomaly Detection (TRAOD) [174] performs this algorithm in three main phases:

* Two-level partitioning phase. In partitioning process, the distance of the trajectories which

include: perpendicular distance, parallel distance and angle distance are computed.

* Detection phase. The main process in this phase is finding outlying trajectory partitions that

do not have enough similar neighbors.

* Anomaly labeling. A trajectory is marked as an anomaly if the summation of the outlying

partitions of a trajectory meets the length-based threshold of all the partitions.

Direction and density-based trajectory anomaly detection

TOP-EYE is proposed in [102] as a method that computes an anomaly score for each trajectory,

continuously, in an accumulating way. This method considers a decay function to address the evolving
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computation of the accumulated outlying scores. It discretizes the space into several smaller grids.

TOP-EYE considers two types of outlying trajectories:

* Direction-based anomalies. The direction information of trajectories in each grid is turned

into a vector of eight values to indicate the probabilities of moving toward each direction.

* Density-based anomalies. The trajectory density of each grid is computed based on the number

of trajectories that pass that grid.

Historical similarity-based trajectory anomaly detection

A method to detect temporal anomalies by emphasizing the historical similarity trends between the
data points is proposed in [178]. It records the historical similarity values, as temporal neighborhood
vector at each road segment, which includes similarity information of each road segment versus the
other road segments. The radical changes in these vectors are marked as anomalies. The approach

considers some penalties and rewards for each day, based on the following two criteria:
* How similar is the road to the other road segments, historically?
* How similar is the road to the other road segments, instantaneously?

The final anomaly score is the summation of the obtained rewards and penalties. Because of consid-

ering the other road segments in the analysis, this method is robust to potential population shifts.

Motif-based trajectory anomaly detection

A trajectory anomaly detection based on motion-classifiers is proposed in [177] with the following

main steps:
* Extracts hidden motifs, as triples of (feature, time, location), from object paths
* Clusters object movement fragments, based on the motif-based generalization

* Classifies objects using classifiers, which can classify very high-dimensional motif feature

space, to distinguish anomalous trajectories from normal cases.

7.2 Mining Vessel Trajectories for Illegal Fishing Detection

Motivation. Maritime domain awareness is the effective understanding of activities associated with
the maritime environment that could impact upon the security, safety, economy or environment.
Identifying threats as early and as distant from shores as possible requires the ongoing analysis
of the continuously changing picture of events in the maritime world to assess threat levels and
enable early intervention in illicit activities. Illegal, unreported and unregulated (IUU) fishing is one
of the most serious threats to the sustainability of world fisheries [93,94,214] and a major threat

to marine biodiversity, the sustainability and balance of marine ecosystems, to fish populations
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worldwide [54], and to global food security as 4.3 billion depend on fisheries for protein [93]. While
the extent of IUU fishing taking place is not known in detail, it is estimated that IUU fishing accounts
for up to 30 percent of all fishing activities worldwide [92, 94,289]. Entities that engage in IUU
fishing circumvent conservation and management measures, avoid the operational costs associated
with sustainable fishing practices, and may derive economic benefit from exceeding harvesting
limits. [214]

Thus, in [253] we aimed at algorithmic methods for extracting geospatial and spatiotemporal
activity patterns associated with dark fishing from vessel tracking data recorded over time periods
of several years. The results provide input for intelligence based profiling and ranking of known
fishing vessels in relation to how frequently individual vessels are linked to observable behavior
that diverts from routine operations. In the presence of uncertainty, predictive modeling using
knowledge extracted from historical data reduces the size of the search space and increases the
chances of disrupting IUU fishing. Even an increase of a few percentage points in the success rate
is a lot in absolute numbers when dealing with an enormous fleet of ships and boats that operate
across vast coastal areas and open oceans, considering that limited surveillance resources constrain

maritime domain awareness and compromise seamless security coverage at all times [213].

Problem Definition. Given a set of fishing vessels {v;} and their history of trajectories {t,, }, we need
to rank the vessels based on their suspiciousness value. This problem definition is novel, especially
its application to the domain of IUU fishing. In order to address the problem, we segment the

trajectories into end-to-end trips and monitor vessels behavior to detect abnormal activity patterns.

7.2.1 Proposed framework

A summary of the proposed method to solve this problem is as follows. The input is historical
tracking data from vessels routinely operating in coastal waters. The output is a ranking that places
more specious vessels—those with more frequent abnormal activities—at a higher rank. Naturally,
two or more vessels may be tied for the same anomaly score. The ranking used here is based on a
weak order. A weak ordering is a mathematical formalization of the intuitive notion of a ranking of a
set where some members may be tied with each other [237]. Vessels need to report their operational
status in real time, including fishing activity (by broadcasting Status = 7). A non-compliant vessel
may misreport the status or may even go dark by turning off its AIS transmitter. Any longer gaps in
the transmission of AIS reports indicate that a vessel may intentionally hide its activity.

All that said, we take a conservative approach in using AIS data to detect illegal fishing activities.
The ranking differentiates vessels with a distinctive history of frequent abnormal (suspicious) activ-
ities from the majority of vessels normally complying with commercial fishing regulations. This is
done in three main steps:

Endpoint identification. Fishing vessels do not necessarily stop at major ports, especially when
engaging in illicit activities. Thus, we develop our own method for identifying endpoints. This way,
we do not miss any information about vessel movements between any two locations. The endpoint

identification phase performs two consecutive clustering steps: 1) extraction of anchorage points, and
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2) identification of endpoints among the extracted anchorage points. Anchorage points are locations
where a vessel remains stationary (within close proximity) for longer periods of time. In the second
step, we cluster anchorage points extracted from the trajectories of all fishing vessels to determine
proper endpoints. These are common anchorage locations shared by a number of vessels. The list of
endpoints includes well-known ports but also nonessential and widely unknown (hidden) harbors.
End-to-end trip segmentation. For a given trip between two identified endpoints, the related AIS
reports render a trajectory by associating locations visited with time stamps. Because harvesters
generally arrange their fishing activities as a trip, we expect to observe strong patterns across similar
trips. AIS data does not directly provide information on vessel trips and analyzing trajectories as a
whole may miss patterns in shorter trips, especially when analyzing regions of interest [40]. Noise,
corruption, and inconsistencies, as well as ’dark interval’ in AIS data translate into inaccurate or
missing reports. So an interpolation technique with respect to the curvature of the earth is applied on
each trajectory so as to complete missing reports for reasonably short gaps. Then, each interpolated
trajectory is segmented into several end-to-end trips. Each such trip begins and ends at an anchorage
point which is common among a number of vessels.

Ranking suspicious activity. The obtained trips represent the behavior of vessels with a proper
granularity at which one can differentiate normal activities from suspicious ones. The following
subsections describe each of the three steps in more detail. We compute two separate anomaly scores
for each end-to-end trip: a global anomaly score and a local anomaly score.

Global anomaly score is a measure for the deviation of a vessels behavior for a given trip relative
to other vessels behavior for similar trips. Lets assume T;"b, T;?b, T;j'b are complete end-to-end
trips between endpoints a and b. The length of a trip is the most important indicator for the type of
a trip. We apply Kernel Density Estimation (KDE) clustering on the length of trips to divide them

into a number of clusters, C, 5 = {c c™ .}, such that trips in the same cluster are more

12

ab’Cab>
similar than those in other clusters. We emphasize that the input of the KDE method is only complete
trips as we can learn most common trip types from full trajectories. The global anomaly score of

trip T;‘ , is computed as

QﬂN(Tav’lb) = argmin Distance(L;"b, C;,b)
Cab
where Distance(L" b ct ») is the distance of data point L" ,, from the center of cluster ct b
a, a, a, a,
Local anomaly score measures the compliance of a vessel regarding the trip in question. Lets

assume in an end-to-end trip of vessel v between end points @ and b, with length of LZ‘ ,» there are
m dark periods longer than the threshold 6 4,,%x. Each of these dark periods has the length of l;’l and

DP) , =1l rl, lzv1 , ..., L, }. For such an end-to-end trip the local anomaly score is
Zit ()
LAN(T))) = A x —’L‘vl l
a,b
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If a vessel reports the navigational status of engaged in fishing more often than defined threshold
times, we label the trip as a fishing trip. If a vessel goes dark in an end-to-end trip with fishing
activity, it can be interpreted as a more suspicious trip than a non-fishing trip. We reflect on this
factor by computing the local anomaly score using parameter 4. We use A = 1 for a non-fishing and
A > 1 for a fishing trip. Trip suspiciousness is simply the summation of global and local anomaly
scores

er;’lh =a X LﬂN(T;jb) + X gﬂN(T;jb)

where @ and 8 are parameters for adjusting the perceived significance of global and local anomaly

scores. Finally, for a given vessel v{, with observed end-to-end trips E = {Tavl', by T;z' byt T;}i b

vessel suspiciousness of v is computed as follows

O-Vl = : 0 _(t_rul-,bl-)
Vi p
VT 5, €E Tap*€

where ¢ is the current time and f,, 5, is the start time of the end-to-end trip 7, », . We amplify the
impact of more recent trips compared to older trips using parameter p for adjusting how the trip time

affects the suspiciousness score.

7.2.2 Experimental results

In this section, we briefly describe spatial patterns of suspicious vessels detected by our method and
refer the reader to [253] for thorough details.

We study the spatial pattern of more suspicious vessels and compare it to the behavior of normal
vessels. To do so, we apply a grid to the area of interest, UTM zones 1 to 11. Each grid cell is roughly
10 km on each side.

Figure 7.1-a shows the heatmap of fishing effort of all vessels based on the status of received
AIS reports. Each cell indicates the accumulative fishing effort of all vessels happened in that cell.

Figure 7.1-b depicts the heatmap for the density of going dark phenomena of fishing vessels.
Each cell shows the summation of being dark by all vessels. It is worth mentioning, the color density
of each cell corresponds to the length of the period where the vessels start going dark from.

Considering the overall behavior of vessels, we divide the cells into three sets: white cells, gray
cells, and black cells. White cells are the ones in which the majority of the observed vessels have
normal behavior. A cell is considered white if more than 70% of the observed vessels always send
their AIS messages. A cell is gray if the percentage of the vessels sending their AIS message is
between 70% and 30%. And a cell is black if less than 30% of vessels always transmit their AIS
messages. In other terms, in a black cell the majority of vessels have been dark at least once.

A white cell can be in an area that vessels do not have any excuse not to transmit the AIS messages
since a large set of vessels were able to do so. In a gray cell, we see a mix of behaviors from vessels
where a meaningful percentage of vessels send their AIS messages and a similar percentage of

vessels did not. A good example of black cells can be areas with weak signal. In each cell, we closely
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(a) (b)

Figure 7.1: a) Heatmap of Going Dark Area Based on Received AIS Reports, b) Heatmap of Fishing
Density Based on Revised AIS Reports

study vessels activities considering their suspiciousness. To do so, we divide vessels into two groups
based on their suspiciousness score: vessels in top 50% of the list as more suspicious vessels and the
remaining as less suspicious vessels. This can be considered as a binary classification of vessels in
terms of their suspiciousness score.

In 82% of white cells, we see that more suspicious vessels have similar behavior by turning off
their AIS transponder at least one time. In other words, in 82% of white cells, each vessel that went
dark was in the list of more suspicious vessels. This result is 77% and 68% for the gray and black
cells, respectively. This means for the remaining vessels, contribution of global anomaly score is
greater to value of their vessel suspiciousness score. And now we observe, on average in 79% of all
cells, all of the more suspicious vessels go dark. This is a strong behavioral pattern which shows
that the proposed ranking algorithm was successful in the distinction of less and more suspicious

vessels.

7.3 Fishing Vessels Activity Detection from Longitudinal AIS Data

Motivation. Maritime domain awareness calls for continuous monitoring and tracking of fisheries
using data and information from maritime intelligence sources to detect illegal fishing activities.
Vessel tracking services routinely gather data for identifying, locating, and capturing information
about ships and boats operating in coastal waters and across open oceans. Marine traffic data in
the form of multi-variate time series is interpreted as trajectories of vessel movements over time
periods ranging from a few hours to several years. The total data volume renders manual processing
impossible, raising an immediate need for autonomous and smart systems to follow the vessels’
footprints in near real-time and detect their basic activity types. As discussed in Section 7.2, Fisheries
authorities and regional fisheries management organizations face many difficulties in detecting and
combating [UU fishing. One of the fundamental obstacles is the lack of systematic methods for

measuring vessels fishing effort. In the presence of uncertainty, predictive modeling, trained using
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expert-labelled data, reduces the size of the search space and increases the chances of disrupting
IUU fishing.

Problem Definition. We define the fishing activity detection problem and the scope of the proposed
solution in abstract terms as a binary classification model for interpreting trajectories extracted from
marine traffic data. Let v € V denote a vessel with AIS equipment which can engage in fishing
activities. Further, let 7, denote a temporally ordered set of AIS reports, {r., }, from a trajectory
associated with vessel v. A report -, is a vector of values for the AIS features. We then formulate

our problem as follows:

Given a set of fishing vessels V = {v{,v», ..., v,,} and their corresponding trajectories
T = {1y, 7y,,..., Ty, }, fishing activity detection is the task of determining if a vessel
v; € V at time ¢t was engaged in fishing or not by analysing § consecutive reports from
7y,. This problem can be extended to identification of the whole trajectory representing

an end-to-end fishing activity.
The notation 7,, ; denotes a specific time point ¢ in a trajectory 7 of some vessel v;.

7.3.1 Proposed framework

A summary of the proposed method, called FishNET [14], to solve the mentioned problem is
described in this section.

FishNET overcomes the trajectory classification challenges by utilizing a 4-stage algorithm
to differentiate fishing activities from non-fishing ones. The detection framework is illustrated in
Figure 7.2. First, the Trajectory Reconstruction component identifies the vessels’ footsteps and
generates a set of motion-related features to produce trajectories invariant to location and time. The
next component, Segment Generation, prepares the classifier’s input by utilizing a sliding window
segmentation to partition trajectories into short segments, which are labeled based on their likelihood
of showing fishing activity. In the end, the vessel status at each temporal point will be determined
based on the majority labels assigned to the segments including the given point; this facilitates the

end-to-end fishing trajectory identification process.

Trajectory reconstruction

The trajectory reconstruction process handles a variety of challenges we are facing in preparing the
data for the predictive analysis. For example, the data is exposed to different noise sources, like
infeasible speed or location, which are cleaned or replaced. Also, the time sampling for AILS reports
is sometimes irregular. To reconstruct regular trajectories of the message sequences, we apply linear
spatial interpolation relying on the constant velocity assumption for fishing attempts. However, the
granularity level of reconstructed trajectories matters. Based on our analysis, resampling trajectories
at a 10-minute time scale is logical, because it does not leave a big gap between two successive AIS

reports, which helps to avoid potential interpolation errors.
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Figure 7.2: FishNET: Fishing activity detection framework

A generalizable trajectory classifier is expected to find the movement patterns and trajectory
shapelets independent of the exact time and space. In other words, we expect that shipping trajectories
share the same basic sub-patterns inrrespective of geospatial characteristics. However, classifying
trajectories based on the original features included in AIS reports, might lead the model to develop
some undesired decision logic based on a vessel’s location or fishing activity time. We thus transform
the original features in the trajectories of each vessel, 7, ;, into a set of motion-related features ¢, ;
that are suitable for discovering dynamic behavioral patterns of fishing activities independent of

spatiotemporal details.
{Tv,t},n:() = {gv,t}?:o (7.1)

Generally, vessel motions as shown in Figure 7.3 are defined by six degrees of freedom: three
components of translation (heave, sway, surge) and three components of rotation (pitch, roll, yaw)
[210]. On this basis, the following set of performance and movement related characteristics can be
extracted [200], as thoroughly described in [14]: Distance (D, ;), Rectilinear speed (S, ), Rectilinear
acceleration (A, ), Rectilinear Jerk (J, +), Derivative of course (P, ;).

Thus, ¢, ; is defined based on {D,, ;, Sy 1, Ay ;,Jv s, ¥y} as the moving behavioral character-
istics of fishing vessels. Applying these intrinsic attributes as predictive features not only makes
FishNET robust to differences in geographical locations and timestamps of trajectories but also

eliminates the need for considering the fishing vessel types in the classification process.

Segment generation

As discussed earlier, fishing activity routinely extends over considerable time periods from several
hours to days based on the fishing type [68]. Feeding a classifier model with such very long input

sequences may not only misguide it and decrease the performance but will also increase the model’s
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complexity and training time. Thus, to prepare the classifier’s input, we extract trajectory fragments
w; out of the transformed trajectory {; using a sliding window with size ¢ that moves across the

signals and generates a set of fixed-length sequences.

{gv,t}?:l = {{Wt ;l=§ | Wy = {fv,i}fz,_(;_l} (7'2)

Based on our experiments, on multiple values of 6 we found that the setting of 6 = 11 helps the
classifier to achieve the highest accuracy level, which intuitively makes sense; a sequence of about
2 hours is long enough to be informative and representative of a vessel’s movement behavior.

Next, a majority voting scheme is applied to assign a class label to the generated sequences.
However, as the fishing vessels do not frequently switch their status, the majority of window sequences
are pure fishing or non-fishing cases. To simplify labelling the entire sequence based on the majority

rule,we considered odd values for §.

CNN-based classification

To classify the fixed-length multivariate segments generated in the previous phase, we design a
one-dimensional convolutional neural network (1D-CNN). The output of this model is a binary label

[ assigned to any arbitrary input segment w to determine its fishing/non-fishing status:
Classifier(w) — 8 (7.3)

The main reason for using a 1D-CNN is its significant performance in recent studies and its
fairly low computational complexity. The model consists of two main modules: convolution and
classification. The convolution module itself includes two main types of layers: convolutional and
pooling layers. The former extracts in-depth features from the input sequences, while the latter filters
the extracted features to highlight the most salient elements. In the end, the classification module,
containing a set of fully connected layers, learns from the constructed internal representation how

to classify the input segments.
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Thus, as the kernel, conv 1D (., .), in our Classifiercnn slides along with the 2D inputs w, it
extracts the appropriate artificial features to distinguish fishing trajectories from the rest. Thus, as
the Equation 7.4 shows, the input is convolved with the kernels and is executed through an activation

function to produce the first layer’s output feature map.

Ny
05 = b; + Z conv 1D (kl-_1 wf) [1=1 (7.4)
i=1

ij °

In general, the same process is followed through the next layers [34, 156]:

of=f > ol sk bl || 1e2.L (7.5)
iEMj

where Wﬁ is defined as the i’”* element of input, L determines the number of convolutional layers, bi.
is defined as the bias of the j*”* neuron at layer /, 05 is the output of the i*" neuron at layer / — 1, kﬁ;l
is the kernel from the i’" neuron at layer / — 1 to the j'* neuron at layer /.

In the next step, the final output of the convolution module is fed into the fully connected layers
to map them to the final outputs of the network by determining the probability distribution over the

set of target classes for the given input.

FCN@) > a|l=L (7.6)

Finally, the class with the maximum probability will be selected as the segment’s fishing/non-fishing

status (max(a) — B).

Fishing trajectory identification

Identifying the whole trajectory representing an end-to-end fishing activity is the ultimate goal of
FishNET . First, point-wise labeling is performed based on the majority voting approach (Equa-
tion 7.7), which determines the fishing likelihood in the given point. The voting algorithm decides

based on the label assigned by the classifier to all the § segments which include the given point.

Cmv({v,r) = argmax; Z_(;=5_1I(ClaSSiﬁer({v,{(t—j)..(t+6—j)})) (7.7)

{y .+ 1s a specific point of a vessel trajectory, ¢y 4, .+, are the generated segments which include ¢, ;,
and 7(.) is an indicator function. Then, each end-to-end fishing activity belonging to vessel v will

be spotted based on uninterrupted fishing intervals.

{lvisein o, €FT | Vseq =0y k..lvm | k2 0,m < j,size(seq) > 2 %6 7.8)
= argmax(Cwiv(y.) € seq) == fishing} '
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60 indicates the length of permitted non-fishing gaps in the identified trajectory, and FT determines
the set of end-to-end trajectories involved in fishing activities.

7.3.2 Experimental results

For this project, we use a labelled dataset [3] to train our model and two unlabelled datasets to run

longitudinal analysis:

* U. S. AIS Dataset. The AIS data provided by the U. S. Coast GuardServices (available at
www.marinecadastre.gov) covers all of the coastal waters of the United States and most of
Canada from 2015 through 2018.

* Denmark AIS Dataset. The AIS data provided by the Danish shore-based AIS system (available

at dma.dk) covers vessel movement in Denmark’s coastal waters for the period of 2015-2018.

The performance of FishNET is scrutinized in [14], and its results are compared with other GFW,
to the best of our knowledge the only among the state-of-the-art of fishing activity detection methods
evaluated using large real-world data. As the analysis show FishNETis able to outperform GFW
in some detecting fishing pattern of some vessel types. The following two subsections present the

temporal and anomaly detection related analysis of FisShNET.

Temporal distribution of fishing effort

Complexity of fisheries management due to the heterogeneity of this phenomenon. In addition
to spatial, temporal variability is also playing an important role in catch size and fishing effort
distribution. Analyzing vessels activity at a high temporal resolution makes our image of global
fishing more complete. Figures 7.4a and 7.4b show the temporal distribution of fishing effort for
the sea around Denmark and North Americas Coastal Areas, respectively, for the studied period.
Comparing the fishing effort pattern in both regions, we can see a similar trend: lower level of fishing
in colder months of the year and a higher level of fishing effort in warmer months of the year, as
expected. In comparing of yearly temporal fishing effort distributions of the sea around Denmark, we
can see many similar but not identical patterns. Interestingly, the yearly fishing effort distributions

of North America’s coastal area have a strong similarities.

Anomalous fishing activity detection

As a practical application of FishNET here, we discuss how successful fishing activity detection
can be used to overcome this difficulty. The output of FishNET provides input for intelligence-based
profiling and ranking of vessels linked to observable behavior that diverts from routine operations.
A small improvement in the success rate of quantification and identification of IUU fishing
means a lot in absolute numbers when dealing with an enormous fleet of ships and boats that operate
across vast coastal areas and open oceans, considering the limited surveillance resources constrain

maritime domain awareness and security [112]. The very first group of vessels susceptible to [UU
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fishing are the ones in the top of a list ordered by fishing hours. Here, we focus on the top 10% of
most active fishing vessels. In the sea around the Denmark area, the top 10% of most active vessels
are fishing 1791 hours on average six times more than an average vessel in this area. 153, 160, 177,
and 142 vessels are in this list for the years 2015, 2016, 2017, and 2018 respectively. There are only
10 vessels which are continuously active for all the four years. Among these 10 vessels, 7 of them
are industrial fishing vessels with the length of more than 20 meters, and more specifically 4 of them
are trawlers. While continuous fishing activity is assumptive, such phenomenon for a small vessel
is strange and needs close investigation by monitoring agencies. Although the U.S. dataset contains
a fewer number of vessels, the average hours of fishing for the top 10% most active fishing vessels
is 1490 hours. 38, 35, 35, and 44 vessels are in this list for the years 2015, 2016, 2017, and 2018,
respectively. Only three vessels are on this list for all four years.

Fishing in marine protected areas can cause significant threats to already endangered species.
To extract patterns of fishing in rare spots, we compute for each grid the ratio of the total fishing
hours to the number of vessels for that grid. Grids with a higher ratio are the ones with more fishing
done by a fewer number of vessels and need closer investigation. In the sea around Denmark, we
found 45 areas with a high ratio, seven of them are relatively far from the shoreline, which makes
them even more suspicious. In North American coastal waters, we found 61 areas, four of these are
further from the shoreline, and 3 of them are around Alaska. As mentioned earlier such analysis can

be more meaningful and applicable in collaboration with experts monitoring fishing activity.

7.4 Conclusions

Spatiotemporal data differs from the analyzed time series in the previous sections and brings its own
challenges to deal with. Our spatiotemporal related projects target marine safety and maritime domain
awareness challenges. [llegal, unreported, and unregulated fishing gravely threatens the sustainability
of fisheries, marine ecosystems, and fish populations worldwide. Constrained by limited surveillance

resources, enforcement agencies face immense challenges in their efforts to gain the upper hand in
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dealing with an enormous fleet of fishing boats and ships operating across vast coastal areas and
open oceans, in total covering more than 70 percent of our planets surface.

The proposed techniques in this section for tracking dark fishing by profiling and ranking fishing
vessels aims at enhancing efficiencies through predictive models that utilize historical data and
information which is available in abundance. Narrowing down the search space by drawing on
probability distributions for suspected dark fishing leads to more targeted procedures for checking

and probing vessels and their catches.
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Chapter 8

Lessons Learned and Future Work

This chapter lays out the final results and the future scope for the problems addressed in this

dissertation.

8.1 Lessons Learned

The very nature of large-scale critical infrastructure necessitates advanced analytical methods that
contribute to situational awareness of the decision-maker, specifically to ensure that they know
what is happening in the problem domain. While it is impossible (or even unnecessary) to be
aware of everything, especially in large-scale systems, it is nonetheless crucial to be aware of
the events of interest. Therefore, the present study focuses on proposing novel algorithms in an
end-to-end framework of anomaly/event detection in stream data. Accordingly, we exemplified
and experimentally validated the framework proposed herein for critical cyber-physical systems.
Nevertheless, the proposed approaches are conceptually applicable to a variety of other real-world
domains.

Despite all existing techniques, several fundamental challenges related to situation analysis
in stochastic stream data must be addressed. Thus, as illustrated in Figure 1.1, the present work
explicates the steps required to achieve a scalable and interpretable anomaly detection framework,
which are summarized below.

First, we proposed an efficient and interpretable anomaly-detection algorithm to trace suspicious
activities in SCADA-based water supply systems. To this end, the existing anomaly-scoring problem
of HMM techniques is solved. In addition, the trade-off between selecting the right input window
size and granularity is addressed by presenting a hierarchical multi-granular model.

Furthermore, to overcome the limitations of behavioral modeling, a time-series modeling method
with a high average accuracy but a small error deviation is required. Accordingly, we proposed a new
hybrid method capable of handling complicated time series consisting of both linear and nonlinear
components. The proposed framework also handles the problem of noisy data by using novel multi-

branch data augmentation.
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Then, to address challenges related to anomaly scoring, we devised an attack-detection model
that functions through a distributed detector network. In particular, applying dynamic attack scoring
boosts the analytic performance of the proposed method to efficiently detect collective attacks by
orchestrating a network of detectors and reduces false-alarm rates by ignoring potential contextual
noise and errors in the applied behavioral predictors.

The ultimate outcome of the entire framework must satisfy the objectives and expectations of
real-world domain experts. Given the immense importance of having an effective anomaly detection
method, the interpretability of its decision-making process is likewise important. Therefore, a model-
agnostic explainer is proposed to fill the black-box gap and provide the required interpretability to both
convince the human analyst about the isolating factors and highlight the models potential limitations.
Furthermore, some opportunities of model-specific explainers and causal profiling-based XAI are
explored. This step not only builds trust by involving the human analyst in the predictive process,
but it can also grow Al for common good and help both critical and noncritical organizations ensure
that the decisions made by their applied Al are ethical.

In addition, spatiotemporal data analysis was explored with a focus on maritime domain aware-
ness. Accordingly, in a joint research, we proposed two novel methods for trajectory classification
and anomaly detection to address the catastrophic issue of dark or illegal fishing.

It should be noted that this study was based on several years of collaborative, funded safety and
security research projects with industry and academic partners. Accordingly, we strongly believe
the concepts and findings reported herein can inspire new research and development directions with
applications in cyber intelligence, stream data analysis, and anomaly detection as well as decision-
making supports for other critical security operations. Nevertheless, several problems and challenges

in the realm of end-to-end anomaly detection in stream data remain to be addressed.

8.2 Future Work

I briefly outline a number of directions for future research in the field of temporal anomaly detection

herein.

* Improving anomaly scoring techniques. The efficacy of the methods introduced and pro-
posed in the anomaly-scoring phase of this end-to-end framework can be improved and
extended in numerous ways. It would be of interest to develop more sophisticated methods
based on reinforcement learning that can verify the systems impact and enhance the scoring
phase. Moreover, other complex algorithms and mechanisms for computing the confidence,

significance, and impact of a suspicious event can be developed.

» Improving isolation explainability. There are a variety of future directions to improve iso-
lation explainability. For example, it would be of interest to provide qualitative specifications
and formal explanations of the quantitative specifications learned by the statistical models that

utilize logical Al. The main advantages of formal logic are internal property transparency and
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the possibility of interpretable representation in different levels of abstraction. Other possibil-
ities in this area include developing more-sophisticated but transparent situation-visualization

and alert-generation mechanisms.

Enhancing test platform. Given the importance of validation and testing in model devel-
opment, test platforms can be improved. A lack of labeled data and difficulty generating a
realistic time series with anomalies make time-series anomaly detection very challenging.
Thus, generative adversarial networks can be used to produce realistic but domain-dependent

data with various challenging anomalies.

Transferable time series anomaly detection. The present findings can be extended to trans-
ferable time-series anomaly detection. It is often difficult to collect a large set of high-quality
or labeled datasets to train advanced anomaly detection models from scratch. Thus, transfer
learning and domain adaptation can reduce training time, enabling a high-performance model
to be applied to a different domain or task. Accordingly, transfer learning in the context of
time-series anomaly detection is another promising area that has received little attention. Re-
gardless, devising an effective transfer method will facilitate the analytical process and enable

anomaly detection to be treated as a supervised learning problem.
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