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ABSTRACT

This paper provides insight into how restricted data can be incorporated in an open-be-default-
by-design digital infrastructure for scientific data. We focus, in particular, on the ethical
component of FAIRER (Findable, Accessible, Interoperable, Ethical, and Reproducible) data,
and the pseudo-anonymization and anonymization of COVID-19 datasets to protect personally
identifiable information (Pll). First we consider the need for the customisation of the existing
privacy preservation techniques in the context of rapid production, integration, sharing and
analysis of COVID-19 data. Second, the methods for the pseudo-anonymization of direct
identification variables are discussed. We also discuss different pseudo-IDs of the same person
for multi-domain and multi-organization. Essentially, pseudo-anonymization and its encrypted
domain specific IDs are used to successfully match data later, if required and permitted, as well
as to restore the true ID (and authenticity) in individual cases of a patient's clarification. Third,
we discuss the application of statistical disclosure control (SDC) techniques to COVID-19
disease data. To assess and limit the risk of re-identification of individual persons in COVID-19
datasets (that are often enriched with other covariates like age, gender, nationality, etc.) to
acceptable levels, the risk of successful re-identification by a combination of attribute values
must be assessed and controlled. This is done using statistical disclosure control for
anonymization of data. Lastly, we discuss the limitations of the proposed techniques and
provide general guidelines on using disclosure risks to decide on appropriate modes for data
sharing to preserve the privacy of the individuals in the datasets.
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BACKGROUND

It is imperative that COVID-19 response efforts be coordinated at a global scale to ensure that
no part of the world is left behind and serve as a reservoir for the virus that would spread to
regions that had successfully brought it under control. Critical to this globally coordinated
approach are the requirements that the data relating to the pandemic are rapidly collected,
processed, and shared. Data sharing reduces duplication of effort, increases efficiency, and
facilitates transparency thus maximising the return on effort and funding.

Recent years have made advances in addressing the complex and interconnected data
demands in a new world of open science, Big Data, and artificial intelligence (NIST 2019;
NASEM 2019; Wellcome Trust 2017; European Commission 2020). As a result, unprecedented
data sharing led to faster-than-ever outbreak research on SARS-CoV-2 before it resulted in the
COVID-19 pandemic (Le Guillou 2020). However, open science by-default-by-design in a fully
digital framework has not yet been achieved across disciplines and organizations. As a result,
from the standpoint of data management and data sharing which underlie detection, response,
and implementation of decisions to prevent and subsequently manage the COVID-19 pandemic,
our systems were not prepared to meet the challenge (Austin and Widyastuti 2020). Open data,
data security, and ethical considerations such as privacy, need to be built into the data system
from the start to produce FAIRER (Findable, Accessible, Interoperable, Reusable, Ethical,
Reproducible) data. To better respond to the COVID-19 crisis, we need a broad range of
FAIRER open data that input seamlessly into certified digital repositories, Big Data analytical
workflows and Artificial Intelligence (Al), and that are reusable beyond their original purpose by
unimagined systems.

Individuals have a right to privacy in health care, and the state has the right to override an
individual’s right to privacy in cases of serious public health risks if revealing private medical
information helps to protect public health (Upshure et al. 2005). Before such a situation arises, a
balanced approach will have already put in place an open science by-default--by-design digital
infrastructure for all data, including confidential data that would be subject to tiered access by
appropriately credentialed people and machines. In addition to encryption, there are several
ways to protect restricted data in the system. These include, for example: (a) Secure model /
query servers that integrate differential privacy perturbations to statistics generated/queried from
the user; (b) Secure environments with already (pre-tabulated) noise on individuals (cell key
method), for example, microdata perturbation before "queries" or pre-calculation of all possible
queries (data cubes) and suppression or perturbation of cells, so that cells with low frequencies
are protected; and, (¢) Microdata sharing that must be anonymised beforehand using SDC
methods. The resulting anonymized microdata might be shared for a broader audience. It is
essential that security measures be frictionless so that they do not place a burden on users.

Even during a pandemic such as COVID-19, with such a system in place, rapid collection,
processing, analysis and sharing of the data need not come at the expense of ethical practices.
The privacy and confidentiality of the individuals supplying these much needed data need to be
preserved throughout the entire process, whether the data come from a healthcare facility, a
community-based study, or some surveillance mechanism. While the technology exists to



address these issues, it is not clear how it could be implemented for the task of preserving data
privacy during the pandemic which is requiring rapid data production, sharing and analysis. This
task is further complicated by the need to link datasets from disparate sources. The RDA

recommendation calls for processes that involve anonymisation and pseudonymisation of data.

The present paper summarises use cases deriving from the RDA COVID-19 recommendation,
and illustrates how existing methods and technology can be harnessed and implemented. We
also consider how the privacy preservation methods can work within the context of a Common
Data Model (CDM) and full spectrum epidemiology proposed by Greenfield et al. (2020). The
CDM provides a set of specifications for integrating silos of COVID-19 related data from
hospital/clinic surveillance Electronic Health Records (EHR), field-based longitudinal
demographic and epidemiological surveillance, population level indicators, air quality
monitoring, etc.). In the present paper, we describe how the existing privacy preservation
technologies and methods can be customised for implementation in the context of the model
proposed by Greenfield et al. (2020) to ensure pseudonymisation and anonymisation.

METHODS

A privacy preservation strategy is presented that combines pseudo-anonymization and
statistical disclosure control techniques within the context of bringing together COVID-19 data
from diverse sources into a common data model (Greenfield et al. 2020). The model proposed
by Greenfield et al (2020) is flexible and caters for the entire gamut of settings from high-income
countries (HIC) to low- and middle-income countries (LMIC) settings. In this context, the applied
techniques need to be flexible enough to take into account diversity of data sources. In addition,
they ought not presume universal health coverage, complete national disease registries or
optimal disease surveillance. We therefore present customizations of existing anonymization
techniques to accommodate the Covid - 19 data from both siloed and fragmented systems on
one hand and also those from the better connected systems on the other.

Further, given that the common data model integrates diverse data sources, we are proposing
an approach that iteratively assesses and controls disclosure risks at each stage of data
integration. First, when the data are harvested from their sources and also when they are
integrated into harmonised databases. Our approach seeks to balance between identity
disclosure control and minimising data loss within the context of a common data model for
COVID-19 data.

RESULTS

Pseudonymization and anonymization

To ensure privacy, both pseudonymization of direct identifiers (e.g. patient specific ID’s) and
anonymization of indirect identifiers (e.g. socio-demographic information on individuals) must be
applied. Pseudonymization can be done e.g. by first salting the ID’s using, for example, the
SHA-3 hash function (NIST 2017) and 256 bit salts, and then applying a hash function to the
salted ID’s for encryption. Different domains-specific salts for the same patient can be used to



calculate domain specific identifiers. Domains-specific salts can be managed by a central
agency that stores the salts and is able to link data sets from different domains from the same
patients. An appropriate IT-infrastructure is relevant here for ID management and linking data.
This article introduces basic concepts that can be used to sustain privacy of patient related data
in epidemiologic, research and administration contexts.

Pseudo-anonymization

Health data are recorded and used in different domains, for example medicine, communities,
research, administration, and statistics. Person specific electronic identifiers (IDs) link specific
information to the individual person records in each domain. Each domain assigns a domain-
specific ID (dsID) to each individual. In order to satisfy privacy requirements on direct identifiers,
data that carry a dsID in clear text remain within the data holder’s secure server and are not
shared.

If data are re-used, for example in research or public health purposes, the dsID is removed
(anonymization) or replaced by a different ID (pseudonym). Pseudonyms can later be traced
back by an authorized person to the original dsID. This must only occur under well-defined
conditions, e.g. if a researcher needs to clear ambiguities in incoming information together with
the organisation that generated the data.

In multi-domain and multi-organization scenarios such as when data from EHR are brought
together with population demographic and epidemiological surveillance in a common data
model (Greenfield et al. 2020), consistent management of IDs and pseudonyms on a secure
authorized server is needed to enable cross-linking of data from different sources using the
domain specific ID’s of patients.

The following requirements apply:

Domain specific IDs (dsIDs) exist for each individual in each domain;
The dsID of an individual must not leave the domain in clear text, to prevent unintended
record linkage between domains;

e When providing data from a source domain to a target domain, the target dsID must
become available to users in the target domain; and,

e Appropriate dsID IT infrastructure must be available to enable domains to share and link
data, while preventing unintended record linkage.

There are different concepts for pseudo-anonymisation:

- Hashing with key and salt: hash functions (incorporating SHA-3 (Bertoni et al. 2010), for
example) whose output depends not only on the input but on a secret key too.
Depending on the key, different pseudonyms can be produced for the same ID. By
salting, the input to the hash function is being augmented via adding a predefined string
(the “salt”). For the same identifier, several different pseudonyms can be produced,
according to the choice of the salt.



- Encryption: a key used within a encryption algorithm provides a cipher text that is to be
used as a pseudonym (Daemen and Rijmen 2002) . The same secret key is needed for
the decryption.

The main difference between encryption and keyed hash functions is that the secret key owner
(the source domain) must always store data subjects’ initial identifiers, and can identify the
pseudonyms through a simple decryption process. The key and the original data (initial values
for the ID’s) thus really need to be stored safely at the source domain. Randomness might be
added to the key, e.g. adding time stamps (see below). If the key is lost, it is not trivial and
hardly possible to identify pseudonyms even on the source domain. A major difference to
encryption is the use of hash functions. Using Hash functions the data controllers (source
domain) does not need to store the initial identifiers for tracking the individuals.

Salting and encryption of identifiers in a multi-domain and multi-organization
pseudonymization strategy

To achieve pseudonymisation between different domains, salting and hashing or encryption can
be applied. The latter is shown in the following. Encryption assures that no dsID leaves the
domain as clear text. Figure 1A describes how data from a health domain can be shared to be
linked to records in a research domain and an administration domain in this way. Figure 1B
introduces the IT infrastructure needed to map dsIDs between different domains. Mapping can
for example be done via lookup tables, or by algorithms that calculate the desired target dsiID.
Different scenarios can be used when building IT infrastructures: In a strictly centralised
scenario the ID mapping server may be provided by local authorities, and conform to legal
requirements of disease control. In a more distributed scenario, patients and healthy study
participants may use the server to configure the cross-mapping of dsIDs to match their
individual privacy needs. Patients may e.g. decide to allow re-use of their data for disease
control by administrations, but not for research.

As an organization receives multiple messages over time, it might link the data using even the
encrypted dsIDs. This will be possible, if the encryption process generates the same dsIDs for
each person and each domain over time. This can be prevented by using the concept of salting.
A salt is added to an attribute before encrypting, using a newly generated random value as a
salt each time that the attribute is being encrypted. This assures that no two encrypted dsIDs
are the same, even if they relate to the same individual in the same domain. Figure 1C shows
how salting is applied to the dsIDs, as they are mapped between domains while preserving
pseudonymization.

In Austria, for example, eGovernment legislation and IT infrastructures are in place to handle
domain specific identifiers e.g. for health care, traffic, taxes, and statistics (Austria 2013, 2018).
This is implemented and in operation for example in the Austrian electronic health care record
ELGA (ELGA GmbH 2020).
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Patient or doctor sends:

Body temperature 3.12.2019,
10:30am: 38.5C

Domain specific ID
dslD_Health: 1234

.| hereby consent that my body

temperature data be shared:

+ with health care professionals, for
the purpose of my healthcare,
using my unencrypted
bPK_Health

+ with certified researchers, for the
purpose of research, using my
encrypted bPK_research

+ With certified administrations, for
the purpose of managing public
health, using my encrypted
bPK_ADMN

Digitally signed: The Patient

Doctor receives:

Server
for data
sharing

Body temperature 3.12.2019,
10:30am: 385 C

Domain specific ID
dsID_Health: 1234

De-crypt

a

Researcher receives:

Body temperature 3.12.2019,
10:30am: 38.5 C

dsID_Health - encrypted: dr#007fes
dsID'_research - encrypted: #1hs!ld8

\ Domain specific ID

dslD_research : 6742

Only certified researchers
can decrypt

Administrator receives:

Body temperature 3.12.2019,
10:30am: 38.5C

dsID_Health - encrypted: e29%1723s
dslD_ADMN - encrypted: odkr&!65s

Only certified \ Domain specific 1D
administrations can dsID_ADMN : 9876

Figure 1A. Sharing or linking a body temperature observation from the healthcare domain
with a research and administration domain. In the healthcare domain ID (dsID_Health,
green), a patient is identified with a specific ID, (1234, colour green, denoting that it is
unencrypted). A doctor will receive this data together with the original ID, as the law allows
doctors to share IDs unencrypted. The doctor can attach an encrypted ID (dsID_research -
#1hsld8, red, denoting it is encrypted) to the data. The doctor never has access to the
unencrypted dsID research ID. A researcher who receives the data decrypts the encrypted ID.
This decrypted ID (dsID_research - 6742, blue, denoting that it is a pseudonym) is specific to
the research domain. The same method applies as data are provided to administrations, e.g.

for public health purposes.




Doctor:

Query:
| have a patient with the domain ID
dsID_Health: 1234

Please provide me with
corresponding encrypted IDs for the
following domains:

research, ADMN, Health

Response:

bPK_research - encrypted: #1hs!d8
bPK_ADMN - encrypted: odkr&l65s
bPK_Health - encrypted: dr#007!fes

Domain specific ID ‘/

dsID_Health: 1234

Only certified doctors can
decrypt

Server for
sharing
encrypted
IDs

+ Encrypted IDs include
“salts”.

« They will be different for
each query

Researcher:

Query:

| have data from a person with the
domain specific ID
dsID_research : 6742

Please provide me with corresponding
encrypted IDs for the following
domains:

Health, research

Response:
ds|D_Health - encrypted: fsdfsfsdf99
dslID_research - encrypted: %1hsdcs

Administrator:

Query:

| have data from a person with the
domain pseudonym ID
dsID_ADMN : 9876

Please provide me with
corresponding encrypted IDs for the
following domains:

Health, ADMN

Response:
dsID_Health - encrypted: LI:/gf$36
dsID_ADMN - encrypted: %GFS§od

Figure 1B. IT infrastructure for cross-domain IDs management. A user in the medical domain
queries the IT service using the dsID of the health domain, asking for encrypted dsIDs of other
domains. The service responds with the encrypted dsIDs. Users in other domains can use the
same mechanism. This enables users in different domains to co-operate: For example the
researcher can attach the encrypted dsID_Health ID to a message to the doctor, asking for
details to support clearing ambiguities in the data the doctor provided earlier. The doctor can
then decrypt the patient ID, access the patient related information in the health IT system,
and finalise the clearing with the researcher.




Input:
dsID_Health: 1234

Algorithm calculates
target domain specific ID
using e.g.

private / public keys dsID_research : 6742

Database returns
target domain specific ID
from lookup table

Add “salt™
e.g. random value #3ed57

Encrypt e.g. using public key of target
domain, e.g. research

Output:
dslD_research - encrypted: #1hs!ds

‘/Only certified researchers can

dslD_research : 6742 decrypt using e.g. research
domain private key

Figure 1C. Data flow for deriving an encrypted ID (#1hs!d8) for a target domain (research).
The source ID (1234) can be mapped to the target identifier for example in two ways. A
mathematical algorithm is used (left branch) to calculate the target domain ID (6742), or a
database query returns the ID. A time stamp (as kind of salting) is then attached to this ID. ID
and timestamp together are then encrypted, e.g. using the public key of the target domain.
This assures that no two encrypted IDs for the same patient and the same domain are
identical, in this way preventing the unintended linking of records

Anonymization: Controlling statistical disclosure risk

A pseudonymised data set does not imply that individuals cannot be re-identified. The dataset
still needs to be anonymized using different methods other than those for pseudo-
anonymization. Intruders can reveal patients’ identities using a combination of indirect identifiers
such as gender, age, education, location, race/ethnicity, etc.

Since the first data protection scandals in the 1990s (Barth-Jones 2012), we have learned that
removing or pseudo-anonymization of directly identifying attributes (ID’s) such as names,
addresses and social insurance numbers is generally not sufficient to prevent data protection
violations. Beyond masking these direct identifiers, we need to control statistical disclosure risk.
This is the risk of intruders using a combination of indirect identifiers such as race/ethnicity,
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education level, sex, age, etc., to identify individuals and their their health status. The levels of
such risks need to be quantified, accessed, and controlled in the shared datasets to ensure
privacy and trust of the individuals contributing their data and to meet scientific integrity
requirements.

The anonymization methods differ in terms of anonymization of microdata (each row
corresponds to an individual), anonymization of tabular data (aggregated information) and
anonymization of queried information from a database which stores original, non-anonymized
data.

COVID-19 microdata. To measure the risk of re-identification of individuals/persons,
frequencies of persons with certain attributes are generally counted and evaluated. The lower
the frequency, the higher the risk. For example, consider in a COVID-19 cases dataset exists an
83-year-old man with COVID-19 in a certain community. If he is the only 83-year-old man in the
community, then this man can easily re-identified and people living in the community know that
he has (had) COVID-19 (neighbor matching scenario) or intruders can match COVID-19 data
with, e.g., a voters database including the names and addresses of people, gender and age. In
this case, the match is certainly successful and unique and the re-identification is successful. To
make this person anonymous, various methods can be used. For example, post-randomization
of the place of residence (Gouweleeuw et al. 1998), or adding a noise to the actual age, or
regrouping age in age groups. After the anonymization the data utility should be checked. While
the risk for re-identification should be very low, the data utility should be as high as possible, i.e.
the data quality of the anonymized data should be very high.

In the context of integration of data from various sources, the steps outlined in the previous
paragraph will need to be carried out on the individual sources prior to bringing the data into the
common data model and then again after integration. Data integration may bring together
indirect identifiers that were originally in separate data sources. Combined together, these
potential indirect identifiers may reveal some information that was not possible to reveal from
each source taken individually. For instance, consider a dataset containing individuals’
education and occupation information. When this dataset is integrated with another dataset from
a healthcare facility containing variables on demographics, location and COVID-19 disease
status. This combination may reveal the identity of an individual with a rare occupation in their
community and thus their health status.

COVID-19 tabular data. If queries are published that report aggregated information in the form
of tabular data (aggregates) instead of microdata, methods for tabular data
protection/anonymization are used. Again, the frequency of cells in a table can be checked (how
many persons contribute to the cell value) and if the number of cases is too small,
blocking/suppression may be applied (primary suppression). This is, for example, currently (=
this is work-in-progress) done for the corresponding COVID-19 data cubes from the tracing app
data of Switzerland with a threshold of 5 persons. All cells with less than 5 contributors are
suppressed in the data cubes. However, this information can be easily compromised by
differentiating and secondary cell suppression or swapping techniques would be necessary
(Gouweleeuw et al. 1998; Fischetti and Gonzalez 2000). For the secondary cell suppression



approach, these primary locked cells are protected by a secondary suppression to such an
extent that the primary suppressed information can no longer be estimated accurately enough.
Other alternatives to cell suppression in tabular data are controlled tabular adjustment (Pérez
and Giessing 2005), or the cell-key method implemented by Thompson et al. (2013) in
https://github.com/sdcTools/cellKey. See, also, an introduction to statistical disclosure control
(Duncan et al. 2011; Templ 2017).

COVID-19 model servers: Another concept, differential privacy, aims to maximize the accuracy
of responses to queries to databases while minimizing the probability of identifying the records
used to respond. The higher the probability of re-identification and the more often the (same)
query has been made, the more noise is added to the queried information. Note that there are a
lot of implications and restrictions of differential privacy leading to inconsistencies of
anonymized datasets and potential low utility of queried data (Bambauer et al. 2014).

In the LMIC, the statistical disclosure control software in use is the sdcMicro software (Templ
2020). The World Bank Group and the International Household Survey Network have supported
the development and implementation of this software in the region (LSMS 2020).

DISCUSSION

For COVID-19 data, it must be possible for authorized persons to know the true ID of a patient,
i.e. to reverse the encryption of an ID, either in the case where several data sets are merged
with this ID or because clarifications are necessary for the patient. To prevent the merging of
patient data, the true ID's are salted and encrypted. In a multi-domain and multi-organization
framework, a different salt for the same person can be used for each domain and organization.
The management of these salts is an IT-technical challenge, but it is well established in
practice. As an example, a complex pseudo anonymisation based on the Austrian health data
was shown.

Pseudo anonymization only prevents the merging of persons across different data sets.
However, it will still be possible to clearly identify persons by a combination of attribute values,
and further anonymization is necessary as soon as the data is used by persons who want to
analyse the data, but are not authorized to know the true ID of a patient. This is of great
importance, if the data is made available to an extended circle of users.

The choice of indirect identifiers is very important. This means asking "What is the knowledge of
an attacker"? In other words, what possible databases with intersectional populations may be
available to someone who receives the data?

For indirect identifying variables, prior to the application of SDC techniques, the re-identification
risks of the data should be modeled and estimated. For categorical key variables apply global
recoding and local suppression to establish k anonymity - that at least k observations/persons in
the data set shares the same values for the indirect identifiers (e.g. age 65, female, lives in
region XY, ...), or alternatively, swapping techniques could be used to change, for example, the
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place of residence with another person. Each time an SDC technique is used, the risk of re-
identification and the increase of information loss should be measured.The anonymization
process is typically iterative. Different anonymization methods are tried until the risk of re-
identification has been decisively reduced and at the same time the loss of information is
considerably low.

The acceptable level of risk depends on many factors. If COVID-19 data are shared as public-
use files, they should have much less disclosure risk than scientific-use files for selected
researchers or research institutions. The latter are restricted to certain users under certain
conditions. COVID-19 data enriched with information on patients other comorbidities containing
sensitive information such as HIV/AIDS information may require greater intervention for
anonymisation, compared to data with less sensitive information. Risk is never zero, but this is
not required. De-facto anonymity is reached whenever the burden and efforts of re-identification
is higher than the value for the data intruder.

Data protection must also be guaranteed when delivering data internally within the data holders
organization. But it is clear that, in general, the risk for internal data delivery is smaller than
externally, since (and only if) the planned processing tasks are described internally, the
purposes of the processing should be better known, the risks to data storage can be minimized
(the data may be less likely) can be stolen), and it can also be logged who works when with the
data, i.e. to be able to control this better than with external data delivery.

FUTURE RESEARCH
e Quantification of the disclosure risk of COVID-19 data cubes (tabular data)
e Quantification of the disclosure risk of COVID-19 microdata
e Applying different anonymization strategies to COVID-19 microdata including the
assessment of the disclosure risk and data utility
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