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Abstract 

With the development of information and network technologies, Electronic Health 

Records (EHRs) management system has gained wide spread application in 

managing medical records. One of the major challenges of EHRs is the independent 

nature of medical institutions. This non-collaborative nature puts a significant 

barrier between patients, doctors, medical researchers and medical data. Moreover, 

unlike the unique and strong anti-tampering nature of traditional paper-based 

records, electronic health records stored in centralization database are vulnerable to 

risks from network attacks, forgery and tampering. In view of the data sharing 

difficulties and information security problems commonly found in existing EHRs, 

this dissertation designs and develops a credible Blockchain-based electronic 

health records (CB-EHRs) management system. To improve security, the proposed 

system combines digital signature (using MD5 and RSA) with Role-Based Access 

Control (RBAC). The advantages of these are strong anti-tampering, high stability, 

high security, low cost, and easy implementation. To test the efficacy of the system, 

implementation was done using Java web programming technology. Tests were 

carried out to determine the efficiency of the Delegated Byzantine Fault Tolerance 

(dBFT) consensus algorithm, functionality of the RBAC mechanism and the 

various system modules. Results obtained show that the system can manage and 

share EHRs safely and effectively. The expectation of the author is that the output 

of this research would foster the development and adaptation of EHRs management 

system. 

 

Keywords - Electronic Health Records, Blockchain, Data Sharing, Privacy 
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Glossary 

Apache is the most widely used web server software. 

ASP.Net is an open source web framework, created by Microsoft, for building 

modern web apps and services that run on macOS, Linux, Windows, and Docker. 

Byzantine General problem is a basic problem in peer-to-peer communication 

proposed by Leslie Lambert. In distributed computing, different computers try to 

reach a consensus through message exchange. But sometimes, the coordinator 

computer (Coordinator / Commander) or member computer (Member / Lieutanent) 

on the system may violate the consistency of the system by exchanging wrong 

messages. The Byzantine Generals problem is based on the number of wrong 

computers, looking for possible solutions (but it cannot find an absolute answer, it 

can only be used to verify the effectiveness of a mechanism). 

C ++ is a computer programming language created in 1983 and designed to serve as 

an enhanced version of the C language. 

Consensus mechanism refer to the process of attaining a unified agreement 

(consensus) on the state (status) of the network in a decentralized way.  

Cascading Style Sheet(CSS) is a way to design a website, or a group of websites. It 

can not only modify web pages statically, but also dynamically format the elements 

of web pages with various scripting languages. 

Decentralized system is a public, decentralized system does not rely on any single 

authority and is self-regulated.  

Distributed System is a collection of computers that act, work, and appear as one 

large computer. 

Ethereum is a peer-to-peer network of virtual machines that any developer can use 

to run distributed applications. It provides a decentralized Ethereum Virtual 

Machine through its dedicated cryptocurrency Ether to process peer-to-peer 

contracts. 

Hash function is a method of computer error checking and data organization. The 

hash function compresses the message or data into a digest to make the amount of 
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data smaller. It can unify the format of data, such as the storage of our custom 

password. 

HyperText Markup Language (HTML) is a computer language devised to allow 

website creation.  

HyperText Transfer Protocol (HTTP) is the underlying protocol used by the 

World Wide Web to define how messages are formatted and transmitted. 

J2EE is a platform-independent, Java-centric environment from Sun for 

developing, building and deploying Web-based enterprise applications online. 

Java is a high-level object-oriented programming language. 

JavaScript (JS) is a scripting languages, primarily used on the Web. 

JSON (JavaScript Object Notation) is a lightweight data-interchange format. 

Linux is an open-source operating system modelled on Unix. 

MD5 is a type of algorithm that is known as a cryptographic hash algorithm.  

Merkle tree is a specific type of data construct in which each non-leaf node of the 

tree contains hash values of its own child nodes. 

Model View Controller (MVC) is a technique used to isolate different elements of 

the software process. The purpose of using MVC is to separate the implementation 

code of M and V, so that the same program can use different forms of expression. 

MySQL is a database management system. 

MyEclipse is a Java Integrated Development Environment (IDE) for the enterprise 

with the latest tools and technologies. 

Node.js is an event-driven server-side JavaScript environment for building network 

apps, including web apps. 

Smart contract is a piece of code that can be automatically executed on a computer 

system when certain conditions are met. It is a contract created and maintained on a 

blockchain platform. 

Timestamp is a time registered to a file, log, or notification that records when data 

is added, removed, modified, or transmitted.  

Virtual currency is any currency that people can use in virtual environments like 

gaming and social networking sites. 

Wide Area Network (WAN) is a collection of computers and devices connected by 
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a communications network over a wide geographic area. 

eXtensible Markup Language (XML) is an open, text based markup language 

that provides structural and semantic information to data.   
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1. Introduction 
1.1. Background and Motivation  

The development of information technology has a huge impact on people's 

lifestyles. This is further enhanced by its potentials for data dissemination and 

information sharing, which are particularly prominent. “We Are Social and 

Hootsuite”[1] recently published their 2018 Global digital suite of reports, 

visualizing data about Internet usage around the world. The global overview and 

in-depth breakdowns of Internet usage on a country-by-country basis were 

detailed in the reports, including data on South Africa. Citing the International 

Telecommunications Union, it was reported that South Africa added 2 million 

Internet users in 2017, growing to 30.81 million, and placing our Internet 

penetration at 54% [1]. In South Africa, users spend an average of 46% of their 

time working, learning, and playing on the Internet. The Internet has become the 

main source of information for most people. With respect to medicine, 

information technology has seen application in medical diagnosis as well as 

medical information exchange. Information Technology not only supports 

information dissemination but allows for support and interaction between 

medical institutions. 

Mobile apps for healthcare and disease management are also on the rise. A 

number of start-up companies and entrepreneurs now focus on building apps for 

Internet or Cloud hospitals via mobile platforms [2]. A major objective is to build 

"Internet + Medical" service platform with versatile apps that enable a 

closed-loop business model for telemedicine services or chronic disease 

management[3]. As an example, presently, the storage of health records 

generally adopts two methods, which are:(i) paper file storage; and (ii) digital 

data storage. Traditional paper health records (PHRs) are saved discretely. PHRs 

are difficult to classify effectively and are easily susceptible to loss. This has 

caused great inconvenience to academic researchers and medical staff[4]. Digital 

data storage or EHRs on the other hand do not suffer from the shortcomings of 
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PHR. Asides that, they have other advantages such as being comprehensive, in 

standardized format, easy retrieval and fast transmission speed – a feature which 

enables remote consultation and rural data gathering[5]. 

According to the 2015 annual statistical report from IMS Heal - which is the 

leading information provider in the global medical and health field; in the past 

two years, the number of medical and health applications in the Apple App Store 

has doubled in terms of statistics[6, 7]. As the number of applications grows, so 

does the variety of the medical and health applications. At the same time, the 

survey also pointed out that in the past two years, doctors' interest in e-medical 

applications has increased. More than one-third of doctors will recommend their 

own electronic medical software to patients. Due to the increase in the number of 

e-health applications, the variety and the increased adoption by medical doctors, 

the economic value potential of e-health market has grown affirmatively. 

Investors also believe that e-health applications benefits are considerable. A 

well-known medical application research institute called research2guidance has 

investigated and predicted that the market profit of e-health applications will 

increase from the current 6 billion to 26 billion US dollars in 2017[8]. As 

e-health has been greatly promoted, the market for its related applications is 

booming. With this boom, a potential problem arises, which is that of security 

issue of e-health applications. 

As an important part of e-health, EHRs provide patients with convenient and fast 

medical services, while at the same time facing the huge risk of leaking patient 

privacy information[9]. However, compared with business, financial and social 

services, the contribution of the Internet and information technologies to e-health 

is still in its infancy[10]. This therefore raises the question of how to demonstrate 

the enormous impact of information technology on the development of e-health; 

as well as how to utilize information technology to promote comprehensive 

changes in e-health. These are the problems that experts and scholars in the 

electronic medicine field need to solve. In the field of electronic medicine, the 
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development of a centralized treatment system is hampered by public trust 

issues[11]. Information security has become a major concern for patients to 

choose online consultation[12]. There is therefore an urgent need for a 

decentralized information management system based on high-end Internet 

technology, which relies on distributed technology and makes users become part 

of system management. Such system would rely on secure distributed 

mechanisms to ensure that stored information are tamper-proof, credible and 

authentic[13]. To achieve these, Blockchain technology comes into play. 

Blockchain technology as a distributed public ledger is revolutionizing the 

concepts and models of current global financial, business, public management, 

and e-health development[14]. Little wonder that major banks, stock exchanges, 

governments and medical institutions globally have invested heavily in the 

development and application of Blockchain technology. According to the 2015 

report of the World Economic Forum, 10% of global GDP will be stored in 

Blockchain or Blockchain-related technologies by 2023, and Blockchain 

technology will be widely applied by government agencies by 2023[15]. 

The information stored in the Blockchain is secure and transparent[16]. Asides 

virtual currency transactions, Blockchain is gradually being taken seriously by 

the government and medical institutions in the field of electronic medicine[17]. 

Technology and model innovation are needed in all areas of society, thus, 

building a block-based trust-based information management system has become 

the focus of research in many countries. In 2016, Blockchain applications began 

to emerge and get the attention of global audience. The focus of investors with 

capital is only current events and economic returns. Investors have not used 

scientific and prudent attitudes to investigate the feasibility and usability of 

emerging technologies. This kind of imprecise and irrational investment has 

brought a market bubble to the actual development and application environment 

of the Blockchain. The revolutionary technology that originally promoted the 

development of the Internet has become a negative example of media exposure. 

Taking the development of Bitcoin[18] in some developed countries as an 
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example, the market value of Bitcoin rose by more than 400% in 2017, while that 

of Ethereum rose by almost 13 folds[19]. Though some quarters argued that 

Blockchain investment is heading in the wrong direction due to the frenetic 

market, its real value comes from the application prospects of the technology 

itself[20]. This technology itself is the focus of this research work and one we 

consider as the correct propaganda and application of the Blockchain technology. 

In stark contrast to the fiery heat of the financial industry, the process of 

exploring Bitcoin technology in other industries is more pragmatic. Australia, 

North America, and Europe are the pioneers to combine other apply Bitcoin 

technology in other industries. As examples – Blockchain has been applied in the 

energy sector, wherein energy processing facilities act as nodes in the blockchain 

system. This enables electricity to be traded through the use of virtual currency 

within the Blockchain system. Electricity produced by renewable energy 

generation equipment can also be certified and traded in Blockchain[21]. In 

terms of government policy information, projects which integrate Blockchain 

technology to ensure transparency and integrity in projects that affect people's 

livelihood. Expenditure spend on projects such as agricultural production, urban 

and rural construction, poverty alleviation can be tracked through the Blockchain 

thus reducing or eliminating corruption and possibly eradicate poverty[22]. 

In the medical field, Blockchain can protect patient privacy by using features 

such as anonymity and decentralization. EHRs, DNA wallets, and drug 

anti-counterfeiting are all possible applications of Blockchain technology. In a 

report by IBM on healthcare and Blockchain in 2017, Blockchain technology 

was shown to be of great value in clinical trial records, regulatory compliance, 

and medical/health monitoring records[23]. Blockchain technology can play an 

important role in health management, medical device data recording, drug 

treatment, billing and claims, adverse event safety, medical asset management, 

and medical contract management. 

1.2. Research Trends and Developments of Blockchain 
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Technology 

The first well-established underlying technical support literature on the 

Blockchain is "Bitcoin: a peer-to-peer electronic cash system" published by 

Satoshi Nakamoto[24]. This literature elaborates on the method of constructing a 

whole new set of concepts for decentralized and trust-free peer-to-peer virtual 

currency circulation system. The feasibility of this method has been proved on 

the virtual currency represented by Bitcoin, which has been running since 2009. 

The representative advantage of Blockchain technology lies in the decentralized 

structure. By using encrypted transmission technology, timestamp, hash tree, 

consensus algorithm, etc., Blockchain technology enables the system to 

implement decentralized peer-to-peer transactions in a networked environment 

that users trust[25]. This kind of transaction method effectively solves a series of 

hidden dangers such as low stability, low user information security, high storage 

cost, and low storage and extraction efficiency under the centralized 

management rules. Blockchain technology is considered by other technology 

practitioners to be another computer science singularity following large/personal 

computers, Internet technologies, and mobile internet[26]. 

As the market value of Bitcoin has gradually increased globally, the Blockchain 

technology relied on by similar virtual currencies has also received extensive 

attention from investors, developers and scholars. Compared with the early 

concept of "Satoshi Nakamoto", the consensus mechanism of the Blockchain has 

been greatly improved in terms of performance and storage logic. A variety of 

technologies, such as peer-to-peer transactions, distributed ledgers, and 

contract-only codes, are constantly being optimized[27]. Therefore, the 

transmission of information gradually changes to the transmission of value. 

Based on the technical characteristics of the Blockchain and the current 

development of Internet technology, Swan[28] summarizes the development of 

Blockchain technology into three phases. These phases are as follows: phase 1.0 

wherein virtual currency such as Bitcoin is popularized, phase 2.0 - the new 

concept of smart contract is applied in real business and in phase 3.0, Blockchain 
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technology realizes Internet of Things management. Eventually, the global 

network nodes will be merged into the Blockchain system to realize true 

interconnection and interoperability in a safe and efficient manner. 

The “Satoshi Nakamoto” Blockchain technology solved the “Byzantine General” 

problem[29] and built a special distributed network system. The system is a 

consensus system that interacts without trusting a particular node. Researchers 

believe that the structure of the Blockchain system is different from that of the 

general WAN. The structure of the Blockchain system is an organizational 

structure that is closer to nature and humanity. Many financial giants and R&D 

(Research and Development) institutions have begun to recognize the 

technological revolution caused by Blockchain technology and have participated 

in Blockchain research[30]. 

1.2.1. Financial Sector and Blockchain 

With the continuous improvement of technology, the Blockchain has been 

widely used and valued in the financial field, virtual currency, and e-commerce. 

It’s typical representatives are: Bitcoin, Ethereum, Hyperledger Fabric, etc. 

become the main futures of the bulk market[31]. The application of Blockchain 

technology in the virtual currency field continues to be upgraded and improved. 

The investment and research and development related to it gradually moved to 

the financial industry. At present, dozens of financial institutions including the 

National Association of Securities Dealers in the United States, the New York 

Stock Exchange, and Citigroup have launched business exploration for 

Blockchain[32]. 

In 2015, the National Association of Securities Dealers in the United States 

completed its securities business in a Blockchain-based trading system[33]. This 

system uses distributed ledgers to verify the validity of stock trading. 

Intermediaries and clearing organizations are no longer the necessities for bond 

transactions. Past securities transactions need to be done through a large number 
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of unofficial systems and paper credentials, which means that the transaction 

process is not transparent. Using Blockchain technology not only makes 

financial assets and transactions completely open, but also protects the user's 

identity information. Transparent information increases transaction security and 

improves agency-led information asymmetry. 

In 2016, R3CEV, a Blockchain financial institution, released a distributed ledger 

based on the Ethereum and Azure Blockchain structure[34]. R3CEV also opened 

a shared service with financial institutions such as the Commonwealth Bank of 

Australia and RBS[35]. These financial institutions abandoned the traditional 

centralized service system and used the token assets in the decentralized ledger 

to simulate trading behavior. The British government invited professors of 

information technology from the Royal Academy of Sciences to conduct 

research on Blockchain technology. In the spring of 2016, professors from these 

academies published a British government science report entitled "Distributed 

Ledger Technology: Beyond Blockchain." [36]. This report provides strategic 

support at the government level for the application of Blockchain technology. 

At the 45th Annual Economic Forum Annual Meeting held in early 2016, 

Blockchain, AI, quantum communication, and autopilot technologies were 

summarized as human strategic cooperation issues[37]. The overseas publication, 

reprinted by Hong Kong's "Apple Daily", said that the Blockchain is one of the 

top ten cutting-edge technologies with the most exploration potential in 2016. In 

January 2016, the People's Bank of China launched a digital currency exchange 

meeting to explore the feasibility and value of digital currency[38]. The 

Blockchain has since received wide attention from Chinese industry insiders.  

Due to the profit-making of the capital market, Blockchain technology is at the 

forefront. However, when the Blockchain business shifts from value business to 

information storage, the market attention is relatively calm[39]. This is also the 

reason why all industries, including medical care, are very cautious about 

Blockchain investment and research. Even so, agencies and research teams in 
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some countries still see the advantages and potential application value of the 

Blockchain. In addition to applications in the financial industry, they have 

conducted research on Blockchain in other areas and achieved initial results. 

1.2.2. Energy Applications and Blockchain 

In smart energy applications, Grid Singularity has developed a power 

payment/transaction system with the help of university research projects[40]. 

Users can transfer traditional cash to the prepaid meter of the Bitcoin system. 

This process does not have to rely on agencies or community groups and ensures 

full transparency of user payments. 

In the US, L03, Konsen and Siemens operate the “Energy Transfer” project. This 

project utilizes Blockchain technology to enable power service system allows 

surplus electricity generated by household solar generators be sold to other 

users[41]. Germany companies RWE and Slock have developed a clean energy 

vehicle payment system based on Blockchain technology[42]. Buyers pay bills 

online instead of signing a car contract with a car supplier. 

A Blockchain system has been used in the Brooklyn Smart Microgrid Agency in 

the United States[43]. The system connects new energy suppliers and users in the 

northeastern United States directly without complex manual power service 

operations. Filament Inc. of the United States expects to use the "Internet of 

Things & Blockchain" technology in Australia in the near future[44]. Through 

the sensing device installed on the cable, the company broadcasts real-time 

information to users and maintenance personnel through the Blockchain network, 

so that the hidden dangers of the power grid can be discovered in the first time. 

Using the Internet of Things, Filament company allows wireless sensing devices 

to interconnect and allow messages to be transmitted independently between 

each device. Moreover, these sensing devices can also store virtual currency 

information, including virtual currency protocol data, transmission information, 

transaction information and other information can be transmitted. Transactions 
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between these sensors are controlled through smart contracts, so their 

interactions allow the transaction to execute autonomously.  

The US IDEO company also practices the "Blockchain & Internet of Things" 

program[45]. IDEO has developed a light energy charging board that uses 

Blockchain technology. The charging board is connected to the US stock 

exchange system using the filament's consensus interface to automatically 

generate solar power currency while recording the generated electricity. This 

virtual certificate reward mechanism can drive the development of the clean 

energy market while ensuring transparency in the clean energy currency/subsidy 

market. 

If the above application models are applied to the medical field, they will provide 

new hardware and institutional funding management thinking for large medical 

institutions such as hospitals. The management and maintenance of facilities of 

medical institutions and the material support of the society to the hospital can be 

realized by using the Blockchain. At the same time, problems such as redundant 

management of personnel and opaque flow of funds can be solved. 

1.2.3. E-government and Blockchain 

In January 2018, The World Economic Forum (WEF) was working with the 

Canadian and Dutch governments on a Blockchain-based digital identity pilot 

event called the “Known Traveller Digital Identity”[46]. The Known Traveller 

Digital Identity utilises biometrics, cryptography and distributed ledger 

technology to give travellers control over, and the ability to share their 

information with authorities in advance of travel for expedited clearance, while 

building trust between public authorities to improve risk and threat detection. 

In May 2018, the US state of West Virginia announced that it was testing the 

Blockchain voting system and used same to provide simpler voting program for 

the Senate elections in November of the same year[47]. The program also 

addresses the issue of absentee voting rights in the military service and provided 
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a more secure and anonymous method for absentees to cast their votes. 

Furthermore, the West Virginia House of Representatives is reported to be in the 

process of forming a special study group to research ways of adopting 

Blockchain technology across different government services[48]. 

In addition to the above examples, there are many other government agencies 

that have tried projects related to the Blockchain. This means that innovation is 

key to enhancing global competitiveness and productivity. 

1.2.4. Education and Blockchain 

In 2016, the attention, investment, and research and development of Blockchain 

technology in the social and academic circles reached an unprecedented level. 

Educational practitioners and scholars began to think about how to introduce 

Blockchain technology into the education industry. This would help improve and 

reform the educational information infrastructure, as well as to solve the problem 

of over reliance of education management systems on centralized management. 

A number of institutions and research teams around the world have made 

preliminary explorations and innovative practices on the combination of 

Blockchain and education. The Digital Media Lab at the Massachusetts Institute 

of Technology has used a Bitcoin-based underlying Blockchain technology to 

award degrees. The college can generate a degree certificate interface in a timely 

manner through mobile device applications and can also view and print relevant 

degree information[49]. The Hobart Software Engineering Institute in the United 

States awarded course-oriented certification data through Blockchain technology 

in 2017, and in the same year began sharing academic-related information on the 

public chain[50].  

1.3. Problems and Research Status of EHRs System 
1.3.1. Development Status and Existing Problems of EHRs 

System 
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Reviewing the historical development of the EHRs system, the United States has 

been building EHRs system for many years before other countries. In 1960, the 

Massachusetts General Hospital was a pioneer in the development of outpatient 

EHRs. A landmark project in the development of EHRs was the Decentralized 

Hospital Communication Program (DHCP) developed by the US government for 

the Department of Veterans Affairs in the mid-1980s[51]. DHCP enables all 

veteran hospitals to share medical information. In September 1993, the first 

international conference on health care systems was held in Marseille, France, to 

study the application and development of the system[51]. In 1995, the Ministry 

of Health and Welfare of Japan established the Electronic Health Record 

Development Committee, and invested 290 million yen in the same year to 

develop EHRs[51]. Subsequently, many other countries have spent a lot of 

resources to develop and/or improve the functions of EHRs. 

 At present, the application scope of EHRs has already covered clinical 

decision-making, medical education, scientific research literature retrieval, 

patient services, hospital information system construction and planning, medical 

insurance, and remote consultation in developed countries such as Europe and 

the United States. By studying some existing EHRs systems, the following 

summarizes the problems of existing EHR systems into two main areas – 

technical and practical. 

1.3.1.1. Technical Field 

There are many ways to implement EHR management. Some are based on 

ASP.Net and XML technologies, J2EE technology and MVC design pattern, 

while others are based on more advanced technologies. The technologies used in 

these systems are quite different, but the structures adopted by these systems are 

traditional Browser/Server structure and WEB technologies. 

The Browser/Server structure is a widely used network structure model after the 

rise of WEB technology. This traditional mode unifies the client and centralizes 
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the implementation core of the system functions to the server[52]. It simplifies 

the process and operation of system development and maintenance. Though 

convenient, the centralized nature suffers from some inevitably challenges. 

Some of which include: 

A. Single point of failure 

The centralized structure combines all the core functions together, which leads to 

an increased chance of a single point of failure in the system. The failure of the 

central node can easily lead to the collapse of the entire system. The centralized 

system thus has lower system reliability and security. Hence, in order to improve 

the reliability of the central node, it is necessary to maintain and update the 

central node. However, as the size of the system expands, these costs will 

increase dramatically. 

B. Distributed denial-of-service attack (DDOS) 

Denial-of-service (DOS) attack is a common cyber-attack. It is a method of 

attack that denies the target node in a network access to system resources so that 

the service is temporarily interrupted or stopped[53]. Therefore, normal users 

cannot access the system being attacked. 

When an attacker uses two or more controlled nodes to perform a denial of 

service attack on the target node, it is called DDOS. DDOS attacks can be 

classified into two types. One is bandwidth-consuming attack, and the other is 

resource-consuming attack[54]. All of the above attack methods first create a 

large number of legitimate or forged requests. Then these requests cause a large 

amount of network bandwidth or system resources of the nodes to be occupied. 

Eventually, the network reaching the target node becomes unavailable or the 

node's resources are exhausted and the system crashes. 

The central node is the core of all the functions in a centralized system. Due to 

the existence of the central node, the success rate of denial of service attacks is 
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higher. Because the attacker only needs to attack the central node and the entire 

system can be paralyzed. 

1.3.1.2. Practical Application Field 

The Browser/Server structure is a centralized structure. In this structure, the 

central node has a resource advantage and bound to become the focus of each 

node's contention. When a node gains the status of a central node, its abuse of 

resource becomes inevitable. The use of a centralized structure makes the system 

administrator's rights unlimited. The status of the administrator will become the 

focus of the competition, attracting malicious attacks. At the same time, due to 

the infinite power of administrators, the phenomenon of abuse of power would 

also appear frequently[55]. In this digital age, assets are gradually being digitized. 

Most of the time our assets, such as bank deposits, are just a bunch of records in 

the database and a number displayed on a page. We choose to trust the central 

node of the bank and give our assets to them for preservation. But no one can 

guarantee that our property is completely safe. The malicious modification of the 

data by the administrator can instantly turn our assets into nothing. Moreover, in 

today's global big data environment, people can now obtain information on all 

aspects of society through data sharing mechanisms. For medical experts and 

medical research institutes, the data and information of medical institutions are 

important research resources and assets. Therefore, the "information island" 

problem of the existing centralized medical system which is caused mostly by 

not having standards in terms of the formats used for storing medical data has 

gradually been receiving attention by experts in the medical field. 

Reviewing the existing EHR management system, patient information is 

individually interacted and stored between a medical institution and its parent 

organization. The non-disclosure of the patient's EHR information causes the 

medical institution and the superior medical institution to have absolute control 

over the patient's EHR information. Just like for all other third-party 

organizations, patients choose to trust them. These authorities are generally 
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credible, but we cannot rule out the possibility of errors. Moreover, EHRs often 

contain important medical privacy information, such as the patient's and doctor's 

name, date of birth, contact number, e-mail address, appointment information, 

medical record number etc. While ensuring that EHRs are not tampered with, 

medical institutions also need to ensure that the patient's legal EHRs information 

cannot be maliciously modified or leaked.  

In the modernized technology, the improvement of the mobile portability of 

smart devices has brought about the problem of medical privacy leakage. As an 

example, a loss of phone, though extremely common, if timely and effective 

actions are not taken could result in the leakage of sensitive medical information. 

More severely, in 2003, an EHR computer with information of about 500,000 

soldiers was reportedly stolen from the US Defense Department stores[56]. 

Similarly, in 2009, a Los Angeles hospital was punished for leaking patients' 

EHRs[56]. Security and privacy problems have always been a concern of all 

countries in the world. To this end, all countries in the world are seeking 

solutions in terms of technology, laws and systems. Studying a system that can 

effectively protect patient privacy and apply to electronic medical record 

management systems is one of the feasible solutions. 

1.3.2. Blockchain based EHRs Management System 

At present, Blockchain-based EHRs management systems generally integrate 

queries for EHRs. For example, SONY announced a partnership based block 

chain of remote digital medical items[57]. The system is divided into three 

modules: Issuer, Viewer, and Schema. The three code libraries which make up 

their remote digital medical system architecture are described below. 

l Schema: A data specification that describes a number. A digital certificate is 

essentially a JSON file that contains some necessary fields, and the 

cert-issuer code places these fields on the Blockchain. 

l Issuer: The issuer holds a JSON certificate. It creates a hash of this 
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certificate (a string of characters that can be used as a unique identifier for a 

large data file) and embeds this hash value in the OP_RETURN field. This 

field includes the Bitcoin address of the publisher organization and the 

recipient Bitcoin address. When a broadcast of a Bitcoin transaction is sent 

from the publisher to the recipient, a certificate is issued. 

l Viewer: Used to display and verify a certificate that has already been 

published. The viewer also provides the user with the ability to request 

certificate verification and can generate a new Bitcoin ID (address). 

A similar project is the block diploma-based digital diploma system project 

created by MIT. After a comprehensive analysis of the existing 

Blockchain-based EHRs management system, we found that most of them are 

built on the system of Bitcoin.  

Bitcoin uses the POW (Proof of Work) consensus mechanism. Although POW is 

highly secure, its consensus cycle is long and computationally expensive. At the 

same time, Bitcoin adopts the form of public chain, and the miners have strong 

mobility, but the stability is poor[58]. This means that a good miners group 

cannot be maintained without profit. These are all existing problems in the 

existing Blockchain-based EHRs management system. 

Faced with these problems in the existing EHRs management system, this 

dissertation proposes a decentralized EHRs management system based on 

Blockchain. Using the decentralization and de-trusting features of Blockchain 

technology, we removed the central nodes in the traditional EHRs system. 

Establish a shared EHRs information sharing network that makes all EHRs 

release and recall operations open and fair. The EHRs management system 

adopts the alliance chain method and appropriately modifies the consensus 

mechanism to shorten the time period for reaching consensus. Using the 

non-tamperable nature of the Blockchain, the patient's EHRs information is 

written in the block to ensure that the patient's EHRs are not forged or 

maliciously modified. 
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1.4. Research Steps 

Based on the decentralization of Blockchain, the focus of this dissertation is to 

implement a generalized P2P Blockchain EHRs system. The socket system is 

built using the socket.io component to implement point-to-point links between 

network nodes. The socket system is then embedded into the express framework 

of Node.js to build static servers and socket parallel servers, so as to separate the 

request of the static resource from the processing of the node communication. 

In-depth study of Blockchain verification and storage mechanisms is necessary 

in order to build a system that meets the security standards of confidence, tamper 

resistance, anti-intervention, and anti-hijacking. In order to achieve the above 

objectives, the research steps in this dissertation include: 

1) The use of traditional EHRs in the medical field has the disadvantages 

of low efficiency, high cost and management difficulties. How a 

B/S-based system architecture can be designed to enable EHRs to 

quickly retrieve information in a cost efficient manner are the main 

considerations in the system construction process. To achieve this, 

related research works on Blockchain in medical application are 

compared. Afterwards an easy-to-use and easy-to-extract Blockchain 

data storage structure for medical records is designed. 

2) By studying the development status of Blockchain technology, this 

dissertation analyzes the generation mechanism and structural 

characteristics of Blockchain in the other sectors. Combined with the 

content of this study and system functions, this dissertation improves 

the way in which blocks store information. Finally, data structures 

suitable for this study were designed. 

3) The dissertation conducts theoretical research on Blockchain 

technology and medical applications of Blockchain technology, 

including research on existing Blockchain medical applications, system 

architecture analysis, and medical applications. An analysis of 

contradictions of the current Blockchain application in the medical 
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field is done, in order to avoid artificially controllable development 

problems. 

4) Combining computer science research methods, this dissertation 

analyzes the requirements of the EHRs system of this study. It then 

designs the function module and system framework according to the 

requirements analysis. Research is done on the key technologies 

needed to implement the system, including cryptography principles of 

asymmetric encryption and hashing algorithm, which lay technical 

foundation for this research area. 

5) Using computer programming principles for system design, code 

compilation and project implementation, the author considers the 

advantages and limitations of programming languages to overcome the 

difficulties of development. In the implementation process, we 

optimize system performance and simplify the operation process. The 

system is ultimately guaranteed to be safe, reliable and easy to use. 

Finally, in this dissertation, the developed system is tested; its usability 

analyzed using related performance metrics. The success of this study 

was demonstrated based on the test results. 

1.5. Research Significance 

At present, both public and private medical institutions have proprietary right to 

medical record and certifications. This often implies that patient's diagnosis and 

treatment process are fully controlled by medical institutions. In the same vein, 

though most online medical institutions have relevant records for the diagnosis 

and treatment process, the society usually does not recognize these data sorted on 

their centralized management systems[59]. This is because these institutions 

monopolize the management authority of the medical record data. Therefore, this 

situation hindered the researchers on the study of chronic diseases. Based on the 

characteristics of Blockchain, this dissertation designs a new EHRs management 

system and applies the consensus mechanism to solve the problem of EHRs 

issued by the current institutions not being recognized. The main significances of 
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this study are as follow: 

1) In the era of network globalization, traditional medical institutions lack 

awareness of reform, and their technical capabilities and practical 

strategies are relatively backward in the certification and recording of 

medical behaviors for patients. The Blockchain technology, which is 

characterized by decentralization and trust, will effectively solve the 

above problems. Some researchers have proposed the specific 

application scope and mode of Blockchain technology in medical care. 

In the past, people usually only seek and pay attention to Blockchain 

technology from the financial point of view. Although the Blockchain 

has already had some practical applications in the global medical field, 

the actual medical applications and technology development using the 

Blockchain have not received attention in Africa in general and more 

precisely in South Africa. This dissertation runs through the actual 

requirements, to the system framework design, model design, 

communication network design, code implementation and other 

computer science research methods, to achieve the EHRs management 

system based on Blockchain. 

2) The contradiction between online diagnosis and centralized 

management mechanism has become increasingly prominent. There 

are many shortcomings in the practical use of the Blockchain 

decentralized platform. On one hand, this dissertation will focus on the 

development of Blockchain platform, combining theory with practice, 

to provide development cases and practical ideas for the application of 

Blockchain in the e-health field. While on the other hand, it focuses on 

the process of building the system. It explores new human-computer 

interaction mode and system architecture. The proposed model is 

implemented as a browser based software. It is a novel solution, which 

combines EHRs management, user friendly front-end technology, and 

medical software development. 
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2. Key Technologies 
2.1. Blockchain Technology 

Blockchain is a special data structure that combines data blocks in a logical order. 

It is a forged decentralized ledger that uses encryption algorithm to ensure that 

internal transaction information is not tampered with[60]. Since the Blockchain 

logically presents a sequential connection, it has a chain structure. First, the 

Blockchain discards the normal key-value access method to access the data, but 

it uses a chain structure and checks the block data by calculation. Second, it 

generates blocks and loads new blocks through consensus and voting 

mechanisms. Furthermore, the Blockchain uses encryption algorithms to 

improve the reliability of the message transmission process. The intelligent 

contract formed by the digitized code is a distributed control architecture that can 

manage data. A Blockchain can completely store virtual currency transaction 

records or other interactive data, while the relevant data in the database cannot be 

forged and altered.  

Since the Blockchain can automate the execution of the contract code, there is no 

need for an authoritative centralization review institution to intervene. 

Transaction messages recorded in a Blockchain can not only be virtual currency 

such as Ethereum[61], but also multi-modal virtual assets such as stocks and 

cultural interests. Blockchain technology solves the problem of Byzantine 

failures, greatly reduces the trust cost and accounting cost of the real economy, 

and redefines the property rights system in the Internet era. 

2.1.1. Blockchain 

There are many definitions of Blockchain technology. In Wikipedia, Blockchain 

is defined as: “An intelligent peer-to-peer network that uses distributed databases 

to identify, propagate, and record information”[62]. It is based on Bitcoin, and is 
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a series of data blocks generated by cryptography; with each data block 

containing several multiples of Bitcoin network transaction information, which 

are used to verify the validity of its information (anti-counterfeiting) and 

generate the next block. There are differences in the definition of Blockchain in 

countries around the world. For instance, in the UK[27], Blockchain is a database 

that uses blocks to store records. In Japan[39], Blockchain is defined as a digital 

asset trading technique. For some developer communities, Blockchain is a 

peer-to-peer distributed ledger technology. 

As an emerging technology, Blockchain technology essentially uses a 

decentralized, fully distributed database approach to record data as compared to 

the traditional centralized accounting methods. 

2.1.2. Blockchain Structure 

In the case of Bitcoin, a client with computing privileges throughout the network 

is called a node. The Bitcoin node is always performing mathematical 

calculations, and the calculation method is to hash the previous block header 

information. Prior to this, the system will generate a random number to adjust the 

incoming information. The node needs to push back the random number through 

hash calculation. The node that successfully produces the result will receive 

Bitcoin as a calculation bonus and obtain the record permission of the current 

block. All nodes in the network will simultaneously acquire the Bitcoin 

transaction records during the current time period, using them as part of the block 

and storing them in the block. 

Transactions cannot be stored as actual content during the storage process. In 

order to save storage space, all transaction information needs to be hashed by 

hash calculation. The stored structure is stored according to the Merkle tree[63], 

that is, all transaction information is used as a leaf node. In blockchain 

technology, Merkle tree is a tree in which every leaf node is labelled with the 

hash of a data block, and every non-leaf node is labelled with the cryptographic 

https://etd.uwc.ac.za/



21 

 

hash of the labels of its child nodes. In the process, hash of adjacent nodes is 

merged and the hash calculation of the same rule is performed again to obtain the 

merged hash. This merged hash is used as the parent of both nodes. By analogy, 

the node finally gets the value of the root node of the Merkle tree. After the 

complete block is generated, this value is saved on the Blockchain (stored in all 

local nodes that have permission to record the block). The chain structure of 

Blockchain is shown in the figure 2-1. 

 

Figure  2-1: Structure of Blockchain 

The structure of the Blockchain is divided into a block header and a block body. 

The data in the block is the transaction record stored in the Merkle tree. The 

construction of the Merkle tree is a process of calling recursively computed hash 

values, usually calculated as SHA256 or MD5[64]. Since the Merkle tree has the 

characteristics of a binary tree, it leads to its excellent scalability. Merkle tree can 

record a lot of information in several layers.  

The block header includes the root value of the Merkle tree, the hash value of the 

previous block, the timestamp, the random number, and the version number[65]. 

The hash value is an important attribute in the block header. The hash value of 

the previous block is obtained by hashing to ensure that the block is stored in the 

chain. At the same time, this hash value also ensures that the block information 

cannot be falsified. Since the calculation process needs to combine the 

characteristics of the current block, if some node wants to modify the 
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information in a certain block, the node needs to modify the information of all 

the blocks after the objective block. Such a process requires a great cost, and the 

hash algorithm thus ensures the security of the system. 

Time stamps are another important component of the block structure. Since there 

is no central server in the Blockchain network, there may be a delay between 

system-time of each node. In order to avoid information inequality, the system 

needs to detect internal nodes. Node blocks with long time and full transaction 

storage are designated as priority blocks. Other nodes discard their own blocks 

and use the priority blocks instead. The timestamp stores the Blockchain in time 

series to facilitate block sorting and block query. Combined with the hash value, 

the system can achieve the separation of the generated block order and system 

time, and can achieve the purpose of distributed storage[65]. 

In this dissertation, the store information function of the Blockchain is used to 

generate, verify and store the patient's diagnosis and treatment information. In 

theory, Blockchain technology in the medical field does not need to translate 

computing power and energy consumption into capital, in contrast to the 

financial value of money. As the random number difficulty of the Bitcoin block 

under the PoW mechanism usually consumes ten minutes of commercial 

graphics card power. The computational cost of a computer or mobile phone 

needs to be significantly reduced when a medical institution conducts medical 

treatment. Thence, this dissertation will select the appropriate consensus 

mechanism for the EHRs management system. 

2.1.3. Blockchain Features 

Blockchain technology solves many practical problems in distributed storage: 

Blockchain technology no longer relies on the authority of the central 

organization to make EHRs credible. It no longer trusts a single node, but 

performs mutual verification between nodes using a consensus mechanism[66]. 

Blockchain technology uses weighted accounting and node credibility for 
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weighted verification. This ensures the consistency of the information, and also 

ensures the irreversible writing of the data in the calculation process. 

Blockchain technology adopts peer-to-peer network (P2P) network in the 

process of information interaction to realize the transmission and recording of 

node data. Node accounting is random and redundant. Due to the dual role of 

incentives and consensus mechanisms, the system encourages nodes to perform 

mining calculations and participate in storage. This random event guarantees 

relative independence between system nodes. The number of participating nodes 

ensures that there is enough data in the network to form a complete Blockchain, 

which guarantees the integrity of the data. The interaction authority between 

nodes come from the degree of participation and management frequency of 

nodes in the system. If a node does not participate in the accounting, the node 

authority is insufficient to support the verification process of the participating 

Blockchain[66]. 

Block chain has the following characteristics: 

1) Security: Distributed storage of Blockchain ensures decentralization of 

data interactions and avoids human intervention in data interaction. For 

an internal node to tamper with the data in the Blockchain, control of a 

certain number of nodes is required. This number varies according to 

different consensus mechanisms. At the data transmission level, for an 

attacker other than the nodes to hijack and tamper with the data using 

the P2P network, the attacker needs to crack the private key in the 

encrypted transmission, which is a very difficult process. At the 

information integrity level, in order to modify one block information, 

attacker needs to modify the information in all remaining blocks of all 

accounting nodes. The block information is obtained by strict 

encryption of the hash algorithm. Since the hash algorithm is 

irreversible, the security of the system is guaranteed. 

2) Transparency: Blockchain have features such as ledgers that can be 
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queried, transactions can be traced, sorted by time, and so on. The 

completed transaction information will be fully recorded and can be 

accessed. Any node in the Blockchain can query the information in any 

block in the system, which greatly improves the transparency of the 

interaction[67]. 

3) Participation: Blockchain generation and storage are dependent on 

accounting nodes. If the number of nodes is too small, or the 

participation of node is not high, the integrity of the Blockchain cannot 

be ensured. When querying or calling a Blockchain, if the selected node 

stores less than expected data, the block is lost in the process of 

generating a complete Blockchain[67]. In addition, as the new block 

continues to be generated during the Blockchain storage process, the 

Blockchain needs to constantly store new data. This puts some pressure 

on each node involved in the accounting. Although, participation 

ensures the independence of node interaction, it also brings potential 

overhead and security risks to the system itself[66]. 

2.2. Technology to Support Blockchain 
2.2.1. Peer-to-peer Network 

The role of a P2P network in a Blockchain is to connect all nodes so that the 

Blockchain allows communication between any pair of nodes without relying on 

third parties[68]. The data information is transmitted in the form of a broadcast 

during the normal operation of the P2P network. The following are two key 

concepts of P2P network. 

1) Broadcast mechanism: Nodes in a P2P network interact using a flat 

topology structure. In theory, there are no centralized special nodes and 

hierarchical structures in the network. Each node is responsible for 

network routing, verifying and disseminating information, discovering 

new nodes, and more. The method of publishing information by 

Blockchain and the transaction information generated in the system is 
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broadcast to all nodes. During the broadcast process, node verifies 

whether the message is legal, thus, determines whether to broadcast to 

the neighboring node. As long as the transaction information is 

received by more than 51% of the nodes, it can be assumed that the 

transaction is passed, and can be recorded in a new block. If the node 

confirms that the transaction information is incorrect, it will discard the 

information and terminate the broadcast operation[69]. 

In addition to verifying the transaction information, the P2P broadcast 

mechanism is also used to confirm the node's accounting right. A node 

that can derive a dynamic random number by calculation and has the 

most complete record, broadcasts new block data to the entire network. 

Other nodes discard their own blocks and receive the block data 

obtained by broadcasting. After verifying the accounting right, the 

system will save the new block into the Blockchain. The broadcast 

mechanism implemented in this dissertation will be realized through 

the network process broadcast mechanism, namely the socket 

management framework. The framework is able to propagate block 

information and medical records to nodes other than themselves. 

2) Consensus mechanism: Consensus refers to the process by which 

network nodes adhere to a common rule and achieves consistent results 

for certain problems through asynchronous interaction[58]. The 

consensus mechanism in the Blockchain is mainly used to make the 

network nodes agree on block generation and benefit distribution. The 

biggest difference between different Blockchain networks comes from 

the difference in consensus mechanisms. Therefore, the characteristics 

and performance of different Blockchain networks are also different. 

There is no centralized management system with centralized 

permission in the Blockchain network, and all the nodes that participate 

in accounting are the key participants. How to make nodes interact to 

form a simple, easy to use, low-cost, group-managed storage system is 
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a problem to be solved by Blockchain technology. Ensuring data 

consistency and data availability in a data sharing network system are 

two factors to consider when building a system. 

Currently, POW (Proof of Work)[70] is used in the Bitcoin network; 

Ethereum currently also uses PoW but plans to will gradually replace 

PoW with POS (Proof of Stake)[71]. Ripple uses RPCA (Ripple 

Protocol of Consensus Algorithm)[72], while Fabric uses PBFT 

(Practical Byzantine Fault Tolerance)[73]. There are two popular 

consensus mechanisms, namely DPoS (Delegated Proof of Stake)[74] 

and dBFT (Delegated Byzantine Fault Tolerance)[75]. Our CB-EHRs 

system uses the dBFT consensus mechanism. This consensus 

mechanism was proposed by NEO[76] which is an open source 

Blockchain project driven by the community. This dissertation will 

discuss dBFT in Chapter 3. 

2.2.2. Encryption Algorithm 

The Blockchain technology based on cryptography can realize communication 

between any two nodes, which solves the channel credit problem. In the 

traditional e-health field, a secure authentication mechanism is required to 

establish a secure communication between a medical institution and a user. 

Third-party certification bodies need to establish a secure channel to ensure that 

the security of communications and monitor the behavior of both parties, and to 

prevent illegal operation of patients. Such certification bodies are usually legal 

persons who issue EHRs and provide electronic signatures, and are responsible 

for keeping public keys and issuing electronic signatures. One of the 

characteristics of the certification body is to receive service remuneration and 

assume legal responsibility[77]. Therefore, this traditional three-party 

certification requires a large capital cost and bears legal risks. In contrast, the 

point-to-point data transmission method of Blockchain solves the problem of 

third-party cost. Its data transmission range is only between nodes, with trust and 
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authentication between unfamiliar nodes implemented by an encryption 

algorithm.  

The asymmetric encryption algorithms used in the Blockchain are elliptic curve 

encryption algorithm and RSA signature algorithm[78]. Asymmetric encryption 

is used to prevent key compromise and to facilitate identity authentication during 

communication. Especially in the P2P network, if symmetric encryption is used, 

a system with n nodes requires n(n-l)/2 keys, making the management and 

delivery of keys expensive. Asymmetric encryption solves the problem of key 

distribution in symmetric encryption systems. The RSA algorithm can be used to 

ensure that information is complete and non-repudiation. At present, RSA has 

been applied in various protocols including https. The security of RSA comes 

from the difficulty of factorization of large integers. The number of bits RSA key 

is usually 1024[79]. 

In the blockchain encryption process, when the user registers the Blockchain 

account, the system generates a key pair for the user. The private key is reserved 

by the user. As long as the private key is guaranteed not to be leaked, it is difficult 

to reverse reasoning through the information in the Blockchain. In the general 

sense, Blockchain transparency refers to the process by which a user can verify 

the transaction by exposing his or her own information, rather than reverse 

reasoning the user information by trading hash values[80]. Blockchain 

transparency is a feature that ensures the system is manageable, traceable, and 

controllable. 

The design of the communication logic needs to simulate the user's operation 

from the user's point of view. The process designs system rules in the 

communication process based on interaction logic[81]. The design of 

communication logic in this dissertation belongs to the logic analysis and design 

of the underlying system, which is an important part of the Blockchain system. 

After the public key cryptosystem was proposed, the mathematically based 
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asymmetric cryptographic algorithm made a breakthrough. The biggest feature 

of this mechanism is the separation of encryption and decryption capabilities 

using two keys. The public key is used as the encryption key, and the private key 

is used as the decryption key. The public key cryptosystem enables secure 

communication between two parties without the need to exchange keys in 

advance[82]. It is impossible for an algorithm to analyze a private key from a 

public key or cipher text with limited computing resources and limited storage 

space. If the private key is used as the encryption key and the public key is used 

as the decryption key, it is possible to realize that the message encrypted by one 

user can be decrypted by a plurality of users, thereby realizing a digital signature 

instead of the handwritten signature.  

The communication encryption mechanism of the CB-EHRs system uses the 

RSA encryption algorithm[79] to ensure the communication security of nodes in 

the Blockchain network. In the block generation process, since the length of the 

content delivered by the RSA cannot exceed the key length, the segment 

signature of the block needs to be performed by using the RSA signature 

algorithm. Firstly, the system stores the block in the JS0N file, then turns it into a 

string and splits it. The data is encrypted and sequentially issued along with the 

generated public key using the RSA encryption algorithm. Other nodes hash the 

data in the decrypted block body and compare it with the hash in the block header. 

If the two are the same, then the data is complete and has not been tampered with. 

This means that the block communication security check is completed, the 

record is valid, and the block is available. Finally, the node stores this block at the 

end of the Blockchain data, and the Blockchain recording process is completed. 

The above encryption process is designed as shown in Figure 2-2. 
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Figure  2-2: An Overview of the Blockchain Encryption Process 

The above RSA signature process design has the following characteristics: 

(1) The purpose of the signature is to verify the identity of the user node. Suppose 

the attacker uses the plaintext to make a request to the server, and the data of the 

invaded dirty node will still be verified by signature. However, since the 

plaintext cannot be decrypted and verified, the node ignores the request. The 

system thus enables users to trust each other. 

(2) The RSA encryption process consumes a large amount of routing resources if 

it is completed by routing. When the number of parallel network nodes is large, 

this process will cause channel congestion, communication anomalies, and 

socket disconnection. If the system spreads the amount of computation to the 

user node, the network can be made smooth. 

2.2.3. Hash Algorithm 

Secure Hash Algorithm (SHA) is a commonly used data encryption algorithm. It 
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was published by the National Institute of Standards and Technology (NIST) as a 

federal information processing standard in 1993 (the first generation SHA 

algorithm SHA-0)[83]. In 1995, its improved version of SHA-1 was also 

officially published. The SHA algorithm is currently the most commonly used 

secure hash algorithm and the most advanced encryption technology. The 

general idea of the hash algorithm is to receive a plaintext and then convert it into 

a short, fixed-numbered output sequence, which is a hash value (called a 

message digest), in an irreversible manner. The algorithm outputs a 160-bit 

message digest for the messages which length does not exceed 264 bits[84]. 

The hash algorithm operates on three 32-bit words using multiple consecutive 

logic functions 𝑓"(0 ≤ 𝑡 ≤ 80)  and produces a corresponding 32-bit output 

structure. In the hash algorithm, three 32-bit words are set to A, B, and C, and the 

related functions are defined as: 

Equation 1: 

𝑓" 𝐴, 𝐵, 𝐶 =

													(𝐴^𝐵)⨁(~𝐴^𝐶), 0 ≤ 𝑡 ≤ 19
𝐴⨁𝐵⨁𝐶, 20 ≤ 𝑡 ≤ 39

(𝐴^𝐵)⨁(𝐴^𝐶)⨁(𝐵^𝐶), 40 ≤ 𝑡 ≤ 59
𝐴⨁𝐵⨁𝐶, 60 ≤ 𝑡 ≤ 79

 

In terms of constant selection, the hash algorithm requires a total of 80 32-bit 

constants 	𝐾" . These constants are given in hexadecimal form. The specific 

parameters are as follows: 

Equation 2: 

𝐾" =

0×5𝐴827999, 0 ≤ 𝑡 ≤ 19
0×6𝐸𝐷9𝐸𝐵𝐴1, 20 ≤ 𝑡 ≤ 39
0×8𝐹1𝐵𝐵𝐶𝐷𝐶, 40 ≤ 𝑡 ≤ 59
0×𝐶𝐴62𝐶1𝐷6, 60 ≤ 𝑡 ≤ 79

 

Before the hash calculation of the character, it is necessary to do the split filling 

of the message and the setting of the initial value of the hash. First, we set the 
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original message to M and the length to L. Then we add "1" to the end of the 

binary code of the message and add k "0"s. Ｌ＋１＋ｋ	should satisfy the 

modulo 448 after modulo, and it gets a 512-bit padding message after adding 64 

bits of M binary data. Next, we use the patched message to calculate the message 

digest. The calculation requires two buffers, each consisting of five 32-bit, and 

also requires another buffer of 80 32-bit. The first buffer is identified as A, B, C, 

D, and E. The second buffer is identified as H0, H1, H2, H3,and H4. In addition, 

the 80 words buffer is identified as W0, W1, . . .,W79. Finally, we also need to 

prepare a TEMP buffer for each word. The filled message is split into M1, M2, . . . , 

Mn which are processed sequentially. The process of processing each data block 

Mi consists of 80 steps. The buffer {Hi} is initialized to the following value 

(hexadecimal) before all blocks are processed. 

𝐻@ = 0×67452301 

𝐻A = 0×EFCDAB89 

HI = 0×98BADCFE 

𝐻J = 0×10325476 

HK = 0×C3D2E1F0 

Next processing Ml, M2, . . . , Mn. In order to process Mi, the steps required to 

perform the hash calculation are as follows. 

1. Divide Mi into 16 byte W0, W1, . . . , W15, W0 is the leftmost byte. 

2. If t=16~79, Set W t = S1 W t − 3 𝑊 𝑡 − 8 𝑊 𝑡 −

14 𝑊 𝑡 − 16  

3. Set A=H0, B=H1, C=H2, D=H3, E=H4 

4. For t=0 to 79, execute the following loop: 

TEMP=S5 (A) +Ft (B, C, D) +E + Wt + Kt； 
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E=D；D=C；C=S30 (B)	；B=A；A=TEMP. 

5. Set H0=H0+A, H1=H1+B, H2=H2+C, H3=H3+D, H4=H4+E. After Mn 

has been processed, the message digest is a 160-bit string tagged with 

the sequence identifiers H0, H1, H2, H3, H4. 

2.3. Classification of Blockchain 

The Blockchain is divided into the following three categories according to 

different network node selection methods: 

a. Public Blockchain: is a Blockchain that has a consensus process that anyone 

in the world can access, send, and participate in. Its consensus process 

determines which blocks can be added to the Blockchain and clarifies the 

state of the current block[85]. As an alternative to centralized or 

quasi-centralized trust, the security of the public Blockchain is maintained 

by the "encrypted digital economy." The “encrypted digital economy” 

combines economic rewards with encrypted digital verification by means of 

a PoW or a PoS mechanism, and follows the general principles; The 

economic rewards that each node can derive from it are directly 

proportional to its contribution to the consensus process[85]. These 

Blockchain are often considered to be "completely decentralized". 

b. Community Blockchain (also known as Alliance chain): refers to the 

process by which consensus pre-selected node control block chain[85]. For 

example, a community of multiple financial institutions. Each of its 

organizations runs a node. In order for each block to be effective, the 

financial community needs to obtain confirmation from more than half of 

the institutions. The Blockchain is either readable by everyone, or restricted 

to participants, or a hybrid route. This can be implemented by exposing the 

root hash of the block in the system and API (application programming 

interface). At the same time, the system's API allows users outside the 

organization to make a limited number of queries and get information about 
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the status of the Blockchain[85]. This Blockchain can be thought of as 

"partial decentralization." 

c. Fully private Blockchain: is a Blockchain whose write access is only in the 

hands of an organization. Its read access is either open to the outside or 

limited to a certain extent[86]. In many cases, this type of Blockchain is not 

necessarily readable for public users. 

2.4. RBAC Model and REST Framework 

This dissertation uses a REST (Representation State Transfer)[87]-based RBAC 

(Role-Based Access Control) model[88].  

In computer systems security, RBAC or role-based security is an approach that 

restricts system access to authorized users. RBAC is a policy-neutral 

access-control mechanism defined around roles and privileges[88]. The 

components of RBAC such as role-permissions, user-role and role-role 

relationships make it simple to perform user assignments. 

The most basic RBAC model includes three main categories; entity user, role and 

permission set. Their relationship is shown in Figure 2-3. 

 

Figure  2-3: The RBAC model 

Users and roles are many-to-many relationships, meaning that a user can have 
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different roles in different scenarios. Roles and permissions are many-to-many 

relationships, indicating that a role can have multiple permissions. In this 

structure, the same right can be granted to multiple roles. What must be 

mentioned is that the separation of users and permissions make the authorization 

of the authority more flexible. 

REST (Representation State Transfer) describes the architectural style of a 

network system. It first appeared in the PhD thesis of Roy Fielding in 2000[87]. 

Roy Fielding is one of the main authors of the HTTP specification. 

REST is a set of constraints and principles for system architecture 

implementation. A system that satisfies REST constraints and principles can be 

called RESTful. In a RESTful system, the process of a client initiating a request 

is shown in Figure 2-4. 

 

Figure  2-4: REST System 

The most important principle of REST is that the interaction between the client 

and the server is stateless. Each time a client initiates a request, the content must 

include all the information needed for this request. This stateless request from the 

client can be answered by any server. 

Another important principle of REST is the layering of the system. The 
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functional components of the system can only access components that interact 

with it, and cannot access other components. This approach makes the various 

levels independent of each other and simplifies the implementation of the client 

and server. 

2.5. Consensus Mechanism 
2.5.1. The Byzantine Generals Problem 

In 1982, scientists such as Leslie Lamport proposed the famous Byzantine 

failures problem, which discusses the issue of achieving consensus in a scenario 

that allows a few malicious nodes. A brief description of the problem of 

Byzantium generals: The vast Byzantine empire has its own troops deployed 

throughout the country for defensive purposes. Because of the distance, the 

generals had to rely on messengers to pass on messages. When the war broke out, 

the generals of the Byzantine Empire must decide unanimously whether to attack 

an enemy army in order to win the battle. However, the generals could not 

determine whether there were traitors among them. A traitor may arbitrarily 

change the attack intention or attack time to destroy the consistency of the attack 

and cause the operation to fail. In this state, what kind of remote communication 

methods should the Byzantine generals agree on to achieve consensus? 

The paper points out that in the Byzantine problem, if the total number of nodes 

is N and the number of rebel generals is F, then the problem will be solved when 

N ≥ 3F + 1. The entire process is guaranteed by BFT (Byzantine Fault Tolerance 

Algorithm). Here is a brief description of the demonstration process. We assume 

that the total number of nodes is N, the total number of malicious nodes is F, the 

number of valid good nodes is L1, and the number of invalid (failure) good nodes 

is L2. In order to reach a safe agreement, the system must meet two points: the 

number of valid good nodes exceeds the number of bad nodes, and it must also 

exceed the number of good nodes that fail. The above description is transformed 

into a mathematical formula as follows: L1≥F + 1, L1≥L2 + 1 (L2 = F), and L1 = 

N-L2-F, that is, N-F-F≥F + 1, and N≥3F + 1. Therefore, when the mutineers do 
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not exceed 1/3, there is an effective BFT algorithm. However, BFT always has 

the problem of too high complexity, and it has not really landed in the actual 

scene. 

Until 1999, Miguel Castro and Barbara Liskov proposed PBFT (Practical 

Byzantine Fault Tolerance) to solve the problem of the inefficiency of the 

original BFT algorithm. PBFT greatly reduces the complexity of the algorithm, 

making BFT feasible in practical applications. In 2008, the design of Bitcoin's 

blockchain network creatively improved the problem of multiple proposals and 

eventual consistency confirmation in PBFT. In the end, the Bitcoin blockchain 

proposed and adopted the PoW (Proof of Work) algorithm. Although the PoW 

mechanism is very robust, it is costly. Some blockchain users have criticized 

Bitcoin for wasting a lot of computing power, electricity, and computing 

equipment. Therefore, scholars around the world have developed many 

consensus mechanisms to replace PoW. 

2.5.2. Common Consensus Mechanisms 

At present, there are many common consensus mechanisms, such as PoW (Proof 

of Work), PoS (Proof of Stake), DPoS (Delegate Proof of Stake), RPCA (Ripple 

Consensus Algorithm), PBFT (Practical Byzantine Fault Tolerance) and dBFT 

(delegated Byzantine Fault Tolerance). A brief introduction to the above 

consensus algorithms is given in the succeeding paragraphs. 

The PoW mechanism is based on the sacrifice of computing power to consensus. 

In order to prevent sybil attack[89], this mechanism requires nodes in the 

network to prove their true identity through a certain amount of work. The job in 

PoW is to solve a cryptographic problem. In order to find a random number less 

than the difficulty target value, the network node continuously calculates the 

block header hash value of the new block by changing the random number in the 

block header. This process is called mining. The smaller the target difficulty 

value in the calculation process, the more difficult the mining is, and the higher 
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the requirement for the node calculation. The advantage of PoW is complete 

decentralization and nodes are free to enter and exit the network. Its disadvantage 

is that a large part of the computing power in the world has been absorbed into 

the Bitcoin system. Other Blockchain-based applications that use the PoW 

consensus will be more difficult if they want to get the same amount of 

computing power to keep themselves safe. The process of mining will also result 

in waste of resources. This consensus is not suitable for commercial applications 

due to the long consensus cycle. 

PoS uses proof of equity instead of proof of workload as in the case of PoW. The 

node with the highest equity performs new block generation and acquisition 

rewards in a Blockchain network using PoS consensus. The stakes of these nodes 

represent the ownership of a node to a certain number of digital currencies. 

Stake's measure is based on the age of the coin, which is the product of the 

number of currencies owned by the node and the time the node holds for those 

currencies[71]. The digital currency holding time refers to the length of time 

since the last transaction. The difficulty of competition in the PoS mechanism is 

inversely proportional to the age of the currency spent in the transaction. That is, 

the more the number of coins that the node is willing to consume, the easier it 

becomes to become a billing node to obtain block billing rights and rewards. PoS 

makes any malicious node in the network have to cost more than the main chain. 

Since no calculation of power is required, PoS can shorten the period of 

consensus reached within a certain range. However, it still needs mining, and it 

does not essentially solve the weakness of commercial applications. 

DPoS is an evolution of PoS. The network node of DPoS has the corresponding 

voting power according to the stakes it owns. These nodes vote to select a certain 

number of trustees to maintain the Blockchain system. The trustee is responsible 

for generating blocks in turn in the prescribed order and equally dividing 10% of 

the total transaction costs obtained as incentives. The trust nodes of the 

Blockchain system in DPoS are changed from all nodes to all trustees. When a 

node initiates a transaction, the system only need to wait for the trustee to 
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confirm. Therefore, DPoS can greatly shorten the transaction time of the 

Blockchain system. All trustees in DPoS are required to pay a certain margin 

before they can compete for trusteeship to ensure they are not malicious. This 

consensus mechanism ensures the legal identity of all trustees. DPoS can reduce 

the number of nodes participating in the verification, thus reducing the consensus 

time. However, the entire Blockchain system still needs to rely on token 

operation. so it is unlikely that it will be used commercially. 

RPCA is the consensus algorithm used by the Ripple system. The Ripple 

currency system have a P2P clearing network designed for currency clearing[72]. 

A UNL (Unique Node List) is introduced in the network to verify the nodes and 

vote for consensus. In the RPCA consensus process, each verification node 

collects the resolution results of other verification nodes on the transaction by 

querying the local UNL. The verification node compares the local set of 

resolutions with the resolution results from other nodes. If the comparison is 

consistent, the transaction set gets a vote. A plurality of rounds of voting are used 

to select the final set of eligible transactions and generate new blocks. The RPCA 

mechanism operated by the Ripple system does not require mining. It can 

achieve second-level consensus verification. However, its network maintenance 

costs are high and it is more vulnerable to attacks because nodes can be manually 

maintained. 

PBFT is a message-based consistency algorithm[73]. The Fabric system uses the 

PBFT consensus. In the PBFT consensus process, the network node first selects 

the primary node of the current round of consensus. Then, the master node 

performs pre-prepare, prepare, and commit steps with other backup nodes to 

complete the consensus on the transaction. Finally, the master node generates 

and publishes blocks. In addition, a member management mechanism is 

provided in the fabric system to which PBFT is applied. This mechanism can 

manage the node's access to the network and handle transactions, thus making up 

for the low fault tolerance of Byzantine fault-tolerant protocols compared with 

other Blockchain networks. There are no economic incentives needed in PBFT. 
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The security of the system is guaranteed by the parties or regulators of the 

business. However, PBFT's communication process is too long. During the 

commit phase, the system designed complex judgment statements and 

communication flows to ensure that all nodes reached the prepared state. 

Therefore, the PBFT consensus algorithm is difficult to support large-scale 

network nodes. 

dBFT comes from the NEO Blockchain[90]. The NEO Blockchain is a 

distributed intelligent contract platform. The dBFT proposed by NEO is an 

improved Byzantine fault-tolerant consensus algorithm based on PBFT. At the 

same time dBFT consults the characteristics of PoS (NEO holders need to vote 

for consensus nodes) to use the least resources to protect the network from 

Byzantine failures. However, dBFT solved some problems with PoS. dBFT 

provides fault tolerance for a consensus system consisting of n consensus nodes. 

This fault tolerance includes both security and availability, and applies to any 

network environment. The nodes in the NEO Blockchain network are divided 

into two types of nodes. One type is the consensus point, responsible for 

consensus communication with other consensus points to generate new blocks. 

The other type is a normal node that does not participate in the consensus but is 

able to verify and accept new blocks. The consensus node is generated by voting 

carried out by all nodes in the entire network. The main idea of dBFT proposed 

by NEO is that PBFT algorithm can solve the consensus problem of distributed 

nodes very well; however, the greater the number of nodes participating in the 

PBFT consensus, the lower the performance. NEO thus uses voting to select a 

relatively small number of consensus nodes. It then performs a PBFT consensus 

between these nodes to generate a new block. Finally, the new block will be 

released to the whole network to reach the consensus of the whole network. 

 The comparison of these main consensus mechanism characteristics is shown in 

Table 2-1[91-93]. It should be noted that the Blockchain technology is in the 

stage of rapid development. The following data represent only the real-time data 

of the dissertation in the research and analysis stage. The comparative results 
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shown in the tablecome from a similar network and hardware environment. They 

will be used for basic analysis and does not represent the final performance of 

each consensus mechanism. 

Table 2-1: Comparison of Consensus Mechanisms 

 

  

Consensus 
mechanism PoW PoS DPoS RPCA PBFT dBFT 

Scenes Public 
chain 

Public 
chain 

Alliance 
chain 

Public chain 

Alliance 
chain 

Public 
chain 

Alliance 
chain 

Alliance 
chain 

Accounting 
nodes 

All 
nodes All nodes 

Select 
representative 

nodes 
All 

nodes 
Static 

selection 

Dynamic 

selection 

Response 
time 

About 
10 

minutes 
1 minute <1 minute <1 

minute 
<1 

minute 
<1 

minute 

Ideal state 
of 

Transaction 
Per Second 

(TPS) 

7 TPS 300 TPS 500 TPS 
>10 

thousand 
TPS 

1000 
TPS 

1000 
TPS 

Fault 
tolerance 50% 50% 50% 20% 33% 33% 
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3. System Analysis and Overall Architecture 
3.1. Overall Project Planning 

The main function of the CB-EHRs system based on Blockchain technology 

studied in this dissertation is to secure the upload and storage of medical data. 

The system will store the EHRs from the medical institution into pre-processing 

record tables, the data stored is the variable users’ EHRs. The EHRs data when 

authorized by the patient will be transmitted to the Blockchain database. The data 

used for verification at the same time will be stored in a log file. The Blockchain 

database and the log file are separated from each other and associated with each 

other to implement a medical data sharing platform. 

In the decentralized data sharing system discussed in this dissertation, all nodes 

are equal, and they all can participate in the authentication and storage of user 

identity and user uploaded data. The status of all nodes in the CB-EHRs system 

is kept as consistent as possible. This enables contents uploaded by the user be 

sent to all nodes in the system and identified in a timely manner. Then the entire 

network will be notified to update the Blockchain. Every time a user uploads a 

health record, the system will verify the validity of its signature, afterwhich the 

verified data will be added to the Blockchain. During the operation of the system, 

all participating P2P network nodes will periodically detect the Blockchain data 

in order to prevent the EHRs from being tampered with. The tamper-proof 

features of EHRs files are the most important functions in this system. 

In addition to the user login and data upload functions, the system provides users 

with other auxiliary functions to operate in the interface. The mail function has 

been added to facilitate communication between medical personnel and patients. 

At the same time, the conditional query function is also added, which is 

convenient for users to access the data based on different situations. More 

important significance is that this function can facilitate the work of medical 

researchers. For example, tracking and studying a chronic disease. 
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3.2. Requirements Analysis 

The purpose of requirements analysis is to understand the relevant requirements 

and objectives of system development[94]. The requirements analysis plays an 

important role in the subsequent design and implementation of the CB-EHRs 

system. This dissertation focuses on the application of Blockchain technology in 

the field of EHRs. The design goal is to implement a safe, stable, tamper-proof 

and traceable EHRs management system based on Blockchain technology. This 

dissertation analyzes the system's functional requirements, feasibility, security 

and stability. According to the analysis results, we designed the overall 

architecture and develop specific functional modules for the Blockchain-based 

CB-EHRs management system. 

3.2.1. Functional Requirements Analysis 

After analyzing the overall planning of the project, we can divide the system 

modules into three functional modules according to its function. They are the 

user registration login function module, the user data authorization function 

module, and the broadcast upload function module. The user uses the registration 

login module to join the system and become an ordinary patient with private key. 

The patient user then uses the data authorization module to add descriptive 

information to the EHRs. The broadcast upload function module will verify their 

digital signature information after receiving the EHRs. The verified data will be 

updated to the Blockchain by the entire network node. The overall analysis 

structure of the system is shown in Figure 3-1. 
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Figure  3-1: System Structure Overview 

User registration and login functions mainly implement user registration and 

login operations. Users who want to join the system must be first be registered. 

Upon successful registration, the user’s data is stored and the patient role is 

enabled for the user within the EHRs system. Subsequent times, the user simply 

needs to log in to access the system. The process structure diagram of this 

function module is shown in Figure 3-2. 

 

Figure  3-2: User Registration and Log in 
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1) Requirements analysis of user registration and login module 

l User registration function: The user fills personal information such as 

email, username and password in accordance with the registration 

requirements set by the system. Only user data that meets all the set 

requirements can be accepted by the system. The basic information of 

the registered user will be stored for verification when it is logged in to 

the module. The system generates a unique private key and 

corresponding public key for the user while the user is registered. 

l User login function: After the user successfully registers, the email and 

password are saved on the account table. Users need to accurately fill in 

their email and password when logging into the system.. The user can 

successfully implement the login operation only by entering the email 

and password that match the data in the system. When the user logs in, 

the system recognizes the user's role permission and displays the 

corresponding interface to the current user through the RBAC 

mechanism. 

2) Requirements analysis of data authorization module 

This module is mainly responsible for authorizing and conditional query. Based 

on the expected results of the CB-EHRs system proposed in this dissertation, the 

process of user authorization must conform to the characteristics of 

decentralization, trust and security in order to make the design of this system a 

feasible technical solution. The sub-modules of this function module are mainly 

divided into a data upload function module and data conditional query module. 

Its corresponding functional structure diagram is shown in Figure 3-3. 
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Figure  3-3: Data Authorization Analysis 

l Data Authorization module: Firstly, the doctor uploads the patient's 

EHRs to the pre-processing table. The patient then selects the record 

that he/she wants to authorize for upload and clicks "Confirm 

Authorization" to add a description to the record. Next, the system 

produces an MD5 value corresponding to the selected EHR, and 

combines the time stamp, user information, MD5 value and description 

information as the original input information. Finally, the system 

digitally signs the input information using the private key and sends the 

signature along with the original input through the broadcast upload 

module. The transmission message must include the original input 

information, the digital signature, and the public key corresponding to 

the signature private key, so that the CB-EHRs system can perform the 

verification operation. 

l Data download module: This module avails users the ability to search 

for information of interest to them. The method is to display relevant 

content by searching for keywords. For example, after entering the 

main interface, the doctor can find a record of a specific patient or a 

specific disease through the query interface. This method of data 

sharing facilitates the study of specific cases by medical personnel. 

Another use case of this module, is that pharmacist can confirm the 
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patient's allergen through the patient's history. 

3) Requirements analysis of broadcast upload module 

The function module is mainly responsible for verifying the EHRs authorized by 

the user and broadcasting the qualified EHRs to the network nodes of the 

Blockchain. This feature involves a consensus mechanism. The functional 

structure of the broadcast upload module is shown in Figure 3-4. 

 

Figure  3-4: Broadcast Module 

When a node in the network receives a message transmitted by the broadcast 

upload module, the system verifies the signature of the message by using the 

local corresponding public key. The verification signature is to confirm that the 

message does not have a message intercepted or modified during transmission. 

The process of secure transmission reflects the characteristics of system security. 

When the signature verification is successful, the system will notify the 

consensus mechanism for subsequent processing. The message is then updated to 

the Blockchain database. If the verification fails, it will not be processed later. 

According to the above analysis, the overall entity relationship diagram (ERD) 

of the system is shown in the Figure 3-5. 
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Figure  3-5: Overall ERD of the CB-EHRs system 

3.2.2. Non-functional Requirements Analysis 

Non-functional requirements are an overall requirement of the CB-EHRs system. 

It has a major impact on the long-term operation and maintenance of the 

system[94]. The non-functional requirements analysis of the Blockchain-based 

EHRs management system designed in this dissertation are as follows: 

(1) System efficiency 

The storage of data in the Blockchain must wait for the relevant transaction 

record to be encapsulated into a new block before it can be completed. This is an 

inefficient process. There is therefore the need to find a way to choose the 

appropriate consensus mechanism for the system. This is an important issue that 

needs to be solved in this dissertation. 

(2) System security 

The CB-EHRs system stores a large amount of EHRs information from medical 

https://etd.uwc.ac.za/



48 

 

institutions. The disclosure and tampering of data will bring huge losses to 

individuals and institutions. The purpose of this dissertation is to design a EHRs 

management system to protect EHRs data. Therefore, how to protect EHRs 

information by combining data encryption, hashing and Blockchain technology 

is the subject to be tackled in this dissertation. 

(3) System scalability 

After the development of the CB-EHRs system is completed, there is usually 

work to maintain the system and add new features. Therefore, in the system 

development process, the maintainability and scalability of the system should be 

fully considered to facilitate the follow-up work of the developer. 

3.3. Feasibility Analysis 
3.3.1. Technical Feasibility 

The project being developed is called the Credible Blockchain-based E-Health 

Records System (CB-EHRs). It runs on a MySQL database[95] and was 

developed using Eclipse IDE[96]. 

The first practical application of Blockchain technology is in Bitcoin [18]. Since 

the birth of Bitcoin, Blockchain technology has been able to support the stable 

development of Bitcoin in such a large global computing environment, which has 

continuously attracted people's attention. Therefore, from the research and 

development of the Bitcoin system, it is feasible from a technical point of view to 

use the underlying key technologies of the Blockchain to integrate into the data 

sharing component. In particular, cryptography, hashing algorithms, digital 

signature algorithms, and broadcast communication modes are mature and stable 

technologies. Using them for data processing when sharing is a very viable 

solution. 

The relevant data store in development uses the MySQL database, which not 

only can store and process large amounts of data, but also maintain the stability 
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of the data, and it is easy for ordinary developers to learn and use the MySQL 

database. From a technical point of view, it is feasible to use the MySQL data 

source for storing user data and uploading EHRs file information in the system. 

3.3.2. Economic feasibility 

Economic feasibility refers to whether the system development and maintenance 

personnel have the ability to bear the system development costs and maintain the 

stable development of the system[97]. Through the preliminary investigation of 

data sharing and asymmetric encryption technology, it can be concluded that the 

development cost of the application combining asymmetric encryption 

technology and data sharing is acceptable for system development and 

maintenance personnel.  

Why don't we implement our project directly using an existing blockchain 

development platform? For example, NEO and Ethereum. As far as the current 

situation is concerned, the CB-EHRs system project does not require equipment 

with superior computing power, nor does it require a very wide range of nodes to 

participate. As long as the medical institution nodes in the system work together 

to maintain the system, the system can develop steadily. If we use the existing 

blockchain platform directly, it will greatly increase the development cost. The 

CB-EHRs system designed and implemented in this dissertation refers to the 

NEO blockchain using the dBFT consensus mechanism. So here, we will explore 

the costs that may be incurred after the EHRs system is built on the NEO 

platform. 

1. What is GAS? 

NEOGAS / GAS is the fuel cost required to use smart contracts. It represents 

the right to use the NEO blockchain. GAS is generated with each new block 

generation. It follows the established slowly decaying release rate and 

experiences a total process from 0 to 100 million. The total amount reached 

100 million in about 22 years. 
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2. The charging rules of the NEO platform. 

Users need to pay a certain fee when using the NEO network. The total fee 

includes the system fee and network fee, and the unit of charge is GAS. Fees 

distribution rule is shown in Figure 3-6. 

 

Figure  3-6: NEO Charging Model 

• System fee: When a developer deploys a smart contract to the NEO 

blockchain, the developer needs to pay a system fee of 500 GAS to the 

NEO system. Every time a smart contract instruction is executed, a 

certain execution fee must be paid to the NEO system. Each smart 

contract has a 10 GAS free quota during each execution, whether it is a 

developer deployment or a user call. Therefore, if the single execution 

cost of a smart contract is less than 10 GAS, there is no need to pay a 

handling fee. If it exceeds 10 GAS, the 10 GAS fee will be waived. 
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• Network fees: Network fees are fees that users pay when submitting 

transactions to the NEO network. Users can set their own network fees. 

Theoretically, the higher the network fee per unit byte, the easier it is to 

be packaged and confirmed. 

If we use the NEO blockchain platform to build the EHRs system, when a 

medical institution joins the blockchain network and becomes a consensus 

node, corresponding costs will be incurred. The fee structure for this 

operation is shown in Table 3-1. (i.	All charging standards in the table below 

are from the NEO white paper.  ii. As of December 13, 2019, the exchange 

rate of GAS to Rand is: 1 GAS = 14.9436 ZAR) 

Table 3-1: Handling Fee Table of Setting One Consensus Node 

SysCall Fees（GAS） Cost in ZAR 

Validator.Register 1000 14943.62 

Account.SetVotes 1 14.94 

Runtime.CheckWitness 0.2 2.99 

Blockchain.GetHeader 0.1 1.49 

Blockchain.GetValidators 0.2 2.99 

Blockchain.GetContract 0.1 1.49 

Total 991.6（1001.6-10） 14818.10 

Summary: When we set up the EHRs system on the NEO platform, we first need 

to pay 500 GAS (about 7471.81 ZAR) to the NEO community. Assume that 100 

medical institutions nationwide join the system and become consensus nodes. 

Then the initial establishment cost of the entire system will be as high as 1.49 

million rand. But the CB-EHRs system in this dissertation is a completely 

independent and own EHRs system. We only need to pay some network 

hardware rental or purchase costs in the development of the project. This means 

that the cost of the developer's investment is very small, so it is economically 

feasible. 

https://etd.uwc.ac.za/



52 

 

3.4. System Security Analysis 

l Algorithm security 

The security of the CB-EHRs system algorithm mainly comes from MD5 hash 

algorithm and MD5withRSA digital signature algorithm, as these two algorithms 

play vital roles in the data processing and message passing process of CB-EHRs 

system. So far, the MD5 hash algorithm and the MD5 with RSA digital signature 

algorithm have not been easily cracked. Decrypting it by means of brute force 

will incur a large cost. Therefore, from the perspective of the algorithm security 

of this system, it is very safe and feasible to apply cryptography technology to 

data sharing. 

l Data tamper resistance 

Nodes added to the system will inevitably have malicious nodes. For this system, 

the most important purpose of a malicious node to attack the system is to modify 

or delete the data in database. In theory, malicious node must have more than at 

least 33% of the computing power of the entire network of the system[98]. 

Though it is possible for a malicious node to make modified records acceptable 

to all nodes of the system; being able to control such a large computing power is 

a major hurdle. For this to happen, the malicious node must in itself be a very 

very powerful computer. The cost of such a computer system is too prohibitively 

expensive for the sole purpose of making data stored in the CB-EHRs system 

open to the public. Therefore, such malicious attacks cannot bring enough 

economic benefits to justify being done. In view of this consideration, the system 

is still very stable and secure. 

3.5. Summary of Chapter 3 

According to the overall project plan, this chapter elaborates on the requirements 

analysis of each sub-module of the system. When introducing the overall 

planning of the project, this chapter provided a more comprehensive analysis of 
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the overall requirements of the CB-EHRs system, and then divided the overall 

requirements analysis according to different functions. Finally, this chapter 

analyzes the feasibility and security considerations of the system. 
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4. Design of the Credible Blockchain-based 

E-health Records System 

The Blockchain serves as the underlying technology to support the smooth and 

reliable operation of the Bitcoin system. It timestamps Bitcoin transactions to 

ensure the orderliness of Bitcoin transactions[99]. The Blockchain consensus 

mechanism prevents the emergence of Bitcoin "double flower" problems. At the 

same time, the consensus mechanism verifies the validity of the transaction 

records and ensures that the transaction records are safe and cannot be tampered 

with. This dissertation draws on the Bitcoin and attempts to set up various 

hospitals or other medical institutions as nodes on the Blockchain. Such a system 

can convert traditional operations of EHRs into Bitcoin-like transactions and 

store transaction records on the constructed Blockchain-based system. 

Firstly, according to the characteristics of the Blockchain, all "transactions" in 

the network (all operations on EHRs) will be recorded and broadcast to other 

nodes. The transparency of EHRs release operations effectively regulates the 

behavior of EHRs issuing agencies. 

Furthermore, due to the structure of the Blockchain itself and the existence of 

consensus mechanism, the data on the Blockchain cannot be tampered with. This 

feature ensures security of information in EHRs. 

Finally, in the Blockchain, the transaction data is ultimately stored in the form of 

a block file. These block files have a fixed format and their storage path format is 

also uniform. On the one hand, this dissertation uses the REST framework to 

build the CB-EHRs system to enable data to be shared more efficiently and to 

provide various possibilities for future expansion. On the other hand, this 

dissertation establishes the pre-processing of EHRs according to the actual 

situation, to ensure that invalid EHRs can be abolished according to a reasonable 
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process before being authorized by the user. 

A complete Blockchain network includes: nodes, consensus mechanisms, and 

transaction data. This chapter will start from these aspects, introducing the 

Blockchain-based trusted EHRs system designed being designed and its key 

underlining/enabling technologies. 

4.1. Overall Design of System Architecture 

The proposed architecture of CB-EHRs platform is designed as a layered 

architecture. The entire platform is divided into three layers, comprising of: (i) 

The user interface layer, which is at the top; (ii) the business logic layer, which is 

in the middle; and (iii) the data access layer, positioned at the bottom of the 

framework. Figure 4-1 presents an overview of the CB-EHRs architectural 

framework. 

 

Figure  4-1: CB-EHRs System Architecture 
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l User interface layer:	This is used to display data and receive user’s 

input information. It provides users with interfaces that can interoperate 

with the entire Blockchain platform. The Blockchain-based EHRs 

platform proposed in this dissertation can be used on both mobile 

devices and PCs. On one hand, medical workers need to use PC to fill 

out electronic health records, and users are able to access their own 

electronic health records. On the other hand, users can also use their 

mobile phone to share electronic health records with doctors at any 

time and any place, when they need to conduct remote diagnosis. 

Hence this promotes ubiquitous access. 

l The business logic layer: is used to provide data conversion between 

actual users and Blockchain-based EHRs platform. It provides users 

with a unified data interface and unified data standards. Business logic 

layer can encapsulate user data into virtual transactions and assets, then 

transfer these transactions and assets to nodes in the Blockchain 

network. In the end, the business logic layer will store new user data in 

the Blockchain database. 

There are four interfaces, namely: (i)User registration; (ii) EHRs 

upload; (iii) EHRs authorization; and (iv) EHRs query. The registration 

interface implements the registration function for new users. The 

Record Upload and Record Authorization interface provide users with 

services for uploading and signing their own medical records. The 

Record query interface provides medical staff with a rich EHRs 

database that facilitates the research process for various diseases. 

The business logic layer also contains a dBFT (delegated Byzantine 

Fault Tolerance) consensus module. This module acts on the P2P 

network and is responsible for running a set of nodes that implement 

the consensus mechanism. The dBFT Consensus Module works with 

these nodes to validate transactions and maintain distributed ledgers. 

Through the interaction of these modules with the previously 
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mentioned interfaces, data exchange between users and the Blockchain 

database can be smoothly realized. 

l The data access layer contains a unique Blockchain and a P2P network 

that maintains the Blockchain. The P2P network is used to maintain the 

operation of the CB-EHRs platform. It can receive transaction 

verification request, generate blocks and vote on new blocks. The 

verification nodes in the network agree on the transaction and 

transaction sequence by running the dBFT consensus mechanism. The 

platform can then generate blocks and update the local Blockchain 

database. Another part of the data access layer is the Blockchain. It is a 

unique Blockchain maintained by the entire network. This Blockchain 

holds all validated EHR in the system. 

4.2. Selection of Consensus Mechanism 

Given that the business characteristics and business processing logic of different 

Blockchain applications are different, they have different requirements for the 

transaction processing capability of the underlying Blockchain network. 

Therefore, we use the Blockchain data storage feature to implement the system 

and also need to consider the business characteristics of EHRs management. 

Based on the selection of the appropriate Blockchain framework, we should also 

choose the appropriate consensus mechanism. 

The choice of consensus algorithm is closely related to the application scenario. 

Based on the analysis and comparison of Table 2-1, PoW and PoS are mainly 

applicable to the digital currency system. They all need to consume a enormous 

amount of resources and are not suitable for commercial application services. 

DPoS is suitable for Blockchain systems that rely on token operations, but has 

poor support for Blockchain systems that operate without tokens. RPCA is 

currently only available in the currency or electronic asset clearing area and has 

poor support for other applications. PBFT and dBFT are widely available for 
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commercial applications because they do not have an underlying token 

mechanism. In order to further select a suitable consensus mechanism for the 

CB-EHRs system. This dissertation will focus on the PBFT and dBFT consensus 

mechanisms. 

4.2.1. PBFT Consensus Mechanism 

PBFT requires the system to maintain a state together, and the actions taken by 

all nodes are consistent. To achieve this, three types of basic protocols need to be 

run, including: consistency protocols, checkpoint protocols, and view 

replacement protocols. At the same time, the consistency protocol requires that 

requests from clients be executed in a certain order on each service node. This 

protocol divides nodes into two categories (master and slave). There is only one 

master node and is responsible for request sequencing, and the slave nodes 

process requests according to the ordering. 

Figure 4-2 shows one round of PBFT consensus process (consistency agreement). 

Each client request requires 5 stages to complete. PBFT executes the client's 

request after the server reaches an agreement by using two-by-two interaction. 

Because the client cannot obtain any server operating status information from the 

server, the server can only be monitored by the server for errors in the master 

node in the PBFT protocol. 
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Figure  4-2: One Round of PBFT Consensus Process 

Ensuring the correctness of PBFT is mainly divided into three stages: 

pre-preparation, preparation and confirmation. 

• In the preparation phase, the master node sends a sequence number k, a 

message m and a signature digest d. If the signature is correct and the 

backup node 𝑖 has not received the pre-preparation information under the 

same k value and view, then 𝑖 will enter the pre-preparation phase. 

• After entering the pre-preparation phase, the backup node will broadcast a 

preparation message across the entire network. For the same view, when the 

node receives no less than 2f of the preparation messages matching the local 

preparation phase, it indicates that the node is already in the preparation 

phase. Therefore, for a certain view, the non-faulty replica node has agreed 

on the overall order of the requests. Once 2f + 1 non-faulty nodes are 

ready, the network can enter the confirmation phase. 

• The replication node broadcasts a confirmation message at each 

confirmation stage. Once node i receives 2f + 1 confirmation message, it 

indicates that the node is already in the committed-local phase. Eventually, 

even if the view changes, a system with a locally confirmed node will 

complete the confirmation. 
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The design idea adopted by PBFT is to put all the work on the server side, such as 

reaching consensus and monitoring the Byzantine master node. Therefore, its 

consistency protocol design is more complicated. There are two phases that 

require two-to-two interactions between servers, with a large amount of data 

processing and complicated calculations. 

4.2.2. dBFT Consensus Mechanism (Selected in this dissertation) 

NEO proposed the dBFT consensus algorithm based on the PBFT algorithm. The 

algorithm determines the nodes participating in the next round of consensus 

based on the real-time voting of the blockchain. Such a design effectively 

reduces the time consumption of the algorithm, thereby increasing the block 

production speed and reducing the transaction confirmation cycle. 

A round of dBFT consensus has the following four steps: 

1. The speaker initiates a consensus and broadcasts Prepare Request. 

2. After receiving a Prepare Request, delegates broadcast Prepare Response. 

3. After receiving enough Prepare Responses, the consensus node broadcasts a 

Commit. 

4. After receiving enough Commits, the consensus node generates new blocks 

and broadcasts them. 

dBFT is the same as DPOS in that the selected super nodes (accounting nodes) 

perform collaborative accounting. In the case of weak centralization, they all 

achieve high efficiency, but the difference lies in the specific algorithm and node 

selection. 

The general principle of the DBFT algorithm is as follows. Participating in 

bookkeeping are super nodes. Ordinary nodes can access the consensus process 

and synchronize ledger information, but do not participate in bookkeeping. A 

total of n super nodes is divided into one speaker and n-1 delegates. The Speaker 

is elected in turn by all super nodes. Each time the account is booked, the speaker 
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first initiates a block proposal. Once at least (2n + 1) / 3 bookkeeping nodes 

(speaker plus delegates) agree to this proposal, then this proposal becomes the 

final released block. The released blocks are irreversible, and all transactions in 

the blocks are 100% confirmed. 

The network based on the PBFT mechanism assumes that "the message may not 

be delivered, delayed, duplicated, or delivered out of order," and public-key 

encryption is used to authenticate the replica. The same is true for NEO's dBFT 

algorithm. Because the algorithm does not rely on synchronization to ensure 

security, it must rely on synchronization to ensure activity. 

The PBFT mechanism considers that the client directly interacts with the master 

node and broadcasts the message, while receiving an independent response from 

2f + 1 nodes in order to perform the next operation. A similar situation exists with 

the dBFT mechanism. In the dBFT, information is transmitted through the 

point-to-point network, but the location of the consensus nodes is unknown (in 

order to prevent direct delay attacks and denial of service). 

In PBFT, the client performs atomic commit operations at different timestamps, 

and these operations are processed and published independently. The dBFT 

mechanism is different. Consensus nodes must group transactions into batches. 

Each group is called a block. Due to different grouping methods, there may be 

thousands of valid blocks at the same block height. Therefore, in order to ensure 

the final certainty of the block (that is, there is only one block for a given block 

height), the dBFT mechanism takes into account that the "client" also fails. PBFT 

does not take this into account. 

In terms of the choice of consensus mechanism, this dissertation refers to a part 

of the underlying Blockchain architecture of the Fabric Blockchain. The reason 

is that this framework provides a pluggable consensus interface that can set up 

consensus protocols based on specific requirements. However, the shortcoming 

is that the current Blockchain network provides only one PBFT consensus 
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mechanism for multiple verification nodes. PBFT is able to cope with failed 

high-frequency consensus business and ensure that all transactions that have 

reached the prepared state can be directly assembled in the next round of 

consensus when the consensus fails. PBFT can be divided into three phases: 

pre-prepare, prepare, and commit. However, its process of verifying 

communication between nodes is too complicated and reduces the consensus 

efficiency of transactions. Moreover, the more nodes join PBFT consensus, the 

quicker the performance drops, as the time complexity of the PBFT is O(n2)[73]. 

Therefore, the PBFT mechanism cannot support large-scale network node 

activities. 

According to the actual situation involved in the project, the Blockchain 

proposed in this dissertation adopts the alliance chain. The nodes in the node 

network are composed of medical institutions, and the nodes are basically trusted. 

On the one hand, the main business logic in EHRs management is relatively 

simple and involves few transaction types. On the other hand, because of its 

shared enactment, the number of transactions that the system needs to process 

will grow on a large scale as the number of users increases. Therefore, the system 

is less likely to fail in the normal network environment. On the contrary, the 

system has higher requirements for the consensus efficiency of processing 

transactions. Based on this feature, this dissertation adopts the 

consensus-efficient dBFT consensus mechanism to better support the 

upper-layer application. dBFT is an improved Byzantine fault-tolerant protocol 

based on PBFT. It also combines the characteristics of DPoS. By voting on the 

Blockchain, Blockchain network authorize a few nodes as the accounting nodes. 

After the simplified PBFT consensus (dBFT consensus), the accounting nodes 

reach consensus and create new block. This consensus mechanism simplifies the 

process and improves efficiency compared to PBFT, but retains all the excellent 

performance of PBFT. Table 4-1 is a comparison of PBFT and dBFT. 
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Table 4-1: Comparison of PBFT and dBFT Consensus Mechanisms 

Consensus 

Mechanism 
PBFT dBFT 

Application 

range 

It cannot be applied to 

applications with large node due 

to complex communication 

processes. 

It simplifies the process 

compared to PBFT, and 

can be used in the 

current EHRs system. 

Performance 

The more nodes join PBFT 

consensus, the quicker the 

performance drops, as the time 

complexity of the PBFT is 

O(n2). 

Select a few nodes to 

reach consensus by 

voting. The system is 

highly efficient. 

 

4.3. P2P Network Design  
4.3.1. The Overall Structure of the P2P Network 

In the P2P network of the Blockchain, all nodes jointly maintain a network for 

transaction and block exchange. The network structure of the CB-EHRs system 

draws on the underlying core code of Bitcoin technology, the P2P network. 

According to the characteristics of the P2P network, this dissertation designs a 

special electronic medical P2P network. Due to the special structure of the 

designed P2P network, each node in the network has the complete EHRs data 

replication. According to the rules of the alliance chain, the nodes in the 

Blockchain network are composed of various medical institutions throughout the 

country. The user's device does not need to store a huge electronic health record. 

Each medical institution has equal status in the network, they have same rights 

and need to assume same obligations, as can be seen in the overview presented in 

Figure 4-3. 
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Figure  4-3: Blockchain EHRs Distributed in the Network 

Compared with the traditional EHRs system, the CB-EHRs system developed 

in this dissertation has a new network structure applicable to the field of 

e-health. This structure is the key to solving the difficulties of data sharing 

between medical institutions and protected data security, as can be seen an 

overview in Figure 4-3. The traditional EHRs system uses centralized network 

structure, its electronic health records databases of medical institution are 

independent of each other and its institutions are all interconnected. This 

structure cannot share data between institutions and it completely depends on 

the central node. If the central node fails, the entire database will become 

inaccessible. Conversely, every institution in the Blockchain-based EHRs 

system has the completed electronic health records data. They can easily share 

data between themselves. This means that no matter which medical institution 

the user visits, the doctor can get the full electronic health records of the user, 

thus providing a huge convenience for patients' diagnosis. Furthermore, this 

CB-EHRs system provides an advantage in terms of database security such that 

even when one or more nodes fail, the database is still accessible, because the 

other nodes can still form a complete network. A comparison between the 

properties of traditional EHRs system and Blockchain-based EHRs system is 

shown in Figure 4-4 and summaried on Table 4-2. 

https://etd.uwc.ac.za/



65 

 

 

Figure  4-4: Comparison of Network Structure between Traditional EHRs 

System and Blockchain-Based EHRs System 

Table 4-2: Comparison between Traditional EHRs System and 

Blockchain-Based EHRs System 

Platform type Network 
structure 

Data 
sharing Stability 

Data 
tamper-pro

of 

Traditional EHRs 
Platform 

Centralized 
network 

Data 
sharing is 
difficult. 

If the 
central 
node is 

damaged, 
the entire 
platform 

is not 
accessibl

e 

No 

Blockchain-Bas
ed EHRs 
Platform 

 

Decentralize
d network 

Easy to 
share data 
between 
medical 
institutio

ns 

Damage 
to one 

or more 
nodes 

will not 
affect 

the 
operatio
n of the 
platfor

m. 

Yes 

4.3.2. Initialization 

When a new node accesses the network, it needs to know about the other nodes in 

the network and synchronize the Blockchain. In order for the newly joined node 
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to recognize other nodes, there are multiple node IP addresses in the system code 

that can provide similar DNS services. These nodes are able to scan active nodes 

in the current network and record their IP addresses. 

Once a new node attempts to join the Blockchain network, it randomly initiates a 

request to a DNS-like node in the system to obtain other active nodes in the 

network. Due to the strong activity of the nodes, some nodes may be offline. The 

new node will initiate multiple requests until the request is responded by a node 

and returns a list of IP addresses of the current network active node. 

If however, the system relies solely on these types of DNS nodes to return data, 

the data is likely to be attacked or directed to a hosted forged network. Therefore, 

when a node comes online, other nodes connected to the node send the IP address 

and port number of other nodes in the network to it, and use a decentralized 

method to verify safety of the node. 

4.3.3. Connection between Nodes 

 Once obtaining the IP address of other nodes, the new node will send its own 

version of information to the correspond node to try to establish a connection. 

This version information includes the system version of the node, the block that 

has been synchronized, the current system time of the node, etc. 

Once received, the correspond node will return its own version information. 

When both parties get the version information of the other party, a confirmation 

message is sent. At this point the connection between the two nodes is 

successfully established. 

The time synchronization process on the node is run by default, which ensures 

that the system time is synchronized with the standard time server. After 

receiving the version information sent by the correspond node, the two nodes 

trying to establish a connection check the time of the system and confirm that the 

system time of both parties is synchronized. If the system time of both parties is 
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not synchronized, the connection cannot be established normally. 

The connection between each pair of node needs to be maintained. Every 30 

minutes, nodes send messages to correspond node. This period of time is called 

keepalive cycle. The previously mentioned information becomes keepalive 

information, which is used to tell the peer node that it is still active. If the peer's 

keepalive information is not received within 3 keepalive periods, the node will 

disconnect the link. 

4.3.4. Synchronization of Blocks 

When the first node joins the Blockchain network, there is only one block in the 

Blockchain in its local storage. This block is called the Genesis block. Different 

Genesis blocks identify different Blockchain. Before the node becomes a 

complete node that can confirm the transaction and generate the block, it needs to 

download all the block data on the longest Blockchain in the network. This 

process is called block initialization. When a new node is connected to the 

Blockchain network, this node randomly selects a node in the network for block 

synchronization. The selected node is called a synchronization node. The new 

node sends a Req_Headers message to the sync node. The content of the message 

is shown in Figure 4-5. 
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Figure  4-5: Req_Headers Message 

In the header hash field of the Req_Headers message, the new node fills in the 

header hash of the block it owns, which is the head hash of the Genesis block. At 

the same time, the node will also use the 0 completion to stop hash value field, 

indicating that the maximum number of responses can be requested. This 

dissertation sets this maximum to 1000. 

After receiving the Req_Headers information, the synchronization node returns a 

header information according to the request in the information. The specific 

content of the header information is shown in Figure 4-6. 
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Figure  4-6: Headers Message 

This header information contains the header hash values of the 1000 blocks 

starting from block 1 on the Blockchain. 

After receiving the header information returned by the synchronization node, the 

new node initially determines whether the header hash in the header information 

is correct according to the consensus mechanism and the target number. After 

that, the new node will then send the Req_Headers message again to request the 

subsequent 1000 block header hashes until it receives a header with less than 

1000 hashes returned from the sync node. 

Thereafter, the new node repeats the same block initialization process to the 

other nodes. If there is an untrusted sync node in the network, it will be 

discovered by comparing the block header data. After confirming that the 

acquired header information belongs to the optimal Blockchain in the current 

network, the new node sends the request data information to the complete node 

in the network to obtain the complete block information. The information for 

requesting block data is shown in Figure 4-7. 
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Figure  4-7: Req_Block Message 

The new node randomly requests complete information from any of the blocks in 

the network. However, the new node will verify the correctness of the block 

according to the order in the Blockchain. This leads to the possibility that the 

next block which needs to be verified has not yet been obtained from the peer 

node. When this happens, the system waits for a while. If the block has not been 

received, the new node will disconnect from the node and request block 

information from other nodes. 

A node performs block synchronization not only when it first joins the 

Blockchain network. When a node finds that a large number of blocks need to be 

synchronized, it can also synchronize the blocks. For example, after a node has 

been offline for a long time, it may need to perform block synchronization to get 

a large number of blocks generated during its offline. The flow of block 

synchronization for the new node is shown in Figure 4-8. 
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Figure  4-8: Flow Chart of Block Synchronization 

4.4. Role-based Access Control Structure Design 

In order to better control user permissions, the EHRs system uses the Role-Based 

Access Control scheme. Role-Based Access Control (RBAC) means that user 

rights are not directly specified by the system, but are obtained by associating 

with the role and permission data tables, as shown in Figure 4-9. 
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Figure  4-9: Association between Roles and Permission Data Tables 

The default roles of the CB-EHRs system are divided into three categories: 

patient users, doctor users, and system administrators. (i) The patient can only 

perform inquiry, verification and mail operations of EHRs belonging to the 

currently logged in user. (ii) The doctor has the authority to add and inquiry 

EHRs and is able to access all EHRs in the database for analysis of the disease or 

condition of the patient. Doctors can also perform information release and 

sending and receiving operations. (iii) The system administrator has the highest 

authority of the system, can create new roles and users, change role permissions 

and user roles. The system administrator also has permission to change system 

settings. The specific RBAC structure of the CB-EHRs system is shown in 

Figure 4-10. 
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Figure  4-10: The Specific RBAC Structure of The CB-EHRs System 

Each module of the EHRs system performs a strict permission check as shown in 

Figure 4-11. The specific process is as follows. 
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Figure  4-11: Permission Check Process 

a) First, the system checks the login status of the currently accessed user. If 

the user is not logged in, the system prompts the user to log in to the 

system and end the permission checking process of the module. If the 

user has logged in, the system obtains the user ID and continues the 

permission check of the module. 

b)  Using the user ID obtained in step a, the system obtains the role ID from 

the user table. Then according to the ID of the role, the system further 

obtains the permission ID from the role table. 

c) The system obtains a specific permission list from the permission table 

by using the permission ID obtained in step b. 

d) Finally, the system determines whether the permission list includes the 
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operation rights of the module. If the permission list includes the 

operation permission of the module, the user is allowed to continue 

access. if it does not include the operation permission of the module, the 

user is denied access and the service page is hidden. 

4.5. Process Structure and Detailed Design of The Module 
4.5.1. Detailed Design of User Registration and Login Module  

According to the overall requirements and design of the system, the functional 

design of the user registration login module is divided: 

(1) User registration module 

The flow chart for new user registration is shown in Figure 4-12: 

 

Figure  4-12: Process of User Registration and Identity Information Validation 

The system registration module is the entrance for new users to enter the system. 

To be part of the CB-EHRs system node and share data in the system, new users 

must be registered as a system user. The system designed in this dissertation 

simplifies the user registration operation. The new user only needs to fill in the 
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user name, e-mail, set the password, and confirm the password in the password to 

successfully register. However, the e-mail entered by the new user cannot have 

the same data in the account table. The new user registration operation requires 

three steps: 

1. The first step is to fill in the username and e-mail to facilitate user 

identification and system management. The system sets the e-mail 

to a mailbox that must be 6 to 16 digits or letters;  

2. The second step is to set the password. In order to protect the 

security of the user account, the password must be set to 6 to 16 

digits. If the password is too short, the security is lacking. On the 

contrary, the password is too long to remember; 

3. The third step is to confirm the password. In order to ensure that 

the password entered by the user is set in the mind of the user, it is 

necessary to confirm the password to ensure consistency. 

When a new user registers, if any of the above three steps does not meet the 

requirements, the registration request cannot be verified by the system. Account 

information will also not be added to the database. Only the user information that 

meets the requirements will be successfully stored in the database for verification 

when logging in. 

In our proposed CB-EHRs system, medical institution is like a special type of 

transaction body. User’s key pairs and unique identifier will be generated when 

patient join in CB-EHRs platform as an user. According to the setting of the 

CB-EHRs framework in this dissertation, a transaction is first initiated by the 

user, then the user transfers the virtual asset USER_INFO with his or her own 

identity information (public key and unique identifier) to the medical institution. 

In this way, the medical institution can obtain the user’s public key and unique 

identifier to verify subsequent actions that may come from this user.  

(2) User login module 
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The flowchart for user login is shown in Figure 4-13. 

 

Figure  4-13: Process of User Login 

Successfully registered users only need to log in to access the system home page. 

In the design of this system, the user's login operation is not complicated. Users 

only need to enter an e-mail address and password to achieve. User login 

operations are divided into three steps: 

1. In the first step, the user enters the e-mail address used in the registration in 

the e-mail input box. Since the e-mail address is restricted during the 

registration operation, the input condition should also be set during the 

login operation, which is convenient for reminding the user to input the 

correct e-mail; 

2. The second step is to input the password corresponding to the account. 

Similarly, when the password is input, a restriction condition should be set 

to remind the user to input the correct password corresponding to the 
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account; 

3. The third step, click on the login button, the form will submit the e-mail and 

password to the background for processing. 

When the form is transferred to the background of the system, the back-end code 

is looked up in the database account table via the e-mail address. If the entered 

e-mail does not exist in the table, or the found password does not match the input 

password, the user login fails. If there is a corresponding e-mail address and 

password, the user logs in successfully. Finally, the system will query the 

database for the user's role and role rights based on the user's unique e-mail 

address. According to the query result, the user system will jump to the 

corresponding page. 

4.5.2. Detailed Design of Data Authorization Module 

According to the overall design of the project, this module is an important part of 

the project. It is a key part of combining hash encryption algorithm technology 

with a data sharing platform. This module mainly implements user authorization 

and conditional query of EHRs. The process structure of this part are shown in 

Figure 4-14. 
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Figure  4-14: Process of User Authorization 

According to the design of the module part, this dissertation divides the module 

by function: 

(1) Pre-treatment EHRs upload function 

Doctors are able to upload pretreat EHRs on the pretreat page. Considering that 

doctors sometimes upload more than one EHR for the same file description, the 

front page can freely add or delete added files, and the back end only needs to 

process EHR one by one. After the completion of the pretreat EHR by the doctor, 

the pretreat EHR confirmed to be uploaded will be transmitted to the network 

node in the form of a broadcast. It is then passed to the pretreat table in the 

database. 

(2) Data authorization function 
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In order to better combine the hash encryption algorithm and data sharing storage, 

in the design and implementation of this module, this dissertation also designs 

the underlying related technology in detail. 

Hash algorithm design: The system will generate MD5 values for the EHR 

selected by the user. Therefore, this dissertation needs to obtain the MD5 value of 

the authorized EHR through the relevant algorithm and code design. In the Java 

development package, the java.security.MessageDigest class implements the 

mainstream hash hashing algorithm, which implements the initialization of the 

MD5 algorithm in this class through MessageDigest.getInstance ("MD5"). Since 

the system produces MD5 values for EHR files, the java.nio.MappedByteBuffer 

class and java.nio.channels.FileChannel class are also needed to process the 

input files. When the program generates the MD5 value, it also initializes the 

processed file data through the update() function in the MessageDigest class. 

Afterward, the program calls the digest() function to get the MD5 value 

represented by the byte data. Finally, the program only needs to use the byte 

array to string processing function to get the MD5 value in the form of a string. 

Design of digital signature algorithms: The design of the digital signature 

algorithm in this dissertation considers the characteristics of the algorithm. If the 

system directly digitally signs the original EHRs information, the length of each 

digital signature output is different due to the inconsistent size of the EHRs. The 

size of the signature input data also affects the time of the signature process. 

Based on the consideration of this feature, it is necessary to produce an MD5 

value for the EHR file before signing. The program then uses the splicing of the 

EHR content, upload user, upload time, MD5 value, and file description 

information as input to the digital signature, which greatly reduces the signature 

time and verification time.  

The digital signature algorithm used in this dissertation is MD5withRSA. In the 

Java development kit[100], the java.security.KeyPairGenerator class provides 

function for instantiating and producing key pairs. This function needs to be 
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combined with KeyPair, RSAPrivateKey and RSAPublicKey to implement a 

public and private key for signing and verifying data. The MD5withRSA 

algorithm is instantiated by KeyPairGenerator. getInstance("MD5withRSA"), 

and the key pair is instantiated by calling the generateKeyPair() function.The 

digital signature function is provided in the java.security.Signature class during 

the digital signature process. Before signing, the program needs to call the 

initSign() function and the update() function to initialize the signature private 

key and update the data. Then the program can get the byte array digital signature 

by the sign() function. Finally, after processing the array, the system can obtain 

the signature information in the form of a string. 

 (3) Conditional query unction design 

After entering the system home page, users can see the latest authorized EHRs on 

the EHR library page of the interface. In order to facilitate users to quickly select 

the EHRs files of their interest. Users can perform conditional queries by 

entering keywords in the query input box. After clicking on the query, the 

front-end code passes the keyword to the background. The backend code can 

filter EHRs with this keyword and return the results to the front page for display. 

Through the implementation of this function, doctor's work can be made more 

convenient. Medical researchers can access all EHRs, as well as access specific 

users or EHRs for specific diseases. 

4.5.3. Detailed Design of Broadcast Upload EHRs Module 

The broadcast upload module mainly works on the P2P network. After the EHRs 

authorized by the user are passed into the module, the broadcast upload module 

transmits them to other nodes in the network. After processing by the consensus 

mechanism, the accounting nodes will verify these EHRs. The final legal EHRs 

will be processed into blocks and saved to the database. 

Design of P2P distributed network: P2P is an infrastructure in which various 

system nodes in the network can communicate with each other[101]. Since the 
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nodes in the network are equal, the design of the P2P network module uses 

multicast and combines the overall design of the system with the basic 

communication mode. In the Java development kit, the java.net.MulticastSocket 

class can be used to send and receive IP multicast packets, and the 

MulticastSocket class can be used to send a single message to multiple clients. 

By defining a special set of network addresses as multicast group addresses, 

hosts on the network can join the multicast address by calling the join() function. 

When nodes joining the multicast network send messages, they need to serialize 

the data. These nodes then encapsulate the serialized data using the 

DatagramPacket packet. Finally, it is sent out via the send () function in the 

MulticastSocket class. In the above process, the data that needs to be broadcasted 

is composed of the input data during the signature, the digital signature and the 

signature public key. This combination facilitates the next data verification work. 

Data verification process: After the user selects the EHRs data that needs to be 

authorized and uploaded, the system will encapsulate and sign the EHR and 

transmit it through multicast. The nodes in the network need to verify the 

encapsulated data after receiving it. Verifying the integrity of the data or 

verifying that the data has been tampered with is necessary for the system to run. 

Any selected accounting nodenode in the multicast can receive the data 

information through the receive () function in the MulticastSocket class. At the 

same time, the node can deserialize the received data to obtain relevant data 

information, and then the node needs to verify the data. In the process of 

implementing data verification, the java.security.Signature class provides a 

digital signature verification verify() function. When the node verifies the 

signature, it also needs to call the initSign () function and the update () function 

to initialize the signature public key and update the data. Finally, the program 

will verify by the verify () function and return the Boolean type validation result. 

4.6. EHRs Blockchain Verification and Database Design 
4.6.1. Verifying the EHRs Blockchain Process 
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(1) Update of log files 

Based on the overall requirements analysis of the system, the log file is designed 

to be updated once an hour. Each log file is recorded with a data transfer record 

for one hour. Starting at the hour of the hour, the node generates a new log every 

hour. The new log file is named using the string of the hour when it was 

generated. The beginning of the file of the new log file records the Merkle Tree 

root of the previous log file and the timestamp string when the file was generated. 

The system will then continue to record the user-uploaded information that was 

verified during the hour after the new log file was generated. 

In the process of verifying the EHRs Blockchain, the verified data transfer 

messages are recorded into the file in succession using the format of the recorded 

text design. When the new log file is generated, the system needs to extract the 

Merkle Tree root of the previous log file. All the log files in the system record the 

data of the previous file one by one from the back to the front. These files are 

concatenated to form a one-way chain that fully reflects the tamper-proof and 

traceability of Blockchain data. 

(2) Verification of log files 

In order to ensure the uniformity of the EHRs stored in the system and to realize 

the feature that the nodes jointly maintain a reliable database, all nodes in the 

system will periodically communicate and verify the relevant information of the 

latest recorded files. In the design of the module, the system will communicate 

every 5 minutes. All nodes send the Merkle Tree root value in their latest log file 

to the network, while receiving the Merkle Tree root value sent by other nodes.If 

the node's own Merkle Tree root value is consistent with more than half of the 

Merkle Tree root value from other nodes, it means that the local log file is 

consistent with the overall system. If your own value is different from more than 

half of the value, there is a data loss in the local record file. Therefore, the node 

needs to delete the latest local log file and then request other nodes in the 
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network to download the latest correct log file data. 

4.6.2. Log File Design 

Asymmetric encryption technology is an important part of this project. This 

dissertation combines hash algorithm technology and data sharing to 

demonstrate the use of hash encryption algorithm in daily life. The log file is an 

important credential for historical transfer messages in this system. In the log file 

update function, the system will write the file multiple times. This dissertation 

fully considers the efficiency of file read and write operations and how to 

improve the readability of the file. Therefore, this dissertation defines the 

message record format in the log file text as follows. 

Email_author_time_md5_description 

Email is the email address of the user; author is the username of the uploaded 

EHRs; time is the time when the file is uploaded; md5 is the MD5 value of the 

EHR content; description is the description of the EHR file when the EHR file is 

uploaded. 

In the log file, each log file records all successful upload messages for the entire 

network in one hour. A new log file is generated every hour of the system starting. 

The beginning of the new log file records the Merkle Tree root value of the 

previous log file and the timestamp when the current log file was generated. The 

new log file should also record the entire network message for the next hour, as 

shown above. This design greatly improves the efficiency of the system to update 

the log file. The new log file is named with the current time so that the system can 

quickly determine the scope of the query by reading the log file name when 

performing the query operation. The system no longer needs to open all log files 

to query EHRs. Therefore, log files increase the efficiency of the system. 

4.6.3. Database Design 
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When the user performs a registration login operation, the system needs to 

manage the user data. After the new user enters the user name, email address and 

password through the registration page, the system submits the above 

information to the user table for database update. If the data is not saved 

successfully because the same email address exists, the user may have registered 

an account. If the data is updated successfully, the new user can complete the 

registration. This dissertation considers the above factors and designs the 

structure of the user table as shown in Table 4-3 in the MySQL data. 

Table 4-3: The Structure of the User Table 

Field 

Name 
Datatype Len PK? 

Not 

Null? 
Note 

id biaint 20 PK √ User's identifier 

user_name varchar 40  √ Username 

email varchar 30  √ Email address 

password varchar 100  √ 
Account 

password 

birth date 0   User's birthday 

phone varchar 20   Phone number 

sex smallint 6   User's gender 

When the user performs an EHR authorized operation, the system needs to 

record the data authorized by the user. In theory, this part of the data can be stored 

in various forms. However, considering the overall requirements and system 

design of this dissertation, the EHRs uploaded by the user and the description 

information of the EHRs are independent of each other, but they are related to 

each other logically. Therefore, the system stores the original data and block 

separately and stores the related description information such as the MD5 value 

of the EHRs in the form of a database table. This method facilitates the 

management of data information and the query of EHRs. Based on the above 

factors, the structure design of the EHRs information table in MySQL data is 
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shown in Table 4-4. 

Table 4-4: The Structure Design of the EHRs Information Table 

Field 

Name 
Datatype Len PK? 

Not 

Null? 
Note 

id biaint 20 PK √ 
EHR unique 

identifier 

user varchar 40  √ Owner 

doctor varchar 40  √ 
Diagnostic 

doctor 

time datetime 0  √ Upload time 

hash varchar 100  √ 
MD5 value of 

EHR 

description varchar 200  √ 
Description of 

EHR 

 

4.7. Summary of Chapter 4 

This chapter mainly determines the basic architecture of the CB-EHRs system 

from two aspects. First of all, this chapter introduces the overall architectural 

design of the system. Then give a detailed design of each module of the system. 

In the overall architecture design of the system, this chapter presents a structure 

of the system architecture. This chapter divides the system into three 

sub-modules successively, and then analyzes the specific design of each module. 

This chapter also introduces the design of the consensus module and RBAC 

mechanism involved in this project. Finally, this chapter expounds the format 

design of the text content of the log file and the design of the database table.  
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5. Implementation of CB-EHRs System 

Through the system framework design, data model analysis, functional module 

design, this chapter will compile and implement these functions. The following 

is an introduction to the code module and main files. 

5.1. Development Environment 

The CB-EHRs system is mainly written in Java language[102] and HTML  

language[103]. The Java language is an object-oriented programming language 

with very powerful features and is easy to use. It can be used to write 

cross-platform applications and is widely used in the fields of PC, supercomputer, 

mobile phone and internet[102]. It includes all the advantages of the C++ 

language but does not inherit C++'s shortcomings such as pointers, operator 

overloading, and multiple inheritance. Java is object-oriented, simple, distributed, 

multi-threaded, and dynamic. The HTML language refers to the hypertext 

markup language, which allows web developers to create complex web pages 

that combine text and images based on different design needs. These pages can 

be viewed by anyone as long as they are posted online, and they can be read by 

any type of computer or browser. 

From the aspect of system optimization, high concurrency, security, and fault 

tolerance are the most important contents faced by current systems including P2P 

network applications. Many websites have taken corresponding measures 

against this phenomenon. Large websites can alleviate the pressure of user 

concurrency by increasing the number of intermediate servers or increasing 

server hardware metrics. Building a high-performance web system can improve 

application pressure from HTTP service performance, database performance, 

caching, and more. So after considering the actual factors, this dissertation 

chooses Apache[104] as the HTTP server. Because of its power and reliability, it 

is widely used in various application scenarios. 
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Because Apache supports blocking 1/0, it is not efficient in high concurrency 

situations. Every connection to Apache will generate a new thread. When the 

thread reaches the upper limit of the connection pool, Apache can respond to 

customers in a timely manner. Apache's performance bottlenecks can be 

mitigated by adding servers, load balancing, and static server separation. Static 

server separation is to put some basically unchanged code on many independent 

servers, such as CSS/JS/pictures. This approach reduces the pressure on servers 

that provide dynamic page access and ensures that the system does not crash due 

to image issues. 

5.2. User Registration and Login Module Implementation 
5.2.1. User Registration Module Implementation 

The most important class involved in the user registration module is 

RegisterServlet, which is mainly used to process account data from the front-end 

registration page. Any data in the front-end page that meets the basic 

requirements will be submitted to the RegisterServlet class for processing. This 

class encapsulates user data and submits them to a database table for data updates. 

The updated result will be returned to the RegisterServlet class, and the class will 

output the corresponding result to the front page display. 

The Account class is a class that encapsulates the user's basic data. It defines the 

user information variables to receive the username, password, email address, 

birthday and phone number by the user. The main part of the Account class code 

is shown in Figure 5-1. 

 

Figure  5-1: Account Class Snippet 
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The RegisterServlet class needs to use the Account class to encapsulate the user 

data sent from the front page. Then, the RegisterServlet class submits the user 

data to the database table for updating. The main part of the RegisterServlet class 

is shown in Figure 5-2. 

 

Figure  5-2: DoPost Code Snippet 

During the execution of the user data addition operation, the system used the 

factory class DAOFactory. The getAccountDAOInstance() method in this class 

is used to generate the AccountDAOProxy class object and initialize the 

connection database through the constructor. The AccountDAOProxy class 

inherits from the AccountDAOImpl class, and the key code of doCreate(account) 

is shown in Figure 5-3. 
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Figure  5-3: The CreateAccount Code Snippet 

We used HTML and JavaScript when writing front-end user registration pages 

(rgister.jsp). The jsp file sets a limit on the username, email address and 

password entered by the user in order to facilitate the management of user data. 

The key part of the register.jsp code is shown in Figure 5-4. 

 

Figure  5-4: Registration Code Snippet 

5.2.2. User Login Module Implementation 
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The most important class involved in implementing the user login module is the 

LoginServlet class. The principle of this class is the same as that of 

RegisterServlet. The LoginServlet class is mainly used to process account data 

from the front-end login page. As long as the data provided by the front-end login 

page meets the requirements, the data will be submitted to the LoginServlet class 

for processing. This class also uses the Account class to encapsulate user data 

and submit the encapsulated data to a database table for query operations. The 

query results are then returned to the LoginServlet class by the database. Finally, 

the class executes the output statement or performs a page jump based on the 

returned result. The main part of the LoginServlet class code is shown in Figure 

5-5. 

 

Figure  5-5: The LoginServlet Class Code Snippet 

Similarly, the getAccountDAOInstance() method in the factory class 

DAOFactory is used to generate the AccountDAOProxy class object and 

initialize the connection database through the constructor. The 

AccountDAOProxy class inherits from the AccountDAOImpl class, and the key 

code for the findByEmail(email) method is shown in Figure 5-6. 

https://etd.uwc.ac.za/



92 

 

 

Figure  5-6: The findByEmail Method Code Snippet 

We used HTML and JavaScript when writing front-end user login pages 

(login.jsp). In the jsp file, the same restrictions are placed on the user's email and 

password input in order to remind the user to enter the correct email address and 

password. The key part of the login.jsp code is similar with the code of 

register.jsp in Figure 5-4. 

5.3. Data Authorization Module Implementation 
5.3.1. Data Authorization Module Implementation 

The Java classes involved in the implementation of the data authorization 

module are mainly the authoriFileServlet class and the MulticastController class. 

The authoriFileServlet class is mainly responsible for processing the data passed 

by the main page of the system front end, and obtaining the user name of the 

current authorization file obtained from the system session. The parameters 

passed include the EHR file data selected by the user and the description 

information of the file. The system wraps these file informations through the 

FileLoad class. 

The MulticastController class is mainly responsible for encrypting and passing 

out the encapsulated FileLoad object. The result of this step will be passed to the 

next module for processing. 

The FileLoad class is a class that encapsulates authorized EHR data. The object 
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of this class encapsulates the five parts of EHR content, user name, upload time, 

MD5 value and description information. The key code of the FileLoad class is 

shown in Figure 5-7. 

 

Figure  5-7: The FileLoad Class Code Snippet 

The authoriFileServlet class encapsulates the EHR data selected by the front-end 

main page user into the FileLoad object. In this class, the upload time is accurate 

to the second and the format is "yyyy-MM-dd HH:mm:ss". The key part of the 

authoriFileServlet class code is shown in Figure 5-8. 

 

Figure  5-8: The authoriFileServlet Class Code Snippet 
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According to Figure 5-8, the system needs to hash the file after obtaining the file. 

The specific method is that the system uses the MD5 algorithm to obtain the 

MD5 value of the file, and the implementation of the MD5 algorithm is shown in 

Figure 5-9. 

 

Figure  5-9: The Implementation of the MD5 Algorithm Code Snippet 

Firstly, the authoriFileServlet class encapsulates the EHR data into a FileLoad 

object. The class then passes the encapsulated data to the MulticastController 

class for processing and transmission to the multicast network for data validation. 

The code for the key part of the MulticastController class is shown in Figure 

5-10. 

 

Figure  5-10: The MulticastController Class Code Snippet 
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As can be seen from Figure 5-10, when the MulticastControl class is initialized, 

it needs to obtain the public and private keys through the getPublicKey(keyMap) 

method and the getPrivateKey(keyMap) method in the RSACoder class. The 

acquired private key can digitally sign the EHR file information and only the 

corresponding public key can correctly verify the signature. Objects of the 

MulticastControl class are responsible for transmitting related information such 

as digital signatures through the multicast module. The key codes for obtaining 

the private key and digital signature in the RSACoder class are shown in Figure 

5-11. The key code in the MulticastControl class is shown in Figure 5-12. 

 

Figure  5-11: The RSACoder Class Code Snippet 
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Figure  5-12: The MulticastControl Class Code Snippet 

5.3.2. Conditional Query Module Implementation 

The Conditional query module mainly implements the query operation of the 

user to the EHRs. In the front page main.jsp, the system sets the conditional 

query butten at the botten of the form. Users can use the pop-up text box to find 

the content they are interested in. Afterward system displayed in detail in the 

front end page. So in the front-end page researcher need to write the code 

interpreted by the server side, that is, through the Java code to achieve data query 

and display. The key code for dynamically displaying the most recently uploaded 

EHRs in main.jsp is shown in Figure 5-13. 
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Figure  5-13: The Dynamically Displaying Code Snippet 

As seen in Figure 5-13, the <%%> contains the Java statement 

DAOFactory.getAuthoriFileInstance().fmdFileAll(). This method is to 

implement the search function of EHRs data. DAOFactory. 

getAuthoriFileInstance() generates the AuthoriFileDAOProxy class object 

through the factory class DAOFactory and initializes the connection database. In 

the above process, the findFileAlia method is to implement data lookup. The 

parent class of AuthoriFileDAOProxy is AuthoriFileDAOImpl. The key part of 

the fmdFileAll() method in AuthoriFileDAOImpl is shown in Figure 5-14. 
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Figure  5-14: The fmdFileAll Method Code Snippet 

5.4. Broadcast Upload Module Implementation 

The EHRs data authorization module is only responsible for processing and 

encapsulating the EHRs files selected by the user and sending these EHRs to the 

multicast network. Prior to this, the CB-EHRs system will perform a consensus 

operation to select the representative node. Since this part of the content has been 

specifically stated, it is not introduced here. To truly share the system, other 

representative nodes in the multicast network are required to verify the data. 

Therefore, this part of the function is implemented by the broadcast upload 

module. The main Java classes involved in this module are the 

MulticastController class and the MulticastControl class. The MulticastControl 

class is mainly responsible for receiving data sent by nodes in the network. The 

received data is then checked by the MulticastController class for the EHRs data. 

The pseudo code for receiving EHRs information in the MulticastControl class is 

shown in Figure 5-15. 

https://etd.uwc.ac.za/



99 

 

 

Figure  5-15: The Receiving EHRs Information Code Snippet 

The system returns the received data to the MulticastController class through the 

MulticastControl class for verification processing. The data validation method 

(verify()) in the MulticastController class is shown in Figure 5-16. 

 

Figure  5-16: The Data Validation I Code Snippet 

According to Figure 5-15, the system calls the verify () method of the RSACoder 

class during data validation. The verification principle of the method is that only 

when the original data before and after the signature is not changed and the 

public key corresponding to the signature private key is used for verification, the 

correct verification result can be obtained. The code for the verify () method of 

the RSACoder class is shown in Figure 5-17. 
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Figure  5-17: The Data Validation II Code Snippet 

The MulticastController class performs subsequent processing based on the 

verification result of the digital signature. When the signature verification is 

correct, it adds the basic information of the passed EHRs to the database table, 

and calls the code of the inspection Blockchain part to update the record file. 

5.5. The Implementation of Detecting EHRs Blockchain 
5.5.1. Log File Update Implementation 

In the broadcast upload module, the EHRs information data verified by the nodes 

in the multicast network enters the Blockchain verification section for the next 

operation. According to the content format of the log file given in Chapter 4, the 

Blockchain verification part records the broadcasted EHRs information in the 

latest log file and also stores them in the database table. The most important Java 

class that the system depends on during the implementation of this function is the 

MulticastController class. The writeToChain() method in the 

MulticastController class implements the update operation of the log file. Its key 

part of the code is shown in Figure 5-18. 
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Figure  5-18: The Update Operation of the Log File Code Snippet 

According to the system design in Chapter 4, the log file generates a new log file 

at intervals of one hour. The new log file is created starting at the integral poin of 

the system time. All uploaded EHRs in the system will be recorded in the new 

log file within the next hour after the log file is created, until the next new log file 

is generated. The main Java classes that depend on the implementation of this 

part are the CreateController class and the CreateTable class. The CreateTable 

class is used to implement specific operations, that is, to generate new log files 

and database tables. The naming format of the new record file is 

"yyyy-MM-dd_HH", and the naming format of the database table is 

"yyyyMMdd_HH". The function of the CreateController class is equivalent to 

the time timer. It will perform the operations in the CreateTable class at each hour. 

The key code of the scheduled task of the CreateController class is shown in 

Figure 5-19. The key code of the specific operation in the CreateTable class is 

shown in Figure 5-20. 
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Figure  5-19: The Scheduled Task Code Snippet 

 

Figure  5-20: The Specific Operation Code Snippet 

According to Figure 5-20, the header information is written at the beginning of 

the file whenever a new log file is generated. This information includes the 

Merkle Tree root value of the previous log file and the current system time. 

Therefore, the system needs to obtain the MD5 value of all uploaded EHRs in the 

system within the last hour as the leaf node of MerkleTree. Thereafter, the value 

of the root node is obtained through the Merkle Tree root node algorithm. The 

most important class that the system relies on during the implementation of this 

function is the MerkleTree class. The key part of the MerkleTree class is shown 

in Figure 5-21. 
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Figure  5-21: The MerkleTree Class Code Snippet 

As can be seen from Figure 5-21, the system uses the MerkleTree class’s 

constructor MerkleTree (List<String>leaf) to calculate the root value of the 

MerkleTree with the leaf as the leaf node. In this process, the system can obtain 

the root by getRoot(). Before this, the system needs to query the MD5 value of all 

successful upload EHRs in the last hour to be stored in the collection leaf. The 

implementation of the query operation is similar to the code shown in 5-14, and 

will not be described here. 

5.5.2. Implementation of EHRs Blockchain Detection Function 
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According to the corresponding design part of Chapter 4, the most important 

Java class involved in the EHRs Blockchain detection function is the MyThread 

class. The MyThread class is a thread class. In the MyThread class, a method of 

periodically detecting a local log file, sending a log file Merkle Tree root, and 

processing a received message is set. Its thread is set to communicate with the 

system every 5 minutes. 

The following is the process of data exchange: the node detects whether the MD5 

value in the local log file corresponds to the value in the database table. The node 

then sends the Merkle Tree root of its own local record file and receives the 

Merkle Tree root from other nodes in the network. Next, the node compares the 

local value with the received data one by one and calculates the number of 

matches. If the number of matches exceeds half of the total, the local log file is 

consistent with the system. Otherwise, the system deletes the latest local log file 

and requests other nodes in the system to download the latest log file. During the 

local log file detection process, the system needs to add a lock on the thread to 

ensure that no other threads interfere with the function. The pseudo-code of the 

key part of the MyThread class is shown in Figure 5-22. 

 

Figure  5-22: The MyThread Class Code Snippet 
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5.6. Summary of Chapter 5 

This chapter gives an introduction to the specific implementation details of each 

module based on the system requirements in Chapter 3 and the detailed design of 

the system described in Chapter 4. This chapter also shows the key code for the 

detailed implementation of each module and further explains the code.  
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6. Testing of the Credible Blockchain-based 

E-health Records System 

This chapter tests the consensus mechanism optimization scheme proposed in 

Chapter 4 and the key functions of EHRs based on the Blockchain. First, this 

chapter confirms the feasibility of the optimization scheme through the correct 

configuration of the test environment. Then, the performance tests of dBFT and 

the original PBFT consensus algorithm were performed on the CB-EHRs 

alliance chain, and the test results were compared. Finally, according to the 

business logic of the EHRs system, the implementation results and functional 

test conclusions of the application are presented. 

6.1. System Performance Test 
6.1.1. Test Environment Construction 

This dissertation uses Docker[105] virtualization technology to build a 

Blockchain network for node access testing. Docker is written in Go language. It 

is a high-level control tool based on kernel container technology. Unlike 

previous development tools, Docker is very easy to understand and use. Most 

developers can get started and deploy the development environment in the short 

term. This high ease of use makes Docker quickly catch the attention of 

developers. It also accelerates the update of its technology itself. One of the 

biggest features of Docker is the small overhead of resources other than the 

hypervisor. It can share operating system resources with the underlying layer to 

reduce the load on the system itself and enable more applications to run in the 

same operating system[106]. In addition, Docker allows developers to package 

their own deployment programs with the development runtime environment. It 

can publish packaged data to any popular Linux system. This feature facilitates 

cross-platform and cross-host usage of application code, and enables application 

code to be written once and run anywhere. 
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This technology has presented many advantages such as lightweight resource 

occupation, portability, and predictability in a short period of time[106]. It is 

therefore being accepted and used by more and more developers, testers, and 

application deployers. To facilitate testing, we simulated the CB-EHRs system in 

Fabric, and put both the PBFT consensus and the dBFT consensus into the 

simulated system. During the testing of this dissertation, the software 

environment in which the code runs is Docker with version number 17.09. The 

test server hardware environment is a 4-core CPU, 8GB RAM, and a 40GB hard 

drive. The system environment is macOS HighSierra 10.13.6. During the node 

deployment process, We first prepare the tar package of related mirrors such as 

peer, memsrvc, and fabric-ccenv. We use the "docker load-ipeer.tar" command to 

import the package into the local docker mirror library. Then we go to the 

directory where docker-compose.yaml is located to execute the 

"docker-compose up -d" command. After the above process, we can start the peer 

node and the memsrvc container one by one. 

This dissertation builds a Blockchain test environment as shown in Figure 6-1 

based on the system module diagram. There are five nodes in the basic network, 

which are identified as memsrvc and vp0, vp1, vp2, and vp3 nodes. Memsrvc is a 

member management node, which provides services such as registration, identity 

certificate issuance, and transaction certificate issuance when the node joins the 

federation chain. are the verification nodes in the Blockchain network, which 

together perform the functions of communication, consensus, block generation 

and verification in the block generation process. In the figure, vp4 represents a 

new node that applies to join the network. 
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Figure  6-1: The Nest Network Topology 

In the test environment, the mapping ports corresponding to each node in Docker 

are: 

Memsrvc: 7054→7054; 

Vp0: 7050-7053 →7050-7053; 

Vpl: 7050-7053 →7150-7153; 

Vp2: 7050-7053 →7250-7253; 

Vp3: 7050-7053 →7350-7353; 

Vp4: 7050-7053 →7450-7453; 

7050 port are used for information query; 7051 port are used to receive 

communication messages; 7052 port are temporarily discarded inside the 

alliance chain; 7053 port are used for listening events; and 7054 port are used for 

memsrvc node to process various requests. 
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6.1.2. Testing of the dBFT Consensus Mechanism 
6.1.2.1. Testing of TPS 

In the Blockchain network composed of vp0-vp3 (as shown in Figure 6-1), the 

dBFT consensus mechanism is tested in the CB-EHRs alliance chain. Figure 6-2 

shows a round of consensus process for dBFT displayed on vp0. Vp0 in the 

network acts as the master node of the round of consensus and broadcasts 

prepare-request messages to other authentication nodes in the network. It then 

receives the prepare-response messages from vp1 and vp2, and reached the 

consensus before the timer expired. Finally, vp0 executes the transaction and 

generates a block. 

 

Figure  6-2: The dBFT Execution on vp0 

While achieving the dBFT consensus, the dissertation also compared the 

consensus performance of dBFT and PBFT under the same network conditions. 

The test process is as follows. First, we enable dBFT in the CB-EHRs system. 

Then, we send 500, 1000, and 2000 transactions to the Blockchain network node 

in turn and wait for the Blockchain network to consensus, execute, and 

eventually generate the blocks. Afterward, Docker will calculate for us the TPS 

(Transaction Per Second) of the system. Finally, each of the above transactions is 

https://etd.uwc.ac.za/



110 

 

repeated 50 times to obtain a relatively stable processing capability of the 

network. Figure 6-3 shows one execution process and results of 500 transactions 

for the CB-EHRs system with dBFT enabled. Similarly, the PBFT consensus 

module is enabled in the CB-EHRs system, and the transaction processing 

capability test is performed in the same manner. 

 

Figure  6-3: The Result of Sending 500 Transactions to the Blockchain Network 

After collecting the test data, the dissertation used the line chart to compare the 

three sets of test results separately. The comparison results are shown in Figures 

6-4, 6-5 and 6-6. 
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Figure  6-4: Comparison Result of 500 Transactions between dBFT and PBFT 

 

Figure  6-5: Comparison Result of 1000 Transactions between dBFT and PBFT 
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Figure  6-6: Comparison Result of 2000 Transactions between dBFT and PBFT 

The dBFT algorithm used in this dissertation is an improvement of the PBFT 

algorithm. Excluding a few groups with large difference in result values caused 

by network fluctuations and transaction randomness, we can find from the above 

experimental diagrams that the transaction processing performance of dBFT is 

higher than PBFT in the three sets of experiments. 

As mentioned in the fourth chapter of this dissertation, the time complexity of the 

PBFT algorithm is O(N2)[73]. This means that when more nodes enter the 

network, the time at which a block is acknowledged grows uncontrollably. This 

situation will cause network congestion. At the same time, redundant nodes that 

exceed fault tolerance will reduce network efficiency. In order to have a clearer 

understanding of this characteristic, we conducted more tests (increasing the 

number of nodes in the above test conditions to 6 and 8).  

In this dissertation, the TPS values in each of the above experimental data are 

averaged to obtain the network consensus performance stability value. The 

results of our summary are shown in Table 6-1. The three rows in the table 

represent the transaction processing capabilities of the two consensus 
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mechanisms of dBFT and PBFT in networks with different consensus nodes. The 

vertical nine columns represent the data corresponding to their TPS when the 

volume is 500, 1000 and 2000 respectively. 

Table 6-1: Performance Comparison between dBFT and PBFT 

Numb
er of 
nodes 

dBFT / TPS PBFT / TPS 

500 1000 2000 500 1000 2000 

4 
Nodes 

161.2
4280
61 

158.70
06085 

157.70
1429 

146.09
08167 

145.97
27725 

145.79
40789 

6 
Nodes 

152.3
8726
37 

149.03
78482 

148.57
36732 

138.64
73983 

138.03
94872 

137.28
39271 

8 
Nodes 

134.5
3628
43 

133.37
48567 

131.47
58392 

122.37
48292 

121.73
84793 

121.19
23744 

By analyzing Figures 6-4 to 6-6 and Table 6-1, on the one hand, we conclude that 

the transaction processing efficiency of dBFT is about 9% higher than that of 

PBFT under the same network conditions. On the other hand, as the number of 

nodes increases, the performance of the two consensus mechanisms decreases 

significantly. However, the dBFT consensus used in this dissertation is a way of 

using delegate voting to solve this problem. The core idea of this approach is that 

only the representative nodes selected by voting can obtain the accounting rights 

and participate in the consensus. Therefore, even if there are more network nodes, 

dBFT will select a few nodes to participate in the consensus to ensure the 

performance of the consensus mechanism. In summary, the CB-EHRs system 

designed in this dissertation can improve the performance of the consensus 

mechanism to a certain extent by using dBFT, which is consistent with the 

theoretical analysis results. 

6.1.2.2. Testing of Latency and CPU Usage 

At present, the requirement of PBFT algorithm for network bandwidth has been 

reduced to the level of polynomial. However, the consensus nodes in the network 

still cannot dynamically increase or decrease. As the number of nodes increases, 
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the bandwidth requirements of the PBFT algorithm become higher. When the 

node's bandwidth is not high, it will sacrifice the throughput, latency and other 

performance of the consensus network. So in order to further study the 

advantages of the dBFT algorithm, we continue to install the Caliper, a 

blockchain test framework, in the previous Docker test environment for more 

tests. 

Caliper is a blockchain performance benchmarking framework that allows users 

to test different blockchain solutions using predefined use cases to obtain a set of 

performance test results. The structure of the Caliper framework is shown in 

Figure 6-7. 
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Figure  6-7: The structure of the Caliper framework 

As can be seen from the above figure 6-7, Caliper can not only test fabric, but 

also test popular Etherum and Sawouth. Before our testing, we need to deploy the 

SDK of this project in the caliper directory. Figure 6-8 shows the test folder after 

deployment. 

 

Figure  6-8: benchmark/cb-ehrs folder 
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We enable dBFT and PBFT in the CB-EHRs system, and then run the main.js file 

for testing. Caliper tests CB-EHRs based on relevant configuration information. 

Taking the account opening request as an example, we set different request rates 

to obtain test reports that meet the requirements. And each group of tests will be 

repeated 20 times to get a stable average. Finally, we collated the test results and 

observed the service latency and system resource occupation of the two 

consensus algorithms. Some reports are shown in Figures 6-9 and 6-10. 

 

Figure  6-9: Test report of PBFT when the request rate is 50tps 
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Figure  6-10: Test report of PBFT when the request rate is 100tps 

Figures 6-11 and 6-12 show the relationship between system latency and request 

rate. 
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Figure  6-11: latency of the PBFT algorithm at different request rates 

 

Figure  6-12: latency of the dBFT algorithm at different request rates 

According to the two charts above (Figure 6-11 and Figure 6-12), when the 

two algorithms perform account opening transactions, the maximum latency, 

minimum latency and average latency of the system increase with the increase in 

the request sending rate. On the one hand, when the rate of request transmission 
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reaches 200 TPS, the system latency of the PBFT algorithm will increase 

dramatically. This indicates that the request was sent too fast and it was difficult 

for the system to process it quickly. Therefore, the request is in the queue for too 

long, which causes the system latency to be too high. On the other hand, the 

latency increases of the system using dBFT is slow and can be maintained within 

1 s. 

Figure 6-13 shows the comparison of CPU usage rates of the two systems at 

different request rates. 

 

Figure  6-13: Comparison chart of average CPU usage 

As a whole, the resource consumption rate of the dBFT algorithm is slightly 

lower than that of the PBFT algorithm. 

Finally, we integrate all the test data into Table 6-2. 

Table 6-2: System Latency and CPU Usage Test Result Table 

Request rate (TPS) Average Latency (s) Average CPU Usage 
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dBFT PBFT dBFT PBFT 

50 0.16 0.82 19.96% 23.57% 

100 0.27 1.08 19.25% 25.96% 

150 0.3 2.76 21.33% 25.07% 

200 0.43 8.12 20.79% 26.18% 

According to the above table, the dBFT algorithm has a greater improvement in 

system latency than the PBFT algorithm. When the account creation transaction 

is performed, the latency of the PBFT algorithm may even reach a few seconds or 

even more than 10 seconds. For systems with high latency requirements, the 

PBFT algorithm is difficult to meet their requirements. We can see that the 

latency of the consensus process of the dBFT algorithm stays within 1 second. 

As long as the requested TPS does not exceed the processing capacity of the node, 

the system latency can be kept within 1s without blocking. 

The reason for the above phenomenon is that the consensus in the PBFT 

algorithm needs to be generated between all nodes, but the consensus in the 

dBFT algorithm is only performed between the elected representative nodes. As 

the number of nodes increases, the consensus time of the PBFT algorithm 

increases exponentially with the number of nodes. Also, the view change caused 

by the communication failure and the Byzantine uncertainty of the master node 

will cause the consensus latency to increase sharply. The dBFT algorithm avoids 

this, which makes the latency performance very good. 

In terms of CPU usage, the CPU usage value of the dBFT algorithm remains 

around 20%, while the CPU usage value of the PBFT algorithm remains between 

25% and 30%. Both can meet the current requirements of the blockchain system. 

Although the CPU usage of the two is not much different, we observe from 

Figure 6-13 that the average CPU usage of the dBFT algorithm is lower 

compared to the average CPU usage of the PBFT algorithm. 

From the above analysis, it can be seen that compared to the PBFT algorithm, the 
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dBFT algorithm has been improved in terms of latency performance and CPU 

usage. As a result, the blockchain using the dBFT algorithm can better meet the 

actual production needs, especially in alliance chains such as the CB-EHRs 

system. 

6.2. System Function Test 
6.2.1. RBAC Privilege Control Test 

In order to improve the security of the system and facilitate the operation of the 

user, the CB-EHRs system designed and implemented in this dissertation adopts 

the RBAC permission control mechanism. The system has three roles for 

administrators, doctors, and patients. The administrators have the highest 

authority. They are able to manage various settings of the system and 

permissions for other roles. Doctors and patients have only partial permissions 

that correspond to their identities. In order to clarify the permissions and 

privileges of each role, all the roles and corresponding permissions are 

summarized in Table 6-3. 

Table 6-3: The Roles and the Permissions 

Roles Fill 
EHRs 

Authorize 
EHRs 

View 
EHRs(Owner) 

Visit 
the 

EHRs 
Library 

System 
Management 

User 
Management 

Doctor √   √   
Patient  √ √    

Administrator     √ √ 

First, we create a default administrator A(administrator) for the system when the 

system is established. To test the system's permission control mechanism, we 

created two additional accounts B (Kun M) and C (Ling) whose default role is 

the patient role. Administrator A then changes the role of User B to the doctor 

role. Finally, we log in to ABC's previous account on the test PC. Through the 

processing of the permission control mechanism, the system showed them 

different operation menus. As shown in Figure 6-14 to 6-16.  
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Figure  6-14: The Home Page Presented to User A 

 

Figure  6-15: The Home Page Presented to User B 
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Figure  6-16: The Home Page Presented to User C 

According to Figures 6-14,6-15 and 6-16, roles with different permissions get the 

pages corresponding to their role permissions. Therefore, the CB-EHRs system 

successfully implements the RBAC permission control mechanism, thereby 

improving the security of the system and facilitating the operation of the user. 

6.2.2. Testing of User Registration Login Module 

The front-end and back-end data interaction of the CB-EHRs system is based on 

servlet technology. Therefore, after writing the backend Java class 

(RegisterServlet) and front-end code (register.jsp), we also need to configure the 

RegisterServlet in the configuration file xml. This step allows the 

RegisterServlet class to receive requests from front-end pages. After configuring 

the program, we tested the user registration module in the integrated 

development environment myEclipse. The front-end registration page displayed 

by the register.jsp code is shown in Figure 6-17. 
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Figure  6-17: Registration Page 

According to Figure 6-17, if new users want to register, they must enter the 

username, email address and password for the registered account on the 

registration page. They can also choose to fill in their gender, phone number and 

birthday information. According to the design and implementation scheme of the 

user registration module, the tests designed for this module are shown in Table 

6-4. 

Table 6-4: User Registration Module Test Table 

Test Case Test Results 

Enter an invalid email address 
System prompt: “Invalid email 

address.” 

Enter an invalid password 
System prompt: “Password must 

contain at least 6 characters.” 

Enter a different confirmation password 
System prompt: “Password don’t 

match. 
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According to the above test cases, this dissertation tests the e-mail, password and 

confirmation password input boxes separately, and displays the test results of 

illegal input as shown in Figure 6-18. 

 

Figure  6-18: The Test Results of Illegal Input on Register Page 

Similarly, when writing the backend Java class (LoginServlet) and the front-end 

code (login.jsp), we should configure the LoginServlet in the configuration file 

xml to implement the LoginServlet class to receive the request function from the 

login page. The front-end page displayed by the login.jsp code is shown in Figure 

6-19. 
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Figure  6-19: Login Page 

According to Figure 6-19, the registered user can enter the email address and 

password on the page, and click the login button to implement the login 

operation. According to the design and implementation scheme of the user login 

module, this dissertation designs the test cases shown in the following table 6-5 

for the login module, and gives the corresponding test results. 

Table 6-5: User Login Module Test Table 

Test Case Test Results 

No email address entered 
System prompt: “Please provide an 

email address.” 

No password entered 
System prompt: “Please provide a 

password.” 

Enter an email address that has not been 

registered 

System prompt: “Email incorrect. 

Please try again. 

Enter a correct email address and 

password that does not match this 

account 

System prompt: “Password incorrect. 

Please try again and ensure Caps Lock 

is not enabled. 
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Enter an invalid email address 
System prompt: “Invalid email 

address.” 

Enter an invalid password 
System prompt: “Password must 

contain at least 6 characters.” 

According to the content of the above test cases, the e-mail and password were 

tested separately. The input test result of the module is shown in Figure 6-20. 

 

Figure  6-20: The Test Results of Illegal Input on Login Page 

If the user has not performed the registration operation or the email address 

entered by the user does not correspond to the password, the login operation of 

the user will fail. When the login fails, the page prompts that the username or 

password is incorrect. Only users who have already registered, and the email and 

password they input are consistent with the data in the data table, will 

successfully log in to the system. When the user successfully logs in, the login 
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page will automatically migrate to the system home page. 

6.2.3. Testing of Data Authorization Module 

First, we use a doctor's account to create an EHR for the test patient. The 

operation interface is shown in Figure 6-21. The doctor role needs to enter the 

correct patient's username to ensure that the subsequent tests go smoothly. 

 

Figure  6-21: Add Record Page 

If the test user has one electronic health record, we have tested the data 

authorization function. As with the previous module, we need to configure the 

authorizeFileServlet class in the xml file in order to implement the module's 

front-end data and background data interaction. The patient who successfully 

logged into the system selects the EHR that needs to be authorized in the 

generation authorization page, and clicks the confirmation authorization button 

to implement the authorization operation of the EHRs. The unauthorized page of 

the CB-EHRs system is shown in Figure 6-22. 
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Figure  6-22: Data Authorization Page 

When we click the Confirm Authorization button, the authorizeFileServlet class 

and the MulticastController class will process the record selected by the user. In 

the background test, we stitched the record related information and printed it on 

the console, as shown in Figure 6-23. 

 

Figure  6-23: Stitching the Record Information 

According to Figure 6-23, the back-end Java code can correctly obtain the basic 

information of the authorization file. In the MulticastController class, the system 

will digitally sign the basic information of the EHRs using the user's private key 

before sending the data to the broadcast upload module. When debugging the test, 

we also printed the signed private key and the signed data in the console, as 

shown in Figure 6-24. 
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Figure  6-24: Private Key and Signed Data 

6.2.4. Testing of Broadcast Upload Module 

The data authorization module packages process the EHRs and transmit them to 

the P2P network. They are verified by nodes in the network using a consensus 

mechanism. The validated EHRs data is added to the database EHRs table. 

The user registration login module is the system entrance. It enables the system 

to better manage uploaded data. Therefore, in order to test the synchronization of 

the system, we tested the system update in the LAN environment when multiple 

users simultaneously logged in and uploaded the EHR. Based on this, the 

dissertation designs the test flow shown in Figure 6-25 below. 
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Figure  6-25: Multiple Users Login Test 

According to the flow of Figure 6-25, We connect computers A, B, C and D to 

the same router so that the four test computers are in the LAN environment. 

Patient A (Bill) logs in on computer 1, patient B (Anne) logs in on computer 2, 

patient C (Tim) logs in on computer 3, and doctor D (Kun M) logs in on 

computer 4. They all access system engineering through the IP address feature in 

the LAN environment (10.108.55.81:8080/project engineering). After entering 

the email address and password on the login interface, all four users can 

successfully log in and enter the main page of the system. 

After the three patients log into the system, they each choose one electronic 

health record which belongs to them for authorization. When the three patients 

click on the “confirm authorization” after selecting the file, the doctor refreshes 
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the EHRs library of the system and can find the EHRs authorized by the three 

patients to upload. Figure 6-26 shows the pre-test EHRs library page on the 

doctor's computer. Figure 6-27 shows the corresponding EHRs library page after 

testing. 

 

Figure  6-26: The Pre-test EHRs Library Page on the Doctor's Computer 

 

Figure  6-27: The EHRs Library Page on the Doctor's Computer 

The EHRs library page of doctor computer is updated and shows the EHR 

authorized by the three patients to upload. This means that the system node can 

consistently obtain all user upload information at the current time. 
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6.3. User Satisfaction Survey of CB-EHRs System 

A study pointed out that any information system design needs to take into 

account hardware, software, users and other factors[107]. Health care workers 

and patients are direct users of the CB-EHRs system, and their satisfaction is an 

important indicator for evaluating the CB-EHRs system. Therefore, the author 

invited 15 (anonymous) users from Affiliated Hospital of Chengdu University 

of Traditional Chinese Medicine to conduct a 10-day CB-EHRs usage 

satisfaction survey. The details of the survey are as follows. 

Purpose of the survey: (1) To investigate the status of users’ satisfaction with 

CB-EHRs system and provide evidence for promoting users’ usage of 

CB-EHRs system. (2) To collect the opinions given by the actual users and 

provide the basis for the system improvement. 

Survey respondent: (1) Five surgeon. (2) Five nurses from nursing department. 

(3) Five patients who are being treated by these doctors. 

Survey method: After the user used the CB-EHRs system for ten days, the 

author used the questionnaire to collect feedback from the users. The survey 

mainly includes the user's satisfaction with the system function, system 

interface and service response. The questionnaire was based on a rating scale (1 

to 5), which represents very dissatisfied, dissatisfied, ordinary, satisfied and 

very satisfied. 

The final CB-EHRs system satisfaction survey is shown in Table 6-6. 

Table 6-6: User Satisfaction Survey 

Users (Email) System 
functions 

System 
interface 

Service 
response 

Evaluation and 
recommendations 

Surgeon 1 
(gro**liu@sohu.

com) 
4 4 4 

It’s already good to 
be able to securely 

share data. 
Surgeon 2 

(kik**015@163.
com) 

3 5 4 
If you can complete 

the functions of 
information release 
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and statistics, as soon 
as possible, the 

system will become 
more perfect. 

Surgeon 3 
(cxa**520@hot

mail.com) 
3 4 4 

Can support normal 
medical work, and 
hope to have more 

comprehensive 
system functions. 

Surgeon 4 
(wan**i88@126.

com) 
2 4 4 

The function is not 
perfect. It is not 

efficient to 
communicate via 

mailbox, and I hope 
to change to a 

real-time 
communication 

method similar to 
WeChat. 

Surgeon 5 
(cai***_55@sin

a.com) 
4 5 4 

The system interface 
is very good. Data 

sharing can help me 
better understand the 
patient's condition. 

Nurse 1 
(lis***yin@126.

com) 
4 5 4 

Standardize internal 
management and 

reduced workload. 

Nurse 2 
(wan***uan233

@sohu.com) 
3 5 3 

If you can join the 
online payment 

function, the system 
will be better. 

Nurse 3 
(lih***g66@sina

.com) 
3 5 3 

The system is 
sometimes not 

smooth enough. But 
the interface is 

beautiful and easy to 
operate. I hope this 

system has more 
features. 

Nurse 4 
(liw***eng_201

2@126.com) 
3 5 4 

The system interface 
is beautiful but has 

fewer functions. 

Nurse 5 
(xia***ian@126.

com) 
3 4 5 

I hope to classify the 
description of the 

condition. For 
example, data such as 
body temperature and 
blood pressure can be 
recorded separately. 

Patient 1 
(zen***009@16

3.com) 
3 4 5 

Communicating by 
email is not 
particularly 

convenient for me. 

Patient 2 
(wan***123@si

na.com) 
4 5 4 

The system can 
clearly show me my 
medical treatment 

process. 
Patient 3 

(wb1***988@h 3 4 4 If you can join the 
online payment 
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otmail.com) function, the system 
will be better. 

Patient 4 
(coc***345@16

3.com) 
3 4 4 

I hope the interface 
can bring more health 
warnings to patients. 

Patient 5 
(den***n00@so

hu.com) 
4 4 4 

Being able to manage 
your own EHRs is a 

great design. The 
anonymized design 

guarantees the 
privacy of the patients 

is also very good. 
The average 

score 3.27 4.47 4.00 \ 

Survey results: All users are satisfied with the user interface of the CB-EHRs 

system. In terms of service response, most users can use the system smoothly 

during the satisfaction survey. Only two users have responded abnormally 

during this time. In terms of system functions, a few users suggest that we add 

multiple functions (such as payment function). This part will be considered for 

future work. 

Summary: The main topic of this dissertation is the application of blockchain 

technology in data sharing and privacy protection. Therefore, the author mainly 

realized the functions related to the blockchain. But a good application should 

be to make people's lives more convenient. Therefore, looking forward to the 

future of the CB-EHRs system, it needs to improve its functions for more user 

needs. 
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7. Summary and Outlook 
7.1. Summary of Dissertation 

Blockchain technology originated from the Bitcoin network proposed by 

Nakamoto[24]. It has gradually attracted the attention of all parties with the 

development of Bitcoin. However, a new technology still takes five to ten years 

before transition, from the attention of its researchers, to the scale of promotion 

and application. It is currently the developmental stage of the application of the 

Blockchain technology globally. Different from the existing network services 

and data storage methods, the decentralization and node-to-peer characteristics 

of Blockchain technology enable it to reduce credit risk and operating costs. 

Blockchain technology effectively prevents system failures and hacker attacks 

by using chained data books and cryptography. 

With data sharing as the application background, this thesis mainly develops a 

CB-EHRs management and sharing system based on Blockchain technology, by 

exploring asymmetric encryption technology and key technologies related to 

Blockchain. Throughout the project, this dissertation follows the life cycle of the 

software development process. This work details the technical research for the 

implementation of the system, and documents the system requirements analysis, 

overall design and module design for the system. Furthermore, the 

implementation and testing of various modules of the system was conducted. 

This work explores a wide-range of relevant literature and theoretical principles 

in its analysis, development and implementation phases. The main work includes 

six aspects: technical analysis, requirements analysis, system design, system 

implementation, system testing, and documentation. 

The CB-EHRs system is still in the R&D (Research and Development) testing 

phase and has not been officially put into use. The current implementation of this 

project provides a certain theoretical basis and practical experience for learning 

and developing projects based on Blockchain technology. In this CB-EHRs 
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system, new users are registered as part of the system. The system uses the 

RBAC rights management mechanism to manage the access rights of users of 

different roles to the system page. Medical professionals can fill out EHRs for 

patients and access the full EHRs library. Patients can manage their own EHRs 

by selecting whether to upload their own EHRs through an authorization scheme. 

In the process of implementing the underlying technology of the system, this 

dissertation combines asymmetric encryption technology and data sharing. This 

dissertation also uses cryptography to process uploaded EHRs, so that the 

user-uploaded raw data is separated from the summary information and is also 

associated with the summary information. In the process of sharing EHRs, the 

MD5withRSA digital signature algorithm signs and verifies the summary 

information of EHRs. Finally, the system sends the signature to the P2P network 

through the multicast communication mode for other nodes to receive. 

According to the business characteristics of this CB-EHRs management system, 

this dissertation deliberately chooses the appropriate dBFT consensus algorithm 

as the consensus mechanism of the Blockchain system. 

The CB-EHRs system is no longer the same as the traditional centralized data 

management sharing platform. It has the characteristics of decentralization, trust 

and collective maintenance. This design improves the security of the data. Users 

can develop trusted management and share data under the system platform 

without having to worry about data being deleted or modified after being 

maliciously attacked. As a new type of network service based on Blockchain, 

this system can be used as a reference for future Blockchain applications in the 

fields of distance education, culture and entertainment and public service. 

7.2. Future Work 

This system is a project based on JavaWeb development. In the process of 

development and testing, the system uses related theories and techniques such as 

hash algorithm, digital signature algorithm, P2P network and MerkleTree 

technology. These technologies effectively improve the viability of the 
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implementation system and shorten the development cycle and cost. The 

reliability and security of the final system has been significantly improved. 

However, in the specific practice process, there are still some places in this work 

that need further improvement in the later stage. Some issues which could be the 

focus of further research work are: 

1. Continue to optimize Blockchain technology. The research on 

Blockchain technology in this thesis mainly focuses on the application 

research level. However, Blockchain technology is still in the 

development stage. Because of the many limitations of the technology 

itself, the Blockchain cannot be applied on a large scale, such as 

restrictions on block capacity and data storage. Most of the information 

stored in the Blockchain is the summary information of the transaction. 

Transactions are also formatted in a standardized format, and 

non-structured data is currently not directly stored in blocks. In addition, 

the storage of the block has problems such as data redundancy. Therefore, 

researchers can continue to study the storage and management of block 

data in the Blockchain. 

2. Improve the application. Although the CB-EHRs system proposed in this 

dissertation realizes the expansion of Blockchain technology in the field 

of electronic medical treatment, the business logic of the application 

itself is relatively simple. The system user interface also needs to be 

improved. The project did not achieve the commercial application goals 

of the EHRs system based on Blockchain technology. Therefore, the 

researcher can continue to improve the function and performance, and 

explore the commercial development direction of the system. 

There are certain technical difficulties and challenges for researchers to complete 

the above two tasks in a short time. However, Blockchain technology has 

received more and more attention from scholars and industry professionals. 

Hence, it is still at a stage of development and exploration. The above problems 

and other difficulties encountered in the application process of the Blockchain 
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will also be gradually addressed. 
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