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Abstract

Cyberbullying is a major social issue that has the potential to impact on a large audience. The growth
and proliferation of ubiquitous social media platforms, internet and digital technologies have increased
the potential for cyberbullying in recent times. As such, cyberbullying too has become ubiquitous and
does not seem to discriminate on age, sex, race or any other socio-technical factors. This research
derives a conceptual model to intervene cyberbullying by following the cyberbully’s journey from
conception of the bullying idea, identification of the target to the bullying action. The model is inspired
by two competing theories: The General Theory of Crime and Routine Activity Theory. The model
incorporates socio-technical crime opportunity factors, which can influence the offender’s motivation.
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1. Introduction

Cyberbullying is a global phenomenon and it emerges as a new form of bullying, which occurs through
the Internet, computer devices or handheld devices (Feinberg and Robey 2008). The growth and
proliferation of social media platforms, ubiquitous mobile devices and connected devices have
exacerbated the impact of cyberbullying (Kaluarachchi et al. 2020), that does not seem to discriminate
the boundaries of traditional bullying in relation to time and gender (Huang et al. 2018). A recent
YouGov research released in the UK which interviewed 2,034 people shows that almost a quarter (23%)
of British adults have experienced cyberbullying that had led to real-life negative consequences
(Independent 2019). Similarly, recent literature shows that the percentage of cyber victims could be as
high as 90.86%, while the percentage of cyber perpetrators could be up to 54% (Jenaro et al. 2018).
Cyberbullying is demonstrated to have affected victims’ health and social life in numerous ways, such
as depression (Perren et al. 2010), anxiety (Kowalski et al. 2014), increased psychosomatic symptoms
(Sourander et al., 2010) and intrusive thoughts of self-harming and suicide ideation (Kowalski et al.
2014).

Although cyberbullying perpetration is prevalent amongst all ages, much of the research to date has
focused on adolescents or children (Jenaro et al. 2018; Orel et al. 2015). It has been highlighted that the
impact of cyberbullying on the adult population has received less research attention (Kowalski et al.
2019; Kowalski et al. 2017). However, given the growth of internet use, social media platforms and
connected devices (Palekar et al. 2015; Sedera et al. 2017; Sedera et al. 2016), the adult population is
equally susceptible to cyberbullying. According to a recent research study, 44.2% of female college
students in the United States had been involved with cyberbullying as a perpetrator, victim and/or
witness while in college (Selkie et al. 2016). Another survey conducted with over 3600 adults in the
United States found that over 20% of respondents had cyberbullying victimization in their adulthood
and the perpetrator was their colleague or a core worker. The same study confirmed that 13.2% of
respondents involved with cyberbullying perpetration in their adulthood (Kowalski et al. 2017; Kowalski
et al. 2018). The proliferation of smartphones, the percentage of adults using social media, internet and
workplace systems, the likelihood of cyberbullying in adults is purported to be high. Also the ubiquitous
nature of email communication, and this has been using as a tool for cyber aggression creates unique
challenges for organizations (Richard et al. 2020). The growing issue of cyberbullying amongst the adult
population, deemed almost as severe as with younger populations (Jenaro et al. 2018), provides the
context to this study. Therein, this paper attempts to provide a conceptual model to prevent, mitigate
and reduce cyberbullying among the adult population.

2. Related Works

There has been a wealth of empirical and review studies that had examined the phenomenon of
cyberbullying from various theoretical and practical viewpoints. Such research has observed the
influence of; technology-related factors (Barlett et al. 2018; Barlett et al. 2019), individual factors such
as gender and age (Guo 2016; Kowalski et al. 2019), personality factors (Chen et al. 2017a; Guo 2016),
cyberbullying victimization, traditional bullying perpetration (Chen et al. 2017b; Ojanen et al. 2015) and
contextual factors (Kowalski et al. 2019; Lee et al. 2018).

While the past literature on cyberbullying has provided a substantial contribution to our current
knowledge, we observe some issues in the past literature: (i) studies tend to observe a simple correlation
between cyberbullying (Guo 2016; Huang and Chou 2010; Kowalski et al. 2019; Lee et al. 2018) (ii) tend
to focus on explaining the phenomenon of cyberbullying (Jenaro et al. 2018; Smith et al. 2012; Thomas
et al. 2015) and (iii) lacks a theoretical position in relation to how interventions can be made in
cyberbullying (Slonje et al. 2013; Viliméki et al. 2013). This theoretical underpinning possibly limits
their application to the practice (Barlett 2017). Understanding what predicts cyberbullying perpetration
is important to advise or help with interventions to reduce cyberbullying perpetration among adults
(Barlett and Gentile 2012).

By considering these shortcomings, the research problem addressed in this study was to understand

R1) How can cyberbullying be effectively alleviated in various phases of the cyberbullying
behaviour?
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3. Theory Building

To address the research gaps identified in the literature, we draw on the general theory of crime and
routine activity theory to propose a research framework that guides our investigation into adult
cyberbullying perpetration. Previous researches also argue the importance of combining theories in
order to grasp the complexity of behaviour change in health promotion (Bartholomew et al. 2011). Also,
Lowry et al. (2019, p. 1150) stated that “integrating competing theories is one way to provide a strong
research contribution.” We use the General Theory of Crime (GTC) (Gottfredson and Hirschi 1990) and
Routine Activity Theory (RAT) (Cohen and Felson 1979) to explain cyberbullying perpetration from a
socio-technical perspective. GTC argues that individuals with low self-control are incapable of
predicting long term consequences of their actions, so when presenting an opportunity, they involve
delinquent behaviours. However general theory of crime has not measured the effectiveness of
guardianships as a protective factor against delinquent behaviours or crime. Hence, we integrate the
routine activity theory. RAT highlights three essential factors that lead to the occurrence of a crime or
deviant behaviours: (1) a likely offender, (2) availability of a suitable target, and (3) absence of a capable
guardianship. Despite their differences, GTC and RAT can be combined to establish a comprehensive
understanding of deviant behaviours as they are “complementary” crime theories.

3.1 General Theory of Crime (GTC)

Gottfredson and Hirschi (1990)'s General Theory of Crime argues that crime is a manifestation of low
self-control; people who have low self-control, are more likely to engage in crime or deviant behaviour
when presented with the opportunity to do so. They argued that the primary cause of crime is a low self-
control and it developed by the age around 10 and remains stable across individuals over time. They
also have shown that low self-control is a result of ineffective childrearing practices (Jaeyong and Kruis
2020). Gottfredson and Hirschi (1990) suggest that low self-control person exhibit traits such as
impulsivity, preference for simple tasks and preference for physical activities, self-centred tendencies,
risk-seeking behaviours, and short temperedness. These individuals with low self-control are incapable
of predicting long term consequences of their actions and short-sightedness, so when present an
opportunity they involve with delinquent behaviours than the people with high self-control believing
that the amount of pressure of crime overweight its consequences (Jaeyong and Kruis 2020).

The General Theory of Crime is one of the most cited criminological theories in the empirical literature
(Gottfredson and Hirschi 1990; Grasmick et al. 1993; Moon and Alarid 2015). Also, researchers have
explicitly examined the relationship between low self-control interact with crime opportunity in
explaining bullying and cyberbullying behaviour (Baek et al. 2016; Bossler and Holt 2010; Grasmick et
al. 1993; Jaeyong and Kruis 2020; Lianos and McGrath 2018; Lowry et al. 2019; Moon and Alarid 2015;
Ngo and Paternoster 2011; Vazsonyi et al. 2012). Recent research conducted with 1091 Korean
adolescents supported the postures of the general theory of crime showing that low self-control and
opportunity are significant predictors of cyberbullying in separate gender models (Jaeyong and Kruis
2020). Baek et al. (2016)’s study conducted with adolescents also shown that low self-control,
opportunity, and gender have a significant influence on cyberbullying. Besides, Lianos and McGrath
(2018) tested the ability of the general theory of crime and general strain theory to explain cyberbullying
perpetration and found that low self-control and higher levels of strain related to cyberbullying
perpetration. However various conceptualizations and definitions of the opportunity construct is found
in the cyberbullying literature. The applicability of GTC as a theory is not only limited to criminal
behaviours, GTC can also apply to explain a variety of deviant or imprudent behaviours (Starosta 2016).
Hence GTC has been used in this study as a theory to explain cyberbullying perpetration.

3.1 Routine Activity Theory (RAT)

Routine Activity Theory was published in 1979 by Cohen and Felson. This provides a framework to
understand the changes in criminal activity. They suggest that crime behaviours likely to occur due to
three factors such as the presence of a likely offender, a suitable target, and lack of a capable
guardianship (Cohen and Felson 1979). The most essential component is a likely offender and if any of
the components are missing the crime is less likely to occur (Navarro and Jasinski 2012).

The Routine Activity Theory is an extensively used criminological theory to analyze deviance and crime
behaviours (Andresen 2006; Forde and Kennedy 1997; Holtfreter et al. 2008). Recently, many IS
researchers have also begun to adopt RAT to examine cyber victimization and cyberbullying behaviours
(Bossler and Holt 2009; Chan et al. 2019; Hutchings and Hayes 2009; Kalia and Aleem 2017; Leukfeldt
and Yar 2016; Marcum et al. 2010; Navarro and Jasinski 2012; Ngo and Paternoster 2011; Reyns 2015;
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Reyns 2017; Reyns et al. 2016; Wolfe et al. 2016). However, the operationalization of Routine Activity
Theory's constructs of likely offender, a suitable target, and the absence of capable guardianship differs
in the cyberbullying literature (Navarro and Jasinski 2012). Navarro and Jasinski (2012) shown that
routine activities theory is a viable explanation for cyberbullying risk among teenagers. Holt and
Bossler’s (2009) also supported this claim. Chan et al. (2019) used RAT to examine the cyberbullying
behaviours on social networking sites with the affordance perspective. Leukfeldt and Yar (2016)’s
analysis shows some RAT elements are more significant than others when explaining cyberbullying
behaviours. Reyns et al. (2016)’s study examined the absence of capable guardianship concept of routine
activity theory to measure its efficacy in reducing the risk for cyberstalking victimization. They
measured the effectiveness of offline guardianship as a protective factor against online victimization
and their findings have shown that offline guardianship does not protect individuals from cyberstalking
victimization (Reyns et al. 2016). Therefore, we have incorporated both online and offline mechanisms
as capable guardianships for our research. RAT was chosen for this study as it addresses the presence
of a likely offender such as a person with low self-control, a vulnerable victim, and a deviant behaviour
such as cyberbullying, and the need for a capable guardian to intervene for the victim.

4. Deriving the Conceptual Model

We draw on the General Theory of Crime and Routine Activity Theory to investigate cyberbullying
perpetration on adults. A likely offender with low self-control and degradative attitudes towards the
victim increases the likelihood of cyberbullying. According to the prior research, it is very important to
consider all human, social and technology use related factors to understand this complex societal
challenge and these factors are known as socio-technical factors (Lowry et al. 2019). Therefore, four
subconstructs (socio-technical factors) derived from the literature, also have incorporated as
criminogenic opportunities into the a-priori model. The “Capable guardianships” also introduced as a
moderator to test whether the capable guardianships such as offline authorities or online mechanisms
moderate the relationships. Figure 1 depicts the proposed framework for adult cyberbullying
perpetration showing the socio-technical factors derived from the literature in relation to the key
constructs in the General Theory of Crime and Routine Activity Theory.

Control Variables

Age/Gender/Education/
Computer and Internet self efficacy

{ Crime opportunity J

Ha.1

Hi Hz2
Self eontrol > L Cyberbullying
. Ha.2
Capable
guardianships
— | |
A Likely Identified Suitable T . Cyberbullying has
Offender Target Cyberbullying taken place

Figure 1: A framework for adult cyberbullying perpetration

This model also identifies the timeline of cyberbullying and places of clear interventions where we can
introduce prevention strategies to prevent, mitigate and reduce cyberbullying. Several intervention
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points have been identified to reduce cyberbullying such as decreasing crime opportunities (e.g. peer
reinforcement) or harden prospective targets or increase the capability and/or the number of guardians
such as new laws/online mechanisms to prevent cyberbullying.

4.1 Independent Variables

In the next part of the paper, each independent construct and relationships are discussed.

4.1.1 Self-control

Gottfredson and Hirsch (1990) propose that crime is a manifestation of low self-control and individuals
with low self-control engage in criminal acts when an opportunity presents. Self-control, also known as
self-regulation is a person’s power or ability to control over their emotions, behaviour or actions (Wong
et al. 2018). The breakdown of self-control process is one of the main causes of the violent or deviant
behaviour (Baumeister and Boden 1998). ‘Low self-control' was conceptualized as having six distinct
and interrelated factors such as impulsivity, preference for simple tasks, preference for physical
activities, self-centred tendencies, risk-seeking behaviours, and short temperedness (Gottfredson and
Hirschi 1990). Individuals with low self-control are more likely to engage in criminal and antisocial
behaviour because they pursue their self-interest and desire to maximize pleasure and cannot govern
their behaviour in pursuit of this pleasure (Gottfredson and Hirschi 1990). Ample of cyberbullying
studies have unintentionally investigated the components of low self-control, such as antisocial
personality factors (Chen et al. 2017a; Guo 2016; Kowalski et al. 2019), aggressive cognition (Guo 2016;
Lianos and McGrath 2018), lacking empathy and being impulsive (Kowalski, Limber et al., 2019, Guo,
2016) and found strong relationships with cyberbullying. On the other hand, Routine Activity Theory
presumes that crimes would not happen without an offender, therefore the presence of a likely offender
is a prerequisite for any crime or deviance behaviour. A likely offender refers to an individual who might
commit a crime or engage in deviant behaviour for any reason (Cohen and Felson 1979). We were noted
that likely offender and low self-control occur in combination, hence we formally conceptualize that “a
likely offender is a person who has low self-control”. Thus, we hypothesize that:

Hypothesis 1: An offender with low self-control increases the degradative attitudes towards his/her
victim.

4.1.2 Attitudes Towards Victim

RAT theory suggested that crime behaviours likely to occur when a suitable target is presented. Suitable
target indicates the degree of vulnerability posed by the potential victim or property (Cohen and Felson
1979, Navarro and Jasinski 2012). In this study, we conceptualize “suitable target” as an individual
towards the bully/offender has got negative attitudes. The offender can have negative attitudes towards
victims due to variety of different factors such as thrill seeking behaviours, sexual orientation, disability,
hatred based on dysfunctional relationships, work related conflicts or hatred based on ongoing conflict
between neighbours (Walters et al. 2016). Many cyberbullying researchers suggested that people may
bully a victim because they do not like that person (Hinduja and Patchin 2007) or they are jealous or
hate about that person or they need to get revenge from the victim (Varjas et al. 2010) due to variety of
factors. Thus, we hypothesize that:

Huypothesis 2: High levels of degradative attitudes towards the victim increases the likelihood of
cyberbullying.

4.2 Moderator Variables

In the next part of the paper moderator variables and relationships are discussed.

4.2.1 Crime Opportunity

The opportunity has an important role to play in every class of offence, including violence (Clarke 2012).
Gottfredson and Hirschi (2003) stated that opportunities to commit crimes are unlimited, but each
specific crime needed a unique set of opportunities for the crime to be committed. Although there is an
endless supply of opportunities, keeping with arguments for a social-technical perspective in studying
cyberbullying, we conceptualize the opportunity as having, four socio-technical environmental
conditions as potential factors that, if present, may influence offender motivation to involve with
cyberbullying as shown in table 1.
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Construct (Author names) Definition
Time spent online including social media Frequency and time an individual spent on the
(Barlett and Chamberlin 2017; Barlett et al. 2019; Internet and social media.

Chen et al. 2017; Guo 2016; Kowalski et al. 2019; Lee
2017; Lianos and McGrath 2018; Lowry et al. 2016).
Perceived anonymity Anonymity refers to the extent to which

(Barlett et al. 2017; Barlett 2017; Barlett and technology enables users to conceal their identity
Kowalewski 2019; Barlett et al. 2019; Kowalski et al. | when they are interacting with others online.
2019; Lee and Wu 2018; Lianos and McGrath 2018). | Willard (2007) argued that when people used
ICTs, they perceived themselves as anonymous.
Relationships with a vulnerable to deviant or | Adults’ relationships with delinquent or violet
violent peers. friends or peers, and their link to cyberbullying
(Guo 2016; Kowalski et al. 2019; Lee et al. 2018; Lee | perpetration.

and Wu 2018; Lianos and McGrath 2018).

Cyber or traditional bullying perpetration Involvement with traditional bullying or
and victimization. cyberbullying as a bully or victim increased the
(Chen et al. 2017; Guo 2016; Hemphill and Heerde chances of being involved with cyberbullying as
2014; Kowalski et al. 2019; Lee et al. 2018; Lianos well.

and McGrath 2018).

Table 1. Socio-technical factors influencing cyberbullying

Research has mostly acknowledged that technology has an important role in both creating and blocking
opportunities for deviant or criminal activities (Lowry et al. 2019). We have introduced two technology
use related factors “time spent online including social media" and “perceive anonymity” which would
influence offender motivation to involve with cyberbullying. The popularity of social media, risky ICT
usage such as the massive amount of personal information shared online and increased time spent on
online create new opportunities for cyberbullying (Barlett et al. 2017; Barlett and Chamberlin 2017; Guo
2016; Kowalski et al. 2019). Thus, a technology-enabled anonymous environment provides plenty of
opportunities for crime (Lowry et al. 2019). Perceive anonymity may be more pronounced because the
bully does not need to have a relationship with the victim or not as identifiable as traditional bullying
and the bully's perceived anonymity also increase offender motivation for cyberbullying (Barlett et al.,
2016).

Researchers found that individuals with low self-control were more likely to engage in anti-social
behaviour when their peer involved in anti-social behaviours (Kuhn and Laird, 2013). Similarly,
Kowalski et al. (2019) shown that if peers engage in cyberbullying behaviours it is more likely to
participate with cyberbullying perpetration and this has been studied from elementary school to college
students. Guo (2016) also confirmed that having poor peer relationships with a vulnerable to deviant or
violent peers will increase the chances of being a cyberbully.

Crime opportunity theory has shown that one crime produces opportunities for another crime (Felson
and Clarke 1998). Bandura (1978) revealed that people can observe other’s behaviours and reproduce
the same behaviour. Hence past behaviours such as cyber or traditional bullying perpetration and
victimization also increase offender motivation for cyberbullying perpetration via the learning and
reproducing other’s behaviours (Guo, 2016; Smith et al., 2008). Hence, we hypothesized that.

Huypothesis 3.1: Socio-technical and environmental conditions, as measured by suitable crime
opportunity, influences the relationship between an offender’s self-control and attitudes towards the
victim.

Hypothesis 3.2: Socio-technical and environmental conditions, as measured by suitable crime
opportunity, influences the relationship between attitudes towards victim and cyberbullying.

4.2.2 Capable Guardianships

Researchers have shown that in the absence of capable guardianships, there is a likelihood that crime
and deviance behaviours can occur (Baumeister and Boden 1998). Lowry et al. (2019) also shown that
crime occurs in situations where crime or deviant behaviour is mentally and physically easy to perform
and lack of monitoring simplify online crime behaviours. According to the Routine Activity Theory,
guardianships are not limited to government authorities alone, can also include anybody whose
presence or proximity that discourage crime or deviant behaviours (Baumeister and Boden 1998).
Leukfeldt and Yar (2016) shown that guardianship can come in other forms such as technical personal
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(e.g. network administrators, forum moderators, users, and peers) as well as a range of automated
protections (e.g. firewalls, virtual private networks, anti-virus, anti-intrusion software, ID
authentication and access management systems).

In this research, we have included ‘Law and regulatory framework’ from offline authorities and online
mechanisms such as “Facebook/Twitter” help centres, privacy settings, protective software, filters, and
access management systems as capable guardianships. Bullying research has highlighted that anti-
bullying programs and laws are designed to protect people from bullying (Berg 2015; Hinduja and
Patchin 2019). Furthermore, its existence provides a tool by which parents, schools, and ultimately law
enforcement, can convince bullies from ceasing their conduct (Berg and Breheny 2014) and absence of
capable guardianships would encourage such conducts. Therefore, we hypothesized that:

Hypothesis 4.1: The absence of capable guardianships influences the relationship between an
offender’s self-control and attitudes towards the victim.

Hypothesis 4.2: The absence of capable guardianships influences the relationship between attitudes
towards victim and cyberbullying.

4.3 Control Variables

We used four sociodemographic and socio-technical factors as control variables: age, gender, education,
computer, and Internet self-efficacy. The table 2 below describes the control variables that used for this
study.

Control Why variable must be controlled How variable will be controlled
variable
Age Previous studies have tested the Participants age will be restricted to 18
relationship between Age and years old or older because we are going to
cyberbullying and findings show that the | develop a conceptual model to prevent,
cyberbullying rates differ based on age. mitigate and reduce cyberbullying among
the adult population.
Gender Gender should be treated as a moderator | A large sample would be used with equal
because motives of bullies may also differ | representation of gender.
across gender.
Education Level of education would also change an | The data will be collected from a more
individual’s behaviours. diverse sample including all levels of
income, education, and occupation.
Computer and | An individual’s confidence/ knowledge The data will be collected from a more
Internet self- | about computers and internet usage diverse sample including all levels of
efficacy would also change their behaviours in computer and Internet self-efficacy.
the cyberspace.

Table 2. Control Variables

5. Conclusion, Contribution and Future Research

The phenomenon of cyberbullying has become a major problem among adults, and it creates persistent
psychological problems. Generally, the cyberbullying literature was found to be a lack of an overarching
framework to guide interventions that combat cyberbullying and assist adults to stay safe online. This
paper proposes an intervention model that follows the process of cyberbully from conception of the
bullying idea, identification of the target to the bullying action, considering salient moderations. The
model is inspired by two competing theories that had not been combined in this way before. It identified
several places of clear interventions such as decreasing crime opportunities (e.g. peer reinforcement) or
reduce the exposure of victims or introduce new laws/online mechanisms to hinder or curtail
cyberbullying.

5.1 Theoretical Implications

Theoretically, this research contributes to the information systems (IS) literature by exploring
cyberbullying perpetration among adults. This study explains the theoretical view of cyberbullying
process. It also adds to the existing research on cyberbullying by integrating knowledge from multiple
disciplines. This study combines two competing crime theories for the purpose of creating

7
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interventions. This intervention model empirically identifies the journey that a cyberbully would take
from the conception of the bullying idea, identification of the target to the bullying action and
demonstrates that socio-technological factors play a substantial role in influencing cyberbullying among
adults.

6.2 Practical Implications

Much the research focused on cyberbullying perpetration has been largely atheoretical or lack solid
theoretical foundation (Barlett 2017; Kowalski et al. 2014) This theoretical underpinning possibly limit
their application to the practice (Kowalski et al. 2014). We identify the several intervention points to
hinder or curtail cyberbullying in our model and this will provide an actionable plan for governments,
policymakers, internet providers and other practitioners to tailor their curriculum to specifically target
this new social phenomenon. Overall, this research is expected to stimulate the development of
evidence-based policy positions and interventions that combat cyberbullying and assist adults to stay
safe online.

The research presented in this paper has been limited by the small number of studies conducted relating
to adult cyberbullying and interventions. The future research direction is to focus on what can be done
to protect against cyberbullying and what protection steps can be implemented to protect adults.
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