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A New Architecture for Application-Aware

Cognitive Multihop Wireless Networks

Trenton Evans, Kossivi Tossou, Feng Ye, Zhihui Shu, Yi Qiagging (Lamar)
Yang, and Hamid Sharif

Abstract

In this paper, we propose a new architecture for applicediware cognitive multihop wireless
networks (AC-MWN). Cognitive radio is a technique to adeply use the spectrum so that the resource
can be used more efficiently in a low cost way. Multihop wisslenetwork can be deployed quickly
and flexibly without a fixed infrastructure. In our proposeshvrarchitecture, we study backbone routing
schemes with network cognition, routing scheme with nekwooding and spectrum adaptation. A
testbed is implemented to test the proposed schemes for ANMn addition to basic measurements,
we implement a video streaming application based on the gzegph AC-MWN architecture using
cognitive radios. Preliminary results demonstrate that phoposed AC-MWN is applicable and is

valuable for future low-cost and flexible communicationwatks.

Index Terms

cognitive radio; multi-hop; backbone; routing; testbed

. INTRODUCTION

In multihop wireless networks (MWN), there are one or moreiimediate nodes along the
path (route) that receive and forward packets via wirelegss! In cellular and wireless local

area networks, wireless communications only occurs onasielink between a base station and

Trenton Evans, Feng Ye, Yi Qian, Yaoqing Yang, and Hamid Btee with the Department of Electrical and Com-
puter Engineering, University of Nebraska-Lincoln, OmahE, e-mails: ttevans@unomaha.edu, feng.ye@huskesesiunl
yi.gian@unl.edu, yyang3@unl.edu, and hamidsharif@dul.e

Kossivi Tossou is with Caterpillar Inc., USA, e-mail: ktosg®unomaha.edu

Zhihui Shu is with Intelligent Fusion Technology, Inc, USé&mail: zshu@unomaha.edu

July 7, 2015 DRAFT



the wireless end system. Multihop wireless networks haversé benefits: (1) Compared with
networks with a single wireless link, multihop wirelesswetks can extend the coverage of a
network and improve connectivity; (2) Transmission ovedtiple short links might require less
transmission power and energy than that required over iokg;|(3) Multihop wireless networks
can be quickly deployed without the support (or with limiwgoport) from wired infrastructure.
Due to such salient features, multihop wireless networles expected to play a key role in
modern society, helping to improve quality of life and towsolproblems related to homeland
security, protection of critical infrastructure, and theghosis and treatment of illnesses. In
the past two decades, we have witnessed a dramatic growthréhess communications and
networks, with mobile devices such as cell phones, perstigahl assistants (PDASs), and laptop
computers becoming essential to everyday life. Such a thersdbeen accelerated in the past
three years, driven by the popularity of a new generation albiie devices like netbooks, smart
phones (iPhone, Andriod Phones, etc.), and other new gadiatdle reader, iPad, etc.). Our
society has been rapidly evolving toward the pervasive agm@ age, in which the network
infrastructure shall support not only traditional commuation patterns (i.e., human-to-human,
human-to-computer, and computer-to-computer) but alsctmmunication needs from devices
such as mobile phones, PDAs, sensors, and radio frequeragifidation (RFID) devices. To
support the so-called Internet-of-things, it becomes aometpallenge to fully explore multihop
wireless networks. Given the recent upward trend in wiseteaffic, capacity demand increases
faster than spectral efficiency and availability (in partae at hot spots/areas). On the other hand,
it has been well-known that in wireless communications nudsthe spectrum is significantly
under-utilized in most of the time. This simple fact hasaatted researchers from academia and
industry who are interested in the next generation cogniind radio communication systems.
Despite the importance of such ongoing efforts, we have rgbdea huge gap between the
research on cognitive radios and the network applicatiéns.instance, most researchers on
cognitive radios focus on the spectrum sensing and dynap@ctsum allocation, but few of
them have considered to interact with the network layer so tire network can accommodate
the requirements of applications from the upper layer. itesgf many recent research activities
on the topics related to multihop wireless networks, intlgdcognitive radios, capacity analysis
and improvement, and wireless applications, there is &tdfitical gap in the knowledge base

to understand the network design principles to meet theirements of different applications
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for multihop wireless networks with the constraints of dpam availability.

A novel
layered model

A mega
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Fig. 1. A new model and a mega network layer for the proposeeMMZIN architecture

In this paper, we propose and study a new wireless networaingitecture, AC-MWN, or
Application-Aware Cognitive Multihop Wireless Networka. AC-MWN, we apply a new layered
model that has three layers (application layer, networledand physical layer), as shown in
Fig. [1. We propose to design a mega network layer for multivineless networks that will
combine the major functionalities of medium access conaypér, network layer and transport
layer in the traditional layered model of wireless networkee proposed mega network layer
will have cognition related to the spectrum availability time network and the requirements
of applications of the network. Moreover, the new design oaty can efficiently utilize the
spectrum resources, but also can effectively adjust thécapipn resources, such as storage and
computational capabilities, etc. Since each MWN will beldged as an autonomous domain
even if it is interconnected with the Internet, we envisibattour novel layered model and the
mega network layer for the proposed AC-MWN architecture lsarimplemented and deployed
in the MWN domain regardless of the standard 7-layer ISO/@84dlel or the standard TCP/IP
layer model, in a manner similar to most wireless sensor orisv AC-MWN can push the

capacity limit for MWNs and at the same time to accommodagerdguirements of different
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applications in MWNSs; thus, it achieves application-awemgnitive multinop wireless network

design.

At the center of the proposed AC-MWN architecture is a medwowk layer model as shown
in Fig. [, which consists of three sublayers: applicatioapdtion sublayer, network cognition
sublayer, and spectrum adaption sublayer. The applicatiaptation sublayer is the interface in
the network layer that interacts with the application layepasses the application requirements
from the application layer to the network cognition sublayend it receives reconfiguration
guidelines from the network cognition sublayer. The nekwvoognition sublayer is the central
part of the AC-MWN for cognitive networking. This layer tak#he application requirements from
the application adaptation sublayer, and it also recetvespectrum availability information from
the spectrum adaptation sublayer. Both the applicationiregpents and the spectrum availability
information will be used to generate the best fitting routstiategies in the network layer (for
the required applications with the spectrum constraiten, the best fitting routing strategies
will be mapped into spectrum usage guidelines to be passepdctrum adaptation sublayer
below. The best fitting routing strategies will also be tfatex! into reconfiguration guidelines
and then sent to the application adaptation sublayer abdwe.spectrum adaptation sublayer
is the interface in the network layer that interacts with gigssical layer for cognitive radio
functions like spectrum sensing and dynamic spectrum ailmes. The proposed AC-MWN
architecture will be focused on the mega network layer, Whicluding application adaption
sublayer, network cognition sublayer, and spectrum adapublayer, will be discussed in the

three sections following.

In Section Il., we describe the application adaptation f&Z-MWN. In Section Ill., we
discuss the design of network cognition for AC-MWN, inclagibackbone network construction,
routing with channel bonding, and routing with network cagli In Section Ill, we elaborate
the spectrum adaptation for AC-MWN, including channel-eaveouting for both unicast and
multicast transmissions. In Section IV, we set up a testled, show preliminary results of
sensing, channel switching, as well as a video streamindjcapipn based on proposed AC-

MWN. In Section V, we conclude this project.

DRAFT July 7, 2015



[I. APPLICATION ADAPTATION FORAC-MWN

In this section, we describe the design of the applicaticaptation sublayer for AC-MWN,
and the interactions with the application layer above amdndétwork cognition sublayer below.
In this way, the application adaptation sublayer will agbiéapplication-aware” design in AC-
MWN. In future MWNs, each type of applications can be chaarzeéd by communication

patterns and service requirements [1].

Communication patterns: A network application can have @inghe specific communication
patternsi[1]: (1) one-to-one (unicast), (2) one-to-manvliwast), (3) one-to-all (broadcast), (4)
many-to-one, and (5) many-to-many.

Service requirements: A network application can also beaated with a variety of service
requirements, including data rate type (fixed or variabdelay type (real-time, non-real-time,

and delay-tolerant), and security and reliability reqonests |[1].

In the application adaptation sublayer design for AC-MWNg specifically focus on the
application characteristics of communication patterrcsservice requirements with data rate type
and delay type, which are the major characteristics of nétwapplications that could affect the
design and operation of MWNs. The work in [1] shows that WiMAXtworks can be properly
complemented through advance connection management aeduwing in the network layer
with the consideration of applcation characteristics fribw@ application layer above. In this AC-
MWN we consider different combinations of communicatiot@ans and service requirements
for future applications of MWNs, and the impact of the netkvapplcation characteristics on

MWN network layer design including routing schemes.

We define a simple interface between the application layeveland the application adaption
sublayer, so that a network application can be abstractatieirapplication adaption sublayer
in terms of the communication patterns and service requngsndiscussed early, to be used by
the network cognition sublayer below. We also define a simmikrface between the application
adaption sublayer and the network cognition sublayer hesonthat the abstracted application
requirements can be passed to the network cognition subtayeouting and scheduling, and
it will also receive the reconfiguration guidelines from tloeiting and scheduling functions of

the network cognition sublayer, so that different appiamad will be accommodated in MWNSs.
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I1l. NETWORK COGNITION FORAC-MWN

For the design of the network cognition sublayer for AC-MWMe first summarize the
recent advances in cooperative wireless networks, incfudetwork coding and physical-layer
network coding, and wireless backbone construction scheare then we propose algorithms
and protocols to best fit in the network cognition sublayerA6-MWN. Specifically, we design
and evaluate effective backbone routing algorithms, windhbe suitable for applying network
coding to multihop wireless networks.

Although wireless backbone routing schemes have already baudied for years (e.gl, [2]
[3]), our AC-MWN design is significantly different from priovork. In particular, we propose
to explore network coding aware backbone construction gotidnal backbone routing in terms
of node characteristics, transmission schemes, comntionigaatterns and service requirements,
and spectrum availability constraints. The spectrum aldity constraints will be passed from
the spectrum adaption sublayer below, and the communrcpttterns and service requirements
will be passed from the application adaption sublayer above

Node characteristics: We design practical wireless baok&bmnstruction schemes with the
considerations of heterogeneous wireless nodes, in tefraenemunication capability, storage
capability, computational capability, energy resourde,,®r any combination of them.

Transmission schemes: We consider three types of transmisshemes: (1) traditional flow-
based scheme, (2) network coding scheme, and (3) physigat-inetwork coding (PLNC)
scheme. Communication patterns and service requirem@stsliscussed in the last section,
future multihop wireless networks will be able to supportaaiety of traffic patterns, including
one-to-one (unicast), one-to-many (multicast), oneltqbaoadcast), many-to-one, and many-
to-many [1]. For each category, there can be multiple flowsh& network and each of them
can have a different data rate type and delay type requiresm@werall, we have an application
traffic matrix as the input for the backbone constructiontiAur definitions above, existing
studies can be readily classified. For instance, most egigiudies on backbone construction
assume a single broadcast flow. With such an assumptionreasonable to develop backbone
topology with techniques such as the minimum connected wating set (MCDS)![4], whose
objective is to minimize the backbone size.

In our AC-MWN, nodes are equipped with multiple interfacedtsat richer spectrum resource
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can be utilized. Inl[5], we study the backbone network camsion with the introduction of
channel bonding technique [6]. Channel bonding technidilizas multiple consecutive channels
as one so that the bandwidth is increased. With multipleranate and multiple interfaces, channel
bonding technique is getting more popular in wireless comgation. Considering the under-
utilized TV band where nearly0% of the spectrum is available, the throughput of the backbone
network of AC-MWN can be dramatically increased. As showfim [2, even when the channel
availability for cognitive users is onlg0%, the average bandwidth of the backbone network is
doubled compared with the one without channel bonding. Wewedue to limited spectrum
resources and the interference of wireless transmissiahdnsame spectrum, bonding more

channels may not yield to the maximum throughput of the basklnetwork.
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Fig. 2. Average bandwidth of each link.

After a backbone network is established, we further applitinmterface and channel bonding
technique into application-aware routing for origin-diestion applications in AC-MWN [[7].
As shown in Fig[B(a), our proposed application-aware mgucheme utilizes the spectrum
resource and provide O-D (origin to destination) pair seruthrough multi-path and multi-link
transmission. On one hand, the achievable service requéspla times higher than traditional
schemes without channel bonding even when spectrum awiylab only 30%. On the other
hand, fewer links are needed to fulfill O-D pair service andstlthe network performance is
further enhanced, as indicated in Hig. 3(b).

Network coding |[3] has been proven an effective techniquant¢oease throughput in many
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Fig. 3. Application-aware routing scheme with channel bogd

types of networks. For example, without network coding ffouannels are needed for two nodes
to exchange information through an intermediate node witino time slots. With network
coding, one channel is saved because the intermediate sodble to broadcast the coded
information to the two nodes. In/[9], we propose a networkilggaware routing scheme which
is intended to maximize the throughput for AC-MWN. As shownHig.[4, network coding-
aware routing scheme has a better network performance wiamel availability is relatively
low (i.e., 20% to 60%), which is exactly the case in AC-MWN.

(a) Throughput of network coding-aware routing v.s. stsir@th routing.

IV. SPECTRUMADAPTATION FORAC-MWN

In this section we present the design of the spectrum adaptsiiblayer for AC-MWN, and
the interactions with the network cognition sublayer abewd the physical layer below. The
spectrum adaptation sublayer will obtain the spectrumlagity information from the spectrum
sensing function in the physical layer below, and pass ihéortetwork cognition sublayer above
for the network layer function (routing) design. At the satimee, it will receive the spectrum
usage guidelines from the network cognition sublayer apamd the spectrum usage guidelines
will be used for dynamic spectrum allocation in the physieger below.

Here, we investigate how the spectrum availability infotiovacan be abstracted and be used
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by the algorithms in the network cognition sublayer. Speuntsensing has been comprehensively
studied for the past ten years. In order to achieve the cggmetwork design in AC-MWN, it

is necessary to implement the basic spectrum sensing ssterdeprovide the realistic spectrum
availability information to the network layer. We considée spectrum occupancy as random
variables over frequency and time domain. Based on the astichproperties and asymptotic
performance of eigenvalues of random matrices, we can dapple properties for the spectrum
sensing in cognitive radios. We can capture the channet stdibrmation by exploring the

following schemes.

Scheme 1 - Energy detection for wideband spectrum sensingideband cognitive radio,
wideband (i.e. fron0 to 3 GHz) spectrum sensor scanning multiple licensed bands robpen
practical for all feature detection algorithms to identithe primary users (PUs) operating in
the measured frequency band. In this case, it may be prdféoreise energy detection. As a
secondary user (SU) or cognitive user, this sensing andrtrasion function is performed over
the wider bandwidth to give the highest probability of déteg unused spectra - opportunistic
transmission. The unique sensing function requires quakirdware such that the front-ends
have several GHz sampling rate with high resolution (attléaits), if GHz bandwidth need
to be searched. Therefore, we can use energy-based sensicly eoes not require a priori

knowledge of the signals.
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Scheme 2 - Spectrum sensing using cyclostationarity. Tierant spectral redundancy caused
by the use of a cyclic prefix in orthogonal frequency divisimltiplexing (OFDM) signals
has been exploited in several literature, e.g.| [10, 11].nied approach to the recognition
of signals belongs to the three basic air interfaces caegjosingle carrier TDMA, OFDM
systems, and single carrier CDMA systems. It is also useditebvand CDMA. It has been
used in a framework of overlay/underlay cognitive radioisTimified approach may be the most
promising from the view point of stochastic performancethére is a priori information about
the communications such as modulation format [11]. Theestugher-order statistics of the
cyclostationary signals are explored for spectrum sensing

Scheme 3 - Sensing dynamic range of front-end. A major limomain a radio front-ends
ability to detect weak signals is its dynamic range, whiattates the requirement for number of
bits in A/D converter. Since it is difficult to design highsaution A/D converters - the pricing
will not follow Moores law, it is highly desirable to relax&hA/D requirement. In addition, the
power consumption and complexity of ADC increases nearfyoaentially with the resolution
or the number of bits. For example, TV broadcasters have s#tiragent limit for the digital
TV signals to be reliably detected (probability of detentigreater thar90% with probability
of false alarm less thah0%) at a signal strength of 116 dBm translating to roughly-21 dB
of signal-to-noise ratio (SNR) based on the receiver nogerdi (NF) of aroundll dB and
the use of omnidirectional antenna for spectrum sensinge®an the traditional estimation
and detection framework, FCC determined a detection setsiof —114 dBm. Measurements
suggest that using this threshold will result in limited tehspace availability, especially in
metropolitan area where spectrum demand is high. The @seammunity has developed
cooperative approaches to spectrum sensing that do natedgfja same fading margins because
they can exploit cooperative diversity. However, theserepghes are impractical because the
current regulatory model is based on certification of indiinl devices, and there is no notion of
certifying the cooperative performance of devices. Tharfwe plan to develop fast algorithms
insensitive to the dynamic range.

In the design of spectrum adaptation sublayer for AC-MWN finst study how the spectrum
availability information can be abstracted and be used byatborithms in the network cognition
sublayer, i.e., how to capture the channel state informakip exploring the three schemes

described above, Scheme 1 - Energy detection for widebaadtrspn sensing; Scheme 2 -
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Spectrum sensing using cyclostationarity; and Scheme 3isifg dynamic range of front-end.
We define a simple interface between the network cognitidilager above and the spectrum
adaption sublayer, so that the spectrum availability mfation obtained above can be used by
the network cognition sublayer above to make the routingteartsmission decisions. We further
define a simple interface between the spectrum adaptiomyerhénd the physical layer below,
so that the spectrum usage guidelines can be passed to thiegdHgyer for dynamic spectrum
access, thus a cognitive MWN.
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Fig. 5. (a) Network load v.s. throughput in uni-cast. (b) Nbenof channels v.s. throughput in multicast transmission.

Because of the dynamic activities of PUs, SUs need to akotiair resources and route
accordingly so that the multi-hop transmission can remannected with high throughput.
In [12], we apply network coding with backpressure algantand dynamic channel allocation
scheme into unicast routing in AC-MWN. Our objective is toximaize the aggregated throughput
of all time slots while ensuring the stability of all the qesurom the backpressure algorithm. As
shown in Fig[ 5(8), our proposed schemes (i.e., AR for adaptuting and ARNC for adaptive
routing with network coding) achieve higher throughputttath shortest path routing (SR) and
shortest path routing with network coding. Moreover, weeragain prove that network coding
improves network performance.

In addition to unicast, we further study channel allocatod routing in multicast transmission
in AC-MWN [13]. Multicast has its advantage of saving spentrresources by broadcasting. Due

to the dynamic activities of PUs, tree-based routing sclsemay not work well for multicast
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transmission in AC-MWN. In our proposed schemes, we maxanthe transmission rate of the
network with several multicast sessions. As shown in Fi@),5¢ur proposed scheme achieves

higher throughput.

V. TESTBED IMPLEMENTATION AND MEASUREMENTS

In this section, we set up a testbed for the proposed AC-MWilfdement the basic functions
of cognitive radio and the proposed schemes. Moreover, p&eiment a video stream application
in AC-MWN based on the testbed setup. The testbed consistsreé laptops, two USRP2-
N210 software defined radios (SDR) [14], and one USRP2 SDR. SDRs are capable of
transmitting in both824-960 MHz and 1710-1990 MHz spectrum. Most of the work done was
in the lower band. Each laptop operates as signal generatbrpeocessor. The laptops are
identically configured, running Ubuntu [15] versidis.10 64-bit operating system with GNU
Radio and GStreamer software packages.

A. Basic Measurements for Benchmark

When a channel is busy, SUs should sense a much higher powgraced with an idle
channel. In order to establish a benchmark for further imglietations, we first set one SDR
as a PU, and set the other two as SUs. When the PU is tranginditina specific channel,
we tune the SUs to measure the receiving power of that chafhel measurement is done
for the spectrum fron824 MHz to 960 MHz with/without PU activity for 1,000 times. The
average results are shown in Hig. 6(a). As we can see, raggdwer is much higher with PU
activity compared with the one without PU activity. The age values are used as benchmark
for channel switching.

In the second step, we measure the receiving power on theeadjahannel of a channel
with PU activity. The channels chosen for sensing startest@tMHz and finished ap60 MHz
incremented by5 MHz. The channels used for primaries wed@ MHz, 900 MHz, and 960
MHz. The results in Fig. 6(b) are the average values@f) samples of each aforementioned
channel. As we can see, adjacent channels withiMHz of 900 MHz are significantly affected.
However, it is not the case even withih MHz when the PU transmits oR30 MHz. This

information can be used to establish a minimum band gap leetee current channel and the
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Fig. 6. Upper and lower band average sensing power levels.

new channel chosen. More channel efficiency can be achiéeeldptive channel gap is adopted
based on real-time channel quality.

B. Video Streaming Application

In this preliminary implementation, a one-way video streagnservice between two SUs is
provided based on the proposed AC-MWN architecture usig MHz spectrum. The third
SDR functions as a PU with arbitrary activities. For bettervice, channel sensing/switching
need to be transparent to users. Therefore, a maximum ob@ppately 150 ms delay can be
noticed between the transmitter and the receiver. Howee&her the transmitter nor the receiver
notices any interruption due to background channel sefssidighing. In the application, we
adopt GStreamer as the application programming interfAgd)(to capture, encode and pipe
Audio/Video (AV) to GRC. Fig[ 6(d) shows the video stream lgggdion. The computer on the
left captures live video through webcam. Signal is transditfrom SU; to SU,. Live video

streaming is shown on the right-hand-side computer.

VI. CONCLUSION

In this paper, we proposed a new architecture for applinaiware cognitive multihop wireless
networks. With cognitive radio technique implemented in-KEVN, it is a visionary architecture
for future low cost and flexible wireless communication natvs. We studied the proposed
AC-MWN from different aspects, including mainly backbomanstruction and routing. Several

techniques such as channel bonding, network coding andrepeadaptation were considered in
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the study to enhance the performance of AC-MWN. Moreovegstbed was implemented to test

the proposed schemes for AC-MWN. Besides basic functioas @hannel sensing/switching) of

cognitive radio, a video streaming application was impleted as a preliminary demonstration

of the AC-MWN architecture. In the future work, more SDRsIvie applied to establish a

larger network. Video conference will be the applicatiorpiemented on the improved testbed.
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