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Abstract

Although it is generally acknowledged that the development of the Internet created new criminal
opportunities, the ways this is experienced by the general population has received limited
attention. The current study seeks to explore the degrees to which people report fear of online
crime, its correlates, and how online fear is related to protective and avoidance behaviour.
We focus on online financial crimes. Results based on a large, representative, survey indicate
an intermediate level of fear of online crime among the general Dutch population. Various
sociodemographic characteristics and victimization experiences are shown to predict fear of
online financial crime. We also find online fear to be a strong predictor of avoidance behaviour,
given negative relationships with online purchasing and banking, thereby impeding individuals’
perceived online freedom and opportunities. Finally, the results found no indications that fear may
stimulate protective behaviour of one’s computer.
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Introduction

The advance of the Internet has greatly influenced the way we go about our everyday
lives: it has transformed the ways we do ‘business, work, consumption, leisure and poli-
tics’ (Yar, 2013: 4). Many such developments can be placed in a positive sphere, aug-
menting the agency of individuals and expanding their freedoms and liberties (Yar,
2009), or in terms of potential drivers for economic growth (Virtanen, 2017). Yet, more
pessimistic views about the advance of the Internet have also found a foothold in society.
Of particular interest here, the ‘Internet brings with it new threats and dangers to our
well-being and security’ (Yar, 2013: 4).! Alongside this development, a fruitful field of
studies has emerged in criminology looking into the identification and quantification of
these ‘new threats and dangers’ brought about by the Internet, their dimensions, as well
as online offenders (Brenner, 2014; Holt and Bossler, 2014). In addition, the victimology
literature has drawn attention to online victimization and victims (Holt and Bossler,
2008; Leukfeldt, 2015; Ngo and Paternoster, 2011; Reyns, 2015; Van Wilsem, 2011,
2013). But less headway has been made in studying how these ‘new threats and dangers’
are experienced by the general population (Henson and Reyns, 2015; Jansen et al., 2017).

It is noteworthy that only a limited number of empirical studies are available on the
ways in which online threats and dangers are experienced by the general public. After all,
the subjective dimensions of victimization — especially in terms of fear of criminal vic-
timization — have received substantial attention in the criminological literature more gen-
erally (see, for instance, Farrall et al., 2012; Hale, 1996; Henson and Reyns, 2015; Lee
and Mythen, 2018; Spithoven, 2017). Indeed, outlining the evolution of the fear of crime
literature, Henson and Reyns (2015: 94) argue that ‘[t]o date, only a handful of studies
have focused on fear of online victimization. As online victimization has become an
emerging area of research, more research into fear of online victimization is warranted.’

To be sure, however, there are a growing number of studies preoccupied with fear of
online crime (see below). Reviewing the available studies, a number of limitations are
nonetheless apparent. First, the research base on the topic seems fairly fragmented. One
reason for this is that the ‘object’ of fear differs substantially between studies, from fairly
specific worries about a particular online crime to measures merging a variety of online
crimes into a general ‘fear of crime’ variable. Another is that studies use inconsistent
measures of fear. As Hinkle (2015: 148) points out, our understanding of fear of crime is
muddied when researchers confuse other constructs with fear of crime and/or when ‘con-
cepts are erroneously labelled “fear of crime™’. Also, individual studies tend to single out
specific (key) predictors to explain fear of online crime. One result is that it is not suffi-
ciently clear if/how such predictors are related to fear of particular types of online crime.
Second, studies drawing on a larger and representative sample of the general population
are scarce (but see Reisig et al., 2009; Roberts et al., 2013), especially for the European
context (but see European Commission, 2017; Virtanen, 2017). Third, although it is well
documented in the literature that fear of crime can and does affect behaviour (Doran and
Burgess, 2012; Lorenc et al., 2012; Liska et al., 1988; Rader, 2004; Rader et al., 2007,
Warr, 2000), these links have received scant attention in studies focusing on online con-
texts. It is nonetheless important to better understand behavioural responses as a result of
fear of crime, because these may have unwelcome effects at the personal level (unequal
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access through avoidance, and increased spending on protective measures)? but also
have undesirable economic consequences for society at large: they may drive consumer
spending away from amenities (Doran and Burgess, 2012; Hille et al., 2015).

The current study, then, aims to explain both which people experience online worries
and fears, and subsequently the ways these fears are linked to online behaviours. We
specifically focus our research efforts on fear of online financial crime. We motivate this
focus by pointing out that a broad variety of online behaviours are related to running the
risk of suffering online financial crimes. For instance, by clicking links on mala fide
online advertisements users’ computers may become infected with malware, which
opens opportunities for committing financial crimes (Van Wegberg et al., 2017). The
same holds for supposed communication with one’s bank, which may actually be a
phishing attempt, or online purchases in which the provision of client information to
complete the transaction is either not safely transmitted or stored by the online shop. As
a consequence, victimization experiences related to an online financial crime or a pre-
paratory stage of that (hacking, malware infection) make up a large share of the total
number of cybercrime victimization experiences. In an effort to prevent these crimes
from happening to them — and possibly as an outcome of fear of these crimes — people
may avoid certain online situations or apply protective measures. Fear of online financial
crime may therefore have the potential to impede a variety of regular online behaviours,
including online banking and online shopping, on which the current study focuses.

In order to study fear of online financial crime and the ways this relates to online
behaviour, we draw on the data of a large, representative survey distributed among the
Dutch general population. In so doing, it is important to note in advance that the Dutch,
as compared with the EU average, should be considered frequent users of (the) Internet
(services). Recent statistics by Eurostat (2018) indicate that the Dutch enjoy the highest
Internet access (98 percent) among the EU countries (87 percent average). And,
according to the European Commission Special Eurobarometer 431 report (European
Commission, 2015), 75 percent of the Dutch use online banking every week, whereas the
EU average is 43 percent. Only 9 percent of the Dutch have never used online banking
(EU average 35 percent). The Dutch, however, tend to buy slightly fewer goods and
services online on a weekly basis (15 percent) compared with the EU average (17 per-
cent). In turn, 12 percent of the Dutch have never bought goods or services online,
whereas this is 24 percent for the EU as a whole.

Fear of online crime

Measurement and conceptualization: Lessons learned from the fear of
crime literature

From the 1960s onwards, fear of crime has emerged as, and remained, a pressing issue
on the policy agenda (Farrall et al., 2012; Henson and Reyns, 2015). At least part of the
consequent academic discussion focused on the measurement and conceptualization of
fear of crime. Even if we are here specifically interested in the fear of online crime, an
overview of the progress made in the fear of crime studies literature is also relevant in
light of the current study.> Much can be learned from the existing research base, and
important principles should also be heeded when studying fear of online crime.
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To start with, there is by now some agreement among scholars that ‘fear of crime
involves feelings, thoughts, and behaviours, all of which are focused on the subjectively
conceived threat of criminal victimization’ (Jackson and Gouseti, 2013: 2). In other
words, the fear of crime includes emotive/affective, cognitive and behavioural dimen-
sions (see also Ferraro and LaGrange, 1987; Rader, 2004; Rader et al., 2007; Spithoven,
2017). Early studies into the fear of crime were often criticized in terms of their inability
to differentiate between these dimensions. One reason for this was the widespread use of
‘perceived safety measures’, and more specifically the frequent use of a standard ques-
tion to study fear of crime: ‘How safe do you feel or would you feel being out alone in
your neighbourhood at night” (Hinkle, 2015: 150). According to Farrall et al. (2012: 48),
one limitation of ‘perceived safety measures’ is that they ‘conflate measures of “fear”
with measures of judgements of threat’. Whereas the two are related, they should not be
considered to measure the same thing (Farrall et al., 2012; Farrall and Gadd, 2004;
Fattah, 1993; Warr, 2000). Risk perceptions are about people’s cognitive assessments of
personal risk, their perceptions of the likelihood of falling victim to criminal victimiza-
tion. The affective/emotive dimension of fear of crime, on the other hand, can be under-
stood in terms of a range of emotions related to the possibility of criminal victimization.
These include fear, worry and (widespread but diffuse) anxiety (Jackson and Gouseti,
2013) about crime; see Jackson and Gouseti (2013: 2) for a useful distinction between
the three). Following these critiques, (survey) questions designed to measure emotion,
related to the possibility of criminal victimization, have been refined over time. It is by
now generally acknowledged good practice that questions tapping into this aspect of fear
of crime should refer to emotion (for instance, ‘how afraid”), specifically mention (a)
crime, and refer to realistic scenarios (Ferraro and LaGrange, 1987; Gray et al., 2012;
Hinkle, 2015; Warr, 2000).

Fear of crime scholars have also started to distinguish between intensity measures of
fear of crime and what could be referred to as situated or frequency measures of fear of
crime. Accordingly, whereas the fear of crime is most regularly approached making use
of intensity measures that ask for some sort of general summary about the intensity of
respondents’ feelings (very worried/fearful — not worried/fearful at all about this or that),
according to Jackson (2005: 299) a consequence of approaching fear of crime like this is
that ‘intensity measures have encouraged the idea that fear is a stable attribute rather than
something that varies across time, location and situations’. In terms of measurement, this
means that we can measure fear of (online) crime in terms of ‘concrete moments of fear
(which can be measured in terms of frequency) and[/or] a more diffuse but emotionally
tinged anxiety about crime (which is invoked by standard questions; e.g., How worried
are you...?)’ (Gray et al., 2012: 13).

Finally, studies also point out a behavioural dimension to the fear of crime and gener-
ally consider fear and behaviour to be associated with one another (Rader, 2004; Rader
et al., 2007). Indeed, Warr (2000: 459) argues that ‘[n]early all those who have investi-
gated the emotion of fear agree that fear reveals itself through behaviour’. This is also
empirically substantiated by Liska et al. (1988), who applied a reciprocal effects model
to their (National Crime Survey) data in order to untangle the temporal ordering of
effects. They concluded that ‘fear and constrained social behaviour are part of a positive
escalating loop (fear constrains social behaviour which increases fear)’ (p. 827). The
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literature also suggests that the behavioural dimension to fear of crime may be broken
down into the sub-dimensions of protective behaviours and avoidance behaviours (Liska
et al., 1988). Avoidance behaviours refer to the actions people take to minimize contact
with criminal environments as a result of feeling threatened by crime. Examples in the
literature include avoiding particular areas in the city, such as deprived neighbourhoods
or urban parks, especially at night. In terms of online environments, we might think of
avoiding particular online services and/or websites. Protective behaviours, on the other
hand, are measures taken to resist or deter crime (Jackson and Gouseti, 2013). Among
other things, taking self-defence classes, carrying around objects such as pepper spray,
but also home security measures are mentioned in the literature (Reid et al., 1998;
Spithoven, 2017; Starkweather, 2007). For the online environment, we might think of the
application of protective measures such as installing a firewall or a virus scanner.

What follows from the above, then, is that it is critically important for research into
fear of (online) crime to be specific about, and to conceptually differentiate between,
what it seeks to measure. The current study will focus on the affective dimension of the
fear of crime, and it approaches fear of online crime by making use of intensity meas-
ures. From the review above, it can also be hypothesized that a positive relationship
exists between fear of online crime and online avoidance behaviours and protective
behaviours on one’s personal computer.

Below we provide a review of available studies that have previously investigated
fears of online crimes using intensity measures. In doing so, we draw specific attention
to studies investigating fears and worries about financial crimes in online environments
and the central theoretical mechanisms that have been proffered to explain it. A final step
in our review of the literature consists of scrutinizing the evidence base on the (theoreti-
cal) links between fear of online crime and online avoidance and protective behaviours.

Fears and worries about online financial crime, victimization and
vulnerabilities

In the fear of crime literature, victimization experience is proposed as one of the earliest
predictors. This variable has since been studied at both the individual and the neighbour-
hood level, delivering mixed results (Farrall et al., 2012). Alternatively, the imagined
victimization model posits that fear of and worry about crime are linked to what people
indirectly hear about crime victimization, providing a lens through which they may
imagine themselves falling victim to crime and becoming fearful (Farrall et al., 2012;
Jansen et al., 2017). According to Farrall et al. (2012), perceptions of victimization are
also linked to vulnerabilities, which in turn may explain differences in fear of crime
between groups of individuals (Ferraro and LaGrange, 1987). As a means to model the
effects of vulnerabilities on fear of crime, studies often use proxies such as age, gender,
ethnicity and socioeconomic status (but see Jackson, 2009, for a more detailed approach).
Socioeconomic status and ethnicity are often considered to be indicators of socioeco-
nomic vulnerability. Because people with a lower social position are considered to have
fewer resources to prevent, and cope with, the consequences of victimization, they may
experience greater vulnerability (Spithoven, 2017). It can reasonably be hypothesized
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that this mechanism applies to both offline and online environments. Gender and age are
often positioned as indicators of physical vulnerability, which involves an individual’s
perception of the capacity to effectively (physically) defend oneself. Theorizing gender
and age through the lens of physical vulnerability might be less relevant here, however,
taking into consideration the non-physical nature of the crime under study. At the same
time, Jackson and Gouseti (2013: 3) argue that, ‘since vulnerability is stereotypically
compatible with traditional notions of femininity’, this means that answers to questions
about fear of crime may function as a means to express identity and gendered norms, and
as such differ in intensity between males and females. This means that gender may also
be linked to social vulnerability ‘as a product of more sensitive [gender] socialisation’
(Spithoven, 2017: 26). Possibly, such a mechanism also extends to the role of age in
producing fear of online crime. What is more, Virtanen (2017: 325) approaches the con-
fidence people have in their abilities to use the Internet as another type of social vulner-
ability. It could be hypothesized that older age may be related to greater worries about
online crimes through the confidence people have in their abilities to use the Internet,
since there is some evidence that older people experience greater computer anxiety,
defined in Powell (2013) as a feeling of unease or apprehension about current (or future)
use of computers.

Studies accounting for the effects of previous victimization on fear of financial crime
in online environments report mixed results. Virtanen (2017: 330) reports that “all types
of prior experience with online crime (harassment, hacking, fraud, cyberattacks) predict
general fear of cybercrime’. It should be taken into account, however, that the dependent
variable ‘fear of cybercrime’ in this study is constructed from a range of items including,
but not restricted to, questions about online financial crimes. In contrast to this result, no
significant relationship between victimization and fear of online crime is reported by
Jansen et al. (2017), who include various items that ask about online financial crimes as
part of a broader measure. Neither does victimization experience reach significance in
Yu (2014), who studied fear of being scammed.

Studies investigating fear of online financial crime also include socioeconomic vul-
nerability in their models. Results in Virtanen (2017) indicate that (self-reported) social
status is statistically significantly related to fear of online crime. Ethnicity does not reach
statistical significance in Yu (2014). Jansen et al. (2017) report a significant, negative,
effect for education. Roberts et al. (2013) — who studied fear of cyber-identity theft and
related fraudulent activity — also included education in their analysis, but find no signifi-
cant results in their final, most extensive, model. With regards to age, available studies
report mixed results. In Roberts et al. (2013), older participants significantly express
greater fear. Virtanen (2017), however, reports a significant effect in the opposite direc-
tion. Jansen et al. (2017) also find a significant, negative effect for age. Yu (2014), on the
other hand, reports no significant result for age. Finally, we find that gender is included
in most studies investigating fear of online financial crime. In Virtanen (2017), women
reported significantly higher fear, as did women in Jansen et al. (2017). Roberts et al.
(2013) and Yu (2014), on the other hand, report no significant relationship between gen-
der and fear of online crime. It should, however (and again), be noted that in Virtanen
(2017) and Jansen et al. (2017) more general measures of fear of online crime are
reported, possibly explaining the differences in these results.
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Fears and worries about online financial crime and online protective and
avoidance behaviour

Building on the fear of crime literature, we hypothesize that, apart from being a conse-
quence (for example of vulnerability and/or victimization, above), fear of online crime
can also function and be studied as a cause of online avoidance and protective behav-
iours. As we saw above, this link between fear of crime and behaviour pertains to a first
step of a positive escalating loop as presented by Liska et al. (1988). In the current study,
we specifically focus on online banking and purchasing behaviour (which people may
avoid, or not), as well as the application of protective measures on one’s computer.

There are some studies available that have investigated fear of online crime in relation
to online banking and/or shopping. A study by Bohme and Moore (2012) indicates that
EU citizens who express more concern, either general or personal, over cybercrime
report lower online participation, specified as buying online and banking online.
Importantly, however, they mention that they ‘consider fear of crime to be implicitly
included [part of their risk measure], assuming that emotional reactions also influence
how people react to cybercrime’ (Riek et al., 2016: 3). Similarly, Forsythe and Shi (2003)
and Reisig et al. (2009) find empirical support for the relationship between perceived
online risk and purchasing online and spending time online among, respectively, ‘Internet
users who have access to the World Wide Web’ and ‘Internet users in the state of Florida’.
But perhaps most convincing on the matter is the study by Hille et al. (2015: 13) report-
ing a significant negative relationship between fear of financial losses related to online
identity theft and online purchase intention among members of a major music label’s
online costumer panel. A study coupling online fears/worries to actual, revealed, behav-
iour is nonetheless lacking to our current knowledge.

Towards the empirical analysis

Based on our review of the literature, we observe that available studies apply a variety of
concepts, measures, predictors and objects in studying the fear of online crime. Building
on these observations, the current study aims to provide further guidance to the study of
(specific aspects of) fear of online crime in a more general sense. In so doing, we explic-
itly apply insights drawn from the fear of crime literature to the study of fear of online
financial crime. A first step in our approach is to determine the degree to which — or,
more specifically, the intensity with which — the Dutch general population reports fear of
online financial crime. The current study also aims to assess the degree to which (the)
victimization (thesis) as well as (the) vulnerability (thesis) explain fear of online finan-
cial crime, as reported by the general Dutch population. Whereas these surface as two
important explanations in the literature, studies on fear of online financial crime report
mixed results regarding the impact of these indicators. Extending the available literature
in the cyber domain, the current study also considers the ways in which fear and behav-
iour are related. It is well recognized in the general fear of crime literature that fear may
result in protective and avoidance behaviours (Liska et al., 1988). We also expect to find
this mechanism in online contexts. More specifically, we will test this expectation by
modelling fear of online crime as a possible determinant of the use of online services
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(avoidance behaviour) and the application of online security measures (protective behav-
iour). In this line of reasoning, fear of crime is assumed to decrease regular online activi-
ties, for example purchasing and banking, and increase PC protection efforts. Below,
then, we first address the methodological approach through which we seek to address our
aims and test our expectations, followed by a description of our results.

Method

The data used in this study were collected in February 2016 and October 2016 by
CentERdata, a Dutch research institute from Tilburg University specialized in data col-
lection. The data are part of the fifth cycle of the LISS panel (see Van Wilsem, 2011,
2013, for publications on earlier waves). The LISS panel is an online panel in the
Netherlands, consisting of 5000 households and comprising 8000 individuals. It is a
representative sample of the Dutch household population (16 years and older), who were
asked to complete a questionnaire on a variety of topics, such as offline and online vic-
timization, PC protection efforts taken and fear of online crimes. In other months, they
complete questionnaires on other topics, such as health, labour status and personality. In
October 2016, the respondents participating in the LISS panel answered questions on
Internet activities, such as online banking and Internet purchasing, and the devices used
to go online. LISS panel respondents receive a small monetary compensation for their
willingness to participate (€2.50 per 10 minutes, with monthly surveys usually taking no
longer than 20 minutes). The surveys were distributed via an online questionnaire. For
households that did not own a PC, temporary ownership of a PC was granted by
CentERdata for the duration of cooperating with the LISS panel. The final response rate
for the February 2016 questionnaire (on fear of online crime among other things) was
87.8 percent (which amounts to 6017 respondents from 4134 households). From this
group, we excluded those who said they never went online (5.7 percent). This leaves us
with a sample of 5673 respondents from the February 2016 sample. In addition, most
analyses performed include data on devices and/or online activities from the October
2016 survey. This temporal order leads to some additional sample size loss (N = 912; 16
percent), which leaves us with 4761 respondents for the multivariate analyses.*

Dependent variables

Fear of online financial crime. The first part of the analysis of the data centres on fear of
online financial crime, which is constructed as a scale variable consisting of the average
value on four items (Cronbach’s a = 0.79). Participants were provided with the follow-
ing propositions,® which they could score on a range from 1 (strongly disagree) to 5
(strongly agree):

— I am afraid that the things I buy over the Internet will not be delivered to me.

— Iworry that my credit card number will become available to others via the Internet.

— Tam afraid that someone will break into my computer.

— I worry that through online banking my banking credentials will become available
to others.
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The wording on ‘fear’ and ‘worry’ in these questions flags the emotional dimension
of the construct under study.” From the questions, it also follows that fear of online crime
is studied as an ‘intensity’ measure, relating to particular types of cybercrime.

Online behaviours. The second part of the analysis focuses on determinants of online
behaviour. The questionnaire asked if respondents could indicate whether they tend to
spend time on the following online activities: ‘online purchasing’ and ‘online bank-
ing’. Both questions could be answered with either ‘yes’ or ‘no’; 89 percent confirmed
they did for online banking, and 78 percent did for online purchasing. Furthermore, we
also use information drawn from subsequent questions about how many hours in an
average week the respondent devotes to these activities. Therefore, both online pur-
chasing and online banking are operationalized in two ways: (a) whether or not they
perform these activities, and (b) the amount of time they spend on them. Importantly
then, whereas Hille et al. (2015) studied online purchase intention, here we study
actual online behaviour, which Hille and colleagues also recommend as an avenue for
further research.

Protective behaviours. The survey also presented six questions that considered the pres-
ence or absence of online security measures in terms of a firewall, virus scanner, anti-
spyware, Trojan scanner or spam filter, as well as using a secured (coded) wireless
network. We use these as dependent variables for protective behaviour, which distin-
guish respondents as users (1) and non-users (0).

Independent variables

Sociodemographic and personal characteristics. In line with studies discussed above, gen-
der, age, education and income variables are also included in our analysis. The choice
options for educational level were: ‘elementary school’ (1); VMBO — preparatory sec-
ondary vocational education (2); Havo/Vwo — general secondary education/preparatory
scientific education (3); MBO — secondary vocational education (4); HBO — higher pro-
fessional education (5); and “university’ (6). Age was measured by asking respondents to
note their year of birth, which was recoded to age at the time of filling out the survey. For
income, we asked for (self-reported) net household income. In order to reduce the skew-
ness in the distribution of this variable, we performed a natural log transformation. A
considerable proportion of the sample (9 percent) refused to give information on house-
hold income. We assigned them the average transformed value. Furthermore, we included
a dummy variable on whether the respondent originally had a missing value. In this way,
we keep this group in our analyses and are also able to examine whether or not the rela-
tionship of this group with the dependent variables is significantly different from that of
those with a ‘truly’ average income.

Previous online victimization experience. Respondents were also asked about their own
recent victimization experiences. They were asked if they had experienced during the
past year (a) being hacked (1.5 percent), (b) being affected by a (digital) virus (3.5 per-
cent), and (c) being defrauded online (3.0 percent).
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Table I. Descriptives of the dependent and independent variables.

Variable Mean SD Min. Max. N
Dependent variables

Fear of online financial crime 2.876 0.861 | 5 5404
Online purchasing (yes/no) 0.784 0 | 4761
Online banking (yes/no) 0.891 0 | 4761
No. of hours online purchasing per week 1.005 1.900 0 50 4753
No. of hours online banking per week 0.692 1.827 0 50 4752
Firewall 0.629 0 I 5673
Virus scanner 0.773 0 | 5673
Anti-spyware 0.431 0 | 5673
Trojan scanner 0.278 0 | 5673
Spam filter 0.576 0 | 5673
Security of wireless network at home 0.625 0 | 5673
Independent variables

Female 0.533 0 | 5673
Age 50.35 17.898 16 98 5673
Educational level 3.690 1.503 | 6 5663
Net household income (LN) 7.775 0.968 0 12.12 5673
Missing value net household income (LN) 0.092 0.288 0 | 5673
No. of online computers in use in household 2.190 1.321 0 16 5673
Presence of computer or laptop 0.944 0 | 4967
Presence of tablet 0.579 0 | 4966
Presence of smartphone 0.666 0 | 4966
Victimization: Hacking last year 0.015 0 | 5390
Victimization: Virus on computer last year 0.035 0 | 5483
Victimization: Online fraud last year 0.030 0 | 5570

Online infrastructure. Apart from social vulnerability, respondents may fear online crime
as a consequence of the potential exposure to online offenders. In order to take account
of this possibility, we include the amount of hardware present in the household, because
they are a proxy of the possibilities for going online. We therefore include in our analy-
sis: (a) the number of PCs in the household, (b) the use of a PC or laptop, (c) the use of
a tablet, and (d) the use of a smartphone.

Table 1 shows the descriptives of the dependent and independent variables used in
this research.

Analysis strategy

We use several types of regression to assess the relationship between the dependent and
independent variables. First, we report linear regression estimates for the model that
treats fear of online financial crime as a function of background characteristics that
indicate vulnerability, device possession and online victimization experiences. Results
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Figure |. Histogram of the amount of fear of online financial crime (N = 5404).

were checked for normal distribution of residuals and homoscedasticity — two assump-
tions in linear regression modelling — and both were found to be in order. Secondly, the
analyses that treat online activities (purchasing and banking) as dependent variables
employ two types of regression modelling: logistic (on whether or not respondents per-
form this activity) and negative binomial (on how many hours per week, on average,
respondents devote to it). Considering the highly skewed nature of the latter variables
(counts, with many respondents reporting few or an intermediate amount of hours, and
a small group devoting a considerable amount of time to it), negative binomial models
are the most suitable option (Osgood, 2000). Finally, the last set of regression analyses
treat (dichotomous) PC security measures taken as dependent variables; logistic regres-
sion is used here. All models were checked for multicollinearity, which was found to be
not an issue considering that VIF values nowhere exceeded 1.5.

Results

To what extent do members of the Dutch general public express fear of
online financial crime?

Figure 1 provides a histogram of the scores on our dependent variable: fear of online
financial crime. On average, members of the Dutch general public report an intermediate
level of fear of 2.88 on the scale, ranging from 1 to 5, used for the current study.
Underlying this scale variable are different scores on the separate variables on fear.
Approximately 21 percent of the respondents (strongly) agree with the item on being
afraid that products purchased online will not be delivered; 25 percent of the respondents
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Table 2. OLS regression of fear of online financial crime on sociodemographic characteristics,
computer use and online victimization.

Model | Model 2

B SE B SE
Intercept 2.685%+* 0.117 2.752%%F 0.129
Female 0.098%+* 0.025 0.105%** 0.025
Age 0.010%#* 0.001 0.009%#** 0.001
Educational level —0.037%%F 0.008 —0.03 [ #F*F 0.008
Household income —-0.036** 0014 -0.017 0014
(LN)
Missing value 0.063 0.044 0.064 0.044
household income
No. of PCs in —0.029** 0.010
household
Ownership of PC -0.031 0.057
or laptop
Ownership of —-0.031 0.027
tablet
Ownership of =0.118%¥F¢ 0.030
smartphone
Victim: Hacking 0.567++ 0.105
Victim: Infection 0.283%#* 0.071
by virus
Victim: Online 0.193%** 0.074
fraud
N 4508 4508
R? .055 .075
F(df) 52.54 (5) 30.504 (12)

Hp < 05, %p < 01, *5p < 001

(strongly) agree that they worry their credit card number can be traced via the Internet;
in addition, 31 percent indicate they are afraid their PC will be hacked/accessed; finally,
28 percent (strongly) agree they worry their banking credentials will become available to
others through online banking.

Regression analyses: Which people experience fear of online
financial crime?

Table 2 provides an overview of the results derived from two consecutive OLS regres-
sion models on fear of online financial crime. Model 1 treats this fear as a function of
sociodemographic characteristics. Model 2 adds device possession and online victimiza-
tion experiences to the equation. From Model 1, several interesting findings can be
derived. Higher levels of fear of online financial crime are found for females and elderly
people. Also, lower levels of fear are found for the higher educated and for members of
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high-income households. As we add the additional covariates in Model 2, the effects of
these sociodemographic predictors are not affected substantially, with the exception of
the income effect — which reaches non-significance. Furthermore, Model 2 shows that all
victimization experiences included in the model — being hacked, being infected by a
computer virus and being defrauded online — go together with higher levels of fear of
online crime.

The indicators of device possession show either a small or no relationship with online
fear. Levels of fear are somewhat lower with a higher number of PCs in the household
and if one uses a smartphone. Possibly, rather than being an indicator of exposure to risk,
device possession may indicate confidence in online skills and a low perceived risk of
victimization.

Regression analyses: Is fear of online financial crime accompanied by
lower levels of online banking and purchasing?

Our next step is to determine the way in which fear of online financial crime, along with
other mechanisms, correlates with regular online behaviours. For this, we use the same
covariates as in Model 2 of Table 2 and add fear of online financial crime. This model is
used to explain which people engage in online purchasing and online banking (Table 3).
For both behaviours, we consider whether or not people engage in that activity (logistic
regression) and how many hours per week they devote to it (negative binomial model).

For purchasing, several patterns emerge. First of all, with respect to sociodemographic
characteristics, online purchasing is done more often by young people and by the higher
educated. Computer usage also appears to be important, as higher probabilities of Internet
shopping is found for members of households with many PCs, PC/laptop owners, tablet
owners, and smartphone owners. Purchasing intensity in terms of hours per week is
lower among older people and is (positively) related to the number of PCs. Furthermore,
with regard to victimization experiences, the single significant relationship was found
for infection by a PC virus. Though the direction of the coefficient may suggest reversed
causality, with victims showing higher purchasing intensity, it is relevant to point out the
time order in which the information was collected, with victimization experiences
(February 2016) asked at an earlier moment than online activities (October 2016).
Certainly, for future research it would be relevant to examine whether the victimization
experience was accompanied by a change in purchasing activity. Finally, in line with our
expectations, fear of online financial crime goes together with smaller probabilities of
engaging in online purchasing, as well as a smaller number of hours.

For online banking, the second part of Table 3, we find similarities as well as some
differences compared with the purchasing models discussed above. Again, older people
refrain more from banking online, but when they do use online banking they tend to put
in more time. Furthermore, the possession of computer devices goes together with greater
probabilities of doing online banking, but not with greater intensity of use. With respect
to victimization experiences (again, measured prior to the online activity), we find some
mixed results. Being hacked is slightly negatively related to the decision to bank or not
(but not to intensity of use), whereas virus infection and online fraud victimization are
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Figure 2. Visualization of the predicted probabilities (ceteris paribus) of online purchasing and
banking.

positively related to banking (virus infection to intensity, fraud to the decision to do
online banking or not). Finally, higher levels of fear of online financial crime go together
with a lower probability of engaging in online banking, but not of intensity of use.®

One of the central findings mentioned above concerns the restricting force of fear of
online financial crime on online purchasing and banking. In order to make clearer the
magnitude of this relationship, we calculated the predicted probabilities of online pur-
chasing and banking as a function of fear of online financial crime (as shown in the
logistic regression analyses in Table 3), and visually plot them. These predicted probabil-
ities are the outcome of the intercepts and the regression coefficients for online fear; we
fix the values of the other independent variables at certain, predetermined levels.® Figure
2 shows how the predicted probabilities of both online purchasing and banking drop with
increasing levels of fear, especially for those who are very fearful: whereas respondents
with minimum levels of fear have predicted probabilities of banking of well over 90
percent and purchasing of over 80 percent, for those at the other end of the fear spectrum
(4 to 5 on our scale), these probabilities drop approximately 10 percentage points for
online banking and up to 35 percentage points for online purchasing.

Regression analyses: Are fear of online financial crime and PC protection
behaviour connected?

To conclude our exploration of the potential consequences of fear of online financial
crime, we examine the relationship with several protective behaviours aimed at enhanc-
ing PC security. For this, we relate background characteristics, possession of computer
devices, victimization experiences and fear to respondents’ accounts of whether they
employed protective behaviours: a firewall, virus scanner, anti-spyware, Trojan scanner,
spam filter and securing the wireless network at home (Table 4). For all protective
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behaviours, adoption is higher among men, the higher educated, and people with many
computers in their household. Furthermore, victimization experiences were not signifi-
cantly related to protective measures, with the exception of virus infection, and slightly
related to a lower probability of wireless network securing. Finally, fear of online finan-
cial crime showed little significant relationship to protective measures. Small but signifi-
cant negative relationships (that is, not in the expected direction) were found between
fear and adopting a spam filter and securing one’s wireless network.

Conclusion and discussion

Against a background of public and academic interest in the ways Internet-related
threats and dangers permeate people’s everyday lives, and society more generally, the
current study took particular interest in investigating fear of online crime among the
general Dutch population and the ways this is related to online protective and avoidance
behaviour. More specifically, the current study investigated fear of online financial
crime, its correlates, and how it is related to online purchasing, online banking and the
application of PC security measures. Although many before us have studied people’s
fear of crime, including the links between fear and protective and avoidance behaviours,
this is not the case for fears of online crime. In fact, in the recent Routledge International
Handbook on Fear of Crime, a case is made by Brunton-Smith (2018) for paying greater
attention to the online dimensions of fear of crime in a more general sense (see also
Henson and Reyns, 2015). It is important to study (online) fear of crime, because it is
generally acknowledged that fear of crime affects people’s well-being negatively
(Doran and Burgess, 2012). At the same time, it is important to further investigate the
links between fear and behaviour in online (consumer) contexts because, according to
Roberts et al. (2013: 324, citing Lynch, 2005), fear of cybercrime might damage ‘con-
sumer trust and confidence in using the Internet’, which is likely to have important
implications for e-commerce and — maybe more important — people’s capacity to use the
Internet freely.

Our findings on a sample that was representative of Dutch households show an inter-
mediate level of fear of online financial crime. This means that around 20-30 percent of
our sample tend to (strongly) agree with the propositions, stating that they do fear or
worry about particular forms of online financial crime. This figure aligns well with the
results in the European Commission report on ‘Europeans’ attitudes towards cyber
security’, where 36 percent (EU average, 42 percent) of the Dutch participants are con-
cerned about the security of online payments, and 30 percent (EU average, 23 percent)
are afraid they will not receive the goods or services they buy online (European
Commission, 2017).

Beyond providing a general measure of the intensity of fear about online financial
crime, the current study also sought to explain variations in reported fear levels.
Explanations centring on the vulnerabilities model — approached through proxies such as
gender, educational level and age — and the victimization model perform quite well. In
particular, those who have been the victim of hacking and/or have been infected by a
computer virus report significantly higher fear of online financial crime. This is also the
case for older Dutch people and for lower-educated inhabitants of the Netherlands.
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Perhaps most interesting, however, are the clear and quite robust links outlined in our
results between fear of online financial crime and online purchasing and online banking,
even when accounting for a range of other variables (sociodemographic characteristics,
device possession and victimization experiences). In fact, we find fear of online financial
crime to have a clear and negative relationship to regular Internet behaviour in our mod-
els, with lower engagement in purchasing and banking for those who are more fearful.
As such, the results are in line with the literature that associates fear of crime with avoid-
ance behaviour (Liska et al., 1988; Rader, 2004; Rader et al., 2007). On a more general
level, we take this finding to be in line with those presented by Hille et al. (2015). Yet,
instead of focusing on online purchase intention (see Hille et al., 2015), we have esti-
mated fear of online financial crime vis-a-vis actual Internet behaviour. Indications that
fear is related to the application of protective behaviours on one’s personal computer
(installing a firewall, virus scanner, anti-spyware, Trojan scanner, spam filter and/or
using a secured (coded) wireless network) were largely absent in our data, however.

Interpreting the above, it should nonetheless be taken into account that the variance
explained by our models is modest at best. This is especially the case for the model
explaining fear of online financial crime, meaning many other variables are in play
explaining our respondents’ fears of online crime not accounted for in the current study.
This also flags up that studies — including this one — have started to get (further) at the
complexity of explaining fear of online crime, but they might still learn valuable lessons
by looking at (developments that are part of) their offline equivalents (see, especially,
Farrall et al., 2012; Hale, 1996; Lee and Mythen, 2018; Spithoven, 2017) and further
integrate, test and re-work perspectives and theories from that strand of literature. As
mentioned earlier, the offline literature differentiates between risk perceptions of crime
and crime fear/worry, mutually affecting one another. It is also well known in the litera-
ture that (popular) representations of crime (for instance in the media, but also in inter-
personal communications) affect fear of crime (Farrall et al., 2012) and possibly also
Internet behaviours such as purchasing and banking. More generally, the current study
has not given much thought to the ways in which fear of (online) crime may also be
socially constructed and related to broader socio-political contexts (Lee, 2001; Pain,
2000, 2009). Although we could not account for such aspects using our current dataset,
it would be interesting to include them in future studies. In addition, it would be interest-
ing to investigate not only the intensity of fear of online crime (studied here) but also the
frequency with which people actually worry about cybercrime, and to consider whether
or not such events (of worry) are linked to particular and concrete circumstances. Using
such a framework, we might also and more clearly integrate the role of the (digital)
‘environment’, which in its own right is an important predictor of fear of crime in the
sub-discipline of environmental criminology (see, for instance, Brunton-Smith et al.,
2013). It would also be interesting for future studies to study the degree to which reported
levels of fear of online crime (such as those above) may also and in fact be functional
(Jackson and Gray, 2010; Warr, 2000), because it may keep potential victims from risky
situations. This could especially be the case if people structurally underestimate the risks
of falling victim to (cyber)crime (Melde et al., 2016; Warr, 2000). Finally, the literature
also illustrates the importance of crime-specific studies into fear of crime. As mentioned,
we focused only on fears of online financial crimes. Examining other crime types, and
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drawing comparisons between them, would be interesting and necessary to understand
fear of online crime in a more comprehensive manner.

It can also be noted that longitudinal research in the fear of online crime literature is
in short supply, but would clearly help in terms of how variables are interrelated and
causally aligned, thereby providing a clear temporal order. Here, we were able to tease
out the temporal order between fear/victimization and Internet activity, because the for-
mer was asked six months earlier. Nevertheless, in testing hypotheses on the impact of
victimization on fear, and of fear on Internet activities, future work should be done on
changes in dependent and independent variables. Does a victimization experience lead to
an increase in fear? And do increases in fear go together with declining Internet activity?
Better understanding the causality of the relationships outlined in this study would help
us to better understand the ways in which emotion and behaviour are linked. Specifically,
it would increase our understanding of the escalating feedback loop that Liska et al.
(1988) proposed — here, specifically for the online context — and the ways in which
behaviour (may) in turn also affect(s) fear of crime (Rader, 2004; Rader et al., 2007).

Whereas other studies, then, have referred to aversive behavioural aspects of negative
emotional experiences with online crime, the current study has empirically studied and
investigated these links. Even though the Internet augments the agency of individuals in
many different ways, we take it that the current study also and more generally substanti-
ates claims made in the literature that fear of (online) crime can and does quite literally
negatively impact on the daily lives of individuals. In so doing, this study contributes to
a developing field of studies into the subjective dimensions of Internet-related crime and
suggests that negative experiences with the Internet, including fear of online crimes, may
obstruct individuals’ perceived online freedom, opportunities and liberties.
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Notes

1. Importantly, however, Yar (2009: 108) rightly argues that this is a question of balance, where
(reactions to) fear and worry about online crimes should be not prioritized over, but carefully
balanced against, ‘the potentially positive, enabling, empowering and otherwise life-enhanc-
ing opportunities that the Internet may present for many users’.

2. Butsee Henson and Reyns (2015) and Jackson and Gray (2010), who argue that some degree
of fear may also be functional, because it may keep potential victims from risky situations.

3. See Farrall et al.’s (2012) book Social Order and the Fear of Crime in Contemporary Times,
as well as the recent Routledge International Handbook on Fear of Crime (Lee and Mythen,
2018) and Hale’s (1996) review of the fear of crime literature for a more extensive discussion.

4. The group for which February and October 2016 data are combined differs slightly yet signif-
icantly from the group that participated only in February 2016. October 2016 data on online
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activities were somewhat more frequently missing among men, younger people, the lower
educated and those with higher incomes.

5. Whereas studies more often directly ask the degree to which respondents worry about or fear
a particular type of online crime, proposition formulations are a generally accepted (if other)
means of questioning in the social sciences, including studies on fear of (online) crime (see,
for instance, Hille et al., 2015; Rader et al., 2007).

6. Although this item does not directly refer to financial crimes, the modus operandi of several
online financial crimes starts with a cyber-offender hacking the target’s computer, for exam-
ple to steal personally identifying information. Furthermore, the scale variable lost reliability
if this item was omitted, dropping to o = 0.72. Therefore, for substantive and empirical
reasons, we chose to include this item in our scale variable on online fear. Nevertheless, all
analyses were also run with this item omitted in order to explore whether this yielded sub-
stantially different results, which turned out not to be the case. At one point, the alternative
analyses showed a significant effect for fear, whereas the currently reported result does not.
Our results section will make mention of this difference.

7. Although the terms ‘fear’ and ‘worry’ are frequently used to measure the fear of crime, it
should be noted that the terms should not be considered entirely exchangeable (see Jackson
and Gouseti, 2013), which amounts to a flaw in our research design.

8. Here, we find a different result if we use a three-item dependent scale variable (with the item
on hacking omitted) instead of the current four-item scale (see note 6). This alternative scale
variable yields a significant negative relationship (that is, in the expected direction), with fear
going together with lower banking intensity.

9. Here, we calculate the predicted probabilities for someone who is male, is aged 50, has an
intermediate level of education (3 on our scale), has average (LN) income, has two comput-
ers, possesses a laptop, tablet and smartphone, and has no victimization experiences.
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