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ABSTRACT

In this paper, we propose a photon-counting double random
phase encryption with merging reconstruction. Double random
phase encryption (DRPE) is a simple and secure optical encryption
technique using phase random masks. To enhance the security level,
a three-dimensional photon counting technique has been applied to
DRPE. However, we cannot recognize the original image
information in a photon-limited scene. To solve this problem, we
propose a merging reconstruction method, which can detect the
photons using several reconstruction layers. Through this method,
we can obtain a decrypted image of enhanced visual quality. This
paper presents a simulation test for the proposed method.

CCS Concepts

« Computer systems organization — Architectures — Other
architectures = Optical computing * Theory of computation —
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1. INTRODUCTION

Double random phase encryption (DRPE) is one of the most
well-known optical encryption techniques [1]. It can encrypt data
using two phase masks and decrypt the data with a phase mask key.
DRPE can encrypt data at the speed of light and it does not require
the updating of an authentication key for encryption. Based on these
advantages, many DRPE studies have been reported.

To effectively enhance its security level, photon counting
imaging was applied to DRPE. Photon counting imaging can
visualize an object in photon-starved conditions [2-3]. It can detect

the photons from a scene using the Poisson random process and
statistically estimate the scene. DRPE with photon counting
imaging can encrypt data with an improved security level and is
referred to as photon-counting double random phase encryption
(PDRPE) [4]. However, PDRPE cannot generate a high-quality
decrypted image. Thus, we cannot easily recognize data in a
photon-limited scene. Moreover, this technique can only encrypt
two-dimensional (2D) data. To address these challenges, the
integral imaging technique has been applied to PDRPE.

The integral imaging technique can generate a 3D reconstructed
image and it can be divided into two processes: pick-up and
reconstruction [5]. In the pick-up process, object images of
different perspectives are recorded through the lens array; these
images are called elemental images. In the reconstruction process,
3D images are generated by back-projecting the elemental images
through the virtual pinhole array. This reconstruction method is
called volumetric computational reconstruction (VCR) [6-7]. In
VCR, the reconstructed 3D images can be generated with different
depths. Therefore, PDRPE with integral imaging can encrypt not
only 2D images, but also 3D data. Additionally, it can visualize
decrypted images with photon-starved conditions [8-13]. However,
it is difficult to visualize a decrypted image in severely photon-
starved conditions. For these conditions, we propose a merging
reconstruction method. For this technique, several reconstruction
layers are constructed to enhance the visual quality of the decrypted
image. Finally, we can obtain a high quality decrypted image and
recognize the image under a severely photon-starved condition.

This paper is organized as follows: in section 2, we describe the
conventional 3D optical encryption and then present our proposed
method; in section 3, we discuss the implementation of the
computer simulation and present the results which compare the
performance of our proposed method with the conventional method;
finally, we present the concluding remarks in section 4.

Integral imaging technique can generate the three-dimensional
(3D) reconstructed image and it can be divided into two processes;
pick up and reconstruction process [5]. In the pick-up process,
different perspective object images through the lens array are



recorded where these images are called as elemental images. In the
reconstruction process, 3D images are generated by back-
projecting the elemental images through the virtual pinhole array.
This reconstruction method is called as volumetric computational
reconstruction (VCR) [6-7]. In VCR, the reconstructed 3D images
with different depths can be generated. Therefore, PDRPE with
integral imaging can encrypt not only 2D images but also 3D data.
Also, it can visualize the decrypted images with photon-starved
conditions [8-13]. However, it is difficult to visualize the decrypted
image in severely photon-starved conditions. To visualize the
decrypted image even in these conditions, we propose a merging
reconstruction method. In this technique, several reconstruction
layers are constructed to enhance the visual quality of the decrypted
image. Finally, we can obtain the high quality decrypted image and
can recognize the image under severely photon-starved situation.

This paper organized as follows. In section 2, we present the
conventional 3D optical encryption and explain our proposed
method. In section 3, we implement the computer simulation and
show the results to compare the performance of our proposed
method with the conventional method. Finally, we present the
conclusion in section 4.

2. 3D optical encryption
2.1 Double Random Phase Encryption

(DRPE)

The DRPE technique is the simplest and fastest optical encryption
method. It uses two random phase masks to encrypt an image. Let
f(x) be the original image in 1D notation. n(x) represents the spatial
domain random noise and n(w) represents the frequency domain of
the encoded random noise, which is uniformly distributed over [0,
1]. To encrypt the original image, the original image is multiplied
by the random phase mask exp[i2rmn(x)]. It is then convolved with
the function h(x), the Fourier transform of which is exp[i2rn(w)].
As a result, the encrypted image E(x) is defined as below.

E(x) = FH{F[f (x) exp{i2znn(x)}] exp[ i2rn(W)]} (1)

F represents the Fourier transform and F~1 is the inverse Fourier
transform. The encrypted image E(x) is a complex term and it can
be expressed by its amplitude and phase terms, as below.

E(x) = |E(x)|exp[i@(x)] @

E(x) can be decrypted by multiplying the conjugate of the second
random phase mask, as written below.

D(x) = [F'[F{E(x)} exp{—i2nn(w)}]| ®)

Finally, the decrypted image D(x), which is the same as the
original image f(x), can be obtained. Figure 1 illustrates the entire
process of DRPE.
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Figure 1. Process of double random phase encryption.

To keep the original image safe and develop a more secure
encryption process, photon counting imaging is applied. Because it
can extract a few photons from the encrypted image, the security
level of DRPE can be enhanced; i.e., even if the key random phase
mask is known, it is not possible to visualize the decrypted image,
owing to the lack of information of the encrypted image. Therefore,
we can enhance the security of the data so that it is superior to the
conventional method. In the next section, we present the photon-
counting double random phase encryption method.

2.2 Photon counting Double Random Phase
Encryption (PDRPE)

When the light source illuminates the object, the reflected photons
emanate from the object. An image sensor records these photons to
visualize the object shape. However, these photons are rarely
detected in unit time and space under photon-starved conditions.
Therefore, photon counting imaging can be used under these
conditions because it is able to detect these photons. In addition,
photon counting imaging can be modeled by a Poisson distribution.
Figure 2 describes the photon counting process.
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Figure 2. Photon counting process.

When the light source illuminates the object, the reflected
photons emanate from the object. An image sensor records these
photons to visualize the object shape. However, these photons are
rarely detected in unit time and space under photon-starved
conditions. Therefore, photon counting imaging can be used under
these conditions because it is able to detect these photons. In
addition, photon counting imaging can be modeled by a Poisson
distribution. Figure 2 describes the photon counting process.

This technique may be used to improve on the security of the
original image, compared with the conventional DRPE method. To
generate the photon-limited encrypted image from the conventional
encrypted image, we normalize this image.

E(x)

AX) = ,
) =7 @

4)



where N, represents the number of pixels in the image. The photon-
limited encrypted image can subsequently be generated from the
normalized image A(x) using the Poisson distribution, as follows.

CE)|A(x) ~ Poisson[N,A(x)], (5)

where Ny, is the expected number of photons in the image. Here, we
detect the number of photons N,, from the normalized image A(x).
We can generate the photon-limited encrypted image C (x). We can
then decrypt the image with the same method, as described in

section 2.1. Equation 6 represents the decryption process of PDRPE.

Dpp(x) = |F7HF{C(x)} exp{—i2nn(w)}]] (6)

However, under severely photon-starved conditions, it cannot
reveal the original information data because there is too little
information for the encrypted image. Thus, the decrypted image
appears as an image with white noise. To enhance the visual quality
of the decrypted image and recognize its information, integral
imaging can be applied. In the next section, we present the PDRPE
technique with integral imaging.

2.3 Integral Imaging

Integral imaging can generate a full parallax 3D image without a
coherent light source. It uses elemental images of different
perspectives to reconstruct the 3D image. Figure 3 represents the
concept of integral imaging.

Elemental images

Pick up process Reconstruction process

Figure 3. Concept of integral imaging.

It can record the elemental images through a lenslet array and
reconstruct the 3D images, with different depths, through the
homogeneous lenslet array used in pick-up. However, the lenslet
array may decrease the elemental image resolution; thus, a camera
array may be used to enhance the resolution of each elemental
image. In addition, to reconstruct the 3D image using the
computational method, we apply the VCR method. Each elemental
image passes through the virtual pinhole array and is propagated
onto the reconstruction plane, where the elemental images are
overlapped; finally, we can obtain the 3D reconstructed images at
each depth.

The VCR technique, used with PDRPE, can decrypt the 3D data
and visualize the photon-limited decrypted image. For this
technique, the photon-limited encrypted images are used as the
elemental images. Figure 4 illustrates the PDRPE with the VCR
method.
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Figure 4. PDRPE with volumetric computational
reconstruction.

f is the distance between the elemental images and the virtual
pinhole array. p is the distance between pinholes. Z,.. is the depth
between the pinhole array and the reconstruction plane. si, and si,,
are the shifting pixel values of each elemental image on the
reconstruction plane. The shifting pixel values and reconstruction
process are defined in the following equations.

si. = NgxXpXf si. = NgyXpXf )
x CSXXZTC y CSyXZTC
1

RC(x,y,Zyc) = AT

M8 XN Dpn(x + siym, y + siyn)

@)
N, and N, are the number of pixels for the elemental image in
the x and y directions, respectively. Cs, and Cj,, are the image
sensor size. 0(x,y, Z,) is the overlap matrix on the reconstruction
plane and M and N are the number of elemental images in the x and
y directions, respectively. We can then reconstruct the decrypted
photon limited 3D image R(x,y, Z;.¢)-

However, this method is not able to generate high visual quality for
3D objects and it cannot visualize the object in severely photon-
starved conditions. To visualize images of high visual quality,
many elemental images with a large number of photons are required.
However, if the number of photons increases, the security level of
the DRPE is degraded and it makes the photon counting process
meaningless.

To solve this problem, we require a new reconstruction method that
can visualize the original information with a few photons. In the
next section, we propose the new reconstruction method, which is
able to visualize the original information data under severely
photon-starved conditions, called the 3D merging reconstruction
method

2.4 3D optical encryption system with

merging reconstruction method

To visualize the decrypted image, the size of the original photon
data effectively increases. To increase the number of photons in the
reconstruction process, the reconstruction plane is divided into
several reconstruction layers. On each reconstruction layer, we
reconstruct a new elemental image using 2(H) x 2(V) original
elemental images, which can effectively collect the continuous
photon information. We can thus obtain the single reconstructed
image with many photons.

To visualize the 3D image, the overlapping matrix is modified
because the conventional overlapping matrix may attenuate the
intensity of the photons. The conventional method calculates the
overlapping number in unit image. However, when the image has
no pixel intensity values, it can decrease the photon intensity and it
may lose the information of the original photons. However, we



calculate the overlapping number in unit pixel. Therefore, we can
increase the pixel density and effectively visualize the photon
image under severely photon-starved conditions. Figure 5 describes
the reconstruction process of the proposed method and Fig. 6
presents the difference between the conventional and proposed
overlapping matrices.

Encrypted photan limited
elemental images
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Array
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Figure 5. PDRPE with merging reconstruction method.

ME,, represents the elemental images in each reconstruction layer.
PEX,, and PEY,, are the number of pixels of ME,, in the x and y
directions, respectively. MSX,,, and MSY,, are the shifting pixel
values in each layer. We can define the shifting pixel values, MSX,,
and MSY,, and the reconstructed image ME,,, as below.

1 - —
MEp = == Ym=b Xn=o Dpn (x + MSXpym, y + MSY,m) (9)
pYv
fXPXPEXm [XPXPEYy,
MSX,, = ——, MSY,, =——— 10
m CsxXZyc m CsyXZyc ( )

To generate a single reconstructed image, ME,,, elemental images
are reconstructed in each layer. Thus, we can generate a high visual
quality 3D image using the merging reconstruction method.
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Figure 6. The concept of proposed overlapping matrix.

As seen in Fig. 6, the conventional overlapping matrix may lose the
photon data when the matrix has a zero-pixel intensity value. To
compensate for this, we calculate the overlapping number in unit
pixel. We can thus maintain the photon intensity of each elemental
image, which is an improvement on the conventional method. In
the next section, we present a computer simulation to verify our
proposed method.

3. Simulation setup and results

To demonstrate the performance of our proposed method, we
implement a computer simulation. To generate the 3D decrypted
image, we have to pick-up the elemental images. Therefore, we use
the 5(H) x 5(V) camera array. The focal length of the camera is 50
mm. To obtain different perspectives in each elemental image, the
pitch between cameras is 2 mm. Each elemental image has a pixel

resolution of 800(H) x 800(V). We use these elemental images to
decrypt the original data for the PDRPE method. To apply this
simulation to a realistic situation, we test two types of the elemental
images and we set each information data point in front of the
camera array. The distance between the camera and the information
data is 120 mm. Figures 7 and 8 present the simulation setup and
the elemental images, respectively.

S5(H) x 5(V)
Camera array

Pitch t

-
I17]] 120mm
]

Focal length 530mm
Each image resolution 800(FH) x 800(V)

Figure 7. Computer simulation setup.

(a) (b)

Figure 8. The elemental images. (a) Information data, (b) QR
(Quick Response) code.

First, we implement the simulation for the information data, as
shown in Fig. 8(a). We generate the decrypted images with photon
limited elemental images, which has photons from 4000 to 7000.
We compare the result of the conventional method with that of the
proposed method, as below.

Histogram equalized

Result Images
Images

Np 4000 case

Np 5500 case

Figure 9. Conventional DRPE result images.

We present two images in Fig. 9. We cannot observe the resulting
images; thus, we visualize the images using histogram equalization.
We cannot clearly observe the word in the resulting image for the
conventional method. We therefore gradually increase the expected
photons up to 5500; however, we cannot clearly visualize the
information.



Histogram equalized
Images
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Figure 10. DRPE with merging reconstruction method result
images.
However, using our proposed method, we can observe the word
with more clarity, in comparison to the conventional method, as
shown in Fig. 10. It is difficult to determine the difference between
the two results; therefore, we evaluate the image quality using
various performance metrics.

peak Correlation peak

1000
. Ehotens
—~Conventional —FProposed

Figure 11. Correlation peak analysis data.

We test the correlation peak using the result image, which has
4000-7000 photons. Furthermore, we obtain the peak to noise
signal ratio (PSNR), mean square error (MSE), and structural
similarity (SSIM), as below.
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Figure 12. Peak to signal noise ratio analysis data.
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Figure 13. Mean square error analysis data.
SSIM
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Figure 14. Structural similarity analysis data.

According to Figs. 11-14, our proposed method demonstrates
better performance than the conventional method. Specifically, our
proposed method exhibits a higher correlation peak value in this
simulation.

In addition, we apply our method to a quick response (QR) code.
The reconstruction depth is the same as the previous simulation.
We detect 10000-100000 because it is difficult to visualize the
whole QR code with a few estimated photons; therefore, we detect
more photons than the previous simulation. Figure 15 shows the
conventional DRPE result images.

Histogram equalized
Images

Result Images

Np 49000 case

Np 69000 case

Figure 15. Conventional method QR code result images.



We generate the resulting image with 49000 photons. However, we
cannot recognize the QR code image using the conventional
reconstruction method. To attempt to visualize the QR code, we
detect more photons, approximately 69000; however, the QR code
image still cannot be visualized.

Histogram equalized

Result Images
Images

Np 49000 case

Np 69000 case

Figure 16. Proposed method QR code result images.

Figure 16 shows the resulting images for the proposed method. We
can faintly observe the QR code shape using 49000 photons. When
we increase the number of photons, we can accurately obtain the
QR code shape. To verify the visual quality of the resulting images,
we implement the correlation peak analysis, as shown in Fig. 17.

Correlation Peak

peak

08

——Conventional Correlation ——Proposed Correlation photons

Figure 17. QR code result correlation peak plot.

As observed in Fig. 17, our proposed method shows high
correlation values. Until the use of 35000 photons, it is difficult for
both methods to recognize the QR code in the image. The
conventional method cannot recognize the QR code until 73000
photons; however, our proposed method is able to recognize the QR
code even when 34000 photons are used. Additionally, we plot the
2D correlation peak for 79000 photons, as shown in Fig. 18.
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200 400 600 800 1000 1200 1400 1600 1800 0 200 400 600 800 1000 1200 1400 1600 %800

Figure 18. 2D correlation peak. (a) conventional method result,
(b) proposed method result.

The 2D correlation peak plot for our proposed method shows a
higher value than that of the conventional method. This indicates
that our proposed method is better able to visualize the original
image data, compared with the conventional method. To verify that
our method can enhance the image quality, we evaluate the image
quality using the same performance metrics used for the
conventional method and calculate the average value of each metric.
Table 1 shows the result of the performance metrics.

Table 1. Image test result of QR code image.

Correlation | PSNR(dB) | MSE | SSIM
Conventional 0.3497 5.046 0.3135 | 0.0880
Proposed 0.5007 5.067 0.3111 | 0.1011

Table 1 shows that our method can improve on the image quality
obtained by the conventional method. To summarize, we presented
two simulations to verify the performance of our method, which is
able to clearly visualize the original data, even if sparse estimated
photons are used.

4. Conclusion

In this paper, we presented the PDRPE technique with the merging
reconstruction method. The conventional method showed a good
performance in encrypting data; however, it was unable to restore
the original input image under photon-starved conditions. Our
proposed method can visualize the original image better, compared
with the conventional method; it also demonstrates enhanced image
quality under the same conditions. Using the proposed method, we
can effectively and securely keep information data. E-commerce
systems are popular and most people transfer their personal
information through their smartphones. We intend to use our
technique to preserve data and we can also use it as an
authentication method. In future work, we will apply this technique
to encrypt fingerprints and human iris information. However, our
proposed method has a limitation, i.e., the noise of the resulting
image. The method cannot visualize information under severely
photon-starved conditions. Therefore, we plan to do investigation
for overcoming this limitation in a future study.
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